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GitHub Enterprise Cloud And Advanced Security Help
Financial Services Organizations Produce Secure Code

That Meets Auditing Requirements

Transactions in financial services organizations are
often targeted by malicious actors. This increases the
pressure to have a standardized approach to
producing defect-free, secure software code. Since
many financial services firms also offer technology
services to their clients, it is essential that the
software they provide meets both industry and
regulatory standards.

Due to the pressure to get applications to market,
coupled with the frequent shortage of developers,
financial services organizations are forced to hire less
experienced developers or developers who may not
be familiar with the organization’s coding practices.
After the code is developed, security teams use
various in-house developed methods to scan the
code for security vulnerabilities or errors. Most
organizations build code in silos, resulting in different
security postures from department to department.

Local development, security, and operations
(DevSecOps) teams often struggle to keep up with
the constantly changing software patches and
updates across thousands of code repositories. This
decentralized approach exposes financial services
organizations to security risks that often make it far
into the software development lifecycle (SDLC).
Remediating security defects that make it into
production is costly and can threaten a financial
services organization’s reputation with its customers.

These problems are amplified as more financial
services organizations move application development
to the cloud. The very thing that makes open source
attractive as a development platform also makes it
easy for malicious actors to exploit.
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Many financial services organizations implement the
GitHub Enterprise Cloud development platform with
GitHub Advanced Security to be able to build and
ship secure software. The combination of GitHub
Enterprise Cloud and Advanced Security ensures
that software development teams orchestrate safe
coding practices with agile software strategies. By
building security into the software development
workflow, this “end-to-end” security approach allows
financial services organizations to identify security
vulnerabilities in real-time.

GitHub commissioned Forrester Consulting to
conduct a Total Economic Impact™ (TEI) study and
examine the potential return on investment (ROI)
enterprises may realize by deploying GitHub
Enterprise Cloud and Advanced Security. To better
understand the benefits, costs, and risks associated
with this investment, Forrester interviewed four
representatives and surveyed 147 respondents with
experience using the GitHub set of solutions.


https://resources.github.com/forrester/

Forrester aggregated the interviewees’ experiences
and combined the results into a single composite
organization, that is a firm with global operations and
a central data center; this firm deploys the GitHub
toolset in the cloud for more than 7,000 developers.
Additionally, it uses GitHub Advanced Security,
Actions, Codespaces, Discussions, Pages, and
Copilot.

The full study aims to provide readers with a
framework to evaluate the potential financial impact
of GitHub Enterprise Cloud and Advanced Security
on their organizations. However, this abstract will
focus on the GitHub solution and the value it can
provide to organizations.

INVESTMENT DRIVERS

Interviewees’ and survey respondents’ organizations
chose to invest in GitHub Enterprise Cloud and
Advanced Security for several reasons, including:

e Need to increase productivity and maximize
training effectiveness. Before deploying GitHub
Enterprise Cloud and Advanced Security,
financial services organizations utilized various
loosely coupled open-source tools to manage the
CI/CD pipeline. Developers passed the code to
testers, who manually scanned the code for
security defects. If testers found security flaws,
they sent the code back to the developers to
rework and resubmit. DevSecOps had to
manually track down all the code affected across
many repositories if there were dependencies to
other code. It could take days or weeks to
remediate a single security defect. Another
challenge was to train new developers to be
productive as quickly as possible.

An engineering director at a financial consulting
firm said, “We didn’t have good ways of
measuring that, but the first month of an engineer
joining was probably written off as non-effective
for that engineer.”
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“We were not in a good place from a
security perspective before GitHub.
We did not have uniform ways for
vulnerability dependency
management. We did not have uniform
ways of managing software
vulnerability. We would do
vulnerability management at the
infrastructure layer.”

Engineering director, financial consulting

Difficulty securing code. Open-source software
development made financial services
organizations vulnerable to security breaches
and incidents at every stage of the SDLC and
production. Security was often an afterthought
rather than embedded from the beginning of the
SDLC. Since each team had its code repository,
it was difficult for DevSecOps to ensure that
security controls were implemented to protect the
integrity of the code base across thousands of
code repositories. As a result, security flaws often
made it deep into the SDLC before being
detected. The farther in the SDLC security flaws
were discovered, the more difficult and costly
they were to remediate.

“We are bound by industry
frameworks like 1ISO 2001. We also
have to meet some specific
government requirements. Also,
because we run client systems, we are
bound by some client contractual
requirements like NIST, CIS, and all of
those.”

Engineering director, financial consulting



Difficulty automating tasks. Individual
developers, DevOps, and DevSecOps teams
manually managed complex security issues,
usually with homegrown code. Each developer
would tackle these problematic issues in different
ways. Without automation, organizations relied
on developers to remember to check for security
flaws. Standardizing security code and
automating its application across various tool
stacks and repositories was complicated,
resulting in an inconsistent security posture
throughout the interviewees’ organization.

“Previously, we were basically
manually collecting the logs, and we
sometimes lost an event or two.”

Head of defensive security, financial services

Difficulty preparing for audits. Financial
services firms operate in a regulated
environment. Developers not only have to meet
internal coding standards but external regulatory
standards as well. Given the increasing number
of standards, it's complicated to ensure that all
code passes the necessary audits. At
interviewees’ organizations, auditing functions
were often separate from developer functions,
and teams of auditors had to review the code to
ensure it met various regulatory requirements.
Preparing for these audits was time-consuming,
and financial services organizations often had to
keep years’ worth of records and logs for
auditors. Additionally, manual audit preparation
left financial services organizations open to
human error.
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SOLUTION REQUIREMENTS

The interviewees’ organizations were determined to
reduce the frequency of security vulnerabilities
deployed into production and speed up releasing
software products to market. They searched for a
solution that could:

o Reduce the number of security flaws.

Better protect intellectual property.

e Increase developer productivity.

« Reduce the number of software defects.

e Reduce the amount of rework.

« Retire resources dedicated to legacy solutions.
e Speed up new-hire training.

Additionally, financial services organizations wanted
to implement a single, intuitive platform for
uninterrupted developer experience optimized to
support collaboration across teams. They were
looking to bring developers and non-developers
together to collaborate on the same platform and
allow for collaboration from anywhere users worked.

Survey participants provided their insights in the
following graphic into the distribution of GitHub
Enterprise Cloud users across their organizations.

“What percentage of your organization's GitHub users
are the following?”
Note: Top 6 responses shown

Developers
Security Team
DevOps

Project Manager
Customer Support
DevSecOps

Other

Base: 143 GitHub Enterprise users
Source: A commissioned study conducted by Forrester Consulting
on behalf of GitHub, August 2022



“We’ve prevented over 10,000
dependency vulnerabilities to be
released to production environments.”

Head of defensive security, financial services

KEY QUANTIFIED RESULTS

GitHub Enterprise Cloud and Advanced Security
enabled several benefits for the interviewees’
organizations. This section highlights four of the
seven quantified benefits for their impact on the
interviewees’ financial services organizations.

Increased developer productivity. When GitHub
Actions was combined with GitHub Advanced
Security, the financial services organizations
discovered security flaws much sooner as GitHub’s
code scanning capability scanned code and
compared it against the GitHub Advisory Database.
Alerts were then sent to developers if any security
vulnerabilities were found. DevSecOps teams wrote
workflows that automatically performed security
scans and other tasks across multiple code
repositories. Secret scanning scans repositories for
known secret formats to prevent fraudulent use of
credentials that were committed accidentally. These
workflows were embedded into the GitHub
Codespaces development environment, so when
developers created new projects, the automated
procedures were included from the beginning. As a
result, developers spent less time writing code,
moving code through the SDLC, and tracking security
vulnerabilities.

One interviewee’s organization added Copilot to its
GitHub toolbox. GitHub’s Al-driven software learned
best practices and suggested them when developers
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were not following them. An engineering director at a
financial consulting firm noted: “We are excited about
Copilot, particularly the enterprise version of Copilot
that can learn from code that you have within your
own enterprise such that it makes your engineers
more effective. For example, if you have someone
writing a pipeline to deploy some code, Copilot can
help that engineer copy a pipeline that already exists
in our library, and they can use the time to focus on
other things.”

Efficiencies from fewer code defects and
vulnerabilities. Interviewees reported that without
automation in their organization’s CI/CD environment,
security vulnerabilities made it far into the SDLC
before being detected. In many cases, the
organizations did not discover the exposures until the
code was deployed to production.

A head of defensive security at a financial services
firm mentioned that financial services organizations
often grow by acquisition and are under time
pressure to absorb the acquired company’s code
quickly while avoiding vulnerabilities. Before GitHub,
discovering potential vulnerabilities in the code of a
newly acquired organization was nearly impossible.
They said: “Developers had some atrocious coding
practices. That number will scare you; at one point,
we found 100,000 security vulnerabilities.”

After implementing GitHub Enterprise Cloud and
Advanced Security and utilizing Actions,
Codespaces, Dependabot, and GitHub’s code and
secret scanning capability, organizations could
drastically reduce the number of issues. GitHub
Dependabot alerted developers of security issues at
every stage of the SDLC. Additionally, the tools
quickly identified affected code dependencies in the
software supply chain. This improved code quality
and reduced the time developers spent
troubleshooting defects.

The financial services organizations reduced the
number of bugs developers created, eliminating tens
of thousands of hours per year in remediation time.



Reduced developer onboarding time through
automation. Interviewees said that before using
GitHub Enterprise Cloud, their organizations’ new
developers needed to be trained on the proper
coding methods and how to use the various tools
they would need during the SDLC.

o After implementing GitHub, these financial
services organizations drastically reduced
training time for new developers. Since new
developers typically generate more security
vulnerabilities, GitHub Advanced Security and
Dependabot proved helpful in catching security
vulnerabilities early. This automation further
reduced the time needed to train developers on
best coding practices.

« GitHub Actions and Codespaces indirectly taught
junior developers best practices by identifying
poor coding practices.

o GitHub Discussions, a forum for sharing ideas,
allowed new developers to ask questions of more
senior developers, share best practices, and
become part of the developer community.

An engineering director at a financial consulting firm
confirmed: “We have many processes, and over 90%
of developers don’t know what’s happening in the
background. So, we do have a lot of automation, but
if people had to do that manually — if they could
figure out how to — that would take a long time.”

“By automating everything, we could
save our business approximately
$2 million worth of work per year.”

Engineering director, financial consulting
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Time savings on IT audit preparation. The
interviewees in the financial services sector explained
that their organizations operate in a regulated
environment. Not only do their developers have to
meet internal coding standards, but they also have to
follow external regulatory standards. Most financial
regulations require a neutral group to perform the
audits. Before GitHub, developers had to help
auditors by producing the necessary documentation.
Given the frequency of financial audits, this reduced
the productivity of developers. A head of defensive
security at a financial services organization said:
“Some of our audits ask us for organizational charts,
for example, roles and responsibilities and things like
that. This documentation lives on those GitHub
pages, so | can use this documentation to answer our
audits.”

These interviewees noted that GitHub Enterprise
Cloud was able to automate the documentation
process, cutting down the time developers need to
spend manually documenting code. The standard
documentation structures made it easier for auditors
to find and compile the documentation necessary to
be compliant. This helped the financial services
organizations save time preparing for audits.

The full financial analysis aggregated the results in
seven distinct quantifiable benefits and found that a
composite organization experiences benefits of
$168.42 million over three years versus costs of
$31.63 million, adding up to a net present value
(NPV) of $136.80 million and an ROI of 433%.



DISCLOSURES
The reader should be aware of the following:

e  The study is commissioned by GitHub and delivered by Forrester Consulting. It is not meant to be a competitive analysis.

. Forrester makes no assumptions as to the potential ROI that other organizations will receive. Forrester strongly advises that readers use
their own estimates within the framework provided in the report to determine the appropriateness of an investment in GitHub Enterprise
Cloud and Advanced Security.

e  GitHub reviewed and provided feedback to Forrester. Forrester maintains editorial control over the study and its findings and does not
accept changes to the study that contradict Forrester’s findings or obscure the meaning.

e  GitHub provided the customer names for the interviews but did not participate in the interviews.
ABOUT TEI

Total Economic Impact™ (TEI) is a methodology developed by Forrester Research that enhances a company’s technology decision-making
processes and assists vendors in communicating the value proposition of their products and services to clients. The TEI methodology helps
companies demonstrate, justify, and realize the tangible value of IT initiatives to both senior management and other key business stakeholders. The
TEI methodology consists of four components to evaluate investment value: benefits, costs, risks, and flexibility.

© Forrester Research, Inc. All rights reserved. Forrester is a registered trademark of Forrester Research, Inc.

A FORRESTER TOTAL ECONOMIC IMPACT™ SPOTLIGHT COMMISSIONED BY GITHUB 6



FORRESTER'






Accessibility Report





		Filename: 

		GitHub TEI Spotlight for Financial Sector - Feb 27 FINAL_vA.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 3



		Passed: 27



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Skipped		All page content is tagged



		Tagged annotations		Skipped		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Skipped		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

