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PC Mobile Al Integrated
Computing Era Computing Era Computing Era
- >
1980s/90s 2010s/20s 2020s/30s
Traditional DB NoSQL/Distributed SQL DB Vector/Distributed SQL DB

Purpose of Databases has remained largely the same,
though the way they function/operate has changed



CockroachDB is expanding its deployment
model options

HIGH LOW
< Deployment and management overhead >
: Bring Your
Enterprise 8 Fully managed
(self-hosted) Own Cloud Cloud
(BYOCQ)
- Level of control and flexibility >
HIGH LOw
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Today, we'll cover:

1) Cross-Cluster Replication in CockroachDB to meet two data center resiliency
2) CockroachDB Security at Scale
3) Architecturing CockroachDB for Al Workloads
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Resiliency beyond
Raft: Cross-Cluster
Replication in CockroachDE



CockroachDB enables resilient, )
fully consistent clusters

Running critical, distributed workloads
with serializable isolation

Achieving zero downtime region
resiliency with 3+ data centers




Resiliency powered by native Raft
replication and distributed SQL

CockroachDB's native consensus-based Raft replication
- Full data consistency across nodes, zones & regions
- Zero data loss during failures within a cluster

Raft Replication




But what if you have other requirements? T

Running critical, distributed workloads
with serializable isolation

Achieving zero downtime region
resiliency with 3+ data centers

You want to survive a region failure
with 2 regions

You want to achieve low, single-region
write latency

You want to migrate data between
clusters

Existing hardware or application logic

limits you to 2 data centers

You want more flexibility with
deployment topologies




Introducing new tools to meet custom
requirements

CockroachDB's native consensus-based Raft replication
1 Full data consistency across nodes, zones & regions
1 Zero data loss during failures within a cluster

Raft Replication

+

[GA] Physical Cluster Replication
1 Transactionally consistent, full cluster replication
1 Ensures data protection and disaster recovery with
a passive standby cluster Cross-Cluster
+ Replication Tools

[GA] Logical Data Replication
1 Eventually consistent, table and database level replication
"1 Enables high availability and real-time analysis with
active clusters
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Physical Cluster

Replication

Generally Available in 24.1
Limited Access on Cockroach Cloud




What is Physical Cluster Replication (PCR)? ©

Physical Cluster Replication continuously
replicates all data from a primary CockroachDB
cluster to an independent standby
CockroachDB cluster

Business A

Production > .
Operations Read-

Read/Write

Fa
over to O Stan
CIUSte dby

>
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-@ Repllcatlon -@
stream

Source/Primary Target/Standby
Cluster Cluster




Use cases

Region and Cloud
Survivability

Use PCR to survive an
regional, cluster, or
cloud outage with low
RPO and RTO by cutting
over to the standby.

Workload Isolation

Use PCR to offload
non-critical operations,
such as running
analytics queries, to the
standby cluster (24.3)

Data Migration

Use PCR to migrate data
seamlessly between
CockroachDB clusters.

Cluster upgrade
protection

Populate dev clusters
in real time




Physical Cluster Replication (PCR) overview ¢

Business A

- Producti 4 ;
Cluster-level R:;dl/‘\‘l:v:"i,t: Operations Read-
Replication happens at cluster-level, i.e., :
it is unaware of database, table, row Failover 1, o

Stq
; CJ Qndp
boundaries, etc. Uster oY

Transactionally Consistent

You see a transactionally consistent

state when you “failover” to the standby, =
including schema changes, zone configs, ]
users, privileges, etc. No conflicts. -@ Reg;';gg:;?“ —®

Source/Primary Target/Standby
Cluster Cluster




Life of a transaction in PCR

Transaction

Client
COMMITS

‘ Data ]

“ Data

|

N

’ Data }

!‘ Data ‘

—>

Replication lag

N

All data is accounted for in PCR during replication.




PCR replicates the entire cluster

CREE‘PI?‘?,ZBLE }79 Cluster data ——> CTRAEQ_-I;EE —+>  Cluster Data



PCR replicates the entire cluster

Client
CREATE TABLE

e

—7 Cluster data %9

Client
Schema change

R

‘ Cluster settings ’

%

N

CREATE
TABLE

Schema
change

—+>  Cluster Data
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’ Cluster settings ’

Cluster Data
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How does PCR handle disasters?

N

Node Outage,
Network Partition

PCR will replan node
connections between
clusters and continue
replication without any
manual intervention
required.

-

S8y

Cluster, Data-center,
Region, Cloud Outage

Users can cutover to
the standby cluster
with a ~30 second

RPO. Users will
manually redirect
application traffic to
the standby cluster.

Human Error,
dropping a table

PCR lets you cutover to
a time in the past,
ensuring that the
target clusteris a
consistent copy of the
source cluster at the
chosen timestamp.

————
4@\
Cyber-attack

PCR lets you cutover to
a time in the past,
ensuring that the
target cluster is a
consistent copy of the
source cluster at the
chosen timestamp.



Physical Cluster Replication (PCR) overview

. ; Business A
RPO is ~30 seconds for most I:;Z‘:ILII\‘I:\:%: % Operations Read:-
applications, depending on the :
workload traffic and corresponding Failover ¢

O St
Cluste, Ndlby

replication lag.

RTO is ~one minute limited by the

time it takes to identify the incident, '
decide and complete the cutover from
the primary to standby database, & ' =
promote the standby to primary within -_—
your load balancer. -@ Syte-lovel -@
eplication
stream

Source/Primary Target/Standby
Cluster Cluster




Logical Data

Replication

GAin 25.2




What is Logical Data Replication (LDR)?

Production
Read/Write

[ LDR Stream #2 ]

Production
Read/Write

Cluster B

LDR provides ACID consistency on
each cluster and asynchronous
replication between clusters so that
users can achieve eventual
consistency between 2+ clusters.

Reads and writes can occur
concurrently on both clusters
allowing customers to survive a region
failure while providing low latency read
and writes.

Cluster A

[ LDR Stream #1 ]




What is Logical Data Replication (LDR)?

Production

Production :
Read/Write

Read/Write

[ LDR Stream #2 ]

Cluster A Cluster B

LDR replicates table subsets of a
cluster.

LDR uses last writer wins conflict
resolution based on the MVCC
timestamps of the replicating write.

[ LDR Stream #1 ]




Achieving high availability and low latency g

with 2 data centers

North Traffic

Delhi
Cluster

Mumbai
Cluster

South Traffic

Both clusters can receive application
reads and writes

Both clusters have low, single-region
write latency with transactionally
consistent writes via Raft consensus
replication

In a data center or cluster outage,
operators can redirect application traffic
to the surviving cluster with little
downtime



Workload isolation

LDR enables users to isolate critical application workloads from non-critical application
workloads, enabling users to isolate resources and size clusters for certain workloads.

Application Traffic

‘ Cold Workload

l
/—_\
\\\\~_______~’,//

[ Support Tables ]

Backups,
CDC

[ Application W

Table J
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I Application ]

L Table

N~
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Cross-Cluster Replication in CockroachDB O

Physical Cluster Replication (PCR) | Logical Data Replication (LDR)

What is it? e  One-way physical replication e Bi-directional logical replication
’ e  Replicates the entire source cluster e  Replicate table subsets of a cluster

Surviving region/DC outages with 2 DCs

Why would you Surviving cluster control plane outages

use it? Data migration between clusters
Create flexible deployment topologies
Started by SQL statements, in the DB
Operator . . .
Experience o Jobs mfrastructure integration
Admission Control for protecting foreground workloads
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Modern applications
demand trust:
secure everywhere
and at scale



Security starts where the data lives [

( ]
e

< DPDP ACT S HIPAA
w % COMPLIANT




Contain, recover, evolve:
resilience against threats

\\\n--.
(ES

Anticipate
Expect the
unexpected

—

Recover

Get back
up faster

o®
.®
.

o- -0
@?b/
Contain
Limit the damage quickly

CockroachDB goals

Withstand

Keep calm and
keep operating

Evolve

Always stay
ahead



Security and resilience
built into the database

High
availability

A
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Built-in encryption
(at rest and in transit)

Audit logging
and monitoring

“e
..
.
e
.~
.
e /
el { 9
- /

CockroachDB features

on

.| O-0-0

\'/':'\y

Scalable and
distributed
architecture
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Fine-grained
access control
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Compliance at
scale: regional,

tenant-aware,
secure




Row Level Security provides database native
advanced security and compliance controls

3} SHOW DON'T TELL

CockroachDB
Row-Level Security

Rob Reid

Technical Evangelist at

Cockroach Labs

o twitter.com/robreid _ic

o youtube.com/cockroachdb



https://docs.google.com/file/d/19FGeoOdNxNjIkpP20BSpZiDxIVq8atoV/preview
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Architecting for Al:
Evolving Database
Design for the Al Era



Al memory: the agent's brain

Short-Term Memory
(context window)

What it is: The Al's "working
memory" for the current
conversation.

Analogy: An Al's inmediate
consciousness.

Key Traits: Volatile, limited capacity,
and extremely fast.



Al memory: the agent's brain

Short-Term Memory
(context window)

What it is: The Al's "working
memory" for the current
conversation.

Analogy: An Al's inmediate
consciousness.

Key Traits: Volatile, limited capacity,
and extremely fast.

Long-Term Memory (knowledge base)

What it is: The permanent store for learning, personalization, and
reasoning.

Episodic: Remembers specific past interactions. "Last time you asked
about billing."

Semantic: General knowledge of facts and concepts. "What is a
distributed database?"

Procedural: Knows how to perform tasks. "How do I book a flight?"



Al memory: the agent's brain

Short-Term Memory
(context window)

What it is: The Al's "working
memory" for the current
conversation.

Analogy: An Al's inmediate
consciousness.

Key Traits: Volatile, limited capacity,
and extremely fast.

Long-Term Memory (knowledge base)

What it is: The permanent store for learning, personalization, and
reasoning.

Episodic: Remembers specific past interactions. "Last time you asked
about billing."

Semantic: General knowledge of facts and concepts. "What is a
distributed database?"

Procedural: Knows how to perform tasks. "How do I book a flight?"

Incidental Memory
(governance)

What it is: The unintentional capture
of irrelevant or sensitive information
(e.g., personal details shared in a
conversation).

Analogy: Remembering the color of a
passing car you weren't trying to
memorize.

Key Challenge: This is not a feature,
but a governance and security
problem. The goal is to prevent storing
this data to protect user privacy.



Al memory: the agent's brain

Short-Term Memory Long-Term Memory (knowledge base)

(context window)
What it is: The permanent store for learning, personalization, and

What it is: The Al's "working reasoning.

memory" for the current

; Episodic: Remembers specific past interactions. "Last time you asked
conversation.

about billing."

Analogy: An Al's inmediate

. Semantic: General knowledge of facts and concepts. "What is a
consciousness.

distributed database?"

Key Traits: Volatile, limited capacity,

. n H ?H
and extremely fast. Procedural: Knows how to perform tasks. "How do | book a flight:

Contextual Memory (orchestrator)

What it is: The effective blending of short-term and long-term memory to maintain coherent understanding across
interactions.

Function: Ensures the Al is consistent and applies past knowledge to current conversations.
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(e.g., personal details shared in a
conversation).

Analogy: Remembering the color of a
passing car you weren't trying to
memorize.

Key Challenge: This is not a feature,
but a governance and security
problem. The goal is to prevent storing
this data to protect user privacy.



Al memory: the agent's brain

Short-Term Memory
(context window)

What it is: The Al's "working
memory" for the current
conversation.

Analogy: An Al's inmediate
consciousness.

Key Traits: Volatile, limited capacity,
and extremely fast.

Long-Term Memory (knowledge base)

What it is: The permanent store for learning, personalization, and
reasoning.

Episodic: Remembers specific past interactions. "Last time you asked
about billing."

Semantic: General knowledge of facts and concepts. "What is a
distributed database?"

Procedural: Knows how to perform tasks. "How do I book a flight?"

Contextual Memory (orchestrator)

What it is: The effective blending of short-term and long-term memory to maintain coherent understanding across

interactions.

Function: Ensures the Al is consistent and applies past knowledge to current conversations.

LLMs are Dumb without it’s brain!

Incidental Memory
(governance)

What it is: The unintentional capture
of irrelevant or sensitive information
(e.g., personal details shared in a
conversation).

Analogy: Remembering the color of a
passing car you weren't trying to
memorize.

Key Challenge: This is not a feature,
but a governance and security
problem. The goal is to prevent storing
this data to protect user privacy.



CockroachDB vector data and indexing
powers native Al RAG workloads

CockroachDB fits here

as a knowledge base /\

@ v l /O\

ey | e > Q /Q SRR
~ O |

Knowledge base Relevant context

CockroachDB Vector indexing provides Respanse
automatically up-to-date + partitioned
searches



What is a vector? %)

wolf “banana” apple

“cat”

L .

“query: kitten ”




Why you need a vector index [

Regular indexes work for Exact range search
single-dimensional, ordered data types M S S S S T
like strings or numbers -10-8-6-4-2 0 2 4 6 8 10

Embeddings are high-dimensional and
don’t have a natural sort order

Nearest neighbor

search
We care about semantic similarity, not /
exact match

Brute-force scanning works at small scale, ' -
but falls apart with millions of vectors <

Vector indexes enable fast, approximate
nearest neighbor (ANN) search at scale




The challenge: distributed vector indexing ¢

e No central coordinator

e No large in-memory structures
e Minimal network hops

e Sharding-compatible layout

e No hot-spots

e Incremental updates




Vector indexing algorithm designed
specifically for CockroachDB

Based on SPANN and SPFresh
papers from Microsoft

Adapted for a distributed SQL

architecture

Data quantization done with RaBitQ
to speed up performance

66v1 [cs.DB] 5 Nov 2021
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The solution: introducing C-SPANN

SPANN: Highly-efficient Billion-scale Approximate
Nearest Neighbor Search
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SPFREsH: Incremental In-Place Update for
Billion-Scale Vector Search
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The solution: introducing C-SPANN [

BB Microsoft

BB Microsoft

SPFresh

RaBitQ
Quantization Distributed
SQL




Why Cockroach DB + vector search? [

Scalability
e Horizontal Scale: Take advantage of Cockroach DB’s horizontal scalability to store large amounts of

Vector data.

e Distributed Architecture: Automatically scales out horizontally as Vector data grows, maintaining
performance and reliability without complex manual sharding.




Why CRDB + vector search? [

Scalability
Horizontal Scale: Take advantage of Cockroach DB's horizontal scalability to store large amounts of

Vector data.

Distributed Architecture: Automatically scales out horizontally as Vector data grows, maintaining
performance and reliability without complex manual sharding.

Resilience
High Availability: Industry-standard 99.999% SLA on CockroachDB Cloud Dedicated ensures continuous

operation and minimal downtime.
Self-healing infrastructure: Vector data automatically rebalances when a node is lost and heals when

you add back a node




Why CRDB + vector search? [

Scalability
e Horizontal Scale: Take advantage of Cockroach DB’s horizontal scalability to store large amounts of

Vector data.

e Distributed Architecture: Automatically scales out horizontally as Vector data grows, maintaining
performance and reliability without complex manual sharding.

Resilience
e High Availability: Industry-standard 99.999% SLA on CockroachDB Cloud Dedicated ensures continuous

operation and minimal downtime.
e Self-healing infrastructure: Vector data automatically rebalances when a node is lost and heals when

you add back a node

Enterprise Features
e Integrated Vector and Operational Data: Combines the strengths of a Vector database and an

operational database into a single, resilient and scalable solution, simplifying architecture and red

costs.
e Future-Proof Investment: Supports modernizing legacy applications and meets evolving de 2

and machine learning workloads.




Redefining the limits of operational data )
using CockroachDB

/-)
R B -
Modernization Cloud

CockroachDB Distributed SQL

Delivers state of the Scales effortlessly to Expands easily Simplifies operations,
art resilience meet demand everywhere optimize TCO

Can be deployed anywhere and available as self-hosted software or SaaS managed service



Thank you!




Your feedback
fuels our roadmap




