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“Remarkably Human” is one of the core principles Asurion’s culture strives towards and is 
front of mind in the way we handle and protect personal data. With that in mind, we are 
providing this Privacy Notice (“Notice”) to describe how Asurion collects, uses, discloses, 
and handles your personal data, and information about privacy rights you may have, 
depending upon where you live.  

A Few Terms 

When we use “Asurion”, or terms like “we”, “us”, or “our” in this Notice, we’re referring to 
Asurion, LLC and our subsidiaries and affiliates. 

When we use the term “you,” “your” or Asurion Field experts in this Notice, we’re referring to 
non-Asurion employee users who download, access and/or use the Asurion Field Platform, 
Websites, and/or the Asurion Field Mobile Application (collectively and individually, the 
“Platform”) applicable to the Services which will be made available to you. 

When we refer to “personal data,” we mean any information that relates to an identified or 
identifiable person, whether that person is identifiable directly or indirectly. 

Capitalized terms that are not defined in this Notice, shall have the same meaning as in the 
Asurion Field Application Service Terms which is available at 
https://field.asurion.com/static/legal/TOS.pdf.  

Scope of this Privacy Notice 

This Notice applies to the personal data we collect when you download, access and/or use 
the Platform. It’s important to understand that this Notice applies only when Asurion 
controls how and why your personal data is being used, such as when you download, access 
and/or use the Platform. 

Supplemental Notices 

In some special cases, Asurion may provide a supplemental notice that gives additional 
information about the use of personal data. In that situation, if anything in the supplemental 
notice conflicts with information provided in this Notice, the supplemental notice’s 
information controls. If there are supplements, links to such notices may be found at the end 
of this Notice. 

Accessibility 

If you are visually impaired, you may access this Notice through your browser’s audio reader.  

https://field.asurion.com/static/legal/TOS.pdf
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Sources of Personal Data 

Asurion may obtain your personal data, in accordance with applicable data privacy laws in 
the following ways: 

• Directly from you 

• Indirectly, such as from your device(s), your employer, customers and other third 
parties 

• From public sources such as public records and public forums, including social 
media 

It’s important that the information contained in our records is accurate and current. If the 
personal data you have provided to us happens to change while your Platform profile is 
active, please keep us informed of such changes or take ownership of the personal data you 
share with us by editing or updating your Platform profile or contacting us as indicated 
below.  

Categories of Personal Data We Collect 

We may collect the following categories of personal data about you, depending on how you 
use the Platform. 

• Identification Data such as your full first name and first initial of your last name. 

• Contact Data including your phone number, email address and home address. 

• Identification Documentation. Where permitted or required by applicable law, we 
may require information to validate your identity, such as a copy of your driver’s 
license, passport, or other personal identification. 

• Location Data such as from your mobile device for Asurion Field experts and field 
technicians while you are in scope to provide the Services. Location data includes 
precise geolocation and time-stamp data for each ping. 

• Mobile Device, Systems and Use Data such as information about your mobile 
device, including, without limitation, telephone serial numbers, settings information, 
operating system, Bluetooth settings, Wi-Fi, GPS, screen, mobile data, auto-sync, 
storage, battery, performance and data usage and device applications. We may also 
collect IP addresses, Platform log files, login information, systems accessed and 
Platform related communications with Asurion.  

• Photo such as the forward-facing, centered photo of your face used as your expert 
profile photo on the Platform.  
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• Other Information You Might Choose To Share With Us such as information you 
voluntarily choose to share in your expert profile and if applicable, answers to 
feedback surveys. 

Asurion does not knowingly collect personal data of individuals under the age of 18. Our 
Platform is not designed for children under 18, and we do not intentionally or knowingly 
collect personal data from users who are under the age of 18. If we discover that a child 
under 18 has provided us with personal data, we will delete such information.  

Cookies and Other Tracking Technologies 

We use several types of tracking technologies (e.g., cookies, web beacons, pixels, and 
device identifiers) to provide functionality, to recognize you across different services and 
devices including for the purposes of advertising and re-engaging you if you have searched 
for, viewed, and/or purchased our products or similar products, and to improve your 
experience.  Learn more about how we use cookies and tracking technologies here. 

Asurion.com Recognizes the Global Privacy Control 

Asurion.com now recognizes the Global Privacy Control (“GPC”), which enables us to 
automatically honor your cookie preferences as expressed through a browser or plug-in that 
uses the GPC without the need for you to make a separate effort to express those 
preferences. You can find out more about the GPC, how it works, and different ways you can 
use the tool at https://globalprivacycontrol.org/. 

How We Use Your Data 

We only process your personal data when we have a legitimate business reason or a legal 
requirement to do so. The main reasons for processing include: 

• Expert Profile. We use this information to activate, authenticate and maintain your 
Platform account and for related Asurion and customer facing applications and 
experiences where your expert profile is used. 

• Training. We use this information to help us with creating and updating Asurion Field 
experts’ training and other development opportunities and enforcing mandatory 
training completions. 

• To Communicate With You. We use this information to communicate with you via 
the Platform and also to email, call or send you SMS communications if you expressly 
opted in to receive the SMS communications from us. 

• Providing Our Products and Services to Customers. This data is processed for the 
performance of services pursuant to our contractual obligations.  

https://www.asurion.com/cookie-notice/
https://globalprivacycontrol.org/
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• Legal Requirements. We use this information to comply with laws and regulations 
(e.g. tax, anti-discrimination laws, etc.) or to exercise or defend our legal rights. 

• Contacts.  We use this information internally to compile directories or send items or 
documents to email or home addresses. 

• Security and IT. We use this information for security purposes and to manage our 
general operations, to provide services to you as necessary, and to protect your 
personal safety. 

• Investigations and Fraud Detection. We use this information when necessary to 
investigate customer complaints or when necessary to detect fraud or other types of 
wrongdoing. 

• Day-to-day Business Operations. We may use this information for other legitimate 
purposes that are reasonably required for day-to-day operations at Asurion, such as 
business analytics, surveys, to enable the management and operation of information 
technology and communications systems and networks, improve and maintain 
effective administration of experts, develop and improve products, services, and 
operations, enable reporting and communications, risk management and insurance 
functions, and the maintenance of records relating to business activities, obtain and 
maintain licenses, permits and authorizations applicable to Asurion operations.  

How We Disclose Your Personal Data 

Asurion will only disclose your personal data to those who have a legitimate business need 
for it, as in some circumstances Asurion could be legally responsible for these parties’ 
processing activities. Whenever we permit a third party to access your personal data, we will 
ensure the personal data is used in a manner consistent with this privacy notice (and any 
applicable internal data handling guidelines consistent with the sensitivity and classification 
of the personal data). We will obtain your consent for any disclosure of your personal data 
where required by law. Your personal data may be disclosed to our subsidiaries and affiliates 
and other third parties, including service providers, for the following legitimate purposes: 

• Asurion Employees and Asurion Affiliates for management of the Platform, Asurion 
Field experts and field technician services.  

• Business Partners and Service Providers to support our business purposes, as 
more fully described in “How We Use Your Data” section. 

• Consultants and Advisors to seek legal advice from external lawyers and advice 
from other professionals such as accountants, management consultants. 
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• Partners in Corporate Transactions and their Professional Advisors in connection 
with the sale, assignment or other transfer of all or part of our business. 

• Vendors, Service Providers, Customers and Clients to support Asurion’s day-to-
day operations and to carry out the purposes of our personal data processing as 
described in the section “How We Use Your Data” above. 

• Government Authorities or Law Enforcement if we in good faith believe we are 
compelled by any applicable law, regulation, legal process or government authority 
or where necessary to exercise, establish or defend legal rights, including to enforce 
our agreements and policies. 

• Other Third Parties to protect Asurion’s rights or property, to protect Asurion, our 
customers, or the public from harm or illegal activities, to respond to an emergency 
which we believe in good faith requires us to disclose personal data to prevent harm, 
or with your consent.  

How We Protect Your Personal Data 

We have a robust security program that uses appropriate technical, administrative, and 
physical controls to protect your personal data against accidental or unlawful destruction, 
loss, disclosure, alteration, or use. These controls vary based on the sensitivity of the 
personal data involved and the current state of technology. 

Prior to engaging any third-party service provider, Asurion performs due diligence to evaluate 
their defensive posture and executes an agreement requiring each third-party service 
provider to:  

• Provide at least the same level of privacy protection as is required by Asurion and 
notify Asurion if it can no longer comply and meet its obligation;  

• Process any data received from Asurion for limited and specified purposes and notify 
Asurion if it can no longer comply and meet its obligation;  

• Process Asurion’s personal data as directed by Asurion;  

• Upon notice, take reasonable and appropriate steps to stop and remediate 
unauthorized processing.  

How Long We Keep Your Personal Data 

The amount of time we retain a particular category of personal data will vary depending on 
the purpose for which it was collected, our business need for it and our legal obligations with 
respect to it. We seek to minimize our retention of data wherever possible. 
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Where we have no continuing legitimate business need or legal requirement to process your 
data, we will either delete or anonymize it or, if this is not possible (for example, because 
your data has been stored in backup archives), then we will securely store your data and 
isolate it from any further processing until deletion is possible. 

If you have specific questions about how long we retain your data for other jurisdictions 
please contact us using the contact information provided in the “Where To Turn With 
Questions” section below. 

How We Handle International Transfers of Personal Data 

As a global organization, we may need to transfer your personal data outside your home 
jurisdiction to Asurion affiliates, including our headquarters in the US. These countries may 
have data protection laws that are different from the laws of your region. We will only transfer 
personal data to another country in accordance with applicable data protection laws, and 
with confidence that the adequate protections are in place for the data. 

Internal Transfers. If we need to transfer your personal data from one Asurion affiliate to 
another, we rely on contractual agreements, specifically Standard Contractual Clauses, 
where they are required by law. Our privacy practices also comply with the APEC Cross 
Border Privacy Rules (“CBPR”). The APEC CBPR system provides a framework for 
organizations to ensure protection of personal data transferred among participating APEC 
economies.  

Asurion maintains TRUSTe APEC certifications for the Cross Border Privacy Rules (CBPR) 
system and Privacy Recognition for Processors (PRP). You may find information about APEC 
generally here. 

If you have an unresolved privacy or data use concern that we have not addressed 
satisfactorily, please contact our US-based third-party dispute resolution provider 
at TRUSTe. Dispute resolution procedures could including binding arbitration. 

External Transfers. If we need to transfer your personal data internationally outside Asurion 
to a processor who handles that data on our behalf, we rely on contractual agreements, such 
as Standard Contractual Clauses, where they are required by law. 

Exercising Your Rights Under Privacy Laws  

Depending upon where you reside, you may have certain rights related to your personal data. 
Where applicable, and subject to certain limitations and exceptions, the rights may include: 

• The right to correct your data if it’s out of date, incomplete, or inaccurate; 

http://cbprs.org/about-cbprs/
https://feedback-form.truste.com/watchdog/request
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• The right to request confirmation that we are processing your data and be provided 
with access to the data we process about you; 

• The right to have your data deleted; 

• The right to restrict the processing of your data; 

• The right to transmit your data to another organization; 

• The right to object to the processing of your personal data; 

• The right to withdraw consent for data you’ve provided to us on a consensual basis; 
and 

• The right to obtain information about the entities we have disclosed your data to. 

You will not have to pay a fee to access your personal data (or to exercise any of the other 
rights). However, we may charge a reasonable fee if your request for access is unfounded or 
excessive. 

Requests to exercise these rights can be submitted through Asurion’s Privacy Rights Portal, 
by calling 1-844-798-7701 or by emailing us at privacy@asurion.com. Asurion will respond 
to these requests in the manner prescribed by law. You will never be discriminated against 
for exercising any of these rights. 

Asurion will take reasonable steps to validate your identity before responding to a privacy 
rights request. The information required from you to validate your request will usually be 
information like your name, email address, or other similar contact information. In some 
cases, additional personal data from you to validate your identity. 

Authorized Agents. In some circumstances, a properly authorized agent may be able to 
exercise privacy rights on your behalf. Authorized agents must contact us by submitting a 
request through our webform and indicate that they are submitting the request as an agent. 
We reserve the right to require the agent to validate their identity and to require the agent to 
demonstrate authority to act on your behalf by providing signed permission from you. We 
may also require you, if you are able, to verify your own identity directly with us or to directly 
confirm with us that you provided the authorized agent permission to submit the request. 

External Links  

This Notice does not cover third-party websites or applications that may be linked from our 
services. By linking to third-party services, we do not imply an endorsement. 

It is a good practice to review the privacy notice of any third-party website or application that 
collects your personal data. 

https://www.asurion.com/privacyrights
tel:18447987701
mailto:privacy@asurion.com
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Changes to this Notice  

We update this Notice periodically to comply with global laws and regulations and our 
changing business practices. You will find the date of the most recent update at the top of 
the current Notice. Please visit this site periodically to read the Notice. We will comply with 
applicable laws to the extent they require any additional means of alerting you to changes to 
the Notice. 

How Does Asurion Handle Disputes Relating to Personal Data? 

Appealing Decisions We’ve Made About Your Data. We hope we can provide you the 
answers you’re looking for when you exercise your privacy rights or contact us with questions 
or complaints related to our data protection practices. However, if you wish to appeal a 
decision you have received from us about a privacy rights request you submitted or to 
express concerns related to our data protection practices, you can do so by contacting our 
Privacy Team via email at privacy@asurion.com. 

Where to Turn with Questions 

You can contact Asurion’s Privacy Office with questions about this Notice or the use of 
personal data related to the Platform or Services, or contact our data protection officer, by 
sending an email to privacy@asurion.com or by calling 1-844-798-7701, or by mail at: 

Asurion 
c/o General Counsel 
cc: Asurion Privacy Office 
140 11th Ave. North 
Nashville, TN 37203 

mailto:privacy@asurion.com
mailto:privacy@asurion.com
tel:18447987701

