
Data Sharing Information 

Siveillance Access System Data 

EU Data sharing information  

On 11 January 2024, the EU Data Act, a central component of the European 
data strategy, entered into force.   

The following information gives you an overview of the data of our products 
and which are available to you.   
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TYPE, FORMAT, AND ESTIMATED AMOUNT OF PRODUCT DATA THAT CAN BE GENERATED 

  

Data type  Data format  Estimated size  

Configuration Data  Text, Numeric, Boolean  Depends on the size of the Customer  

Operational Data  Text, Numeric, Boolean, 
DateTime, Image Files  

Depends on the size of the Customer  

Monitoring Data  Text, Numeric, Boolean, 
DateTime  

Depends on the size of the Customer  

Physical Card Data   Text, Numeric  Depends on the technology  

Backed up data  Compressed Files, SQL 
Backup Files  

Depends on the size of the Customer  

Logs (Software)  Text Files  Depends on the Configuration  

Knowledgebase (User Manuals)  PDF Files  Depends on the product  

 

Continuous and real-time data generation  

The products SiPass integrated (Inclusive of ACC) and SIPORT of Siveillance Access family can 
generate data continuously and in real time. The Data collection is continuous throughout operation. 
The CPU works with defined cycle times in which process data is recorded and processed.  

DATA STORAGE AND STORAGE PERIOD 
 
The data of the SiPass integrated and SIPORT are stored in the File System, RabbitMQ and SQL Serv-
er database. The data of the ACC are in Flash memory.  
   
The storage period depends on the configuration/usage of the customer.  
   
Local data storage  
The SiPass integrated (Inclusive of ACC) /SIPORT stores data in system memory of the deployed com-
puter or inbuilt RAM or FLASH memory of the controller (for ACC)   

 

Local Data Storage  Capacities  Storage Duration  

Random-Access Memory  Depending on the Configuration 
of the Machine/Device  

Depends on the runtime of an 
application.  

Disk/Flash Memory  Depending on the Configuration 
of the Machine/Device  

Depends on the configuration 
and usage of the Customer.  

For more information, see the data sheet and user manual.  
  
Remote data storage  
The configuration, operational, and monitoring data are stored in a local or remote SQL Server data-
base. Additionally, customers may choose, based on their requirements, to store backup files and ar-
chived monitoring data (including field events and system events) on a remote storage server. 
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ACCESS / RETRIEVAL, DELETION OF DATA, TERMS OF USE AND QUALITY OF SERVICE 

 

Type of data  Access/retrieval via  Terms of Use  Quality of Service*  

Configuration Data  Configuration Client,  

Operational Client,  

Web Client,  

Database,  

API  

User Management (with 
Roles & Partition)  

Authentication,  

Certificates  

   

-Encrypted data 
transmission  

-Encrypted persistence 
of confidential 
information  

   

Operational Data  Operational Client,  

Web Client,  

API,  

Database  

File System  

Monitoring Data  

Backed-up Data  File System  Restricted Permission,  

Password Protected  

  - 

Application Logs   File System  Restricted Permission    - 

Knowledgebase (User 
manuals)  

File System  Restricted Permission    - 

* "Quality of Service" refers to the ability of the products to efficiently manage data and ensure that 
security requirements are met during data transmission and persistence.  

   

Deletion of data  

Data deletion from the system is carried out at the customer's discretion, based on their specific needs. 
The responsibility for data removal rests entirely with the customer.  
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