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Bring digital literacy education
Into your classroom.

Lesson plan: Keep it private

Grades: 9-12
Duration: 45 minutes

Overview:

In this self-guided lesson, students will learn how social media platforms use their
information, helping them make safer online decisions and better protect their privacy.
The associated activity challenges them to think critically about the information required
by social media platforms by researching a privacy policy of their choosing.

Learning outcomes
Students will:
® | earn about privacy policies
® Understand how social media platforms can use personal information

® | earn what they can do to protect their privacy online

Preparation and materials

® Prepare to show the video: TELUS Wise: Privacy and permission settings

® Print or prepare access to digital copies of the ‘Privacy and social media’ tips and
activity sheet (one per student)

Procedure

Start by asking students to raise their hands if they are active on social media (likely all
hands will go up.) Then, ask students to keep their hands raised if they have ever read the
privacy policy of any social media platforms they use, like Snapchat, or Instagram (likely
most hands will go down.) Ask a few of the students that lowered their hands to volunteer
in sharing why they didn’t read the privacy policies.

Next, show students TELUS Wise: Privacy and permission settings. Explain to students

that privacy and permission settings are one way to help protect their information online,
but it’s also important to be informed about how their information is being used and who
it's being shared with by reading and understanding the privacy policies of the platforms
they use.

Last, refer students to the ‘Privacy and social media tips and digital activity sheet’
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Privacy and social media tips

Personal, private information that you share on
social media, like your location, name, age and
more can be collected and used by social media
platforms or even third-party companies in ways
that may be out of your control. That’s why it’s
important to know what information you’re giving
away and how it’s being used by taking time to
understand the privacy policies of the social media
platforms you use.

Privacy policies

Privacy policies are required by privacy law

for social media platforms and any site that
requests or uses personal information. These
policies provide an opportunity for companies to
be transparent about what kind of data they’re
collecting, where they’re storing it and how they’re
using it, and allows users to gain insight into how
their personal information is used.

Social media platforms collect all of the data that
you supply voluntarily, like age, location and name,
but they can also indirectly collect more personal
information, including your private messages,
photos, and videos. You may also be sharing data
that you don’t provide directly, such as your search
history and the sites you visit. Just as you wouldn’t
give someone a copy of your birth certificate or SIN
number without understanding why they’re asking
for it, what it’s going to be used for, and who it will
be shared with, it’'s important to understand who

is accessing your personal information online, how
they’re using it, and why.
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Privacy tips

Follow these tips to protect your privacy on social
media:

1. Understand the privacy policy.

Before creating a new account on social media,
take the time to read the privacy policy to make
sure that you fully understand what you'’re
signing up for. Remember, once it’s online, it’s
hard to get back.

2. Adjust your privacy settings.

Do you really know what your privacy settings
are? Check the privacy settings on all of your
social media accounts to make sure you're only
sharing what you want with who you want. It’s
also good practice to review privacy settings
regularly as they often change.

3. Say “no” if it’s not required.

If youre prompted with a request for
personal information and the information isn’t
essential for the platform to function, say

“no”. If information is required and you’re not

comfortable sharing it, you can always provide
false information, like a false date of birth or

address.
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Activity one: Privacy policy investigation

Privacy policies can be difficult to read and even harder to understand. To help you become more confident
in your ability to read and understand privacy policies, read the privacy policy excerpts from the social media
platforms provided below, and answer the questions that follow. Next, complete the ‘Keep it private’ research
project.

1. TikTok
“We collect information when you create an account and use the Platform.
We also collect information you share with us from third-party social
network providers, and technical and behavioral information about your
use of the Platform. We also collect information contained in the messages
you send through our Platform and information from your phone book, if
you grant us access to your phone book on your mobile device”

What this means for you

Information collected by TiKTok includes registration information, like your
age, username, password, language and email or phone number. However,
if you use another social media platform to connect to the app (such as
Facebook, Twitter, Instagram, or Google), TikTok may collect the personal
information you submit to these platforms as well, including your contact
lists and other information. The app also collects user-generated content,
including comments, messages (including private messages), photographs,
and videos. In addition, the app will capture your behavioural information,
which includes how you interact with content, the content you like or save
to favourites, the words you search and the users you follow.

® [rom the excerpt above, is it clear what information TikTok is
collecting?

® |s it clear how the information collected is being used?

® How do you think this statement could be improved so that users
understand how their information is being used?
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2. Instagram
“Information and content you provide. We collect the content,
communications and other information you provide when you use our
Products, including when you sign up for an account, create or share
content, and message or communicate with others. This can include
information in or about the content you provide (like metadata), such as
the location of a photo or the date a file was created. It can also include
what you see through features we provide, such as our camera, so we can
do things like suggest masks and filters that you might like, or give you
tips on using camera formats. Our systems automatically process content
and communications you and others provide to analyze context and what’s
in them to provide, personalize, and improve our Products”

What this means for you

Instagram collects your registration information on sign up, but also
collects all content, communications and other information when you use
the app, which includes private messages, comments and shared content.
In addition to collecting content information, Instagram can access the
metadata associated with an image or video, such as the location or date
the image or photo was created and the device used. Also, although
access to your camera roll is essential for you to engage with the platform,
you are giving Instagram access to all of your photos and videos, not just
the ones you post. The information that it collects is primarily used for
advertisement purposes.

® From the excerpt above, is it clear what information Instagram is collecting?

® s it clear how Instagram is using your personal photos and videos?

® How do you think this statement could be improved so that users understand
how their information is being used?
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3. Snapchat
“Location Information. When you use our services we may collect
information about your location. With your permission, we may also
collect information about your precise location using methods that include
GPS, wireless networks, cell towers, Wi-Fi access points, and other
sensors, such as gyroscopes, accelerometers, and compasses”

What this means for you

When you share your location on Snap Map or use a geo-targeted filter,
you are granting Snapchat access to your exact location at all times.
However, you can choose which friends you’d like to share your location
with to ensure you’re only sharing with the people you want to.

® s it clear how Snapchat is using your location information?

® |f not, how do you think this statement could be improved so that users
understand how their information is being used?

® How does this privacy issue become a possible safety issue for users of the
platform?
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Activity two: Keep it private research project

For this activity, choose a social media platform from the list below and

research its privacy policy. (P
® TikTok ® \WhatsApp
® Snapchat ® Twitter
® |nstagram ® (Choose your own platform

Next, complete the questions below, thinking about how the site is protecting your information,
and how it may be compromising it. As you conduct your research, it can be helpful to read
FAQ pages or articles from trusted news sources to help you better comprehend what the
policy says.

® \What information does the app collect?

® How do they use your information?

® |s the information shared and/or sold to third parties?

® \Where is the information stored (i.e. does it stay in Canada? Is the information stored elsewhere?)
® Does the app reference any Privacy Laws?

® \What kind of control do you have over your information through the app’s privacy and permission
settings? For instance, can you restrict the app’s access to your location information?
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