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Stakeholder dialogue by ABN AMRO on security, stability and privacy of financial transactions

On September 15, 2015, ABN AMRO and VBDO facilitated a multi-stake-

holder dialogue about security, stability and privacy of financial transactions.

This is the second dialogue out of four. The results of the stakeholder dialogue

will help ABN AMRO to take actions regarding these topics in line with sta-

keholders’ expectations. ABN AMRO will report about this dialogue and fol-

low-up in their reporting over 2015.

“ABN AMRO could do more about security and about fraud, however 

the bank is certainly a front runner in this area.”

Increasing awareness about security and privacy drives
the public opinion
The importance of security, stability and privacy of financial transactions

for clients increases as awareness of these topics rises in the fast paced

digital banking environment. News about cyber crime and the use of private

data drives the public opinion. Clients are more demanding about the services

provided. Banks are expected to become more innovative and client focused,

at the same time respecting privacy of personal data and guaranteeing a

secure financial environment. ABN AMRO aims to gain insight in these stake-

holder considerations.

ABN AMRO aims to gain insight in its stakeholders’ views
to improve its services...
The objective for this stakeholder engagement process was to deepen the

debate and to improve its services regarding security, stability and privacy

of financial transactions.

…by inviting a representative as well as expert group of
external stakeholders
The participating stakeholders represented clients, government bodies, NGOs

and several experts in the area of security and privacy from both public

institutions as well as private companies. These different views enhanced a

lively debate including a variety of perceptions. Recommendations that followed

from the debate are described on the next page.

About ABN AMRO 
ABN AMRO is an all-round bank serving retail, private and commercial banking
clients. ABN AMRO offers a full range of services to its clients, not only in the
Netherlands, but wherever their business takes them. Based on the engagement
with stakeholders, ABN AMRO draws up a plan of action, monitors progress
and reports the results. Reporting the progress on stakeholder engagement,
such as in this leaflet, is therefore part of the annual (sustainability) reporting
of ABN AMRO over the year 2015. 

Additional information about Sustainable Banking is posted on www.abnamro.
com/en/sustainable-banking. 

For further inquiries about stakeholder engagement, please contact Lea
Zeemans, Stakeholder Manager (lea.zeemans@nl.abnamro.com).

About VBDO
The Dutch Association of Investors for Sustainable Development (VBDO)

works to create a sustainable capital market, a market that considers not

only financial criteria but also nonfinancial, social and environmental criteria.

VBDO’s vision is to increase sustainability awareness among companies

and investors. Stakeholder dialogues organised by VBDO are open, value-

driven, multi-stakeholder engagement processes. These processes enable

organisations to inform their stakeholders on their strategy, discuss dilemmas

and receive feedback.
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Stakeholder Recommendations
The recommendations below are a result of stakeholders’ visions and

opinions on security, stability and privacy of financial transactions facilitated

by ABN AMRO. Based on the stakeholders’ visions VBDO contributed re-

commendations. All these recommendations are, however, merely a summary

of the efforts made. 

Recommendations 
1. Communicate clearly, concretely and comprehensively 

about security of financial transactions and the use of 
client data, more specifically:

• Actively engage with clients and peers by means of dialogue and/or

survey about (new potential) risks and (newly taken) security measures;

• Communicate the rules regarding liability with clients;

• Communicate the added value and risks of proposed security 

measures and use of personal client data (e.g. differentiated 

service or products, client risk-profiles);

• Send clients warnings when it is indicated that they are at risk due

to their behaviour (e.g. when making frequent transactions to less

profound regulated countries/areas).

2. Clearly identify which personal data are used for what
purpose and give clients a choice about which data the
bank could use for other purposes.

Stakeholders recommend developing ways in which sharing of personal data

would provide the client with a higher level of customer service. As a client they

would like to personally adjust the level of security and user-friendliness of the

digital environment.

3. Cooperate to enhance security and educate clients 
about security of financial transactions.  

Cooperation with peers and sectors enhances security of financial transactions,

according to stakeholders. ABN AMRO could be distinctive from competitors by

providing a user-friendlier online banking environment that optimally supports

the client. In the opinion of stakeholders there is a need to educate clients by

communicating about the risks of cyber crime specially to target groups more

vulnerable for financial crime.

4. Accept full liability for incurred losses of clients due to
crime, while asking clients to pay a risk fee to stimulate
prudential behaviour. 

Stakeholders mentioned that ABN AMRO could set this risk fee linked to

risk profiling of clients based on activities that could indicate that a client

has become a victim of criminal activities.

Interesting Remarks
“Duty of care of banks is a central issue in these topics. It is not about
what the client wants, but what the client needs.”

“There are boundaries in user-friendliness when it comes at the expense
of security. ABN AMRO should talk more to clients about this balance.”

“Banks should make clear that giving up privacy could make financial
transactions safer.” 

Future Prospects  
“Well done! In my opinion this stakeholder dialogue very much
contributes to the quality of the recommendations. However, I’m
curious to the ways in which ABN AMRO will follow up the stake-
holder dialogue.”

In order for ABN AMRO to be a better bank contributing to a better world ABN

AMRO and VBDO facilitate multiple stakeholder dialogues in 2015. This is a

deepening of the themes identified as suitable during the stakeholder engage-

ment process of 2014. The following stakeholder events are planned for 2015:

Integrity & compliance (November 2015)
This stakeholder dialogue issues topics regarding integrity and compliance of

ABN AMRO. This dialogue concerns discussions concerning responsible tax

policy, integrity and ABN AMRO’s performance regarding compliance.

Human Rights (December 2015)
During the ABN AMRO Human Rights conference in December 2015, stake-

holders join a plenary session with experts on Human Rights and attend

several in-depth workshops on specific Human Rights themes, such as

value chain responsibility
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