OonTuMmnsauma c60pokK
Android npunoXXeHumn:

ProGuard, D8, RS8.
TanHbl 06pycKaLuun



TuMmnug Android-koMaHabl
cynepcepBuca «Mou cybcuamm»
Pa3pabaTbiBan «CaMoKaTyc»

o Android 3aHuManca backend-

pa3paboTkon Ha Java, Python.

ABTOp Text-To-Speech-cncremsbl

09 aHTpornoMopdHoro po6oTta

(DOI: 10.1109/DeSE.2019.00055).



https://play.google.com/store/apps/details?id=ru.tstst.mysubsidie
https://play.google.com/store/apps/details?id=com.technokratos.samokatus
https://github.com/valeryvpetrov-dev/Robotis-OP2-TTS
https://ieeexplore.ieee.org/document/9073037

O KoMnaHuu

5 net 3aHMMaemMca umdbpoBomn

TpaHchopMaLMeN KPYNMHOro W
OusHeca.

Pa3pabaTtbiBaeM UnppoBble TEXHOKPATWUNG

cepBUChHI

3aHMMaeMca TEXHOMNOMMMYECKUM

KOHCaNTUHIOM
KnueHTtbl: Anbda baHk, KAMA3,
CUBYP, Gett, MTC, QIWI

https://technokratos.com/


https://technokratos.com/

BBepeHue

ﬂpe,D,I'IOCbIJ'IKVI K onTuMunsauun.

OnTUMMU3aUMa C6OpPKHU

MecTo onTumMmM3aumm c6opku B
npotecce onTumMusauuu. Yto
3Ha4yMT ONTUMU3MPOBATb COOPKY?

ProGuard

Anroputm ontumusaumu: shrink,
obfuscate, optimize, preverify.

D8, R8

MoTuBauma K co3gaHuto.
[Moyemy Tak TeCHO cBA3aHbI?
CpaBHeHue ¢ ProGuard.

TanHbl 06dycKaumnm

Mpo6nemMbl TeKyLLMX peanusalmi. 108-125
Cnoco6bl peLlleHus.

Pe3lomMme
126-133

MYHKTMPHO 060 BCEM.

Ccbinku
134-135

MaTepman Ana O3HaKoOMJ1eHUA.



BBepeHue

Mpeanocbinky K ONTUMU3aLUN.






https://techjury.net/blog/app-usage-statistics/
https://techjury.net/blog/app-usage-statistics/
https://medium.com/googleplaydev/shrinking-apks-growing-installs-5d3fcba23ce2
https://medium.com/googleplaydev/shrinking-apks-growing-installs-5d3fcba23ce2



https://www.emarketer.com/content/us-time-spent-with-mobile-2019
https://www.emarketer.com/content/us-time-spent-with-mobile-2019
https://www.thinkwithgoogle.com/marketing-strategies/app-and-mobile/speed-is-key-optimize-your-mobile-experience/
https://www.thinkwithgoogle.com/marketing-strategies/app-and-mobile/speed-is-key-optimize-your-mobile-experience/
https://www.thinkwithgoogle.com/marketing-strategies/app-and-mobile/speed-is-key-optimize-your-mobile-experience/



https://www.guardsquare.com/en/blog/4-surprising-stats-prove-need-mobile-app-security
https://www.guardsquare.com/en/blog/4-surprising-stats-prove-need-mobile-app-security
https://insights.guardsquare.com/financial-app-security-report
https://insights.guardsquare.com/financial-app-security-report
https://insights.guardsquare.com/financial-app-security-report




OnTUMMU3aUMa C6OpPKHU

MecTo onTumMmM3aumm c6opku B
npotecce onTumMusauuu. Yto
3Ha4yMT ONTUMU3MPOBATb COOPKY?




2. ONnTMM3auma co6opKu

BusHec normka

Mo6unbHoe CTOpOHHME
NnPUIoXXeHune cepBUCHI




2. ONnTMM3auma co6opKu

BusHec normka

Mo6unbHoe CTOpOHHME
NnPUIoXXeHune cepBUCHI

Ba)xHo Bceé! 12




2. ONnTMMM3aLUma c6opku

e YMeHblUeHMe pa3Mepa NPUNoXKeHmUd

O XpaHeHme OJaHHbIX BHEe

o App bundle
e YBe/IMYeHUe CKOpPOCTU PaboThbl

o MHOronoTo4yHoOCTb

o AuC[
e [loBbllUeHMe 6e30MacHOCTU

o 3alMULeHHblIe KaHalbl CBA3U

o lMaponun, NMNH koabl




2. ONnTMM3auma co6opKu

OonTnMmmnsauuda OonTtnMmmnsauunsda

MNaMATU CKOPOCTU

OonTuMM3auma c6opKu

OonTuMunsauuna
6e3onacHocCcTU




2. ONnTMM3auma co6opKu

OnTnMmsaumna MobuIbHOro npuioXxXeHumd

LUndpoBaHue Dynamic Delivery
PeHaoepuHr

JlormpoBaHue OnTnMmsaumna c6opku

Ba)xHo Bceé! 15







ProGuard

Anroputm ontumusaumu: shrink,
obfuscate, optimize, preverify.




& Reference



https://www.guardsquare.com/en/products/proguard/manual/introduction

3. ProGuard

Guardsquare 3aHMMaeTca pa3paboTKom NporpamMm gnd
3aLWMTbl MOOUNBbHBIX MPUNOXXEHUN.

e iXGuard - 3awunTbl iIOS npunoxeHmnm n SDK

e ProGuard - ontuMmusauma Java u Android

NPUNOXKEHNIN

DexGuard - ynyyweHHaqa Bepcuda ProGuard

ThreatCast - MOHUTOPUHI 6e3onacHoOCTU iIOS n

Android npunoxxeHmm



https://www.guardsquare.com/en/about-us

&# Reference

3. ProGuard

resources.arsc

*clase *class *jar *jar *apk *apk
(desugared) (optimized) (optimized, dexed) (aligned) (aligned, signed)

Java Compiler

Kotlin Compiler Desugar Java Archive Tool ProGuard DX Compiler zipalign apksigner

AndroidManifest.xmi ] Optimization

*class
*class (shrunk, optimized,

*class (shrunk, optimized, *jar
(shrunk) (shrunk, optimized) S “‘é‘,-” & ed)‘ d obfuscated, (optimized)
e preverified)

*.class
*class

Java Archive Tool Shrinker Optimizer Obfuscator Preverifier Java Archive Tool

properties,
images, videos...

*xml
(shrunk)

Other resources

20


https://drive.google.com/drive/folders/1rJaADhMerfbKeU0DE21P0469e0PGDsHQ?usp=sharing

& Reference

3. ProGuard

resources.arsc

*class *jar
(desugared) (optimized)

Java Compiler Kotlin Compiler Desugar Java Archive Tool ProGuard DX Compiler

AndroidManifest.xml

* properties,
images, videos...

21


https://www.guardsquare.com/en/products/proguard/manual/introduction

3. ProGuard

Java Archive Tool

Other resources

Optimizer

*class
(shrunk, optimized)

Obfuscator

*class
(shrunk, optimized,
obfuscated)

Preverifier

*class
(shrunk, optimized,
obfuscated,
preverified)

Java Archive Tool

* jar
(optimized)




3. ProGuard

Java Archive Tool

Other resources

*class
(shrunk)

* xml

*class
(optimized)

Obfuscator

*class
(optimized,
obfuscated)

Preverifier

* class
(optimized, * jar
obfuscated, (optimized)
preverified)

Java Archive Tool

(shrunk)

-dontshrink

23



3. ProGuard

* class
(shrunk)

i

Java Archive Tool Shri

3
TReT

T

SNl as s
opumnzZer

Other resources

*xml

*.class
(optimized)

Obfuscator

*class
(obfuscated)

Preverifier

*class
(obfuscated,
preverified)

* jar
(optimized)

Java Archive Tool

(shrunk)

-dontshrink
-dontoptimize

24



3. ProGuard

* class :
* class * class * class : * jar
— Zos (obfuscated, A
(shrunk) (optimized) (obfuscated) preverified) (optimized)

| ;

Obfuscator i Java Archive Tool

Java Archive Tool hri Optimizer I >

(S*H:l:?‘llk) -dontshrink
-dontoptimize
Other resources —dontp reve rify

25



3. ProGuard

Java Archive Tool

Other resources

Optimizer

*class
(shrunk, optimized)

Obfuscator

*class
(shrunk, optimized,
obfuscated)

Preverifier

*class
(shrunk, optimized,
obfuscated,
preverified)

Java Archive Tool

* jar
(optimized)




3. ProGuard

Seeds

Your application bytecode

B.class

A (N).class

A (1).class

A (N-1).class

A (2).class

B (2).class

C (1).class

.classes

B (3).class

.classes

& Reference

OnpependatoTca BXoAHble
TOUYKU B NporpamMmmy
(seeds)

[0na Kaxaom BxogHoum
TOUYKW BblUMcNaeTca rpad
OOCTMXXMMOTIO Koaa
JOCTMXXUNMbIN KOof,
coxpaHsaeTcs, Bcé

OCTaJ/lbHO€ YOaTAEeTCH

27


https://developer.android.com/studio/build/shrink-code#shrink-code

3. ProGuard

e [lpaBunn n3 SDK

o proqguard-android.txt

o proguard-android-optimize.txt

o [MpaBuMN M3 NOAKI/TIOYEHHbIX 6MBNNOTEK

> <library-dir>/proguard.txt (.aar)
o <library-dir>/META-INF/proguard/ (.jar)
o [loNnb3oBaTeENbCKUX MpaBUnN

- <module-dir>/proguard-rules.pro



https://android.googlesource.com/platform/sdk/+/master/files/proguard-android.txt
https://android.googlesource.com/platform/sdk/+/master/files/proguard-android-optimize.txt
https://developer.android.com/studio/build/shrink-code#configuration-files

3. ProGuard

Your application bytecode Your application resources

B.class

/| <resources>
S<string name="B1">B1</string>
<string name="B2">B2</string>,
<string name="B3">B3</string>

<string name="B4">B4</string>
<string name="B5">B5</string>
. <string name="B6">B6</string>
“ | </resources>

I C'Xml D.Xml “
kil




3. ProGuard

e CoxpaHsaeT pecypchbl

o WMcnonb3yeMble Hanpsamyto

o Wcnonb3yeMble KOCBEHHO

e PexxnMbl paboThl

o Defense: coxpaHUT pecypchl, UCMOSIb3yeMble HarNMpaAMYyo
NI KOCBEHHO
o Strict: coxpaHUT pecypchbl, UCMOb3yeMble HaNnpPsaMYyto
) I'Io,u,,u.ep»(MBaeT MnoJib3oBaTes/IbCKUE MNMpaBWJla

o keep.xml



https://developer.android.com/studio/build/shrink-code#shrink-resources

3. ProGuard

Java Archive Tool

Other resources

Optimizer

*class
(shrunk, optimized)

Obfuscator

*class
(shrunk, optimized,
obfuscated)

Preverifier

*class
(shrunk, optimized,
obfuscated,
preverified)

Java Archive Tool

* jar
(optimized)




3. ProGuard

&# Reference

Java Archive Tool

Other resources

*class
(shrunk)

* xml

*class
(optimized)

Obfuscator

*class
(optimized,
obfuscated)

Preverifier

* class
(optimized, * jar
obfuscated, (optimized)
preverified)

Java Archive Tool

(shrunk)

-~dontshrink

32


https://www.guardsquare.com/en/products/proguard/manual/usage#shrinkingoptions

3. ProGuard

Control flow analysis

o W3MeHeHuMe rpada NnoTtoka ynpasneHmd

Data-flow analysis

O OnTMMmM3aumnga annokaumnm m pacripoCtTpaHeHne aHHbIX

Partial evaluation

0  [MpoaKTUBHOE BblYUCNEHME 3HAYEHUNI



https://en.wikipedia.org/wiki/Optimizing_compiler

3. ProGuard

class Test {
private static final String WILDCARD = "*.";
public static void main(String... args) {
String pattern = "*_example.com";
String host = pattern.startsWith(WILDCARD)
? pattern.substring(WILDCARD.length())
. pattern;
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



3. ProGuard

Ha camoM pgene naMmeHsaetca BAUT-KO



3. ProGuard

class Test {
private static final String WILDCARD = "*.";
public static void main(String... args) {
String pattern = "*_example.com";
String host = pattern.startsWith(WILDCARD)
? pattern.substring(WILDCARD.length())
: pattern;
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



3. ProGuard

class Test {
private static final String WILDCARD = "*.";

public static void main(String... args) {
String pattern = "*_example.com";

String host = pattern.startsWith(WILDCARD)
? pattern.substring(WILDCARD.length())

: pattern;

String host = "*.example.com".startsWith("*.")
? "*_example.com".substring("*.".length())

: "*.example.com";

String canonical = HttpUrl.get("http://" + host).host();

System.out.println(canonical);

Constant Propagation

 Reference


https://en.wikipedia.org/wiki/Constant_folding

3. ProGuard

class Test {
public static void main(String... args) {
String host = "*.example.com".startsWith("*.")
? "*_.example.com".substring("*.".length())
"*_.example.com";
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



3. ProGuard

class Test {
public static void main(String... args) {
String host = "*.example.com".startsWith("*.")
? "*_example.com".substring("*.".length())
: "*_.example.com";
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



&’ Referen
3. ProGuard o Reference

class Test {
public static void main(String... args) {

- String host = "*.example.com".startsWith("*.")
- ? "*_example.com".substring("*.".length())

String host = true

? "*_.example.com".substring(2)
"*_.example.com";
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);

Partial Evaluation


https://en.wikipedia.org/wiki/Partial_evaluation

3. ProGuard

class Test {
public static void main(String... args) {
String host = true
? "*.example.com".substring(2)
"*_.example.com";
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



3. ProGuard

class Test {
public static void main(String... args) {
String host = true
? "*_example.com".substring(2)
: "*_.example.com";
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



&’ Referen
3. ProGuard o Reference

class Test {
public static void main(String... args) {
- String host = true
- ? "*_example.com".substring(2)
- : "*.example.com";
+ String host = "*.example.com".substring(2);
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);

Branch Elimination


https://compileroptimizations.com/category/branch_optimization.htm

3. ProGuard

class Test {
public static void main(String... args) {
String host = "*.example.com".substring(2);
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



3. ProGuard

class Test {
public static void main(String... args) {
String host = "*.example.com".substring(2);
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



3. ProGuard

class Test {

public static void main(String... args) {
- String host = "*.example.com".substring(2);
+ String host = "example.com";

String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);

Partial Evaluation



3. ProGuard

class Test {
public static void main(String... args) {
String host = "example.com";
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



3. ProGuard

class Test {
public static void main(String... args) {
String host = "example.com";
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



3. ProGuard

class Test {

public static void main(String... args) {
- String host = "example.com";
- String canonical = HttpUrl.get("http://" + host).host();
+ String canonical = HttpUrl.get("http://example.com").host();

System.out.println(canonical);

Constant Propagation



3. ProGuard

class Test {
public static void main(String... args) {
String canonical = HttpUrl.get("http://example.com").host();
System.out.println(canonical);



3. ProGuard

class Test {
public static void main(String... args) {
String canonical = HttpUrl.get("http://example.com").host();
System.out.println(canonical);



3. ProGuard

class Test {

public static void main(String... args) {
- String canonical = HttpUrl.get("http://example.com").host();
+ String canonical = "example.com";

System.out.println(canonical);

Partial Evaluation



3. ProGuard

class Test {
public static void main(String... args) {
String canonical = "example.com";
System.out.println(canonical);



3. ProGuard

class Test {
public static void main(String... args) {
String canonical = "example.com";
System.out.println(canonical);

Constant Propagation



3. ProGuard

class Test {

public static void main(String... args) {
- String canonical = "example.com";
- System.out.println(canonical);
+ System.out.println("example.com");

}

Constant Propagation



3. ProGuard

class Test {
public static void main(String... args) {
System.out.println("example.com");



3. ProGuard

class Test {
private static final String WILDCARD = "*.";
public static void main(String... args) {
String pattern = "*_example.com";
String host = pattern.startsWith(WILDCARD)
? pattern.substring(WILDCARD.length())
. pattern;
String canonical = HttpUrl.get("http://" + host).host();
System.out.println(canonical);



3. ProGuard

class Test {
-  private static final String WILDCARD = "*.";
public static void main(String... args) {
- String pattern = "*_example.com";
- String host = pattern.startsWith(WILDCARD)
- ? pattern.substring(WILDCARD.length())
= . pattern;
- String canonical = HttpUrl.get("http://" + host).host();
- System.out.println(canonical);
+ System.out.println("example.com");



3. ProGuard

class Test {
public static void main(String... args) {
System.out.println("example.com");



3. ProGuard

MeToabl oNnTUMM3auumn BAPbUPYIOTCA B
3aBUCUMOCTU OT MCI'IOJ1b3yeMOﬁ TEXHOJTIOTNU



3. ProGuard

-optimizations

e class/marking/final
0 MnoMeYyaeT Knaccbl Kak final, rae aTo BO3MOYXXHO
e class/unboxing/enum
o 3aMeHdeT enumm Ha uej1iovdnciieHHble KOHCTaAHTDI,

rgoe 31To BO3MOXHO

e library/gson



https://www.guardsquare.com/en/products/proguard/manual/usage#optimizations
https://www.guardsquare.com/en/products/proguard/manual/usage/optimizations

3. ProGuard

-optimizations
code/allocation/variable,
code/simplification/arithmetic,
method/inlining/¥*,

Imethod/inlining/unique

| — ncknyeHme

* — BCce onTMMM3aLUnU

& Reference


https://www.guardsquare.com/en/products/proguard/manual/usage#optimizationoptions

feren
3. ProGuard o Reference

-optimizationpasses N

e [lOo yYMONMYaHUIO BbIMOSTHAETCA 1 Mpoxon,

e YeM 6osnblUue Npoxoaos, TeM 6osblLle ONTUMUN3ALUNN .
63


https://www.guardsquare.com/en/products/proguard/manual/usage#optimizationoptions

3. ProGuard

Java Archive Tool

Other resources

Optimizer

*class
(shrunk, optimized)

Obfuscator

*class
(shrunk, optimized,
obfuscated)

Preverifier

*class
(shrunk, optimized,
obfuscated,
preverified)

Java Archive Tool

* jar
(optimized)




3. ProGuard

Your application bytecode Your application bytecode

obfuscated package
* class * class
class obfuscated class
Obfuscation map
obfuscated propertyfiysl:]

packagegobfuscated package

LEGEE (type): type T e Rl e (type): type

1
1
1
1
1
1
1
1
1
1
L | | type
1
1
1
1
1
1
1
1
1
1
1

*class > *class
Vi o s (o et i 50 G o ] 100 ) i s 80 T 3 | | . .
__z’_---"~..—--~. '---‘~-----

o > bfuscated %
[4 7

g D ge *class — * class 2

¢ \ packag

~ -—

-




3. ProGuard

package com.example.proguard.obfuscation;
public class PinCodeBuilder {
private int pinCodelLength;

private StringBuilder pinCodeStringBuilder = new StringBuilder(pinCodelLength);

public PinCodeBuilder(int pinCodeLength) ({
this.pinCodeLength = pinCodelLength;
}
public void increment(int pinCodeDigit) {
if (pinCodeStringBuilder.length() < pinCodeLength) {
pinCodeStringBuilder.append(pinCodeDigit) ;



3. ProGuard

Ha camoMm pgene namMmeHsaetca BAUT-KO



3. ProGuard

package com.example.proguard.obfuscation;
public class PinCodeBuilder {
private int pinCodelLength;
private StringBuilder pinCodeStringBuilder = new StringBuilder(pinCodelLength);

public PinCodeBuilder (int pinCodelLength) {
this.pinCodeLength = pinCodelLength;
}
public void increment(int pinCodeDigit) {
if (pinCodeStringBuilder.length() < pinCodelLength) {
pinCodeStringBuilder.append(pinCodeDigit);



3. ProGuard
Source name Obfuscated name

com.example.proguard.obfuscation a.a.a.a
PinCodeBuilder a
pinCodelLength b
pinCodeStringBuilder C
increment d




3. ProGuard

package a.a.a.a;
public class a {
private int b;

private StringBuilder ¢ = new StringBuilder(pinCodelLength);

public a(int pinCodeLength) {
this.b = pinCodelLength;
}
public void d(int pinCodeDigit) {
if (c.length() < b) {
c.append(pinCodeDigit);



3. ProGuard

Java Archive Tool

Other resources

Optimizer

*class
(shrunk, optimized)

Obfuscator

*class
(shrunk, optimized,
obfuscated)

Preverifier

*class
(shrunk, optimized,
obfuscated,
preverified)

Java Archive Tool

* jar
(optimized)




3. ProGuard

-android YKaXeT Ha HeO6XO£|,l/I MOCTb NPOnN3BECTU

NnpoBepKy Ha cooTBeTcTBUE target APl u
COBMECTUMOCTMU

Ona .dex komnunartop u Dalvik VM He
noagep)XmBaetT BepudpumKaumsa, NO3TOMY MOXKHO

ncnosib3oBaTb -donotpreverify Ana cokpalleHuna

BpeMeHN OonTnMm3aumnm



https://www.guardsquare.com/en/products/proguard/manual/usage
https://www.guardsquare.com/en/products/proguard/manual/usage

D8, R8

MoTuBauma K co3gaHuto.
[Moyemy Tak TeCHO cBA3aHbI?
CpaBHeHue ¢ ProGuard.




AndroidManifest.xml

* properties,
images, videos...

resources.arsc

& Reference

*jar
(optimized, dexed)

*.pro
*class . * jar
*.class ™ * jar — Fs
(desugared) 1 (optimized)
| | | |
Y Y Y i \J
= : e e o " = o »
Bestgar JavaArchivefoot Protuard BX-Compiter >

Java Compiter

74


https://www.guardsquare.com/en/blog/proguard-and-r8

resources.arsc

* jar
(optimized, dexed)

Jack & Jill

AndroidManifest.xml

* properties,
images, videos...

75



& Reference



https://developer.android.com/studio/releases#3-2-0
https://android-developers.googleblog.com/2017/08/next-generation-dex-compiler-now-in.html

& Reference

4. D8, R8.

resources.arsc

*class *jar
(desugared) (optimized)

Java Compiler Kotlin Compiler Desugar Java Archive Tool ProGuard DX Compiler

AndroidManifest.xml

* properties,
images, videos...

77


https://proandroiddev.com/android-cpu-compilers-d8-r8-a3aa2bfbc109

&# Reference

4. D8, R8.

resources.arsc

* clpss ; * jar
(desugared) ¢ (optimized)

D8 Compiler

Java Compiler Kotlin Compiler 3 Java Archive Tool ProGuard
Desugar

AndroidManifest.xml

* properties,
images, videos...

78


https://proandroiddev.com/android-cpu-compilers-d8-r8-a3aa2bfbc109

&# Reference

4. D8, R8.

resources.arsc

* jar
(optimized)

Java Compiler Kotlin Compiler Java Archive Tool ProGuard D8 Compiler

AndroidManifest.xml

* properties,
images, videos... 79


https://proandroiddev.com/android-cpu-compilers-d8-r8-a3aa2bfbc109

4. D8, R8.

Dex Compilation Time: DX vs D8 .dex file size: DX vs D8

50

—~
m
=
=
©
N
2]
9
[

e D8 6bicTpee kKoMnuMnuMpyet e D8 cunnbHee yMeHbLlUaeT

pa3mMep .dex



https://android-developers.googleblog.com/2017/08/next-generation-dex-compiler-now-in.html




e Timber - Material Design Music Player

Google Play Store, GitHub)

arch or jump to Pulls Issues Marketplace Explore

Timber Music Player

4 naman14 / Timber ®Watch ~ 310 Y7 star 6.5k Y Fork | 2.1k
Naman Dwivedi My3bika u ayauo * & kK 3126 8 / <

<> Code Issues 185 Pull requests 20 Actions Projects i Security

NOKYNKM B

3TO NPUNOXKEHUE MOXKHO CKaYaTh Ha BCe Ballm YCTPOICTBA. ¥ master - Go to file Add file ~ & code - SIS

[06aBUTH B CIMCOK XenaHui YeTaHoBHTE Material Design Music Player
@ namania fix npe when sliding bottom controls = on 60ct 2020 D602

android  music-player

app fix npe when sliding bottom controls 5 months ago material-design

gradle/wrapper migrate to androidx, migrate to firebase crashlytics ~ 5monthsago  [1] Readme
Tunnel Visio
o graphics checks for google play services 3 years ago
mock use mock files for google services and secret.xml 5monthsago  Releases 6
gitignore add crashlytics dyearsago  © Release 1.7 (Latest)
on 5 Oct 2020
Atravisyml update travis.yml 5 months ago

+5 releases
Changelog.md Update Changelog.md 4 years ago

README.md Update README.md 2 years ago
e i Packages
. o build.gradle migrate to androidx, migrate to firebase crashlytics 5 months ago
— " [ No packages published
il MuTopTIagks aradie.properties migrate to androidx, migrate to firebase crashlytics & months ago
i = -
Voung and el o e gradiew Intitial commit 6 years ago )
aduny —— 4 . Contributors 36
Iaanin) i 3 i g o gradlew.bat Intitial commit 6 years ago

mock.gradle use mock files for google services and secret.xml 5 months ago



https://play.google.com/store/apps/details?id=naman14.timber&pcampaignid=MKT-Other-global-all-co-prtnr-py-PartBadge-Mar2515-1
https://github.com/naman14/Timber

YcnoBuq SKCrnepmnMeHTa.

Code
Jjava files number
all files number

Java SLOC

Project
AGP version

GP version

all SLOC

minSdkVersion

16

.Java size (KB)

all size (KB)

compileSdkVersion

28

Commit

3da50f1

Build variant

release



https://docs.google.com/spreadsheets/d/1dpyt15xEgzS983K9T5oMAwJnYqhlhJ_djNbLr2INYYU/edit?usp=sharing

HacTtpouTb gradle Ha ncnonb3oBaHmne DX

<project-name>/gradle.properties:
android.enableD8=false
android.enableD8.desugaring=false

KoMnunauuna .dex (noBtopuTb 5 pas)
<project-name> % ./gradlew clean; ./gradlew cleanBuildCache

<project-name> % time ./gradlew build(Your build variant)

dUKcUpyeM pesynbraThl
3.1. BblumncngeM cpegHee apudMeTUdYecKoe BpeMeHMU KOMMUIaumm

3.2. 3abupaem
<project-name>/app/build/intermediates/dex/.../classes*.dex




HactpowuTb gradle Ha nucnonb3osaHue D8

<project-name>/gradle.properties:
android.enableD8=true
android.enableD8.desugaring=true

KoMnunauuna .dex (noBtopuTb 5 pas)
<project-name> % ./gradlew clean; ./gradlew cleanBuildCache

<project-name> % time ./gradlew build(Your build variant)

dUKcUpyeM pesynbraThl
3.1. BblumncngeM cpegHee apudMeTUdYecKoe BpeMeHMU KOMMUIaumm

3.2. 3abupaem
<project-name>/app/build/intermediates/dex/.../classes*.dex




DX vs D8 .dex compilation time comparison DX vs D8 .dex file size comparison
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.dex compiler .dex compiler

e DX 6bicTpee kKoMnUnupyet e D8 cunnbHee yMeHbLUaeT

pa3mMep .dex



https://docs.google.com/spreadsheets/d/1dpyt15xEgzS983K9T5oMAwJnYqhlhJ_djNbLr2INYYU/edit?usp=sharing




4. D8, R8

Timber/app/build.gradle:



https://github.com/naman14/Timber/blob/master/app/build.gradle




4. D8, RS & Reference

public String getUsername() {
if (mUserSession != null) return mUserSession.mUsername;
return null;


https://github.com/naman14/Timber/blob/master/app/src/main/java/com/naman14/timber/lastfmapi/LastFmClient.java

& Reference

dex2jar-2.0 % sh ./d2j-dex2smali.sh

<input>.dex -0 <output-dir>

91


https://github.com/JesusFreke/smali/wiki
https://github.com/pxb1988/dex2jar

4. D8, R8

.method public getUsername()Ljava/lang/String;

.registers 2

.prologue

.line 278

iget-object vO, po,
Lcom/naman14/timber/lastfmapi/LastFmClient;->mUserSession:Lcom/naman14/timber/lastfmapi/models/LastfmUserSession;

if-eqz vO, :L1

iget-object vO, po,
Lcom/naman14/timber/lastfmapi/LastFmClient;->mUserSession:Lcom/naman14/timber/lastfmapi/models/LastfmUserSession;

iget-object v@, v@, Lcom/namani4/timber/lastfmapi/models/LastfmUserSession;->mUsername:Ljava/lang/String;

:Lo

.line 279

return-object vO@

:L1

const/4 vo, ©

goto :LO
.end method

DX smali

92



4. D8, R8

.method public getUsername()Ljava/lang/String;
.registers 2
.line 278
iget-object vO, po,
Lcom/naman14/timber/lastfmapi/LastFmClient;->mUserSession:Lcom/naman14/timber/lastfmapi/models/LastfmUserSession;
if-eqz vO, :LO
iget-object v@, v@, Lcom/namani14/timber/lastfmapi/models/LastfmUserSession;->mUsername:Ljava/lang/String;
return-object v@
:Lo
const/4 vo, 0O
return-object vO
.end method

D8 smali 93



4. D8, R8

.method public getUsername()Ljava/lang/String;
.registers 2
- .prologue
.line 278
iget-object vO, po,
Lcom/naman14/timber/lastfmapi/LastFmClient;->mUserSession:Lcom/naman14/timber/lastfmapi/models/LastfmUserSession;
- if-eqz vO@, :L1
+ if-eqz vO, :LO
- iget-object v@, pe@,
Lcom/naman14/timber/lastfmapi/LastFmClient;->mUserSession:Lcom/naman14/timber/lastfmapi/models/LastfmUserSession;
iget-object v@, v@, Lcom/namani4/timber/lastfmapi/models/LastfmUserSession;->mUsername:Ljava/lang/String;
+ return-object v@
:LO
= .line 279
- return-object v@
= L1
const/4 vo, ©
- goto :L@
+ return-object v@
.end method

DX smali » D8 smali

94



4. D8, R8

LastFmClient.smali (getUsername)

Param D)4 D8 Diff (D8-DX)
Words 71 52 -19 (@A)
Characters | 590 424 qIe1Y(-33%)




6465
€299
degb
0000
331e
5cbb
a318
cOb1
1db8
98b8
cch8
21b9

780a
7060
6d00
0000
0000
0000
0000
4a00
4a00
4a00
4a00
4a00

3033
d2f8
7000
055
6072
de17
9041
c2b1
23b8
a6b8
d8b8
3eb9

3500
aaca
0000
1500
0300
0600
1200
4a00
4a00
4a00
4a00
4a00

€591
9131
7856
7cdc
632e
dcc9
e045
17b8
56b8
adb8
fob8
54b9

8dc7
6959
3412
0000
0000
0000
5800
4a00
4a00
4a00
4a00
4a00

f678
afcf
0000
7000
2ceb
bof2
055
1ab8
95b8
b8b8
05b9
57b9

60ca
e579
0000
0000
0300
0boo
1500
4a00
4a00
4a00
4a00
4a00

6465
95c2
6429
0000
331e
5cbb
a318
aeb3
Obba
86ba
baba
ofbb

780a
5faf
6bee
0000
0000
0000
0000
4600
4600
4600
4600
4600

3033
56d7
7000
8828
€065
500b
1035
bob3
11ba
94ba
c6ba
2cbb

3500
7b33
0000
6b00
0300
0600
1200
4600
4600
4600
4600
4600

13e9
e484
7856
5cd9
632e
dcc9
fadf
05ba
44ba
9bba
deba
42bb

76a9
51cb
3412
0000
0000
0000
5500
4600
4600
4600
4600
4600

72e0
b4c5
0000
7000
acde
30e6
7049
08ba
83ba
a6bba
f3ba
45bb

0d29
01d4
0000
0000
0300
0boo
1500
4600
4600
4600
4600
4600



& Reference



https://developer.android.com/studio/releases/gradle-plugin#3-4-0
https://android-developers.googleblog.com/2018/11/r8-new-code-shrinker-from-google-is.html

4. D8, R8

e proguard-rules.pro

e consumer-rules.pro

e ./build.gradle:
proguardFiles

getDefaultProguardFile('proguard-android-optimize.txt'),

"proguard-rules.pro’






XoTnM mcnonb3oBaTb AGP 3.4+, HO HE XOTUM

NCMoJib30oBaTb R8.

<project-name>/gradle.properties:

android.enableR8=false

android.enableR8.libraries=false




XoTnM mncnonb3oBaTtb AGP 3.4+ 1 R8, HO paHbLUue ncnosnb3oBanm ProGuard.
MNoaBmnmncb KOHPNUKTDI:

1. CMOTpMM B

<module-name>/build/outputs/mapping/<build-type>/:

o configuration.txt
o mapping.txt

o seeds.txt

0 usage.txt

o resources.txt

2. AHanusupyem, ncnpasnsgem, Hacna>kgaemcs




& Reference

resources.arsc

* jar
(optimized)

Java Compiler Kotlin Compiler Java Archive Tool ProGuard D8 Compiler

AndroidManifest.xml

* properties,
images, videos... 102


https://www.guardsquare.com/en/blog/proguard-and-r8

&# Reference

resources.arsc

* jar
(optimized)

D8 Compiler

Java Compiler Kotlin Compiler Java Archive Tool

AndroidManifest.xml

* properties,
images, videos... 103


https://developer.android.com/studio/releases#3-2-0

resources.arsc

Java Compiler Kotlin Compiler Java Archive Tool

AndroidManifest.xml

* properties,
images, videos... 104




YnoMmmHaHmne R8

B Android Studio 3.1.0

KomMmMmut v1.0.0 R8

Guardsquare —

ProGuard vs R8 (1)

Google —
R8 vs ProGuard

Guardsquare —

ProGuard vs R8 (2)

AHBapb 2018 MapTt 2018

Asryct 2018

Hoa6pb 2018

OkTa6pb 2019

105


https://r8.googlesource.com/r8/+/refs/tags/1.0.0
https://developer.android.com/studio/releases#3-1-0
https://developer.android.com/studio/releases#3-1-0
https://www.guardsquare.com/en/blog/proguard-and-r8
https://www.guardsquare.com/en/blog/proguard-and-r8
https://android-developers.googleblog.com/2018/11/r8-new-code-shrinker-from-google-is.html
https://android-developers.googleblog.com/2018/11/r8-new-code-shrinker-from-google-is.html
https://www.guardsquare.com/en/blog/comparison-proguard-vs-r8-october-2019-edition
https://www.guardsquare.com/en/blog/comparison-proguard-vs-r8-october-2019-edition

XapakTepuctuka

BpemMa ontumMmmsaumnm 40 cek (1) 60 cekK 1 cek (1) [ZAKe=1) 32 ceK [ZAsNe=14)
60 cek (5) 37 ceK (5) [@2Z=NeE)

OonTnMmnsaumm Koga 22 14 543 [GEr4)) 25 (Gal)]

ONTUMM3ALMM KOOA 12 3 7 3

(YHMKanbHblE)

CokpalleHmne pasmMepa - - 8,5% 10%

MPUTOXXEHUS

JleT B pa3paboTke 15 0 16 1l(+1)



https://www.guardsquare.com/en/blog/proguard-and-r8
https://www.guardsquare.com/en/blog/comparison-proguard-vs-r8-october-2019-edition

Shrinking + Dexing time Dex file size

20.0 8,000

& 1%
‘g i)
[=}
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) o
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"

Proguard R8 compat R8 full Proguard R8 compat R8 full

e R8 6bicTpee KOMNUAUNpPYyET e R8 reHepupyet.dex

dex MeHbLLero pasmMepa



https://android-developers.googleblog.com/2018/11/r8-new-code-shrinker-from-google-is.html

N N N -

TanHbl 06dycKaumnm

Mpo6nemMbl TeKyLLUX peanusalui.
Cnocobbl peLueHus.

108-125




5. TanHbl 06dycKaumnm

package com.example.proguard.obfuscation;
public class PinCodeBuilder {
private int pinCodelLength;
private StringBuilder pinCodeStringBuilder = new StringBuilder(pinCodelLength);

public PinCodeBuilder (int pinCodelLength) {
this.pinCodeLength = pinCodelLength;
}
public void increment(int pinCodeDigit) {
if (pinCodeStringBuilder.length() < pinCodelLength) {
pinCodeStringBuilder.append(pinCodeDigit);



5. TanHbl 06dycKaumnm

package a.a.a.a;
public class a {
private int b;

private StringBuilder ¢ = new StringBuilder(pinCodelLength);

public a(int pinCodeLength) {
this.b = pinCodelLength;
}
public void d(int pinCodeDigit) {
if (c.length() < b) {
c.append(pinCodeDigit);



& Reference



https://developer.android.com/studio/build/shrink-code#obfuscate

5. TanHbl 06dycKaumnm

package com.example.proguard.obfuscation;
public class PinCodeBuilder {
private int pinCodelLength;
private StringBuilder pinCodeStringBuilder = new StringBuilder(pinCodelLength);

public PinCodeBuilder (int pinCodelLength) {
this.pinCodeLength = pinCodelLength;
}
public void increment(int pinCodeDigit) {
if (pinCodeStringBuilder.length() < pinCodelLength) {
pinCodeStringBuilder.append(pinCodeDigit);

112



5. TanHbl 06dycKaumnm

package a.a.a.a;
public class a {
private int b;

private StringBuilder ¢ = new StringBuilder(pinCodelLength);

public a(int pinCodeLength) {
this.b = pinCodelLength;
}
public void d(int pinCodeDigit) {
if (c.length() < b) {
c.append(pinCodeDigit);

13



5. TanHbl 06dycKaumnm

N0 06dycKaL MU
nocne o6¢yckaunvjil

14



5. TanHbl 06dycKaumnm

./build.gradle:
buildTypes {
release {

minifyEnabled true

15



& Reference



https://en.wikipedia.org/wiki/Obfuscation_(software)#Obfuscating_software




5. TanHbl 06dycKaumnm

at c.i.l.i.a.a(:18)

at com.technokratos.articles.presentation.ArticlesFragmentSc.c(:72)



5. TanHbl 06dycKaumnm

package a.a.a.a;
public class a {
private int a = "YOUR_TOP_SECRET";

public void b(int value) {
if (value % 1234 == 0) {
// Send 1 billion dollars

} else if (value.toString() == a) {
// Send 2 billion dollars



5. TanHbl 06dycKauumn

[ToyeMy He cTouUT
6ecrnokonTbca?

MpunnoxxeHme He cooepPXXUT
LLEHHYO OU3HEC NTOTUKY
MpunnoxxeHne He XpPaHUT
YyBCTBUTESIbHbIE

NnoJib3oBaTeJ/IbCKMNe AaHHble

[MoueMy cToUT
6ecnoKomnTbca?

o LleHHaqa 6M3Hec noruka
MpocreXxmBaeTcs
e BuaHbl BaXKHble nUTepanbl




5. TanHbl 06dycKaLmnm

TexHUKn obgyckaumnm Koga:
3anyTbiBaHMe Ha3BaHUM
LndpoBaHMe nnutepanos
O6dgyckaumnga control flow
Mpeobpa3oBaHMA A3blKOBbIX KOHCTPYKLUMN
BcTtaBka PUKTUBHOIO Koaa
YpoaneHmne MeTagaHHbIX
CnnaHune Koaa

Anti-tampering



https://www.preemptive.com/obfuscation




5. TanHbl 06dycKaLmnm

Bonee ToHKaa HacTpouka ProGuard, R8

e -flattenpackagehierarchy [..]
o BC€& B OOUH NakeT

e -overloadaggressively
O  MaKCUMaSIbHO Mepeuncnonb3oBaTb MMeHa
-adaptclassstrings [...]

o 06dycKaumnsa UMEH CTPOKOBbIX KOHCTaAHT



https://www.guardsquare.com/en/products/proguard/manual/usage#obfuscationoptions
https://r8-docs.preemptive.com/

5. TanHbl 06dycKauumn

O6dycKaTopbl O6dycKaTopbl O6dycKaTopbl
Android Java 6amnT-KOAOa JavaScript
NPUNOXXEHUNN KoAa

e Obfuscapk yGuard e javascript-
e AAMO JODE obfuscator

e Paranoid JavaGuard e |s-obfuscator

larg



https://www.yworks.com/products/yguard
http://jode.sourceforge.net/
https://sourceforge.net/projects/javaguard/
http://jarg.sourceforge.net/
https://github.com/javascript-obfuscator/javascript-obfuscator
https://github.com/javascript-obfuscator/javascript-obfuscator
https://github.com/caiguanhao/js-obfuscator
https://github.com/ClaudiuGeorgiu/Obfuscapk
https://github.com/necst/aamo
https://github.com/MichaelRocks/paranoid

5. TanHbl 06dycKaLmnm

DexGuard

KoMMepuecKnm npoayKT

YnydweHHasa Bepcua ProGuard

NMonHaa coBMecTUMOCTb ¢ ProGuard KoHpurypaumnem

O6gycKauma MMEH, apudPMeTUUYECKUX BblparkeHnn, control

flow, HaTUBHOTIO KOAa, UMEH BUBNNOTEK, PECYPCOB, BbI3OBOB

SDK...
LLindpoBaHMe KTaccoB, pecypcoB, HaTUBHbIX BUBIMNOTEK...



https://www.guardsquare.com/en/products/dexguard

N N N -

Pe3lomMme

MyHKTUMPHO 060 BCEM.

126-133
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Ccbinku

MaTepman AN O3HaKOMJ1eHUA.

134-135



7. CCbINKU

—
.

2.
3.
4.
5.
6.
7.
8.
9.

Android Developers. Shrink, obfuscate, and optimize your app.

Android Developers, Medium. Practical ProGuard rules examples.

Guardsquare. ProGuard manual.

Android Developers, Medium. Troubleshooting ProGuard issues on Android

IMStudio, Medium. Android Journey: Proguard, D8, R8 what are they?
Otus, YouTube. ProGuard / RS ...

Android Developers, YouTube. Shrinking Your App with RS8.
Yonatan V. Levin. Android CPU, Compilers, D8 & RS8.
Jake Wharton, R8 Optimizations.

inwady, Habr. 6 cnoco6oB cnpartaTb AaHHble B Android-npuioXXeHUU.

forcelLain, Habr. Kak nepecTtatb 60atbca Proguard v HadyaTb YXUTb.

PreEmptive Solutions. The Unofficial R8 Documentation.



https://developer.android.com/studio/build/shrink-code
https://medium.com/androiddevelopers/practical-proguard-rules-examples-5640a3907dc9
https://www.guardsquare.com/en/products/proguard/manual/introduction
https://medium.com/androiddevelopers/troubleshooting-proguard-issues-on-android-bce9de4f8a74
https://medium.com/@imstudio/android-journey-proguard-d8-r8-what-are-they-e8f2bfe079a7
https://www.youtube.com/watch?v=hrlPX3-QPJc
https://www.youtube.com/watch?v=uQ_yK8kRCaA&feature=emb_logo
https://proandroiddev.com/android-cpu-compilers-d8-r8-a3aa2bfbc109
https://jakewharton.com/r8-optimization-staticization/
https://habr.com/ru/post/436908/
https://habr.com/ru/post/415499/
https://r8-docs.preemptive.com/

OonTuMmnsaumsa c6opok
Android npunoXXeHumnm:
ProGuard, D8, RS8.

TamHbl 06PpycKauunm

MNeTpoB Banepun. TexHoKpaTuUS.



