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NetworkProfiler Charles

YTO MOXHO NONyYnNTL
>  XOCT, MOpT, NPOTOKOI,
MHTepdoenc, agpec
) CKOJ1bKO BCEro naketoB
OTMNPaBNeHoO/Nony4YeHo

)  KaK pacTeT TpaduK

YTO Henb3A NoONy4YnTH
> raw—packet data
) CKOPOCTb BbINOJTHEHUA 3anpoca

) KaKue 3anpocChbl BbIMOJTHAKTCS
MegneHHee gpyrmx
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Packets Out
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1
610
299
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4
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00:30.000 00:40.000 00:
Bytes Out Out-of-order  Min. Rou... Average...
3.35 KiB O Bytes 19.69 ms 29.78 ms
766 Bytes O Bytes 19.69 ms 85.50 ms
31.70 KiB 84.64 KiB 15.78 ms 22.53 ms
16.32 KiB 81.91 KiB 15.78 ms 18.56 ms
18.99 KiB O Bytes 15.78 ms 21.31 ms
30.02 KiB 135.16 KiB 15.78 ms 22.53 ms
24.59 KiB 68.26 KiB 15.78 ms 28.06 ms
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31.66 KiB 79.18 KiB 15.28 ms 25.56 ms
5.69 KiB O Bytes 15.28 ms 19.91 ms



Charles

[ NON ) Charles 4.5.6 - Session 1 * ® O Charles 4.5.6 - Session 1 *
®© —- | =& @e 2 C R \ © - = e ' K& fr || ¥
YTO MOXHO NONYyUYnTH e
Code Method Host Start Duration Size Code Method Host Start Duration Size
200 CONNECT www.raywende... 18:40:46 Tm1s 23.49KB ... 200 CONNECT www.raywende... 18:40:46 Tm1s 23.49KB ...
CONNECT www.raywende... 18:40:47 24.91KB ... CONNECT www.raywende... 18:40:47 24.91KB ...
) a H H bl e H I I PS Ce CCM M 200  CONNECT gateway.icloud... 18:40:56 3mOs  33.50KB ... 200 CONNECT gateway.icloud... 18:40:56 3mOs  33.50KB ...
200 CONNECT p69-caldav.icl... 18:41:06 TmOs 24.28 KB ... 200 CONNECT p69-caldav.icl... 18:41:06 TmOs 24.28 KB ...
Filter: Focused Settings Filter: Focused Settings
) raW—pa‘ ket d ata rvie! Request Response Summary Chart Notes Overview Request Summary Chart Notes
Name Value 1 EnEF lu +<08AJE EKO L
URL https://www.raywenderlich.com 2 W(t'aogv'D ILar |%x38u Hc% 1A _/ZpU-3¢>6s°A0EE"EEEEIEEEE
Status Complete 3 2__;
I O I I ' IM H r Notes SSL Proxying not enabled for this host: enable in Proxy Settings,... i E._ s
. . 5 += 0 0 s djaS<-cy 1#¥Y{y2 O
Response Code 200 Connection established 6 * H =
Protocol HTTP/1.1 7 E0J10 U US10 U
. v TLS TLSv1.2 (TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) 8
‘ OI I lI I lal l — Il le OO S » Protocol TLSV1.2 9 Let's Encrypt1#0! U Let's Encrypt Authority X30
b Seesion Resumed _No 1 700714028317010 U raywenderich.com0 "0
Cipher Suite TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 s . raywenderiich.com
an » ALPN http/1.1 13 E o
N ele MHOIO BCAKOIO Clrt Cotfcses - 6 SEew adkm € pga” oay
» Server Certificates 2 15 atdleBi «W\7% Lé6+wAl"'|“'~ 27 T«xVah “ouf:12". A &3£’6 &+ =Zfip
ST 13 éCB'BK" +}.xC 11?2 UU N ieOpa NsaJ’f yg". O 6a03S DLA.!A
n
Method CONNECT 18 2 0196 GW & iFAsk'™~s" &gUEBoZ£ 0 0 UY 0 U%O
Kept Alive No # 0 € "Jjc }Y°:eN9-lEei6 j0o + c0a0. + 0 "http://ocsp.int-x3.letsencrypt.org
Content-Type GOE carolusiay_w%derlich.c‘:om raywenderlich.com  www.raywenderlich.co
Client Address 127.0.0.1:52161 19 + Oy 6 N=IEvE"§suBVAgu6H}Dla2z  j u QEXEEa{eClLEE |
Remote Address www.raywenderlich.com/34.227.131.178:443 1,§WJ +69Ej°8 »Eo =, Bpx E;_O%[ >mn A IUU{#EUy?G xUSu= -\ ayhyheA# (
T O HITAPx[ U+ pee( A pur+A£Q@ ,P"®£3V i¢ts PyTa0
ags - 20 s H -
> Connection 21 E BSbe 80 3p A Ud;svoU~ 2RIEA 16 G$% N tD iiq.eEC
» WebSockets - 22 Uj}OlJDL<Q né %A béy'«¥ Va+{aM- OE AA=E9 AiAox -€& YGA[K j
Timing ®e06d;HEU¢ %\SU *TRwbP °7bciu  OP3% {q;xvi’= O 0 z
Request Start Time  5/27/20 18:40:47 gi ABE=S sj 180
. * H =
Request End Time - = )
A a Sartm 25 E0?1$0" U
esponse start fime - 26 Digital Signature Trust Co.10 U DST Root CA X30
Response End Time  5/27/20 18:40:48 27 1603171640462
Duration 943 ms 28 210317164046Z0J10 U US10 U
DNS 2ms 29
e — 220 ms ?é? Let's Encrye‘ﬂ#'_(i)! U Let's Encrypt Authority X30 "0
TLS Handshake 408 ms 32 = o N
g - 33 ~E 006z4.Gr]7 °hc08x5& %aVa%5fp /| KA «© 5Xiz*Ah £audeedSbacy
Response - -{§ élJé2A46 'Eym< hB#*B tgE ¥ _Ra ?eé EUU VO 6 ? U
Latency - 34 A+ e?  Bufk-ld  Ix/¢ O* %) AtAP1 18 °°3 CAx+ A0 ¢v1 =-6aAiid3i'91A"
Speed 26.42 KB/s Headers Hex Raw



Real-time Tpadguk

Receiving

1/.6 KB/s 0./ MB

Per Second Total

Receiving and Sending Rates
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/.4 KB/s
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Kakue npobnembl yBugenm

3arpy3kKa nankum ~18s Pull to Refresh ~17s Load More ~20s OTnpaBka nucobma ~27s

ail Tinkoff @ 21527 40% @ )4

Bxogsawume ¢ 177 ] Q

ull Tinkoff @ 21:18 33% @ )4 all Tinkoff @ 21:18 34% @ )4 sl Tinkoff @ 21:49 556 % @ ) 4

Bxopgsiwume © 177 ] Q —  Bxopswume ¢ 177 £ Q 3aKkpbiTb HoBoe c006... OTNpaBuUTb

CeropgHs CerogHs

’, agkononova@yandex.ru €

® Anastasia Kononova 20:26 ® Anastasia Kononova 20:26

- ' .‘ - I
HaTtaw, Mbl Bce ypoHunu! Gt | HaTtaw, Mbl BCe ypOoHUIU! Bonbluas KapTUHKA

B aTOoM Mecsue B aTomMm Mecsue

® KASSIR.RU CaHKT-... 17 anp. ® KASSIR.RU CaHkT-... 17 anp.
TOMN npen gna pgocyra nocne c... TOI npen pona pocyra nocne c...
KoHuepT TeaTp [etam KoHuepT TeaTp [deTam

PecTtneBanu [pyroe KnHo PectuBanu [pyroe KMHO

® Ray Wenderlich 07 anp. ® Ray Wenderlich 07 anp.
Announcing New Pro Course: F... Announcing New Pro Course: F...

Announcing Our New Pro Course: Announcing Our New Pro Course: 0 6 %
Flutter ListView! Displaying lists of Flutter ListView! Displaying lists of MR SHO e MEDWNbHDY

AHpekc.[1oyThbl

® Ray Wenderlich , : ® Ray Wenderlich
Announcing Our Introduc Announcing Our Introduc

Announcing Our New Pro C Announcing Our New Pro C
Introduction to Google's Material Introduction to Google's Material
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URLSessionTaskTransactionMetrics

fetchStart domainLookupStart

connectionStart
secu reConnectionStart

- Connection Establishment . HTTP 200 OK

domamLookupEnd secureConnectlonEnd requestEnd responseEnd

connectionkEnd
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JlormpoBaHue ceTeBOro 3anpoca

let config = URLSessionConfiguration.default
let session = URLSession(configuration: config, delegate: self,
delegateQueue: nil)

// MARK :— URLSessionTaskDelegate
func urlSession( session: URLSession,
task: URLSessionTask,
didFinishCollecting metrics:
URLSessionTaskMetrics) {
for metric in metrics.transactionMetrics {
print(metric)
I3
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JlormpoBaHue ceTeBOro 3anpoca

Fetch Start: 1588272794932

Domaln Lookup Start: 1588272795014
Domain Lookup End: 1588272795037
Connect Start: 1588272795040

Secure Connection Start: 1588272795314
Secure Connection End: 1588272795597
Connect End: 1588272795597

Request Start: 1588272795591

Request End: 1588272795592

Response Start: 1588272796552
Response End: 1588272795592

Protocol Name: http/1.1

Proxy Connection: false
Reused Connection: false
Fetch Type: networkLoad
Request Header Bytes: 435
Request Body Bytes: 72
Response Header Bytes: 213
Response Body Bytes: 571
TLS Protocol Version: 0x0303
Cellular: false

Expensive: false
Constrained: false

Multipath: false
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JlormpoBaHue ceTeBOro 3anpoca

Protocol Name: http/1l.1
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JlormpoBaHue ceTeBOro 3anpoca

Fetch Start: 1588272794932

Response End: 1588272795592
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JlormpoBaHue ceTeBOro 3anpoca

Reused Connection:

Connect Start: 1588272795040

Connect End: 1588272795597

false
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JlormpoBaHue ceTeBOro 3anpoca

Response Start: 1588272796552
Response End: 1588272795592
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JlormpoBaHue ceTeBOro 3anpoca

Request Body Bytes: 72

Response Body Bytes: 571
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JlormpoBaHue Tpaduka

// MARK :— URLSessionTaskDelegate
func urlSession( session: URLSession, task: URLSessionTask,
didFinishCollecting metrics:
URLSessionTaskMetrics) {
for metric in metrics.transactionMetrics {
if #available(i0S 13.0, *) {
print(metric.count0OfRequestBodyBytesSent)

print(metric.countOfResponseBodyBytesReceived)
} else {

print(task.countOfBytesSent)
print(task.countOfBytesReceived)
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PeanbHble nonb3o0oBaTenn

PeanbHble bonbLion pasbpoc
OAaHHbIE OAHHbIX

Taxeno namepaTb
TpauK
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Cy6GbeKTUBHO . CeTeBOW 3arpoc I'Ipoﬁ
CpaBHeHMEe Tpaduk KoHTponunpyemas
C aHarnoramu cpepa
Bbibop

MHCTPYMEHTA
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KoHTponupyemas cpega

|||||
[ —
4 ¥
A ' Jo
L ) '

Tonbko HeobxoanMbIe bbiCcTpbI cOOpP
3amMepbl OAHHbIX

A\ (V) /

Hy>XXHbl aBTOTECTh!
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ABTOTECTbl + KOHTpoONMpyemas cpega

TDD ¥ ABTOTECTbI Amynayus
Ha b6a3e XCTest NyI0Xon ceTun

(3

3anyck Ha CI
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XProxy

export class CommonConfigurations {
static edge(toxy: Toxy): Toxy {
return toxy.all('/x")
.poison(Poisons. latency(null, 10, 50))
.poison(Poisons.bandwWidth (1000, 100))

}

static random500(toxy: Toxy, percent_str: string): Toxy {
let percent = Utils.parselntUnsafe(percent_str);
return toxy.all('/*x")
.poison(Poisons.responseWithDelay(1000))
.poison(Poisons.responseError500())
.withRule(Rules.probability(percent));
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Autotest + XProxy

public class XProxyTestCase: XCTestCase {
private static let proxyHost = "https://xproxy.test.ru"

var configuration: XProxyConfiguration A
return .edge
¥

public var launchArguments: [String] {
let path = “\(XProxyTestCase.proxyHost)/c/
\(self.configuration)/mobapi”
return [CommandLineArguments.baseURLKey, path]

31



Autotest + XProxy

public final class PTRMessagesTest: XProxyTestCase {
public override var launchArguments: [String] {
let useCase = [CommandLineArguments.networkMetricsEventName,
UseCases.pullRoRefresh.rawValuel
return super.launchArguments + useCase

}

func testPullToRefreshNetworkMetrics() A
let plan = PredefinedTestSteps
. login(user: UsersPool.testUserl)
.then { $0.pullToRefresh }
ActionsRunner.performPlan(plan)

32
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3anyck: 3anpochbl

loadMore B thread B avatars

70

KOJIM4ECTBO 3alnpocoB

10 nrons 12 nons 14 nions 16 nons 18untonsa
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BpeMS (Ms)

3anyckK: connection

connectionTCP

B connectionTLS

B connection

17000

13600

10200

6300

3400

10 nrons 12 nons

14 nions

16 nons

18untonsa
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[lpobnembl, KOTOpPbIE HALUNW

[lenaem nuiHWe 3anpocbl K TOHKUX» TPEOOoB

He cknmaem attadm npu oTnpaBneHnn nucbma
3arpy»xaem aBaTtapku no oaHoOu

Ha kaabln 3anpoc gonraga yctaHoBKa coeguHeHus

WOV WV WV
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OnTumunsauyus
3anpocoB U TpadukKa



Timeline

Ha knneHTe

\
L

KaLIMPOBaHNE §
MD5 ;
NvwiHne
3anpochl
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4TO0 Aano yaaneHue NULUIHUX 3anpocoB
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[lpobnembl, KOTOpPbIE HALUNW
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He cknmaem attadm npu oTnpaBneHnn nucbma
3arpy»xaem aBaTtapku no oaHoOu
Ha kaabln 3anpoc gonraga yctaHoBKa coeguHeHus

WOV WV WV
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Timeline

Ha knneHTe
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KSLLII/IpOBaHI/Ie 2

MDS :
NvwHne
3anpocsl :

[1Iponyck

3anpocos
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Kak onpenoenutb TUN ceTu

static var current: NetworkType {
#if TEST
return CommandLineArgumentsParser.useBadNetworkConnection ? .edge : .undefined
#endif
if self.reachabilityManager.isReachableViaWiFi {
return .wifil
}

guard let technology = CTTelephonyNetworkInfo()
.serviceCurrentRadioAccessTechnology?.values.first else {

return .undefined

}

switch currentTechnology A

case CTRadioAccessTechnologyEdge:
return .edge

case CTRadioAccessTechnologyHSDPA,
CTRad1ioAccessTechnologyHSUPA:
return .highSpeed

case CTRadioAccessTechnologyLTE:
return .lte

default:
return .undefined

}
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4TO Aan nponyckK 3anpocoB
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Timeline

Ha knneHTe

huswy N

KaLumpOBaHvle 2
MD5 :
NvwHne
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CxkaTtune
OAaHHbIX
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UYTOo gano cxartve atrauem
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[lpobnembl, KOTOpPbIE HALUNW
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3arpy»xaem aBaTtapku no oaHoOu
Ha kaabln 3anpoc gonraga yctaHoBKa coeguHeHus

WOV WV WV
|
Q

46



Timeline

Ha knneHTe

A

KaLumpOBaHvle 2
MD5 :
NvwHne
3anpocthil :

[1Iponyck
3anpoCoB ,
CxkaTtune
OAaHHbIX

ObbeanHeHune
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YTO Aano obbeaAnHeHue 3anpocoB
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[lpobnembl, KOTOpPbIE HALUNW
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Ha kaabln 3anpoc gonraga yctaHoBKa coeguHeHus
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Timeline

Ha knueHTe Ha cepBepe

KawunpoBaHue 2 ; 5 ; § HTTP/2 :
MD5 g § g § INnwHee
JinwHre § § § B OTBETaX :
3anpocsl § g g OTBeT
Mponyck 4acTAMU
3anpocoB f f
Cxartue ObbeanHeHune
OaHHbIX 3anpocoB

\\\AAA/\\\,
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UTO nan oTBeT YactTamMu
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Timeline

Ha KnneHTe Ha cepBepe

b SACACA / SRR

KSLLII/IpOBaHI/Ie 2 ; 5 § § HTTP/2 :
MD5 g § g § INnwHee
Jinwnxve § § B OTBETaX :
3anpocsl ; g g OTBeT
Flponyck YaCTAMMU .
3anpocos ; ; OTKasaTtbcs
Cxatune ObbeanHeHmne oT REST

OaHHbIX 3arnpocos
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YTo moxeT npeanoxutb 10S



Timeline

10S 11

5

Multipath
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Multipath

ABTOMaTU4YeCKMN nepenaét paHHble MO COTOBOU CeETHU
nNpu HepgoCTaTO4YHOM ypoBHe cuUrHana Wi-Fi1

Xcode Capabilities —> Multipath Entitlement

let configuration = URLSessionConfiguration.default
configuration.multipathServicelype = .none

// handover — nepeknw4yaTtbca Mexgy Wi—-F1i mn cellular

// .1interactive — b6ypet BbiOpaH lowest-latency uHTepdenc

// .aggregate — obbegnHAeT BO3MOXHOCTM OCTallbHbIX, PEKOMeHOyeTCH

nns pa3paboTkn/TE€CTUPOBAHUS
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Multipath + WiFi Assist

)

CoToBasi CBA3b HE MUCMONb3YyeTCH,
ecnmn npunoxeHune B bakrpayHae

Wi-Fi Assist orpaHU4nBaEeT KONM4YeCcTBO
OAaHHbIX, KOTOPble MOXHO cnaTb 4Yepes
COTOBYIO CETb

[na pa3paboTkn MOXXHO oTkNYNTL Wi-Fi
Assist B Developer Settings

User

CoToBble g aHHble

[Momowb Wi-Fi Q
70,4 MB

ABTOMAaTUYECKMN NCMNOJSIb30BaTb COTOBbLIE
NaHHble, ecnu nogknodveHne Wi-Fi paboTtaer
N10Xo0.

iCloud Drive Q

[Tpn oTcyTCcTBUM nogkntoyeHnsa Kk cetn Wi-F
MCMOJIb30BaTb COTOBYIO CETb A4 NepeHoca
NOKYMEHTOB U OaHHbIX.

BPEMHA PA3I OBOPA

TekyLwmn nepuop, 3414 MUH
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Multlpath
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WaitsForConnectivity

3a4eM HYyXXeH
>  MNO3BOMNAET O0XAaTbCs, NOKA NOABUTCHA CETb
>  2peKkTMBHee, YeM agepratb Reachabillity

OrpaHnyeHus
)  UrHopupyetca 03akrpayHa Tackamu
) KOET TONbKO A0 YCTaHOBKU COEAUHEHUS
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WaitsForConnectivity

Llet configuration = URLSessionConfiguration.default
configuration.waitsForConnectivity = true
configuration.timeoutIntervalForResource = 300

let session = URLSession(configuration: configuration, delegate:
self, delegateQueue: nil)

// MARK :— NSURLSessionTaskDelegate

func urlSession(_ session: URLSession,
taskIsWaitingForConnectivity task: URLSessionTask) A
// ¥OEM ceTb, MOXHO oObHOBUTL UI u T1.n.

}
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Timeline

10S 11

h /\ .\ :

Multlpath

WaitsFor

Connectivity 3
Task
Progress
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URLSessionTask Progress

Henb349 YCKOPUTb — MOKaXW, KakK UOET nporpecc

// MARK :-— NSURLSessionTaskDelegate
func urlSession( session: URLSession, task: URLSessionTask,

didSendBodyData bytesSent: Int64, totalBytesSent: Int64,

totalBytesExpectedToSend: Int64) {
let progress = Double(totalBytesSent / totalBytesExpectedToSend)

DispatchQueue.main.async {
self.progressView.progress = progress
}

}

func urlSession( session: URLSession, downloadTask:
URLSessionDown loadTask, didWriteData bytesWritten: Int64,
totalBytesWritten: Int64, totalBytesExpectedToWrite: Int64) <

// 00HOBUTL UI
I3

61



URLSessionTask Progress

Henb349 YCKOPUTb — MOKaXW, KakK UOET nporpecc

let session = URLSession(configuration: .default)
let task = session.dataTask(with: serverURL)

Llet observation = task.progress
.observe(\.fractionCompleted) { progress,
self.progressView.progress = progress.fractionCompleted

}

task.resume()

1n
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Timeline

10S 11

e e

Multlpath

WaitsFof

Connectivity 3
Task
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Oouwasa URLSession

let session = URLSession(configuration: .default)

let webSocketTask = session.webSocketTask(with: wccServerURL)
let dataTask = session.dataTask(with: serverURL)
let uploadTask = session.uploadTask(with: request, from: data)

64



YTto aano nepeucnonb3oBaHne URLSession
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NetworkFramework

// TLS, TCP un UDP, pna octanbHoro — URLSession
import Network

Llet connection = NWConnection(host: “example.com", port:
connection.stateUpdateHandler = { (newState) in
switch(newState) {
case .ready:
// Handle connection established
case .waiting(let error):
// Handle connection waiting for network
case .failed(let error):
// Handle fatal connection error
default:
break
}

}

connection.start(queue: myDispatchQueue)

. 1maps, using:

.t1s)
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WebsocketTask

let session = URLSession(configuration: .default)
let webSocketTask = session.webSocketTask(with: serverURL)
webSocketTask. resume()

Llet message = URLSessionWebSocketTask
.Message.string("Hello World")

webSocketTask.send(message) { error in
iT let error = error {
print("“Unable to send message: \(error)")
}
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WebsocketTask

webSocketTask.receive { result in
switch result {
case .failure(let error):
print("Error in receiving message: \(error)")
case .success(let message):
switch message {
case .string(let text):
print("Received string: \(text)")
case .data(let data):
print("Received data: \(data)")
}
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LowDataMode

var configuration = URLSessionConfiguration.default
configuration.allowsConstrainedNetworkAccess = false

let session = URLSession(configuration: configuration)

session.dataTask(with: request) { data, response,
if let error = error {

1T Let networkError = error as? URLError,

networkError.networkUnavailableReason == .constrained {
// MOXHO 3anpOCUTb MeHblle [aHHbIX

// WIN MeHee TdaXesble OaHHble

error 1in

}

return
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YTO HAM NomMorno

1 [lpodounmpoBaHune + normpoBaHme + aBTOTECTDI
2 Yopanu nuHue 3anpochl

3 ObbeanHUNM HECKONbKO 3anpocoB B OOVH

4 JlobaBunu cxxatne atradvyeu

5  WMcnonb3yem noBTopHO URLSessIon

6 He yrnyonanucb B edbpu, 4tobbl NONy4YnTb NPOOUT
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