YpPOKU (huHTeEXaA:

OCHOBbI 6e30MacHOCTU MOOUIbHbIX
NPUIOXEHUNN

ABTOpBbI
Kupnnn 3yes iOS Team Lead
Aptewm JlorytoB  Information Security Expert



@ [aBaiite 3HakOoMUTbLCA!

LT BxoauT B

KpynHeuwunx paspaéotymkos 1O
B Poccun

* PentuHrn areHTctB «3kcnept PA», CNews Analytics



@® Mo6unbHbie npunoxeHua LT

<P ;l.m 3onoTtaa KopoHa — [leHe)XXHble nepeBoabl

@ 3onotaA KopoHa - O6MeH BantoThl

3onoTtaA KopoHa — lNoraweHne KpeautTos




@® Mo6unbHbie npunoxeHua LT

OHnanH-6aHkK . [TnaTéxHbi KabuHeT

Faktura.ru KapTbl «Bbunany»
TpaHcrnopTHaA
KapTa

[Mnaté>xHbin KabnHeT
KapTbl «KyKypy3a»







® Cratucrtuka

MOOUNBbHbIX 6aHKOB MMEIOT XOTA 6bl OgHY
KPUTUYECKYIO YASBMMOCTb

https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/FIN-Vulnerabilities-rus.pdf



https://www.ptsecurity.com/upload/corporate/ru-ru/analytics/FIN-Vulnerabilities-rus.pdf

@® O uem norosopum

® XpaHeHue OaHHbIX
@ Wcnonb3oBaHne NHCTPYMEHTOB 6e3onacHocTy OC
@® [Mepepaya OaHHbIX

@ BakeHn



@® Hawwu repon

Mawa [leTA

4

)



@® I'oe mbl centyac?

@® XpaHeHue AaHHbIX

@®
@®
@®



XpaHeHue AaHHbIX

NMoTepAanu cmapTdoOH:
® dyHKUMA «HANTN CMaPTAOH»
® 3a6nokmposaThb

3awuTa OT BUPYCOB:

® 277



CEeKpeThl
>




mobile
backup

@ CEeKpeThl
>




strings backup | grep MOW-TMAPOJb



strings backup | grep MOW-TMAPOJb

<key>DEF_KEY_LOGIN_EMAIL</key>

<string> </string>
<key>DEF_KEY_LOGIN_NETWORK</key>
<string> </string>

<key>DEF_KEY_LOGIN_PASSWORD</key>
<string>MOUN-TNAPOJIb</string>


mailto:k.zuev@cft.ru
http://life.cft.ru/

XpaHeHue AaHHbIX

® penaem HesalwMdPOBaHHbIV H63Kan
® strings backup | grep your_password

@ CMOTPUM, KaKNM NMpnno>XxeHnAamMm goBepATb HEJIb3A



XpaHeHue AaHHbIX

He 3abbliBaeM yoanmThb
CBOW Naposib
n3 .bash_history

©



® Kak xpaHUTb AaHHbIle B
NPUNOXXeHUn?

@® [Maponu 1 Npoymne cekpeTbl
® dainnbl
® KoHnduru

@® Bonblre 06BEMbI OaHHbIX



® XpaHeHue naposiem - TOJSIbKO
Keychain

® HapeykHo 3awwmdposaH

@ BnokuposaTb Keychain
O kSecAttrAccessibleWhenPasscodeSetThisDeviceOnly

® MoxkHO LapnTb MexXay rnpuio>xXeHnamm



@ OtnpaBnaloTcA B 63Kan

@ /Documents

® /Library/Preferences
o TyT NSUserDefaults



var fileURL = URL(fileURLWithPath: "..."™)

var resourceValues = URLResourceValues()
resourceValues.iskExcludedFromBackup = true

fileURL.setResourceValues(resourceValues)



var fileURL = URL(fileURLWithPath: "...")

URLResourceValues()
resourceValues.i1sExcludedFromBackup = true



var fileURL = URL(fileURLWithPath: "...")

URLResourceValues()
resourceValues.i1sExcludedFromBackup = true

fileURL.setResourceValues(resourceValues)



@ BGonbuwume danno

@ NSFileProtectionComplete

o TOJIbKO aKTUBHOE Nnpuio>XeHme



@ BGonbuwume danno

@ NSFileProtectionComplete

o TOJIbKO aKTUBHOE Nnpuio>XeHme

@ NSFileProtectionCompleteUnlessOpen

o MoxeT paboTaTtb B oOHE



f1lelURL .setResourceValue(
URLF1leProtection.complete,
forKey: .fileProtectionKey)



setResourceValue
URLF1leProtection.complete



setResourceValue
URLF1leProtection.complete
forKey: .fileProtectionKey



@ VYreuka uepes norm



2018-04-10 21:16:32.263874+0700 Bank-DEV[63365:6377754 ]
Log Info:

<-- HTTP Request -->

URL: https://mybank.ru/api/authenticate

Method: POST

Headers:
{
"Content-Type" = "application/json";
"instance" = "32D386AB-00FF-4DF4-8077-0149A1C78738";
¥
Body:

{"secret":"123456", "type":"AUTO" ,”1dentity" :"Maria"}



2018-04-10 21:16:32.263874+0700 Bank-DEV[63365:6377754 ]
Log Info:

<-- HTTP Request -->

URL: https://mybank.ru/api/authenticate

Method: POST

Headers:
{
"Content-Type" = "application/json";
"instance" = "32D386AB-00FF-4DF4-8077-0149A1C78738";
¥
Body:

{"secret":"123456", "type":"AUTO" ,”1dentity" :"Maria"}



cekpeTbt

[TpoeKTUPYNTE NPUOXKEHNA TakK, YTOObI
HE XPaHUTb YyBCTBUTEJIbHbIE JaHHbIE



XpaHeHue AaHHbIX




XpaHeHue AaHHbIX

Your account:
Artem

Some secret info

[ LOGOUT ]




XpaHeHue AaHHbIX




XpaHeHue AaHHbIX

@ Maponu, cekpeTHble TOKeHbl — ToNbKo B Keychain



XpaHeHue AaHHbIX

@ Maponu, cekpeTHble TOKeHbl — ToNbKo B Keychain

@ Toxe cekpeThbl, HO 60SIbLIOro pasmMepa

O uncknyaem n3 6skana
o wucnonbdyem HacTpoiiky NSFi1leProtectionComplete



XpaHeHue AaHHbIX

@® He 3anucbiBaTb YyBCTBUTEJIbHbIE€ OJaHHbIE B J10T



XpaHeHue AaHHbIX

@® He 3anucbiBaTb YyBCTBUTEJIbHbIE€ OJaHHbIE B J10T

@ aBTO3anosHeHe 1 aBTOKOPPeKLMA



XpaHeHue AaHHbIX

@® He 3anucbiBaTb YYBCTBUTESbHbIE OAHHbIE B J10T
@ aBTO3anosHeHe 1 aBTOKOPPeKLMA

@ He No3BONATHL KONUpoBaTb B 6ydrep o6MeHa cekpeTbl



@® I'oe mbl centyac?

O
@ Wcnonb3oBaHue UHCTPYMEHTOB 6e3onacHocTu OC
O
O



o O6xopn
ayTeHTUdpmnkKauumm

v (] JEL TILIN

- RLINTIME
] MOEILE
BERE | EIPLORATION

GIT.I0S0BTECTIOM

https://github.com/sensepost/objection



https://github.com/sensepost/objection

@ lVcTopuyeckan cnpaBka



func loginWithBiometrics() {
let context = LAContext()

context.evaluatePolicy(..., ..., reply:
{ success, error 1n
1f success {
let password = keychain.shortPassword
5

)
¥



func loginWithBiometrics() {
let context = LAContext()

context.evaluatePolicy(..., ..., reply:
{ success, error 1n
1f success {
let password = keychain.shortPassword
5

)
¥



func loginWithBiometrics() {
let context = LAContext()

context.evaluatePolicy(..., ..., reply:
{ success, error 1n
1f success {
let password = keychain.shortPassword
5

)
¥



loginWithBiometrics
LAContext

context.evaluatePolicy

success
keychain.shortPassword



loginWithBiometrics
LAContext

context.evaluatePolicy

success
keychain.shortPassword



@ MoxHo caenaTb nyuiue



let accessControl = SecAccessControlCreateWithFlags(...)
let context = LAContext()
context.evaluateAccessControl(accessControl, operation:
.createItem, ...) { (success, error) 1n

// Co3paeM oObekT C naposiem

// CoxpaHsiem ero B Keychain

SecItemAdd(attributes as CFDictionary, nil)



let accessControl = SecAccessControlCreateWithFlags(...)
let context = LAContext()
context.evaluateAccessControl(accessControl, operation:
.createltem, ...) { (success, error) 1n

// Co3paemM obbekT C mnaposiem

// CoxpaHseMm ero B Keychain

SecItemAdd(attributes as CFDictionary, nil)



let accessControl = SecAccessControlCreateWithFlags(...)
let context = LAContext()
context.evaluateAccessControl(accessControl, operation:
.createltem, ...)



let accessControl = SecAccessControlCreateWithFlags(...)
let context = LAContext()
context.evaluateAccessControl(accessControl, operation:
.createltem, ...) success

// Co3paeM obObekT C naposiem

// CoxpaHsiem ero B Keychain

SecItemAdd(attributes as CFDictionary, nil)



@ O6xopn ayTeHTUdUKaLMK

Jlyqimunm Kop,
9TO
naTta MOEro
poxneHus!




@ O6xopn ayTeHTUdUKaLMW

1111, 2222,
0000, 1234,
naTa
pPOXOeHUs?




@ O6xopn ayTeHTUdUKaLMW

K MmobunbHOMY
O0QHKY 5 CIeJalo
KOJI, KaK
MAH-KOJI K
KapTe. YTOObI He
3a0BbIThH!




Oo6xo
@ A

ayTeHTUdpmkKauumm

[Toripobyem

opyrouv
BapHaHT...




let context = LAContext()
let domainState = context.evaluatedPolicyDomainState



o O6xon
ayTeHTUdpmKauumm

® OrtcnexusaiiTe U3MEHEHA B JOKYMEHTaLUm



o O6xon
ayTeHTUdpmKauumm

® OrtcnexusaiiTe U3MEHEHA B JOKYMEHTaLUm

® [MopnepxvBanTe MexaHn3mbl 6€30MacHOCTU B

adKTyaJ/iIbHOM COCTOAHUN



@® I'oe mbl centyac?

@®
@®

@ Mepepnaya AaHHbIX

@®



@ MMepepaya AaHHbIX

@ HTTP
@ HTTPS self-signed
@ HTTPS misconfigured



@ MMepepaya AaHHbIX






. Omutpuin Megeepes @ MedvedevRussia - 4 Mmun
CtaHy cBoboagHbiM cboTorpadom. [1aBHo
MeyTarn.

467 67



@ MMepepaya AaHHbIX




@ MMepepaya pAaHHbIX

Install Certificates

Windows

Download either the installer or the root CA for manual installation.
Running the installer is recommended for most users.

m Certificate

Android or iOS

Tap the button below and follow the on-screen instructions on your
device!

Install Certificate

Other Devices

If you know how to add root CAs to your operating system, simply
download the certificate with the download button below and add it to
your device's certificate store.

If you require assistance installing our certificate on your device, pleaseg|
contact username@example.com or your IT department




@ MMepepaya AaHHbIX




@ MNepepnaya paHHbIX

@ BetterCap (https://www.bettercap.org)

@ MANA Toolkit (https://github.com/sensepost/mana)

@ WiFi-Pumpkin (https://github.com/P0OcL4bs/WiFi-Pumpkin)



https://www.bettercap.org/
https://github.com/sensepost/mana
https://github.com/P0cL4bs/WiFi-Pumpkin
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CepTudukat, KoTopbIN CepTudukat, KOTopbIN
COXpaHeH B NPUITOXEeHUN npuvLlen ot cepeepa



CepTudukar camnta

CepTuukaTtbl NPOMEXXYTOYHOIo
LEeHTpa cepTudukaumnmn

CepTudukat ueHTpa
cepTudomkaumnmn

X0 X0

X0



’——-\

CepTudukar camnta ! o

CepTuukaTtbl NPOMEXXYTOYHOro
LleHTpa cepTudmkKaumm g

CepTudukat ueHTpa
cepTudomkaumnmn

X0



@ TMuHHUHT cepTudukKaTa canmTa

% HapyleHue 4OCTYNHOCTY CepBepa, eCnm cepTuduKarT

NMPOCPOYEH U OTO3BaH



@ TMuHHUHr cepTudukKaTa canTta

% HapyleHue 4OCTYNHOCTY CepBepa, eCnm cepTuduKarT

NMPOCPOYEH U OTO3BaH

® nomMoraeT TO/IbKO OOHOBNEHME BCEX MOOWUSTbHbIX

NPUNOXXEHNN



& Bo3MO)>XHOCTb BblOOpa
nosib3oBaTeniem

6yOeT BO3MOXHOCTb paboTaTbh NPUIOXXEHUIO farblue,

6e3 obHoBNEHNA



& Bo3MO)>XHOCTb BblOOpa
nosib3oBaTeniem

6yOeT BO3MOXHOCTb paboTaTbh NPUIOXXEHUIO farblue,

6e3 obHoBNEHNA
@ NonbL3oBaTe b HE BCerga OCO3HaeT PUCKU

® npun cMeHe cepTudmkaTa, bygem BBOOAUTL

nonb3oBaTesnA B 3abnyxaneHne owmokon



@ TpoBepka paTbl

He HapyLllaeTcA AOCTYMNHOCTb



@ TpoBepka paTbl

He HapyLllaeTcA OOCTYMNHOCTb
% cnacaeT TONbKO OT UCTEYEHUS cepTudunkarta

® obxoounTcA USMEHEHNEM gaThbl Ha cMapTdoHe



CepTudukar camnta

CepTuukaTtbl NPOMEXXYTOYHOIO
LEeHTpa cepTudukaummn

CepTudukat ueHTpa
cepTudomkaumnmn

X0

’——-~

\~———’



@ TMHHUHI KOPHeBOro cepTudukKara

O4YeHb peaKo OT3biBAOT U BOJIbLLIOV CPOK OENUCTBUA

3alimLaeT oT nepexsara Tpagduka



@ TMHHUHI KOPHeBOro cepTudukKara

O4YeHb peaKo OT3biBAOT U BOJIbLLIOV CPOK OENUCTBUA
s3awmuaeT oT nepexeara Tpaduka

® NPOMEXXYTO4HbIE LIEHTPbI cepTudukaumm moryT

BbloaTb cepTudmkaT Ha Baw canT Anda 3noaes



@ TMHHUHI KOPHeBOro cepTudukKara

O4YeHb peaKo OT3biBAOT U BOJIbLLIOV CPOK OENUCTBUA
s3awmuaeT oT nepexeara Tpaduka

® NPOMEXXYTO4HbIE LIEHTPbI cepTudukaumm moryT

BbloaTb cepTudmkaT Ha Baw canT Anda 3noaes

HO 3TO ManoBEPOATHO ©



@ MMepepaya AaHHbIX

@® MoyKeM XpaHuUTb OTne4vaToK
@® mMoykeM XpaHuTb caMm cepTudmkar

@ He ABNAETCA CEKPETOM




func urlSession(_ session: URLSession,
task: URLSessionTask,
didReceive challenge:
URLAuthenticationChallenge,
completion: ...)

{

1f let trust = challenge.protectionSpace.serverTrust
{
1f trustManager.verifyServerTrust(trust) {
completion(.performDefaultHandling, nil);
return

¥
¥

completion(.cancelAuthenticationChallenge, nil)

}



func urlSession(_ session: URLSession,
task: URLSessionTask,
didReceive challenge:
URLAuthenticationChallenge,
completion: ...)

{

1f let trust = challenge.protectionSpace.serverTrust
{
1f trustManager.verifyServerTrust(trust) {
completion(.performDefaultHandling, nil);
return

¥
¥

completion(.cancelAuthenticationChallenge, nil)

¥



func urlSession(_ session: URLSession,
task: URLSessionTask,
didReceive challenge:
URLAuthenticationChallenge,
completion: ...)

{

1t let trust = challenge.protectionSpace.serverTrust
{
1f trustManager.verifyServerTrust(trust) {
completion(.performDefaultHandling, nil);
return

¥
¥

completion(.cancelAuthenticationChallenge, nil)

¥



URLSess1ion
didReceive challenge:
URLAuthenticationChallenge,
challenge.protectionSpace.serverTrust

trustManager.verifyServerTrust(trust)



URLSess1ion
didReceive challenge:
URLAuthenticationChallenge,
challenge.protectionSpace.serverTrust

trustManager.verifyServerTrust(trust)
completion(.performDefaultHandling, nil);



URLSession

didReceive challenge:
URLAuthenticationChallenge,

challenge.protectionSpace.serverTrust

trustManager.verifyServerTrust(trust)

completion(.cancelAuthenticationChallenge, nil)



static let rootHash = "fec9b8a5963f898cde203f6159¢c7a260"
func verifyServerTrust(_ trust: SecTrust) -> Bool
{

let rootldx = SecTrustGetCertificateCount(trust) - 1

let rootCert =
SecTrustGetCertificateAtIndex(trust, rootlIdx)

let data

= SecCertificateCopyData(rootCert)
let hashed =

self.hash(data)

return hashed == rootHash



static let rootHash = "fec9b8a5963f898cde203f6159¢c7a260"
func verifyServerTrust(_ trust: SecTrust) -> Bool
{

let rootldx = SecTrustGetCertificateCount(trust) - 1

let rootCert =
SecTrustGetCertificateAtIndex(trust, rootlIdx)

let data

= SecCertificateCopyData(rootCert)
let hashed =

self.hash(data)

return hashed == rootHash



static let rootHash = "fec9b8a5963f898cde203f6159¢c7a260"
verifyServerTrust(_ trust: SecTrust

let rootldx = SecTrustGetCertificateCount(trust) - 1



static let rootHash = "fec9b8a5963f898cde203f6159¢c7a260"
verifyServerTrust(_ trust: SecTrust

let rootldx = SecTrustGetCertificateCount(trust) - 1
let rootCert =
SecTrustGetCertificateAtIndex(trust, rootlIdx)



static let rootHash = "fec9b8a5963f898cde203f6159¢c7a260"
verifyServerTrust(_ trust: SecTrust

let rootldx = SecTrustGetCertificateCount(trust) - 1

let rootCert =
SecTrustGetCertificateAtIndex(trust, rootldx)

let data

= SecCertificateCopyData(rootCert)
let hashed =

self.hash(data)



static let rootHash = "fec9b8a5963f898cde203f6159¢c7a260"
verifyServerTrust(_ trust: SecTrust

let rootldx = SecTrustGetCertificateCount(trust) - 1

let rootCert =
SecTrustGetCertificateAtIndex(trust, rootldx)

let data

= SecCertificateCopyData(rootCert)
let hashed =

self.hash(data)

return hashed == rootHash



@ Alamofire

https://infinum.co/the-capsized-eight/ssl-pinning-revisited



https://infinum.co/the-capsized-eight/ssl-pinning-revisited

@ [lMepepaya AaHHbIX

@ T[WHHWHC onAa web view



public func webView(_ webView: WKWebView,
didReceive challenge:

URLAuthenticationChallenge,
completionHandler:

{

h

// To xe, uto B cny4yae ¢ URLSession

)



@ SFSafariViewController



@ SFSafariViewController

@ HacTponku ATS He OeicTByIoT



@ SFSafariViewController

@ HacTponku ATS He OeicTByIoT

@ Kyku pacluapeHbl ¢ Safari



@ SFSafariViewController

® HacTtpoiikn ATS He OeicTByIoT
@ Kyku pacluapeHbl ¢ Safari

@® [MUHHWHI peanu3oBaTb HeMb3A



@ [lMepepaya AaHHbIX

@ Burp Suite
@ ZAP Proxy

® mitmproxy



@ NMUHHUHT KOPHEBOro
cepTudpumkaTta - Halwl onbIT

@ Chrome nepecTtaeT noBepATb Symantec

https://security.googleblog.com/2017/09/chromes-

plan-to-distrust-symantec.html
@ [na 6onee nnaBHOro 06HOBMEHWNA BbIMYyCTUNN
BEPCUIO C NPOBEPKOMN MO OOAHOMY N3 OBYX

cepTndukaTos


https://security.googleblog.com/2017/09/chromes-plan-to-distrust-symantec.html

"fec9b8a59631f898cde203f6159c7a200"
"clalfdl1228da476ab9c5f90ee8cda33d"

static let newHash
static let oldHash

verifyServerTrust(_ trust: SecTrust

return hashed == oldHash || hashed == newHash



@ [lMepepaya AaHHbIX

® TONBbKO KOPPEKTHO HACTPOEHHbIN HTTPS

o https://github.com/rbsec/sslscan
o https://lwww.ssllabs.com/ssltest/



https://github.com/rbsec/sslscan
https://www.ssllabs.com/ssltest/

@ [lMepepaya AaHHbIX

® TONBbKO KOPPEKTHO HACTPOEHHbIN HTTPS

o https://github.com/rbsec/sslscan
o https://lwww.ssllabs.com/ssltest/

@ nuHHKUHT CA cepTudmkara

o nnAa 6s3keHna
o wn anAa WebView


https://github.com/rbsec/sslscan
https://www.ssllabs.com/ssltest/

@ [lMepepaya AaHHbIX

® TONBbKO KOPPEKTHO HACTPOEHHbIN HTTPS

o https://github.com/rbsec/sslscan
o https://lwww.ssllabs.com/ssltest/

@ nuHHKUHT CA cepTudmkara

o nnAa 6s3keHna
o wn anAa WebView

@ OTCYyTCTBME NMHHNHIA == CpeaHAA YASBNMOCTb


https://github.com/rbsec/sslscan
https://www.ssllabs.com/ssltest/

@® I'oe mbl centyac?

@®
@®
@®

@ BakeHp,



3awmweHHocTb API

® AHanus 3awWmLLEHHOCTN = TeCTUPOBaHNe, TONbKO ANA

nomcka yA3BMMOCTEN

® AHanu3 sawuLLeHHOCTN hrym NPOBOAMM Ha

TeCTOBOM KOMIJ1IeKkce 00 AenjoAqd Ha npogakiiH



3auwmueHHocTb API
4

TecTunposarn YnpasneHve nmummutamm

byHKLMOHAN C CHATME HaNn4YHbIX

YCTaHOBKOMN U 250.000
CHATMneM JIMMNTOB HAa CHAaTb orpaHm4yeHue
Onean,V”/l 3anpeTuTb 3TY onepauunio

Onnata B IHTepHeTEe

50.000




POST /api/limits/{1d}/update

Cook1ie: auth=ArtemSession
{1limits_at_JSON}



3awumiieHHocTb API

user cardiD
Artem 123
Kirill 815

Maria 26



Request:
POST /api/limits/123/update

Cookie: auth=ArtemSession
{1limits_at_JSON}

Response:
OK'!



Request:
POST /api/limits/815/update

Cookie: auth=ArtemSession
{1limits_at_JSON}

Response:
OK'!



Request:
POST /api/limits/26/update

Cookie: auth=ArtemSession
{1limits_at_JSON}

Response:
OK'!



3awumueHHocTb API

13-3a HEKOPpPEKTHOWM aBTOpU3aLnn

menacb BO3MOXXHOCTb 3a6/10KMpoOBaTh onepaumn Ha

abCconoTHO SIlo6oun KapTe!



3awmueHHocTb API
4

YT06bl yBENUUUTD YnpasneHne nmuMmutamm

NIMMUTbI HEO6XO0AMMO CHATIE HAMYHbIX

250.000

BBeCcTu Kog u3s SMS

CHATb orpaHn4yeHne

3anpeTuTb 9Ty onepaumo

Onnata B NHTepHeTe

50.000




POST /api1/otp/confirm
Cookie: auth=ArtemSession

1"'otp":"{code}"}



Request:
POST /api/otp/confirm
Cookie: auth=ArtemSession

'{"Otp" : "@@@@"}

Response:
FAIL



Request:
POST /api/otp/confirm
Cookie: auth=ArtemSession

'{"Otp" : "@@@1"}

Response:
FAIL



Request:
POST /api/otp/confirm
Cookie: auth=ArtemSession

'{"Otp" : "@@@2"}

Response:
OK'!



3awmweHHocTb API

user code response
Artem 0000 FAIL
Artem 0001 FAIL

wem 0002




System Preferences is t
& Privacy preferences. T
allow this.

Username:

Password:




3awumueHHocTb API

N3-3a HEKOppeEKTHON aBTOpU3auumn 1 obxoaa

ayTeHTU(pmnkauum

nmesiacb BO3MOXXHOCTb COpOCUTL N0OGble NUMMUTDI, Ha

abCconoTHO SIlo6oun KapTe!



@ WHcTpymeHTbI ANA TeCTUPOBaHUA

@ Burp Suite
o https://portswigger.net/burp

@® wfuzz
o https://github.com/xmendez/wfuzz



https://portswigger.net/burp
https://github.com/xmendez/wfuzz

3awmweHHocTb API

@®

® @

NOMHUTE, YTO YA3BMMOCTU cepBepa O4eHb

OECTPYKTUBHbIE
BHegpAnTe Secure Development Lifecycle

COCTaB/ANTE TECT-KEWCbl, OPUEHTUPOBAHHbIE Ha

npobsiembl 6€30MacHOCTH

nposoanTe aHa/1M3bl 3allLLLIEHHOCTN



‘ 3akKk/oyeHme



@ 3akniouyeHue

@ Maponu — B Keychain



@ 3akniouyeHue

@ Maponu — B Keychain

® O6HoBNANTE peLueHna no 6e30MacHOCTY



@ 3akniouyeHue

@ Maponu — B Keychain
® O6HoBNANTE peLueHna no 6e30MacHOCTY

@ TMUHHWHT cepTUdMKaTa



@ 3akniouyeHue

@ Maponu — B Keychain
® O6HoBNANTE peLueHna no 6e30MacHOCTY
@ TMUHHWHT cepTUdMKaTa

® PaspaboTka 1 6e30nacHOCTb AOMKHbI paboTaTth

BMeCTe



@ 3akniouyeHue

OWASP Mobile:

@ https://www.owasp.org/index.php/Mobile Top 10 201

6-Top 10

@ https://github.com/OWASP/owasp-masvs

@ https://github.com/OWASP/owasp-mstg



https://www.owasp.org/index.php/Mobile_Top_10_2016-Top_10
https://github.com/OWASP/owasp-masvs
https://github.com/OWASP/owasp-mstg
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