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TonbKO ABe Beln BEeCKOHEYHbI -
BceneHHaA U YenoBe4yeckKad
ryrnocCTb.

XOoTA Hac4yeT BceneHHOU A He
VBEPEH.

AnbbepT OUHWITENH



OwWnbkm HensbeXKHbbl

> baru B Hawem kopge

> baru B bubnmnortekax nnm B i0S
> Owmnbkum 6akeHpa

> Cboun ceteBOro coeanHeHUA

> OWwnbKu nonb3oBaTenen



[lokasaTenun xopowien o6padboTKm OWnOOK

> Jlerko gnAa paspaboTtymka: eanHoobpasHo n 6esonacHo
> bes3bone3HeHHOo OnA nonb3oBaTesiA: NOHATHbLIE N BOCCTAHOBUMbIE
> IPPeKTUBHO ONA KoMaHObl: yaOOHbIN MOHUTOPUHI U aHaTN3

> [lones3Ho onAa npoekTa: MeHbLUe OWNO0K, KOPOTKUE LUUKIbl 6ardonkcoB



[1noxaAa obpaboTka onbOoK

7

O «

Error

! The operation couldn’t be completed.

(kCFErrorDomainCFNetwork error 2.)

OK

N

7

O «

The operation couldn’t be
completed.
(WDGeneralNetworkError
error 500.)

OK

N

7

O «

>

Bbi3biBaeT
HeOgoyMeHune
rnosib3oBaTtenen

> TepAeTcA ueHHanA

MHpopmaumna ob
OLLNOOYHON
cuTyaummn

beccncteMHOCTb
06paboTKN



Pe3ynbTaThl N10XoMN 06paboTK ownbokK

>  YMeHblUaeTcA XXenaHne nonb3oBaTtenen pabortatb C
NPUNoOXXeHneM, nagaeT retention

> [loBbllaeTcA Harpy3ka Ha cny>by noanep>Xku, nagaeT PeENTUHT,
4YNCIO YCTaHOBOK

> YCNOXXHAETCA NOUCK NPUYnH oWnboK, yannHAeTcA umkn bargoukca
> YXyaliaeTcA Ka4ecTBO Koga, oparMeHTUPYyeTCcA apxXuTekTypa

> PaspaboTka 1 noaaep)xkKa cTaHOBATCA A0POXKeE



Ileno cHoBa B
aAPXUTEKTYPE



ObpaboTKa OWNOOK - apXUTEKTYPHbIA acneKT

Presentation D @
Layer > [ oe MOXXeT BO3HUKHYTb

omoka?

> [ne obpabaTbiBaTb OLLNOKY?

______ | > Kak “0co3HaTb’ OMOOYHYIO

CUTyauuto B MeCcTe ee

Data access 06PaBOTKN?

Layer

Low-level
frameworks




Kak nomo4b 06paboTymky “oco3HaTh’ OLLNOKY

> Ownbka — UeHHbIN pe3ynbTaT OEeUCTBUA, KOTOPbIN HENb3A TEPATL
> [1pNYNHA+KOHTEKCT OLUMOKKM HA Ka>KOOM U3 CII0EB

> OwmnboyHaAa cutyaumAa — He ogHo cobbiTmne, a uenb CoObITUN —
NONbITOK BbIMOJSIHUTL ONepaunio KaXkabiM YPOBHEM

> Takylo Luenb MOXXHO NpeacTtaBuTb B BUOE CBA3aHHOMO Cnmcka
0O BbEKTOB-0OLLNOOK

> Y KaykOgoro cnoda/mopynAa — cBOM BUAObI U KOAObl OLLNOOK,
COOTBETCBYIOLWLME ero YPpoBHIO KOMMNETEHLNN
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[lepepayvya nencteBmA — BO3BPAT OaHHbIX

Presentation ViewModel Showing a result
Layer

Data access AP call JSON
Layer

Low-level | Data
frameworks Networking
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[lepepayvya nencteBmA — BO3BPAT OaHHbIX

Presentation ViewModel Showing a result
Layer

Data access DB request NSManagedObiject
Layer

Low-level Entit
frameworks CoreData :
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[lepepayvya oenctBnA — BO3BPpaT OLLMOKNK

Presentation User action UserError.code Show and track error
Layer
Business logic LogicError.code

Data access DB request CachingError.code
Layer

Low-level
CoreDataError.code
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[lepepayvya oenctBnA — BO3BPpaT OLLMOKNK

oo
User action
Layer

Business logic LogicError.code | Business logic

Data access DB request CachingError.code API call
Layer

Low-level .
. Networkin —>
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[lepepayvya oenctBnA — BO3BPpaT OLLMOKNK

Layer

Business logic LogicError.code |~ Business logic | Logi

Data access DB request CachingError.code API call | AP
Layer

Low-level |
. Networkin —>| Netw
frameworks CoreData CoreDataError.code '
5

1



Co3pgaHue uenoyku aaAa owmnmboyHon cutyaumm

UserError.code
+ (LogicError.code) + [APIError.code) + (NetworkError.codeJ

NetworkError.code
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Co3pgaHue uenoyku aaAa owmnmboyHon cutyaumm

UserError.code

+ (LogicError.code) + [APIError.code) + (NetworkError.codeJ

LogicError.code

+ (APIError.codeJ + (NetworkError.codeJ

APIlError.code

+ (NetworkError.code)

NetworkError. code

17



Llenoyka owmnbok ofia owmnbo4yHOU cuTyaumm

+ | LogicError.code + | APIError.code | + NetworkError.code

> HunsnexauwanAa owmbka — npurymMHa BbILLECTOALLEWN,
BbiwecToAawana owmnmbka — KOHTEKCT a1 HU3neXxawleun

> TakafA uenoydyka yHuKanbHa 1 ctabunbHa anAa oTcrieXXnBaHuA
> [lpepcTaBneHne onAa noeHTudukKaunm: KoOpoTkoe 1 NoJIHOoE

US14-LO43-AP7-NES8

UserError.connectionlssue - LogicError.loginFailed - APIError.getTokenFailed - NetworkError.timeout
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ITOro: apxmtekTypHble pelleHunA

> PaspeneHue Bcex ollMboK no ypoBHAM KOMMNETEHLUNN
> Y KaxKgoro cnoda/monynAa — cBOM BUAObI U KOAbl OLLNOOK

> [lpn BOo3BpaTe (BCNbITUX) OLIMOKU — 0OOpaymBaem ee B
OPYryto olnbKy Ha KaXxaom crioe

> Co3paHue ueno4yku cobbiTUin, KOTOopaA ONUCbIBAET BECH
NyTb, HO 6€3 HEHY)XHbIX OeTaneun peannsaumn

19



| lorpy>kaemcAa B Koa



3 pokymeHTauum Apple...

enum IntParsingError: Error {
case overflow
case invalidInput(String)

extension Int {

init(validating input: String)
if ' _isValid(s) { throw IntParsingbrror.invalidInput(s) }

let price = try Int(validating: "$100")
y catch IntParsingError.invalidInput(let invalid) A
print("Invalid character: '\(invalid)'")

y catch IntParsingError.overflow {1
' || ~ ol ~ r||)

[
} catch {

print("0ther error")
}

21



3 pokymeHTauum Apple...

struct XMLParsingError: Error {
enum ErrorKind A
case 1invalidCharacter
case mismatchedTag

line: Int
column: Int
kind: ErrorKind

func parse(_ source: String) throws —> XMLDoc {
throw XMLParsingError(line: 19, column: 5, kind:
+

do {
let xmlDoc = try parse(myXMLData)
} catch let e as XMLParsingError {

.mismatchedTag)

print("Parsing error: \(e.kind) [\(e.line):\(e.column)]")

} catch {
print("0Other error: \(error)")
}

22



ba30BbIn Klacc anAa nepapxmm owmnbok

> CTporaa TMnu3auua nogkiiaccamu owmnobok, paboTa ¢ Lenovykamm

> Bblbop kKaHOupaTa Ha 6a30BbIv KJlacc:

> NSError — cnabaa tTunnusauua (CTpoka + 4Yncrio + cnoBapsb).
[Tnoxne obpasubl gnAa nogpa>kaHna — B NSCocoaErrorDomain

> [lpoTtokon Error (+ npoTtokonbl LocalizedError, RecoverableError,
CustomNSEtrror...)

> CobcTBEeHHbIN Knacc

23



ba30Bblv KJ1aCC OWnNOKK

open class BaseError<ErrorCode: BaseErrorCode>: NSError A
//or 1mplement LocalizedError, RecoverableError, CustomNSError protocols for Error

public required init(code: ErrorCode, underlying: Error? = nil, systemMsg: String? = nil) A
let userInfo = [NSUnderlyingErrorKey: underlying, NSFailureReasonErrorKey: systemMsg]
super.init(domain: domain, code: code.rawValue, userInfo: userInfo)

public var domain: String A
return String(describing: type(of: self))
}

public var errorCode: ErrorCode {
return ErrorCode(rawValue: code)!
¥

public var errorCodeName: String {
return String(describing: errorCode)
}

24



[loyepHme knacchbl oWwmnbok

public enum GeoErrorCode: Int, BaseErrorCode {
case undefined = 0
case locationServicesDisabled =1
case notAuthorizedYet =
case authorizationDenied = 3
case locationCannotBeDetermined = 4
case locationAccuracyIsNotEnough = 5

public class GeoError: BaseError <GeoErrorCode> A
public override func domainShortname() —> String {
return "GE"
}

let error = GeoError(code: .locationAccuracyIsNotEnough)

%rack(error)
show(error)
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BoaBpaT ownbok (npumep n3s bmsHec-cnoA)

// Business—logic layer (wraps errors into InteractorError type)
public class EnvironmentInteractor: EnvironmentInteractorProtocol {

public func checkAppVersion(sy 3ping (Boc .

0
allure @escaplng (InteractorError) —> Void) |{

environmentAPIDataManager.platformlnfo(success: platformInto 1n

}, failure:
failure(
+)

InteractorError(code: .checkAppVersion, underlying: error

260



Bo3BpaTt owmnbok (npumep n3 UX-cnoA)

// Presentation layer (wraps errors into UserError type)
public class AuthPresenter: AuthPresenterProtocol {
public func viewDidAppear() {
environmentInteractor.checkAppVersion(success: { isValid in

27



Recovery handlers (obpaboTka BHYTpPU CnoA)

public protocol RecoverableErrorHandlerProtocol {
func recover(_ error: BaseError,
currentRetryAttempt: Int,
success: @escaping (ErrorRecoveryResult) —> Void,
failure: @escaping BaseErrorClosure)

public enum ErrorRecoveryResult: Equatable {
case cannotHandle //this handler 1s not i1ntended to recover such kind of error
case didHandle //recovery was potentially successful and action can be retired

28



Recovery handlers (npumep n3 cnoa API)

func tolokaAPIRecoverableErrorsHandlers —> |RecoverableErrorHandlerProtocol
let backendTempErrorsHandler: BackendTempErrorsHandlerProtocol = resolve()

let authErrorHandler: ForbiddenErrorHandlerProtocol = resolve()
let captchaRequiredErrorHandler: CaptchaRequiredErrorHandlerProtocol = resolve()

return [backendTempErrorsHandler, authErrorHandler, captchaRequiredErrorHandler]

}

public class APIDataManager A
func request(..) {
backendDataSource.request(.., success: .., failure: { error in
Llet recoverers = tolokaAPIRecoverableErrorsHandlers()
//recursively callingljrecover(error, success: .., failure: ..)]Jfor all handlers

//until we get|].didHandle]and then we repeat request /(.

29



VITOro: acnekTbl peannsaummn

> MakcmMmym rMomMoLLy OT KOMMUNATOopa: TUNM3NpyemM Bo3Bpallaemble OWnNOKN
>  Cnoam/mogynAm - CBOW NMO4TUMNbI OLWNOOK

>  OrpaHunydmBaem nUcnonb3oBaHne do-catch — TofIbKO NOKasibHO BHYTPWU
Monayneu

> basoBbIM Knacc, ymewLwmnm padoTtaTb C Leno4ykamm onbok

> Ob606LWaem noaxon 06paboTKe 1 BOCCTAHOBJSIEHUIO OT OLNOOK

30



CHoOBA K nonb3oBaTtenam



BoccTaHOBMMbIE OLLNOKW

NHJOpMAaTUBHOCTb (4TO 3TO ObI10?) M NONIE3HOCTL (4YTO Tenepb

OwmnbKa Baw akkayHT 3a6nokupoBaH

HeTt coeaunHeHUsa C cepBepom Ha ycTpoiicTee 6onblue HeT Bal akkayHT 3a610KMpOBaH B CBA3U C

MoxanyicTa, NpoBepbTe CoeAnHeHne ceoboaHoro mecra. Moxanyicra,
C UHTEPHETOM. yoanute YTo-HUbyab HeHyXHoe U

HapyweHuneM Monb3oBaTeNbcKoro
cornaweHus. Hanuwwure B cnyxoy
Noanep>XKun, ecnu cynTaeTe, YTo
npowusoluna owmbKa.

HacTpowku }
HacTpounku CooBLWMNTD

NnoOBTOPUTE onepauuio.

32



HeBoccTaHOBUMbIE OLLUNOKW

BapI/IaHTbI OTOﬁpa)KeHI/IFI B 3aBNCMMOCTU OT CUEHaPUA NCIMNOJ1Ib3OBaAHUA

OwmnbkKa

YT10-TO Nowno He Tak. NonpobynTte
elle pas yyTb no3xe. Ecnu owmnbka
NOBTOPUTCSH, OTNpPaBbTe €€ Ko B
Owmnbka cnyx6y nogaepxku.

YT10-TO NOWNO He Tak. MNonpobynTte Koa ownbku:
Owmnbka eule pas 4yyTb nosxe. Ecnun owmnbka US4-IN156-TA103-JS1
YTO-TO NOLINO He TaKk. NOBTOPUTCA, OTNpPaBbTe €€ KoA B
MonpobyinTe ewe pas 4yTb NO3xe. cnyx6y nogaepxku. Technical information:
UserError.generalServer
Kop owmnbku: InteractorError.updateWorkerinfo
US4-IN156-TA103-JS1 TolokaAPIError.currentWorker
JSONError.decodingFromData(JaHHble

He y[anocb NPOYUTaTb, TaK Kak OHU
UMeloT HEBEPHbIN dopmar.)

Build 1.8.2




Hepernctpumpyemblie oWMOKKM 1 npobriemsbl

bonblle KaHanoB obpaTHOM CBA3M — MeHbLUE Xasiob B App Store

Onepatop = 20:45 (.

(:) Mopnepxka p— /

. 400
@ HacTtpownkn

w7 OueHuTb npvmg)KeHme

200
O OocTynHa HoBas Bepcua ®
@ O npunoxeHuu 0
April 2018 May 2018 June 2018 July 2018 August 2018 September 20...

feedback_disapointment_low_prices feedback_disapointment_no_tasks
feedback_disapointment_withdraw_issues feedback_disapointment_rejected_tasks feedback_disapointment_slow_approvement

feedback_disapointment_slow_loading feedback_disapointment_difficult_instructions feedback_disapointment_inconvenient_interface

Nl M@ @ ©°

3apaHus Mou 3apaHna CoobuweHus Mpodunsb Ewe
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Toro: 3aboTta o0 “noctpagaBLumnx”

> MIHbopMaTUBHOCTb — coobLaemM Ha MOHATHOM AJ/18 Nosb3oBaTena A3bIKe
> [lonesHocTb — yaep>XuBaem nosib3oBaTesia B ero cueHapum paboThl
> Hape>xga — cnocob KOHCTPYKTUBHO NOXKanoBaTbCA

>  Onpoc — knaccudukauma npodbnem, He onpenenaemMbiX U3 Koaa

35



YymmMmca Ha omnbkax



AHann3 ownbok: Yandex AppMetrica

‘ AppMetrlca Applications  Trackers  Media Sources  Push Campaigns  Blog  Documentation

All users + Add segment

Conditions Traffic sources Push campaign Users Devices Application Network

Carrier
Connection type . Selection Include Exclude
Network type Wi-Fi
v Cellular
i0S v X Cellular
~ - i ) Refresh Report
300
c 200
S
100
N
N
0 ===_h
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(

b
O
0o
™
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AHann3 ownbok: Yandex AppMetrica

& AppMetrica

> XpaHeHMe TOYHbIX AaHHbIX 3a OO/rnnN Nepuoa

> AHann3 ownboK B pa3pe3ax Moaenen ycTpomncTs, BUga CETEBOIO
coegmnHeHunAa, sepcum i0S, Bepcuin NPUNoXKeHna v T.4.

> bbICTpble N TOYHbIE FpaPUKK N anarpamMmmbl

> BbIrpy3ka cblpbiX gaHHbIX 3a JII0O0OW nepuron oiAa py4yHoro pasoopa
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MoHuTopuHr owinbok: Non-Fatals B Crashlytics

® 3586 1108

NON-FATALS AFFECTED USERS
IIIIIIIIIIIIIIIllllll-llllllll

MAR 31 APR O7 APR 14 APR 21

FILTER 9 3 1ssuEs BY Status Device & OS Crash Insights

O All

USO-TW19-TW13 1.4(1)-1.7(2) 496 165
#418 0 b1

#419 0 ™1
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[pynnupoBKa rno ceoemy kstody B Crashlytics

> 10S (nogmeHAaem gomeH NSError)

let codesChaln error.shortCodesChain
let crashlyticsError = NSError(domain: codesChain

> Android (nooMeHAEM CTEK-TPENC Y CaMOro BJIOXKEHHOIO 3KcenLwleHa)

code: 0, userInfo: params)

Throwable lastCause = ex;
while (lastCause.getCause() '= null) {
lastCause = lastCause.getCause();
I3
final StackTraceElement[] stackTrace = lastCause.getStackTrace();
final StackTraceElement[] newStackTrace = new

StackTraceElement[stackTrace. length + 1];
System.arraycopy(stackTrace, 0, newStackTrace, 1, stackTrace.length);

final String traceCode = ex.traceCode();

final String extTraceCode = ex.extTraceCode();

newStackTrace[@] = new StackTraceElement(extTraceCode, """, traceCode, 0);
lastCause.setStackTrace(newStackTrace);




Pa3bop Non-Fatal B Crashlytics

IN500-TA202-TB30-HT400-NE29

#959
U

<: ‘ Share

Devices
iPhone
iPad

iPod touch

93%

6%

1%

Operating Systems

11
)

10

5174

NON-FATALS

Last 30 Days

Device States

42%
95%
40%
10% App In Background
8% .
7.66 GIB
FREE SPACE

2095

USERS

1%

Jailbroken

95.00 MiB
FREE RAM
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Pa3bop Non-Fatal B Crashlytics

IN500-TA202-TB30-HT400-NE29

v

Oct 04 2018 22:33 (UTC)
Version 1.12 (1)

Device
iPhone 5s
DEVICE
Portrait
ORIENTATION
Keys Logs
Key

error_codes_stack

All Versions

Operating System Device Statistics

11.4.1 (15G77)

OS VERSION --%

Portrait

Ul ORIENTATION Ram Free

No

JAILBROKEN

Value

InteractorError.getMapPins-TolokaAPIError.taskSuites-
TolokaBackendError.validationFailure(ValidationError.valueOutOfBounds)-HTTPError.no400BadRequest-

NetworkError.responseValidationFailed

--%

Disk Free
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HoTtudomkaumm Crashlytics

< fabric $ fabric $ fabric

Stability Digest for Apr 2, 2018

Toloka iOS 1.7 (2)

o ® Toloka iOS 1.7 (2)
Yang i0S ru.yandex.mobile.toloka ru.yandex.mobile.toloka
ru.yandex.mobile.yang.inhouse.prd

NEW ISSUE REGRESSED ISSUE

#63

US0-TW20-TW13

1.5 22 non-fatals 1 user

Find out why
Learn more

View Dashboard

#525

#607 US8-IN312-TA302-TB1-HT8-NE100
IN107-TA108-TB1-HT6-NE29 0



MoHuTopuHr owmnbok: Non-Fatals B Crashlytics

> HarnAapgHbin real-time MOHUTOPWHT

> YBeOOM/IeHNA O HOBbIX BMAax OWNOOK, O Pe3KO pacTyLWwmMX Bngax owmnbok
> BO3MOXXHOCTb nomMeyaTb OWNOKN KaK PeLleHHbIe

> [lpunkpennaetcA stack-trace n onncaHmne gesaunca

> OrpaHunyeHune: 8 ownboK 3a ceccuto



ITOro: MOHUTOPUHI N aHaNN3

> [lonHOTa — ncnonb3oBaHMEe HECKOIbKUX CUCTEM TPEKUHra
> [MOKOCTb — BO3MOXXHOCTb MUCMOJIb30BaTb CBOK CUCTEMY MAEHTUUKALNN

> CKOpOCTb — BpeMA O0CTaBKWM OaHHbIX, YMHbI€ HOTUdMKaLNK
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3aknyeHme



Obuwan cTtpaTterna pasbopa owndoK

> PaboTa ¢ ngeHtndmkatTopamm onOOYHbIX cLeHapueB
> Pazbop yacTtoTHbIX (TON-N Nno konunyecTBy)

> Pasbop kKpntunyHbIX (top-N no >kanobam)

> [lonrocpo4Hoe oTcnexxmBaHne NOeHTUPUKaTopoB

> [locToAHCTBO paszbopa ownbokK



[lokasaTenun xopowien o6padboTKm OWnOOK

>

>

Jlerko gnAa paspaboTtymka: eanHoobpasHo n 6ezonacHo
be3bone3HeHHO Af1iA nNonb3oBaTenA: NOHATHbIE N BOCCTAHOBUMbIE
IPPEKTUBHO A1A KOMaAHObI: yAOOHbIN MOHUTOPWHI 1 aHaNN3

[Tones3Ho onAa npoekTa: ObICTPble LUNKIbl 6ardonkcoB

48



Hukoroa Henb3Aa HegoueHMBaTb
npeackasyemocTb TYNMU3HbI.

n3 k/p bonblion Kyl

49



Cnacunbo!

Omntpunm Muxamnos
PykoBoanTtesib MoObunbHOU pa3paboTkn HHOeKc. Tonokn

@ dmitry-mik @yandex-team.ru
<%/ @dima_clif



