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“This Is a noob question, but | wanna know why there are
different encoding types and what are their differences
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‘One common mistake that people make when using
managed encryption classes Is that they attempt to store the
result of an encryphon operatlon N a strmg oy usmg one of




‘What exactly is the difference
between encoding and encryption?

| know that, for example, Crypt::Blowfish is encryption,
‘where as MIME::Base64 is encoding, but | dont exactly see
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http://perlmonks.org
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(RFC 3629) UTF 8 a transformatlon format of ISO 10646 "
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U+1F95F

Char. number range UTF-8 octet sequence
(hexadecimal) (binary)
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11110xxx 10xxxxxx 10xxxxxx 10xxxxxx
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11110xxx 10xxxxxx 10xxxxxx 10xxxxxx
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11110xxx 10xxxxxx 10xxxxxx 10xxxxxx

Fill in the blts marked 2 4
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11110xxx 10xxxxxx 10xxxxxx 10xxxxxx
1 11111001 01011111
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11110xxx 10xxxxxx 10xxxxxx 10xxxxxx
1 11111001 01011111
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11110xxx 10xxxxxx 10xxxxxx 10xxxxxx
l] 11111001 01011111
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11110xxx 10xxxxxx 10xxxxxx 10xxxxxx
l] 11111001 01011111
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11110xxx 10xxxxxx 10xxxxxx 10xxxxxx
l] 11111001 01011111
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11110000 10011111 10100101 10011111
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// RFC-3629
// UTF-8, a transformation format of ISO 10646

import Foundation

let s = "@"
let bytes = Array(s.utf8)

O© 00 NN OO U & W N =

print(bytes)

[
S

~ [240, 159, 165, 159]

¥ RunSucceeded ~ Time1363ms Symbol # Spaces:4 4 Line 11, Column 1
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| //”https://gist;github.com/krzyzanowskim/f311589d8dc6dc9aafc1ff9f31aec360
import Foundation

2
3
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9
10
11
12

13
14 let num = OxFO9FAS9F as UInt32
15 print(num.littleEndian.bitsString)
16 print(num.bigEndian.bitsString)

11110000 10011111 101090101 10011111
110911111 10100101 10011111 11110000




| //”https://gist;github.com/krzyzanowskim/f311589d8dc6dc9aafc1ff9f31aec360
import Foundation
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14 let num = OxFO9FAS9F as UInt32

15 print(num.littleEndian.bitsString)
16 print(num.bigEndian.bitsString)
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‘¥ HunSucceadad  Time 1303 me Symbol 3 Spaceesd 2  Lina 5, Column 29



import Foundation

~N oo BAWN

B
9
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12

13

14 let num = OxFO9FAS9F as UInt32

15 print(num.littleEndian.bitsString)
16 print(num.bigEndian.bitsString)

- 11110000 10011111 10100101 10011111
» 10011111 10100101 10011111 11110000

| //”https://giSthithub.com/krzyzanowskim/f311589d8dc6dc9aafc1ff9f31aec360

‘¥ HunSucceadad  Time 1403 me

Symbol

Spacees 4 =

Lina 5, Column 29




ittle-endian

= . e AP ot N " : P s 8 A . R }d
M i | T - R B a5 b s d M A 4 | o N Cn g i ! | . Y L -

ql‘— B

F=roar T P




®
"
-

~ Encodable

sl J y - v . - > 3 S > of 3 2 4 - B : s —p . - - — g -
it R s eIN - LA d ol 2 ¥ A v y s S g U L 8 Pt i Q‘.‘| "4.:"' B a . = L Y o St 1A IJ' 5L (AN 2y . a4 % b4 N Tl A s, i -t - | L=l e el
p i

L
L
A S - g - o




 Encodable protocol

e Encoder (JSON, Plist, Custom

 EmojiEncoder



http://bit.ly/2jeriGl

public class EmojiEncoder: Encoder {
public var codingPath: [CodingKey]
public var userInfo: [CodingUserInfoKey : Any]

fileprivate(set) var storage: [UInt8]

public init() {
codingPath = []
userInfo = [:]
storage = [UInt8]()
}

public func container<Key>(keyedBy: Key.Type) —> KeyedEncodingContainer<Key> {
let container = EmojiEncodingContainer<Key>(referencing: self)
return KeyedEncodingContainer(container)

}

public func singleValueContainer() -> SingleValueEncodingContainer A
return self
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public func unkeyedContainer() —-> UnkeyedEncodingContainer {
return EmojiUnkeyedEncodingContainer(referencing: self)

}

//

public func data() —> Data {

return Data(self.storage)

}



216
217 let encoder = EmojiEncoder()

215 try! encoder.encode("@")

219
220 print(Array(encoder.data()))

[240, 159, 165, 159]

|.oneodo:|8meu:4:|le227,Colum1 _



http://bit.ly/2jeriGl

207 struct Emoji: Encodable {
208 private let value: String
209

210 init(_ value: String) {

211 self.value = value

212 }

213 }

214

215 let encoder = EmojiEncoder()

216 try! encoder.encode(Emoji("@"))
B 217 |
~ 218 print(Array(encoder.data()))

. A1 Nn

[240, 159, 165, 159]

¥ RunSucceeded  Time1263ms M encode :  Spaces:4 ¢ Line 217, Column 1
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—Nncoding

Baseob4

0JHQtdC70LXQtdGCINC/0LDRgNGDOYEGOL7QtNC40L3QvtC60L.jQuQOKDQrQkiDRgtGDOLZzQsNC90LUg0LzQ
vtGAOY8gOLPQvtC70YPQsdC+0LwhL14NCgOKOKfRgtC+INC40YnQtdGCINC+0L0OgOLIgOYHRgtGAOLDQvdC1
INCOOLDQuUI9CI1O0LrQvtC5PwWOKDQrQOp9GCO0L4g0LrQuNC90YPQuYDQVtCIINCYINC60YDQsNGOINGAOL7QtNC9
0L7QvD8uLg0KDQogDQONCtCYOLPRgGNCwOY7RgiDQstC+0LvQvdGLIC0g0LLOtdGCOLXRgCDRgdCy0LjRidC1
0YIsDQONCtCYINC80LDRhIGCOLAgOLPQVAC10YLRgAGPINC4INGBOLrRgNGLOL/QuNGCLi4uDQOoNCtCjOLLR
~ 1ywgLSDQvtCIINGBOYLQSNGBOYLQUNGPINCIOLUGOLJR1dC10YINCgOK0JggOL3QtSDQvtGCINGBOYLOSNGB
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—Nncoding

Percent-encoding, also known as URL encoding

2D0%91%D0%B5%D0%BB%$D0%B5%3D0%B5%D1%82%20%D0%BF3D0%B0%D1%80%D1%83%D1%81%20%D0%BE$D0%B4%D0%B8%D0%BD3D0%BES%D
0%BA%D0%B8%D0%B9%0D%0AS0DS0ASD0%92%20%D1%82%D1%83%D0%BC%D0%B03D0%BD%D0%B5%20%D0%BC%$D0%BE%D1%80%D1%8F%20%
D0%B3%D0%BE%D0%BB%D1%83%D0%B1%D0%BE%D0%BC%21..%0D%0A%0D%0ASD0%A7%D1%82%D0%BE%20%D0%B8%D1%89%D0%B5%D1%82%
20%D0%BE%D0%BD%20%D0%B2%20%D1%81%D1%82%D1%80%D0%B0%D0%BD%$D0%B5%20%D0%B4%D0%B0%D0%BB%D0%B5%D0%BA%SD0%BESDO
$B9%3F%$0D%0A%0DST0ASD0%A73D1%82%D0%BE%20%D0%BA%D0%$B8%D0%BD3¥D1%83%D0%BB%$20%D0%BE3D0%BD%20%3D0%B2%20%D0%BA%D
1380%D0%B0%D1%8E%20%D1%80%D0%BE%D0%B4%D0%BD%$D0%BE%D0%BC%3F..%0D%0A%0D%0A%20%0DS0AS0DS0AED0%98%D0%B3%D1%8
03D0%B0%D1%38E%D1%82%20%3D0%B2%D0%BE%D0%BB3D0%BD%D1%8B%20-%20%D0%B2%D0%B5%D1%82%D0%B5%D1%80%20%D1%81%D0%B2
3$D0%B8%D1%89%D0%B5%D1%82%2C%0D%0A%0DS0AED0%98%20%3D0%BC%D0%B0%D1%87%D1%82%D0%B0%20%3D0%B3%D0%BD%D0%B5%D1%8
2%D1%81%D1%8F%20%D0%B8%20%D1%81%D0%BA%D1%80%D1%8B%D0%BF$D0%B8%D1%82...%0D%0A%0D30ASD0%A3%D0%B2%D1%8B%2C%
20%203%D0%BE%D0%BD%20%D1%81%D1%87%D0%B0%D1%81%D1%82%D0%B8%D1%8F%20%3D0%BD%D0%B5%20%D0%B8%D1%89%D0%B5%D1%82
oOD°OA°OD°OA D0%98%20%D0%BD%D0%B5% 200DO0BEOD1 82%20%D1%81%D1%87%D0%B0%D1% 81°D1 820DOoB8°D1 8F0200DO0B10D
B5-'60°’D 3B83D1%82%21¢ oavnv $0D%0A%0D ong;_e 3D0%B4%320%D03BD$D0$B8LD0OSBCS20%8D12818D1%
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—Nncoding

ASN. 1

* Closely associated with a set of encoding rules that specify how to represent a data structure as
a series of bytes.

* The standard ASN.1 encoding rules include

* Distinguished Encoding Rules (DER)
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—Nncoding

Abstract Syntax Notation (ASN)

FooProtocol DEFINITIONS ::= BEGIN

FooQuestion ::= SEQUENCE ({
trackingNumber INTEGER,
- question  IA5String

Siaasa 4
- ) @
-




—Nncoding

ASN.1 DER

30 — type tag indicating SEQUENCE
13 — length in octets of value that follows
02 — type tag indicating INTEGER
01 — length in octets of value that follows
05 — value (5)
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—Nncoding

Abstract Syntax Notation (ASN.1)

import Security.SecAsn1Coder







—Nncoding

ASN.1 PEM(DER)

MIICLDCCAdKgAwIBAgIBADAKBggqhkjOPQODAjBIMOsSwCOQYDVOOGEWJCRTEPMAOG
A1UEChMGR251VEXTMSUwWIWYDVQOOLExXxHbnVUTFMgY2VydGlmaWNhdGUgYXV0aG9y
aXR5MQO8wWDQYDVQOOIEWZMZXV2ZW4xJTAjBgNVBAMTHEAudVRMUYBj ZXJ0aWZpY2FO0
ZSBhdXRob3JpdHkwHhcNMTEWNTIZMjAzODIXxWhcNMTIxMjIyMDcOMTUXWjB9MOsw
COYDVOOGEWJCRTEPMAOGA1UEChMGR25 1VEXTMSUwWIwYDVQOLExXxXxHbnVUTFMgY2Vy
dGlmaWNhdGUgY¥XV0aG9yaXR5MO8wDQYDVQQOIEWZMZXV2ZW4xJTAjBgNVBAMTHEdu
dVRMUYBjZXJ0aWZpY2F0ZSBhdXRob3JpdHkwWTATBgcqghkjOPQIBBggqhkjOPQOMB
BwNCAARS2I0jiuNnl4Y2sSALCX3IybgiIJUvxUpj+oNfzngvj/Niyv2394BWnW4X
UQ4RTEiywK87WRcWMGgJB5kX/t2noOMwQOTAPBgNVHRMBAf8SEBTADAQH/MA8GA1Ud
DWEB/wQFAWMHBgAWHQYDVROOBBYEFPCOgf6YEr+1KL1kQOAPLZB9MTigDMAOGCCqG
SM49BAMCAOgAMEUCIDGuUwWD1KPyG+hRf88MeyMQcqOFZDOTbV1eF+UsAGQ4enAiEA
14wOuDwKQa+upc8GftXE2C//4mKANBC6It01lgUaTIpo=
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—Nncoding

PGP (Pretty Good Privacy)

hOEMAG6k+nfDI15a8AQf+JIJsh5KNNAMnFgJLMw85j+F4xq244NR2J/tPXC2Kf6Woyk
9FvT/wflpAIzILtZ1GhfU+uVLwl8TLIOVz8thAijzr7bWz7800MM54DD2CMDzgilL,
B1NSboQGK1l/WNgALIoXQvxIcr81NNPcC+xDs4up9qgeXAnaErX9viMfxWewLWQGZ7
tsPSCojI2E40mSpOuB2WXba4Yf3LchCQjOGI+Q+HVI3peVhPWWZI8BMkqg/a/GqzZJd
h9g0TtDSNTs/XpVeTPMO5hbh+uY¥8s5ht+oHosvwU22uRrdoPGybVpSahzOaiflzM
OMWFWRVSSFjupWBmJuZSZR31dhfi¥mXsnSoZLf3h8dLpATsRROQVOMDTZZsec1lMAk
fyfzxqMJObpPU3E/iWTzDvuT0s1XbxnS2VImiCe6bDacb9eaF98nwBUKNQCsh2hP
/Z/iNA1£fVVqznQLv5UNpeDA9b1WWgmW1KbqQUUo49PKn//xz+T2R4iKIaltdyPkT
h7hex47NZEoOE18YhY3vYImEzmrl3GurqX0SbtX+bfajIjGryf6U3Pto31kBCYQiw
BviWvZ/8Ko2vRFBEiO7Q+xP4L4EhHRK4IY0gOxb22R1SJivMH30WaSgH7oMXhP7 Tz
BAIZOpqwkGDAIk+tC+uTBqcmML3XDELyI3ZsqWoc8w7KWZ7npPtviWI51pSr7suSVv

tyvZemcAtLLBdUI/NXC8BYNSP6FMQVP1MH2+wN8Qw202yV4eyCViinYNojBzXEAz1l
DW19HvD8kOU70BB6+BA839WvVSSJICaDeiUnFwzvr2rP46oxcnRy7drY7Rxd3JXKBX




—Nncoding

e Protocol Bufters (protobuf
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What exactly is the difference
between encoding and encryption?

| know that, for example, Crypt::Blowfish is encryption,
‘where as MIME::Base64 s encoding, but | don't exactly see
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http://perlmonks.org

Private Key




Public Key Private Key




Advanced Encryption Standard (AES




Advanced Encryption Standard (AES
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RSA + AES

Public Key

Private Key
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RSA + AES

Public Key Private Key
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Symmetric Cipher (AES

Key

1V (Initialization Vector




‘One common mistake that people make when using
managed encryption classes Is that they attempt to store
the result of an encryptlon operatlon in a strlng Dby using
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Convert encrypted data to string?

(¥ Closed

aopened this issue on 29 Jan 2015 - 50 comments

commented on 29 Jan 20156

| need to send encrypted data as string to server.

| tried :

let encryptedString = NSString(data: encryptedData, encoding: NSUTF8StringEncoding)
printin(encryptedString)

but the result is nil

So can you add a function to convert encrypted data to string?

krzyzanowskim commented on 29 Jan 2015 Owner

It is not much related to CryptoSwift, more stackoverflow question.

Anyway, depends what format is expected by your server you may expect different result. It may be
Base64, or hex representation of bytes.

e basebd:

let baseé4String = data.baseé4EncodedStringWithOptions(NSDataBaseb4EncodingOptions.al

» hex representation by reading hexString property on NSData defined in NSDataExtension.

let hexString = data.hexString

@ L & krzyzanowskim closed this on 29 Jan 2015




AES Encryption to strange characters

(¥ Closed opened this issue on 23 May - 1 comment

commented on 23 May

This is my code to encrypt a string and the result is readable string: /QOEtrf308buv2wA9FeAyg==.
How can | get the strange character (non readable) like this: ‘|9 Q®h©@@y"f.

var input = "CryptoSwift"
var key = "passwordpassword"
var iv = "drowssapdrowssap"

func aeskEncrypt(input: String, key: String, iv: String) throws -> String {

let data = input.utf8

let encrypted = try! AES(key: key, iv: iv, blockMode: .CBC, padding: PKCS7()).encrypt(UInt8)
let encryptedData = Data(encrypted)

return encryptedData.base64EncodedString()

}

let encrypted = try! aesEncrypt(input: input, key: key, iv: iv)
print("encrypted: (encrypted)")

é krzyzanowskim commented on 7 Jun Owner

/QOEtrf308buv2wA9FeAyg== looks like Base64 encoded data. Don't use baseé4EncodedString() SO
you won't get base64 encoded data. Does that answer your question?

@ g krzyzanowskim closed this on 7 Jun



Can't able to decrypt the data
, opened this issue on 1 Feb - 4 comments

commented on 1 Feb

Hi Everyone | am unable to decrypt the data coming the server
here are my key and iv

let key = "9Q876a5p4a3a2z1q0"
let iv = "0q1z2a3ad4p5a6789"

The string 1 need to decrypt is this
"5ca9h162fe2936¢c0fd7f5a834d3d874a8ae39a5d482509a82b50e8ea5248cc2ceBaccebaedcbaclt
77918ffea9e3454b894fd06d1a0baaeb9384a3a456b3eb90b"

| am unable to do it any help it's a json string and need to decode and parse it

é krzyzanowskim commented on 1 Feb Owner
it's a hex (string) encoded bytes, you can use this:

let bytes = Array<UInt8>(hex: "9x0810203")

to convert it to the array of bytes.




6 krzyzanowskim commented on 20 Dec 2015

| think it faill on decodedString! as String, isn't it? that's because decodedData bytes can't form
valid string (as expected, it's just bytes). Decoded base64 string are bytes, not string.




import CryptoSwift

let data = Data(bytes: [@x081, 0x02, 0x63]) 3 bytes

let bytes = data.bytes // Array<UInt8> 1, 2, 3]
let bytesHex = Array<UInt8>(hex: "©0x0108203") 1, 2, 3]
let hexString = bytesHex.toHexString() // String "010203"
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ncoding IS a transcoding
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Don't store encrypted data as

.
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