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–Coola asked on StackOverflow

“This is a noob question, but I wanna know why there are 
different encoding types and what are their differences 

(ie. ASCII, utf-8 and 16, base64, etc.)”



–Shawn Farkas, .NET Security Blog

“One common mistake that people make when using 
managed encryption classes is that they attempt to store the 
result of an encryption operation in a string by using one of 

the Encoding classes. ”



–r.joseph, perlmonks.org

“What exactly is the difference 
between encoding and encryption? 

 I know that, for example, Crypt::Blowfish is encryption, 
where as MIME::Base64 is encoding, but I don't exactly see 

the difference!”

http://perlmonks.org




Example







UTF-8 
Unicode



!🦅🥟🍎🥔🍲🥂



!🦅🥟🍎🥔🍲🥂
U+1F1F5
U+1F1F1

U+1F985 U+1F95F U+1F34E U+1F954 U+1F372 U+1F942



🥟
U+1F95F

(RFC 3629) UTF-8, a transformation format of ISO 10646



🥟
U+1F95F

   Char. number range  |        UTF-8 octet sequence
      (hexadecimal)    |              (binary)
   --------------------+---------------------------------------------
   0000 0000-0000 007F | 0xxxxxxx
   0000 0080-0000 07FF | 110xxxxx 10xxxxxx
   0000 0800-0000 FFFF | 1110xxxx 10xxxxxx 10xxxxxx
   0001 0000-0010 FFFF | 11110xxx 10xxxxxx 10xxxxxx 10xxxxxx

Determine the number of octets required

11110xxx 10xxxxxx 10xxxxxx 10xxxxxx



🥟
U+1F95F

   Char. number range  |        UTF-8 octet sequence
      (hexadecimal)    |              (binary)
   --------------------+---------------------------------------------
   0000 0000-0000 007F | 0xxxxxxx
   0000 0080-0000 07FF | 110xxxxx 10xxxxxx
   0000 0800-0000 FFFF | 1110xxxx 10xxxxxx 10xxxxxx
   0001 0000-0010 FFFF | 11110xxx 10xxxxxx 10xxxxxx 10xxxxxx

Determine the number of octets required

11110xxx 10xxxxxx 10xxxxxx 10xxxxxx



🥟
U+1F95F

11110xxx 10xxxxxx 10xxxxxx 10xxxxxx



🥟
U+1F95F

11110xxx 10xxxxxx 10xxxxxx 10xxxxxx

Fill in the bits marked “x” 
from the bits of the character number expressed in binary 



🥟
U+1F95F

11110xxx 10xxxxxx 10xxxxxx 10xxxxxx

Fill in the bits marked “x” 
from the bits of the character number expressed in binary 

1F95F
1 11111001 01011111



🥟
U+1F95F

11110xxx 10xxxxxx 10xxxxxx 10xxxxxx
1 11111001 01011111



🥟
U+1F95F

1 11111001 01011111
11110xxx 10xxxxxx 10xxxxxx 10xxxxxx



🥟
U+1F95F

11110xxx 10xxxxxx 10xxxxxx 10011111
1 11111001 01011111

11110xxx 10xxxxxx 10xxxxxx 10xxxxxx



🥟
U+1F95F

11110xxx 10xxxxxx 10100101 10011111
1 11111001 01011111

11110xxx 10xxxxxx 10xxxxxx 10011111
1 11111001 01011111

11110xxx 10xxxxxx 10xxxxxx 10xxxxxx



🥟
U+1F95F

11110000 10011111 10100101 10011111
1 11111001 01011111

11110xxx 10xxxxxx 10100101 10011111
1 11111001 01011111

11110xxx 10xxxxxx 10xxxxxx 10011111
1 11111001 01011111

11110xxx 10xxxxxx 10xxxxxx 10xxxxxx











🥟
U+1F95F

11110000 10011111 10100101 10011111



🥟
U+1F95F

0xF0     0x9F     0xA5     0x9F      

11110000 10011111 10100101 10011111

HEXadecimal



🥟
U+1F95F

240      159      165      159     

0xF0     0x9F     0xA5     0x9F      

11110000 10011111 10100101 10011111

0×160+15×161 15×160+9×161 5×160+10×161 15×160+9×161

HEXadecimal

DECimal



🥟
U+1F95F

240      159      165      159     

0xF0     0x9F     0xA5     0x9F      HEXadecimal

DECimal



🥟
U+1F95F

2678431728

F09FA59F HEXadecimal

DECimal



240      159      165      159     



Endianness





240      159      165      159     little-endian



240      159      165      159     little-endian

159      165      159      240     big-endian



240      159      165      159     little-endian

159      165      159      240     big-endian



Encodable



• Encodable protocol 

• Encoder (JSON, Plist, Custom) 

• EmojiEncoder 

• 🥟 → [240, 159, 165, 159]

• http://bit.ly/2jeriGl

http://bit.ly/2jeriGl




http://bit.ly/2jeriGl

http://bit.ly/2jeriGl


http://bit.ly/2jeriGl

http://bit.ly/2jeriGl


Overview



Encoding
Base64

0JHQtdC70LXQtdGCINC/0LDRgNGD0YEg0L7QtNC40L3QvtC60LjQuQ0KDQrQkiDRgtGD0LzQsNC90LUg0LzQ
vtGA0Y8g0LPQvtC70YPQsdC+0LwhLi4NCg0K0KfRgtC+INC40YnQtdGCINC+0L0g0LIg0YHRgtGA0LDQvdC1
INC00LDQu9C10LrQvtC5Pw0KDQrQp9GC0L4g0LrQuNC90YPQuyDQvtC9INCyINC60YDQsNGOINGA0L7QtNC9
0L7QvD8uLg0KDQogDQoNCtCY0LPRgNCw0Y7RgiDQstC+0LvQvdGLIC0g0LLQtdGC0LXRgCDRgdCy0LjRidC1
0YIsDQoNCtCYINC80LDRh9GC0LAg0LPQvdC10YLRgdGPINC4INGB0LrRgNGL0L/QuNGCLi4uDQoNCtCj0LLR
iywgLSDQvtC9INGB0YfQsNGB0YLQuNGPINC90LUg0LjRidC10YINCg0K0Jgg0L3QtSDQvtGCINGB0YfQsNGB
0YLQuNGPINCx0LXQttC40YIhDQoNCiANCg0K0J/QvtC0INC90LjQvCDRgdGC0YDRg9GPINGB0LLQtdGC0LvQ
tdC5INC70LDQt9GD0YDQuCwNCg0K0J3QsNC0INC90LjQvCDQu9GD0Ycg0YHQvtC70L3RhtCwINC30L7Qu9C+
0YLQvtC5Li4uDQoNCtCQINC+0L0sINC80Y/RgtC10LbQvdGL0LksINC/0YDQvtGB0LjRgiDQsdGD0YDQuCwN
Cg0K0JrQsNC6INCx0YPQtNGC0L4g0LIg0LHRg9GA0Y/RhSDQtdGB0YLRjCDQv9C+0LrQvtC5IQ==



Encoding
Percent-encoding, also known as URL encoding

%D0%91%D0%B5%D0%BB%D0%B5%D0%B5%D1%82%20%D0%BF%D0%B0%D1%80%D1%83%D1%81%20%D0%BE%D0%B4%D0%B8%D0%BD%D0%BE%D
0%BA%D0%B8%D0%B9%0D%0A%0D%0A%D0%92%20%D1%82%D1%83%D0%BC%D0%B0%D0%BD%D0%B5%20%D0%BC%D0%BE%D1%80%D1%8F%20%
D0%B3%D0%BE%D0%BB%D1%83%D0%B1%D0%BE%D0%BC%21..%0D%0A%0D%0A%D0%A7%D1%82%D0%BE%20%D0%B8%D1%89%D0%B5%D1%82%
20%D0%BE%D0%BD%20%D0%B2%20%D1%81%D1%82%D1%80%D0%B0%D0%BD%D0%B5%20%D0%B4%D0%B0%D0%BB%D0%B5%D0%BA%D0%BE%D0
%B9%3F%0D%0A%0D%0A%D0%A7%D1%82%D0%BE%20%D0%BA%D0%B8%D0%BD%D1%83%D0%BB%20%D0%BE%D0%BD%20%D0%B2%20%D0%BA%D
1%80%D0%B0%D1%8E%20%D1%80%D0%BE%D0%B4%D0%BD%D0%BE%D0%BC%3F..%0D%0A%0D%0A%20%0D%0A%0D%0A%D0%98%D0%B3%D1%8
0%D0%B0%D1%8E%D1%82%20%D0%B2%D0%BE%D0%BB%D0%BD%D1%8B%20-%20%D0%B2%D0%B5%D1%82%D0%B5%D1%80%20%D1%81%D0%B2
%D0%B8%D1%89%D0%B5%D1%82%2C%0D%0A%0D%0A%D0%98%20%D0%BC%D0%B0%D1%87%D1%82%D0%B0%20%D0%B3%D0%BD%D0%B5%D1%8
2%D1%81%D1%8F%20%D0%B8%20%D1%81%D0%BA%D1%80%D1%8B%D0%BF%D0%B8%D1%82...%0D%0A%0D%0A%D0%A3%D0%B2%D1%8B%2C%
20%20%D0%BE%D0%BD%20%D1%81%D1%87%D0%B0%D1%81%D1%82%D0%B8%D1%8F%20%D0%BD%D0%B5%20%D0%B8%D1%89%D0%B5%D1%82
%0D%0A%0D%0A%D0%98%20%D0%BD%D0%B5%20%D0%BE%D1%82%20%D1%81%D1%87%D0%B0%D1%81%D1%82%D0%B8%D1%8F%20%D0%B1%D
0%B5%D0%B6%D0%B8%D1%82%21%0D%0A%0D%0A%20%0D%0A%0D%0A%D0%9F%D0%BE%D0%B4%20%D0%BD%D0%B8%D0%BC%20%D1%81%D1%
82%D1%80%D1%83%D1%8F%20%D1%81%D0%B2%D0%B5%D1%82%D0%BB%D0%B5%D0%B9%20%D0%BB%D0%B0%D0%B7%D1%83%D1%80%D0%B8
%2C%0D%0A%0D%0A%D0%9D%D0%B0%D0%B4%20%D0%BD%D0%B8%D0%BC%20%D0%BB%D1%83%D1%87%20%D1%81%D0%BE%D0%BB%D0%BD%D
1%86%D0%B0%20%D0%B7%D0%BE%D0%BB%D0%BE%D1%82%D0%BE%D0%B9...%0D%0A%0D%0A%D0%90%20%D0%BE%D0%BD%2C%20%D0%BC%
D1%8F%D1%82%D0%B5%D0%B6%D0%BD%D1%8B%D0%B9%2C%20%D0%BF%D1%80%D0%BE%D1%81%D0%B8%D1%82%20%D0%B1%D1%83%D1%80
%D0%B8%2C%0D%0A%0D%0A%D0%9A%D0%B0%D0%BA%20%D0%B1%D1%83%D0%B4%D1%82%D0%BE%20%D0%B2%20%D0%B1%D1%83%D1%80%D
1%8F%D1%85%20%D0%B5%D1%81%D1%82%D1%8C%20%D0%BF%D0%BE%D0%BA%D0%BE%D0%B9%21

RFC 3986



Encoding
ASN.1

• Closely associated with a set of encoding rules that specify how to represent a data structure as 
a series of bytes. 

• The standard ASN.1 encoding rules include 

• Distinguished Encoding Rules (DER) 

• Basic Encoding Rules (BER) 

• Canonical Encoding Rules (CER) 

• XML Encoding Rules (XER) 

• Canonical XML Encoding Rules (CXER) 

• …



FooProtocol DEFINITIONS ::= BEGIN

    FooQuestion ::= SEQUENCE {
        trackingNumber INTEGER,
        question       IA5String
    }

    FooAnswer ::= SEQUENCE {
        questionNumber INTEGER,
        answer         BOOLEAN
    }

END

Abstract Syntax Notation (ASN)

Encoding



30 — type tag indicating SEQUENCE
13 — length in octets of value that follows
  02 — type tag indicating INTEGER
  01 — length in octets of value that follows
    05 — value (5)
  16 — type tag indicating IA5String 
     (IA5 means the full 7-bit ISO 646 set, including variants, 
      but is generally US-ASCII)
  0e — length in octets of value that follows
    41 6e 79 62 6f 64 79 20 74 68 65 72 65 3f — value ("Anybody there?")

ASN.1 DER

Encoding



Encoding
Abstract Syntax Notation (ASN.1)

import Security.SecAsn1Coder

import Security.SecAsn1Templates

Encode and decode Distinguished Encoding Rules (DER) and 
Basic Encoding Rules (BER) data streams



PEM 
Privacy-Enhanced Mail



-----BEGIN CERTIFICATE----------END CERTIFICATE-----

ASN.1 PEM(DER)

Encoding



-----BEGIN PGP MESSAGE-----
=n5KT
-----END PGP MESSAGE-----

PGP (Pretty Good Privacy)

Encoding



Encoding

• Protocol Buffers (protobuf) 

• JSON 

• XML 

• 1_000_000 more



Encryption



Black Magic



Cryptography



Devil itself



–r.joseph, perlmonks.org

What exactly is the difference 
between encoding and encryption? 

 I know that, for example, Crypt::Blowfish is encryption, 
where as MIME::Base64 is encoding, but I don't exactly see 

the difference!

http://perlmonks.org


RSA

Private KeyPublic Key
message



RSA

Private KeyPublic Key
message



Advanced Encryption Standard (AES) 

KeyKey
message



Advanced Encryption Standard (AES) 

KeyKey
message



RSA + AES

Private KeyPublic Key
message

KeyKey
message



RSA + AES

Private KeyPublic Key
message

KeyKey
message



RSA + AES

KeyKey
message

Private KeyPublic Key
message

023968f8641312c71965a8b83c1c5acfed9e07919436b1db15d2006be8f
d232250f0b347065753dbc1c2ba04dea296368ae0ae8429cc2825c42b0
7eb238e9f716dbc8b553ce1a3e7c3e97e1e16b62e0208fde779729df437
d5bac27327730eeff61fb5c600c7c8c69b27ae379f0fe64b



Symmetric Cipher (AES)

023968f8641312c71965a8b83c1c5acfed9e07919436b1db15d2006be8f
d232250f0b347065753dbc1c2ba04dea296368ae0ae8429cc2825c42b0
7eb238e9f716dbc8b553ce1a3e7c3e97e1e16b62e0208fde779729df437
d5bac27327730eeff61fb5c600c7c8c69b27ae379f0fe64b

Key

IV (Initialization Vector)

ECB, CBC, CFB, CTR, ….



–Shawn Farkas, .NET Security Blog

“One common mistake that people make when using 
managed encryption classes is that they attempt to store 

the result of an encryption operation in a string by using 
one of the Encoding classes. ”













super quick recap



Animoji is the best



encoding is a transcoding



Encryption is 
encrypt (+ transcode) data



Don’t store encrypted data as 
raw String



@krzyzanowskim

krzyzanowskim.com

Thank you!


