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Komy 6yneT noneseH aToT goknaa?

Paspabotumnkam VPN / VPN-
based TexHonorumn

NHTepecyowmmea ceTeBbiM
B3aMMOLENCTBMEM Ha
nnatcgopme iOS, nnn
nogpobHocTAMM paboTbl ceTU

TeM, KTO XO4eT UMETb
BO3MOXXHOCTb KOHTPOSIMPOBAaTb
BeCb TpaukK Ha yCTponcTee



AreHpa

[nA 4Yero aHanuanpoBaTtb
Tpaduk?

[OCTYMNHbIN MHCTPYMEHTapumn

PeweHune ot Kaspersky

PaszButne texHonormm



AreHpa

[lnAa yero aHanM3npoBaTb
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[OCTYMNHbIN MHCTPYMEHTapumn

PeweHune ot Kaspersky

PaszButne texHonormm



[1nAa 4yero aHanusnpoBaThb
Tpapunk?



[nAa 4yero aHanuanpoBaTb TpauK?

[ IpUMeHMOCTb
TEeXHO10rMn

Cnbiwanu npo Charles Proxy?



[na vyero aHanu3npoBaTth Tpaguk?

Charles Proxy
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Current

https://an.yandex.ru
https://api.passport.yandex.ru
https://avatars.mds.yandex.net
https://configuration.apple.com
https://gateway.icloud.com
https://gspe19-ssl.Is.apple.com
https://mail.yandex.ru
https://mc.yandex.ru
https://mesu.apple.com
https://metrics.icloud.com
https://static-maps.yandex.ru
https://yabs.yandex.ru
https://yandex.ru

https://yastatic.net

ol LTE &%

il LTE %)

Connect

TLS Handshake
Request
Response

Latency

REQUEST HEADER
Host yandex.ru
Accept text/html,application/xhtml+xml,appl...

Connection keep-alive

Cookie gdpr=0; _yasc=AbgALh5iA7e/zO0V...

User-Agent Mozilla/5.0 (iPhone; CPU iPhon...
Accept-Language ru
Referer https://yandex.ru/

Accept-Encoding gzip, deflate, br




[nAa 4yero aHanuanpoBaTb TpauK?

[ IpUMeHMOCTb
TEeXHO10rMn

Cnbiwanu npo Charles Proxy?

KOHTpPOb ncnonb3oBaHnA
yCcTpomncTBa

Do not track TexHonoruu
Tpekepsbl, COOp aHANNUTUKWK, etc

AHTMBUPYCHbIE N
AHTUULLNHIOBbIE TEXHOOMN

BrnokunpoBka HexXxenaTenbHoro
KOHTEHTa
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[nA 4Yero aHanuanpoBaTtb
Tpaduk?

[OCTYMHbIN MHCTPYMEHTapPUI
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[1OCTYMHbIN
MHCTPYMEHTapuu



Kak xoTenocb 6bl, 4TO6bI OHO paboTano

reHepauua obpaboTka
nakeTa nakeTa
@
4_ 4_
Network

OS Extension

11



Kak paboTaeTt Ha camom pene

OS

[ep>xn aTn 6anTbl, oenauv
C HAMM YTO XO4ellb

P.S.
Ha meHnA
He paccyuTbiBan

Network
Extension
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[JOCTYnHbIN §
MHCTPYMEHTaPUMN:

NetworkExtension.framework
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NetworkExtension.framework

Cambi HU3koypoBHeBbIn API Ha
nnatgopme oA B3anMoaencTBuA
C ceTeBbIM UHTepericom

Cnabo OOKyMeHTMpoBaHa, n
penKo ncnonb3yema

[Mo3BonAeT nonyyaTtb OOCTYMN KO

BCeEMy TpaduKy, nnm BbI6OPOYHO
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NetworkExtension.framework: Buapi

PacketTunnel

S
<,
S

ContentFilter

/7
L/.
So

AppProxy O

DNS “
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NetworkExtension.framework: PacketTunnel

[MpepoctaBnAeT BO3SMOXHOCTb
MCcnonb3oBaTb TyHHEMpoBaHue

Bo3MO)XHO nameHeHmne nakeToB
Ha CaMOM HU3KOM YpPOBHe

MpumeHaeTca pnAa VPN-
TEXHOJI0rNM
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Kak nomo)eTt PacketTunnel?

HukTo HEe ob6A3biBaeT
OEeCTBUTENIbHO co3adaBaTb
TYHHEnNb 00 yOaneHHOro cepeepa

Cuctema (4ntan NpUNoXeHna) He
nosiydaT OTBET OT CETU, NOKa Mbl
ero He obpaboTaem

[ocTyn Ko Bcemy TpadonKy Ha
YCTPOWUCTBE

Always-On (noka He kpaluHeTcA (&)

17



PacketTunnel: Structure

iIOS Application

Extension
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PacketTunnel: Application API 19

func startTunnel(options: [String : NSObject]? = nil,
completionHandler: @escaping (Error?) —> Void)

func stopTunnel(with reason: NEProviderStopReason,
completionHandler: @escaping () -> Void)



PacketTunnel: Extension API

func readPacketObjects(

completionHandler: @escaping ([NEPacket]) —> Void

)

func writePacketObjects(_ packets:

[NEPacket]) —> Bool
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PacketTunnel: Extension API

open class NEPacket :=NSObject; NSCopytmy, NSSectretoding {
open var data: Data { get }

spemrvarprotoco et ty—sa—famtty—t—t—get—-
— e N M e e e
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PacketTunnel: Extension API: Packet Data

[louemy
NEPacket Takou,
KaKOW OH eCcTb?

Caenanun MakcumarsbHO NPOCTYHO
API

[Mpn HeobxooMMOCTH
paspaboTymnk cam byneTt napcuTb
nakeT

[MapcuHr nakeToB — CNOXXHaA n
A0pOorocToALwan onepauma

Te
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PacketTunnel: Extension API. Y10 numeem?

reHepaums
nakeTta

_
—

Network

0S Extension

Jlrobaa marmna
C MakeTom
 ——
—
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AreHpa

24

[nA 4Yero aHanuanpoBaTtb
Tpaduk?

[OCTYMNHbIN MHCTPYMEHTapumn

PeweHne ot Kaspersky

PaszButne texHonormm



PelwweHne oT
Kaspersky



Y10 peannsoBanu Mol

MocTpounu cuctemy,
OCHOBaHHY0 Ha nnarnHax

Yunu ceon npeabioywuin onbiT

PelwweHne ogHoHanpaBneHHoe

BBenu cob6cTBeHHbIE abCcTpakumm
B3aMeH HuKakux ot Apple

Hep>xann B yme
NPOM3BOANTENTIbHOCTb
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nOBerHOCTHaFI CXeMa Haulero peweHunA

Outbound Outbound

Extension ' inati
Session Plugin 1 Plugin N Destination
—_—0
Inbound
packets
G <
Inbound Inbound

Plugin N Plugin 1
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TunnelingFlow

Outbound Plugins

Destination

Inbound Plugins
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TunnelingFlow: OutboundPlugins

[MpenHasHa4veHbl onAa o6paboTkum
NCXOOALLNX NaKeTOoB

MOFyT BHOCUTb USBMEHEHNA B
nakeTbl

PaboTatoT napannensHo

MoryT peaykeKTuTb NakeTbl

Takunx nnarmHoB MmoXkeT bbiTb N
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TunnelingFlow: OutboundPlugins

Session

[MakeT

Outbound plugins

Tunneling
Flow

Destination
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TunnelingFlow: Destination

BbinonHAeT ponb Nosie3Houn

Harpyskmu

OTtnpaenAaeT nakeTbl B VPN /
apyrve yoanéHHble MalluHbl

Kak pesynbTaT cBOen paboTbl —

reHepupyeT InboundPacket
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TunnelingFlow: InboundPlugins

PaboTaioT ¢ “Bxogawmm”
Tpagonkom

MOFy pPel>XeKTUTb NakeTbl

MOFYT M3MEHATb NMaKeTbl

PaboTalT nocnenoBaTtesbHO
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TunnelingFlow: Kakne 6eHetnTbl nonydaem

YéTko pasrpaHunydmBaem paboTy C
BXOOALLMM U NCXOOALLUM
TpadgunKom

[Monyqyaem BO3MOXHOCTb “n3
KOpPOoOKIN” 6noknpoBaTb 3anpochbl

Monyyaem yoobHble MEXAaHU3MbI
ONA noxona B CeTb NMpwu
HeobxooMMOCTH

Mo>xeM BKAoYaTb U OTKJIOYaTb
JOYHKUMOHANBHOCTb (MS1arnHbl) Ha
nety

AbcTparnpyemca ot paboThbl C
nameHeHnAamn B cetn (Wi-Fi -
LTE)
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Peannsaunn
3alUNTHbIX TEXHOIOIMNI



Kakne TexHOMormm Mo>xHo peannsoBaTtb

AHanns DNS 3anpocos
nonb3oBaTena

AHanns HTTPS Tpadmka
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Ananna DNS sanpocos

Heobxoaonmbl
e onepaunmn

Pacno3HaTtb nucxogAawmm DNS-
3anpoc

BbioennTtb OOMEHHOEe UMA

Pes3onB nOMEeHHOro numeHu

Moaudukauma oteeta ot DNS-
cepBepa npm HEOOBXOOMMOCTU

36



Anann3 DNS 3anpocos

Kak BbirnaguT
DNS nakeTt

37

gClass

ip address

Header Questions Answers Authority Additional
gName type (ipv4 / ipvé)
qType




AHann3 DNS nakeToB

google.com

gName

google.com

ipv4

142.250.113.100
142.250.113.139
142.250.113.101
142.250.113.102
142.250.113.138
142.250.113.113

ipv6

2607:f8b0:4000:801::200e
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Anann3 DNS 3anpocos

Kak npaBu/IbHO
napcutb DNS
nakeT

Open Source pelueHuA:
wireshark, Pcap++, ...

NMucaTtb cBoOé
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Peannsauua 3awuThbl

Kak MOYXHO MCNoNb30oBaTb

pe3onB DNS gnA

3aWwmnTbl?

Mo>kem nogmMeHnTb agpec B
otTBeTe oT DNS-cepBepa

Ecnun 3aBegomo 3Haem o
610KNPOBKE, MOXEM KpapTUTb
dns-0TBeT JIOKasibHO

He oTBeyaTb Ha 3anpoc coBCeEM.

Torpa 3anpoc oTBanuUTCA No
TanmayTy

[TOMEHATb HA KaKOW-TO CBOM ip
canTa He nony4mntcA. bpaysepbl
OJ1A TaKOro CNIULWKOM YMHbIE
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Peannsauua 3awuThbl

free-bitcoin.ru

gName

free-bitcoin.ru

ipv4

XX XX

Ipv6

XEXIXIXX

—
—

ipv4

127.0.0.1

Ipv6

0:0:0:0:0:0:0:1
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Demo

ol T %
®

MaHenb ynpaBneHus

3awmTta He aKTUBHa

[NonHaA nuueHsunAa

© Beb-tpunbTp
BbIK/TOYEH
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Anann3 DNS 3anpocos

Kak npaBu/IbHO
napcutb DNS
nakeT

Open Source pelueHuA:
wireshark, Pcap++, ...

NMucaTtb cBoOé
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Anann3 DNS 3anpocos

Kak npaBu/IbHO
napcutb DNS
nakeT

Open Source pelueHuA:
wireshark, Pcap++, ...

MucaTtb cBoOé
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Peanusauna 3awmTbl: TunnelingFlow

[1narnHbl gnA
paboTbl ¢ DNS

Outbound Plugin

Pasbupaet DNS nakeT, ocTaéT U3 Hero ums
MHnummpyeT nonyvyeHve BepankTa

Inbound Plugin

MogudumumpyeT nakeT
MpoBoauT unbTpaumio

Destination

Pe3oneBuT noMeHHOE nMA B ip-agpec
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Peanusauna 3awmtbl. TunnelingFlow 46

Verdicts DNS Server

S S

A
1
l
1
!

-—-->

— —— — S —
—
Session Outbound Destination Inbound

DNS plugin DNS Resolver DNS plugin

()




Peannsauua 3awuThbl

VPN

310 oToenbHbiK Destination

Becb Tpathuk neperoHAeT B
yOoanéHHbIu cepBep

Bcé obueHvne 3awmngposaHo, B

TOM 4ncne DNS
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Peannsauna 3awuntbl. VPN 48

Verdicts DNS Server

S S

A
!
l
1
!

-—-->

\, —l —_— — P
N—
Session gkjﬂsomfnd' Destination Inbound

plugin DNS Resolver DNS plugin

o ()s




Peannsauna 3awuntbl. VPN 49

Verdicts DNS Server

S S

---->
e

e —— — — —
—
Session gkltgoﬁnd_ Destination Inbound

plugin DNS Resolver DNS plugin

o ()s




Peannsauna 3awuntbl. VPN 50

Verdicts VPN Server

S S

-—-->
S =

= —— —_— — —
—
Session gkltgm:nd_ Destination Inbound

plugin VPN DNS plugin

o ()s




AreHpa

51

[nA 4Yero aHanuanpoBaTtb
Tpaduk?

[OCTYMNHbIN MHCTPYMEHTapumn

PeweHune ot Kaspersky

PasBuTtmne TexHo10rmm



Peannsauna 3awmntbl: HTTP

“Tam O6bIN10 YTO-
TO Npo HTTP”

[MpoBognTb aHanma HTTP
Tpagmka MOXXHO

[10BONBHO CMOXHLIVM cCTaHOapT
OnAa napcuHra

EcTb 60sblLEe BO3MOXXHOCTEN ON[

KOHTponA. Hanpumep, BuaHbI url

HTTP Ttpadmka octanocb He Tak

MHOro. Ho onWKUHr Ha HEM
BCTpe4aeTcs.
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Peanusauua sawutbl: HTTPS

HTTPS

C HekOoTOpbIMK OroBOopKamu
TOXXEe BO3MOXHO

TpebyeTcA ycTaHOBKa PyTOBOro
cepTuukaTta

53

Bce 6eHedonTbl OT HTTP

[MNHHWHT B 6ONBLUMHCTBE CNy4aeB He

MO3BOMNT TaKOW TPIOK, U MPUoXeHne
NpOoCTO nepecTaHeT paboTaTthb



[Mone3Hble cCbiNIKn

Nccneposanme ot ETH (SpySpy)
https://nsg.ee.ethz.ch/fileadmin/user_upload/theses/MA-2016-47.pdf

Apple Documentation
https://developer.apple.com/documentation/networkextension

Ctanpapt DNS
https://datatracker.ietf.org/doc/html/rfc1035
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https://nsg.ee.ethz.ch/fileadmin/user_upload/theses/MA-2016-47.pdf
https://developer.apple.com/documentation/networkextension
https://datatracker.ietf.org/doc/html/rfc1035

Cnacubo 3a BHMMaHue. Bonpochbl?

P.S. Mbl akTnBHO HaHumaeM iOS paspaboTumnkoB
https://careers.kaspersky.com/vacancy/13457/

KyonHoB
[leHunc

@kudinovdw

kaspersky @kudinovdenis


https://careers.kaspersky.com/vacancy/13457/

