AHnexkc

POXOEeHNe, XXM3Hb N CMePTh,

NITN Y TO INMTPONCXOLANT C NPUJTIOXeEHNEM B CUCTEME

AHTOH [lynakoB
JTabopaTopung BCTPaMBaEMbIX aBTOMOOUIbHbBIX PELLEHNI



O 4YEM NOUAET peyb

3arpy3ka Android
CTapT NpuUnoXxeHus
B3anmMopgencteme NnpunoXXeHnsa c CUCTEMOU

3aBepLueHne 1 B030ObHOBNEHUE PaboTbl NMPUNOXKEHUS



3arpys3ka Androio



CTapT CUCTEMBI

-




boot rom

AHanor BIOS

Hy>xeH 4Tobbl 3anycTuTb bootloader



boot loader

[lepBad nporpamma

nogkntoyaeT obpas c Linux kernel,
MHULMMPYET ero 3anyck

0ObIYHO YMeEeT yrnpaBnATb pa3genamm,
a TaKXXe BbINMONHATb OOHOBNEHME



Linux Kernel

> VHMUmManm3npyeTcs cnctemMa BBOA4a/BbiBOAA

> 3arpyXxatotcsd gpamneepa

> MoHTUpyeTCa KopHeBas panioBasd cCMCTeEMa

> 3anyckaeTtcsd nepsbiv npouecc OC — init



> [1pounTbIBatOTCA INIL.rC @annbl, B KOTOPbLIX ONUCaHbl KOHOUT
Oro, YTO HY)XHO AeniaTb NPu 3arpyske

> MoHTUMpytoTCa GanmnoBblie CUCTEMDI

> CTapTyHOT HECKOJTIbKO CUCTEMHbIX AEMOHOB (YNpaBneHne
OMNCKaMW, CETbIO, BDEMEHEM)

> 3anyckaetcsa Zygote



/ygote

service zygote /system/bin/app_process -Xzygote /system/bin --
zygote —start-system-server

Zygote.forkSystemServer

3uroTa ABNgeTCs TOTUMNOTEHTHOM KNETKOW, TO €CTb CMOCODHOM MOPOAMNTb N0OYI0 OPYTyo

https://ru.wikipedia.org/wiki/3unroTa



https://ru.wikipedia.org/wiki/%D0%97%D0%B8%D0%B3%D0%BE%D1%82%D0%B0

| lepBoe
ANArold-NpuIoXXeHme



SystemServer

Activity Manager
Power Manager

Package Manager
Account Manager
Alarm Manager
Sensor Service
Window Manager
Status Bar
Location Manager
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3aMyCK OCTallbHbIX
NPUNNOXKEH N



CaMbIV MHTEPECHbIN Service

T

sendBroadcast =

startActivity

/ActivityManagerService

StartService/

contentResolver.query

Activity

/

> BroadcastRecelver

$

Service

ContentProvider
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ActivityThread is alive

ActivityManager /ygote

Service
run Cm>p-
Process.start
fork )
attachApplication
(IApplicationThread)

Application Process

ActivityThread .main() MainLooper

run

14



attachApplication

ActivityManager
Service
) attachApplication

Application Process

ActivityThread .main() MainLooper

(IApplicationThread)

bindApplication

<run Cmp>

> |handleBindApplication

> | schedule<run Cmp>




run<Cmp>

> 3anyck Activity, ecnm Hago
> 3anyck Service, ecnm Hago

> JlocTaBka Broadcast
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bindApplication

1. Application app = ...makeApplication(...)
2. installContentProviders

> InstallProvider

> publishProvider
3. app.onCreate()

17



Kak obpabaTbiBaeTca BroacastReceiver

Ecnu npouecca HeT, ToO co34aTb 1 3an/J1aHNPOBATb Yepes
ActivityThread

Ecnun ecTtb, TO cpa3y 3annaHmpoBaTb Yepes ActivityThread
Ecnu ecTb B CNMCKe 3apermMcTpmpoBaHHbIX B

ActivityManagerService.mRegisteredReceivers, 70 BbIMOMHUTb
cpa3y 4vepes lintentReceiver.Stub.performReceive
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A Kak startService & bindService?

eLle npotLye

Ecnu npouecca HeT, TO co3aaTb M 3an/JlaHNPOBATb Yepes
ActivityThread

Ecnun ecTtb, TO cpa3y 3aniaHnpoBaTb Yepe3 ActivityThread

A onga bind B Activity I hread eLle Bo3BpallaeTcs binder
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A ContentProvider ?

Bce nponcxoamT B
ActivityManagerService.getContentProviderimpl(...)

Ecnu npouecca HeT, TO 3anyCTUTb 1 XXAaTb KOorga oH onyonukyer
npoBanaep, a NOTOM ero BEpPHyTb

Ecnu npouecc ecTb, To NpoBanaep yxxe onybnmkoBaH, a 3Ha4YuT OH
Cpa3y BO3BpalllaeTcs
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A KaK Xe Act|V|ty lifecycle?

ActivityManager ActivityThread Application Processg
Service :
Activity
Schedu\e\_aunchéActivity> ~ewlnstance ) s

attach(cnxt, isntr,wndw, cfqg...) X

performCreate

>

oerformStart

>

callActivityOnRestorelnsta nceStat}e

onPostCreate

performStart




A Kak e Activity lifecycle?

ActivityManager

Service

<€

activityResumed

ActivityThread

onStateNotSaved

Activity

onNewlntent

>

dispatchActivityResult

>

>

performResume

>
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A 4TO NOTOM?

B3anmMoagencTteme c cMctemMomn

B3anmopencTeume c AopyruMmm npunoxeHmnamm (06bi4yHO Toxe
yepes cucTemy)

[ToTpebneHune pecypcos

HeobpaboTka NMCKNIOYEHUN...
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B3aMMOoOenCTBME C
CNCTEMOU



B3anmoaencTteme npoueccoB

[ Activity ] Proxy

getLastkKnown

LocationManager

L ocation

>

f

-

BinderDriver

ﬂ

_/

[ binder ]

transaction(J)

on Descriptor(X)

>

transaction(J)

LocationManager
Stub .

>

LocationManager
Service

getlLastLocation
>

25



A eCcTb v pocTyn?

LocationManagerService

l

Contextimpl

l

ActivityManagerService

l

ActivityManager

l

PackageManagerService

26



3aBepLueHme paboThl



YTOo MOYKeT NOUTUN He TaK?

X O 4 42% 4 19:04

Mobius App has stopped

C  Open app again
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[ lpy cTapTe npoueccay Hero ecTtb

KillApplicationHandler

KillApplicationHandler ActivityManager

Service

handleApplicationCrash

AppErrorDialog

new AppErrorDialog()

result

>

System.exit(10);

29



CBou KillApplicationHandler

Thread.setDefaultUncaughtExceptionHandler (new
Thread.UncaughtExceptionHandler() {
@Override

void uncaughtException(Thread t, Throwable e) {
System.exit(0);
}

});



Coobwu npepbiaywemy ExceptionHandler’y

Thread.UncaughtExceptionHandler
excHlr = Thread.getDefaultUncaughtExceptionHandler();

//...

@Override

public void uncaughtException(Thread t, Throwable e) {
myHandle(t, e);

excHlr.uncaughtException(t, e);

[/ ..



Kak cuctema peluaeTt Koro yomnTtb nepsbiM ...

1. Cached process

> Activities stopped

> No background services
2. Service process

> Service in background
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...a KOro B MNOCNeaHo ovyepeb

3. Visible process
> Foreground service
> Paused activity
4. Foreground process
> Resumed activity
> Broadcast receiver onReceive callback

> Service callbacks (onCreate, onStart, onDestroy)
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[ lpnopmnTeTt 3aBUCUMOCTU

App A

App A

bindService(intent, conn

, Context.BIND_AUTO_CREAT

Content

°rovider.query

> AppB
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[1po yOMMCTBO APYrMMM NPUNOXKEHNAMN

stopService/unbindService
> ECNM KOPOTKO — HeT

> [lepemelleHne B KellnpoOBaHHbIE
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CamMmoybunimcTseo

Process.killProcess(Process.myPid())
"
System.exit()

> [lonHoOe 3aBepLUeHne npouecca

>  Hukakme MeToObl )XU3HEHHOrO LKA He ByayT Bbi3BaHb!
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OT nonb3oBartend

Swipe to close u Clear All
> ActivityManagerService.removeTask()
> KOppeKTHOe 3aBepLlueHmne Activity

> [lpouecc byoet ocTtaHOBNEH, HO Sticky Service byneT
nepes3anyLleH Yepes KOPOoTKOoe BpeMs (ecnm He nagan, To 1000ms)

Force Stop
> Kill the process & stop all Services

> Sticky Service nepe3anylLleH He byaeT
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BO3POXOEHWE



Bo3poxaeHume

STICKY service, nouytn BCcerga, oyaet nepesanyLieH
Bawe npunoxeHune cMoxeT paboTaTb Kak paHbLue,

HO
NBa Kpawa noapsan — Ban Ha aoctaBky ManifestBroadcasts.
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Cnacnbo. Bonpochl?

AHTOH LlyO1aKoB
AHOPOMO Pa3PabOTUMK

@ bwdude(@yandex-team.ru

7] bwdude

Y

bwdude

A

Qunekc ABTO



