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4YTOo eCcTb TEX.AONT?

* OWMOKN N YA3BUMOCTMU

[Ipo61e€Mbl CONPOBOXAAEMOCTHU

- [lybnupoBaHue Koaa

*  Hn3Ku NpoLeHT MOKpPbITUA TeCTaMM
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SonarQube

Tynbl pna oueHKH
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Bugs & Vulnerabilities

Code Smells

Duplications

960©

Bugs

1224 @

Debt

4.8%

Duplications

350

Vulnerabilities

8.9k

Code Smells

020

Duplicated Blocks
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Tynbl pna oueHKH

SonarQube
MobSF/Akana/Whatever Security Analysis tool
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B High(4%)
B Medium(34%)
Low(62%)
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Tynbl pna oueHKH

SonarQube
MobSF/Akana/Whatever Security Analysis tool
Architecture analysis tool
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Tynbl pna oueHKH

SonarQube
MobSF/Akana/Whatever Security Analysis tool

Arehitecture-analyststoot



HTO Takoe apxuTteKTypa?

ApXUTEKTYpa - 3TO Habop CTPYKTYP, COCTOALLUX N3 KOMIMOHEHTOB
N cBA3eU MeXxay HUMMU, a TaKXKe CBOUCTB OAHUX N BTOPbIX,

onpeaensoLWwmx CBONCTBa CUCTEMbI °

2 Software Architecture in Practice, 3rd Edition, Bass, Clements, Kazman, Addison-Wesley
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YTO 9TO K YepTAM 3HAYUT?

ApPXUTEKTYPA - K/THFOY K CBOMCTBAM CUCTEMbI, KOTOPbI€ BaXXHbl
NosIb30BaTeNIO

nu Bnapeneu npoayKTa AYMAET, YTO OHU BaXXHb

* TO ecTb MJIOXUX NN XOPOLLUUX apXUTEKTYP He ObIBAET, OHM NIN6O
noaxoANaT, MO0 He NoAXOAAT noj TpeboBaHUS

18
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Korga Hy>XHO AyMaTb Npo apxXuUTeKTypy?

Ecnun Bbl NnpoBepsieTe TEXHONOIMIO, 06 aPXUTEKTYPE MOXHO He
AyMaTb

Ecnu Bbl NUWKTE CKPUNT AJ1S1 OTCbIJIKKU NOYTbI MO CMUCKY
aZipecoB, 06 apXUTEKTYpe MOXHO He AyMaTb

Bo Bcex ocTanbHbIX cyyasx, MPo apxXUTEKTYPY HaAA0 AyMaTb
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ApPrymMeHTbl U BO3BpaLLLlaeEMble 3Ha4YeHUs JOJIKHbI
nepenaBaTbCs ABHO

3aBUCUMOCTU AO0JIXKHbI 6bITb rnepenaHbl ABHO

- 3aBUCUMOCTU OO/KHbI OblTb 3aMeHAEeMbl B TeCTax
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PaclumpaemMocCTb
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PaclumpaemMocCTb

* M3MeHeHna Hen3obe)XHbl
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PaclumpaemMocCTb

N3MeHeHUsa Hen3b6eXKHbl
* CKOJIbKO CTOAT peannsauma UsSMeHeHUu:

- CKOJIbKO CTOUT co3aHue MexaHu3ma A4 ocyllecTB/IeHUA
N3MeHeHNn?

+  CKONbKO CTOMUT ocyLlecTB/IeHUe USMEHEHUA C MOMOLLbIO
3TOro MexaHmama?

22



PaclumpaemMocCTb

na N noxoXXmnx nsmMmeHeHUU npumMepHoe ypaBHeHMe paBHO:

N * ChangeCost <= MechanismCost + N * ( Change2Cost )

23



Kakue Hallu ueneBble cBOUCTBA?

bbITb NpON3BOAUTENBHbLIM
bbITb NOKannsyembim

PaboTtaTb O

naviH

bbITb TECTUPYEMbIM
bbITb paclumpaemMbim
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KakKaa apxuTekTypa oTBeYyaeT aTUM
TpeboBaHUAM?
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KakKaa apxuTekTypa oTBeYyaeT aTUM
TpeboBaHUAM?

- Clean architecture
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O Frameworks and Drivers

‘ Interface adapters

Dependency
Rule

-

‘ Business rules (interactors)

. Domain logic
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Domain
Use Case

Subscriber<T>

Observable<T>

Observable<T>

Stream
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* Google Android architecture
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ViewModel LiveData 3

Repository

\ 4
\
Remote Data Source
[ Retrofit l

I l'
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KakKaa apxuTekTypa oTBeYyaeT aTUM
TpeboBaHUAM?

* Clean architecture
* Google Android architecture

* VIPER

30



Y10 06Lwero?



Y10 obwero?

B cTporo nogeneHHbIX Ha C/IOM CUCTEMaAX, C/TOH NMO3BOJIEHO
MCMOJIb30BaTb TOJIbKO CJIOM, PACnosIOXeHHbIA HENOCPEeACTBEHHO
Noa HUM °

3 Software Architecture in Practice, 3rd Edition, Bass, Clements, Kazman, Addison-Wesley
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1. 4 6a3bl JAaHHbIX

[Ilpumep ¢ GreenDao
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2. 30 Tabnuy
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[Ilpumep ¢ GreenDao
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[Ilpumep ¢ GreenDao

1. 4 6a3bl JAaHHbIX
2. 30 Tabnuy
3. 2/8 KflaccoB And AocTyna K AaHHbIM

4. 20,000 cTpok Koga ana pocTtyna K AaHHbIM

5. 0% (aKTU4YeCcKOoro rnoKpbITUA







[Tpumep n3 Entity

public class Entity {

private String name;
private Long 1id;

public String getName();

35



[lpuMmep - 3anpoc Entity

@AutoFactory
public class GetEntityRequest extends SqglRequest {

@Override
protected String[] getColumns() {
return new String[] {

F+ “.” + ID_FIELD + “ AS “ + F_ID_FIELD,

F + “.” + NAME_FIELD + “ AS “ + F_NAME_FIELD,

STORAGE + “.” + ID_FIELD + “ AS “ + STORAGE_ID_FIELD,
SYNC + “.” + ID_FIELD + “ AS *“ + SYNC_ID_FIELD,

36



[lpuMmep - 3anpoc Entity

@Override
public Entity createEntity() {
1f (lcursor.moveToFirst()) {
return null;

String name = cursor.getString(cursor.getColumnIndex(F_NAME_FIELD));

return new Entity(id, name, ..);

37



[lpuMmep - 3anpoc Entity

@AutoFactory
public class GetEntityRequest extends SglRequest {

38



[lpuMmep - 3anpoc Entity

@AutoFactory
public class GetEntityRequest extends SglRequest {

@Generated
public class GetEntityRequestFactory {
public GetEntityRequest create() {
return new GetEntityRequest();

39



Bbl30B 3anpoca

public class MyEntityActivity extends Activity {
@Inject GetEntityRequestFactory requestFactory;

@verride
protected void onCreate(Bundle instance) {
super.onCreate(instance);

Entity entity = requestFactory.create().createkEntity();
show(entity);

40
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B yemMm npobnema?

1. UTeHne ancka Ha Ul
2. bonblloe KonnyecTBO KoAa, 4Tobbl paboTaso

3. Cnon npepcrtaBneHns UMEET JOCTYN K AAaHHbIM, 3aTPpyAHAS
IOHUT-TECTUPOBAHME

4. Bbl He 3HaeTe cBOO MOAeNb AaHHbIX

41






BblaeneHune otaesibHOro CioA

43



BblaeneHune otaesibHOro CioA

1. OTAenbHbIK MOAY/1b
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BblaeneHune otaesibHOro CioA

1. OTAenbHbIK MOAY/1b

2. NokpbITbIt HA 100% TecTamu
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A 3a4yem?

1. Bbl nonmMeTe cBOKO MOAenNb

2. 0ObecneyunTe ee rapaHTUpoOBaHUE

YHKUMOHUPOBAHUE
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A 3a4yem?

1. Bbl nonmMeTe cBOKO MOAenNb

2. O6ecne4ynTe ee rapaHTMpoBaHme GyHKLNOHMPOBAHME

3. 3alUTUTE OT HEBEPHOIO UCMNOIb30BaHUA
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KaK 0co3HaTb Moaenb OaHHbIX

Stetho *

* http://facebook.github.io/stetho/
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KaK 0co3HaTb Moaenb OaHHbIX

Stetho *
Db files

* http://facebook.github.io/stetho/
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KaK 0co3HaTb Moaenb OaHHbIX

Stetho *
or Android file Explorer

Db files
sqldelight °

* http://facebook.github.io/stetho/
°> https://github.com/square/sqldelight
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Stetho

compile 'com.facebook.stetho:stetho:1.5.0°
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Stetho

public class MyApplication extends Application {

public void onCreate() {
super.onCreate();

Stetho.initializeWithDefaults(this);

¥
¥
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Q_ Elements Network Sources Timeline Profiles | Resources| Audits Console

= &8 [,

» (] Frames
v { {websoOL

S apod.db

- android_metadata

1 rss_items

- sqlite_sequence
{ {IndexedDB

» i Local Storage

» [ Session Storage
&3 Cookies
B Application Cache

> SELECT * FROM rss items;

title

description image u..

description text

43
-
45
46
47
48
49

Our Galaxys Magneti..
The Milky Way over ..
A Twisted Solar Eru..
Light from Cygnus A
Interior View

Launch to Lovejoy
The Complex Ion Tai..

http://antwrp.gsfc...
http://antwrp.gsfc...
http://antwrp.gsfc...
http://antwrp.gsfc...
http://antwrp.gsfc...
http://antwrp.gsfc...
http://antwrp.gsfc...

What does the magne..
You may have heard ..
A Twisted Solar Eru..
Celebrating astrono..
Interior View

Launch to Lovejoy
What causes the str..

> SELECT 1id, title FROM rss items WHERE description text CONTAINS
'"scomet%’;

© near "CONTAINS": syntax error (code 1): , while compiling: SELECT
~1d, title FROM rss items WHERE description text CONTAINS '%comet%’;

> SELECT 1id, title FROM rss items WHERE description text LIKE
'"Sscomet%’;

“id

title

49

The Complex Ion Tail of Comet Lovejoy

> PRAGMA user version;

user version

1
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Device File Explorer

| Samsung SM-G930F Android 7.0, AP| 24

Name Permissions
» [wmacct dr-xr-xr-x
» [ cache drwxrwx---
» [ config drwxr-xr-x
» [ cpefs drwXxrwx--x
» 7d Irwxrwxrwx
v [ data drwxrwx--x
» [wmapp drwXxrwx--x
v [ data drwxrwx--x
» [ android drwxrwx--x
» [ com.android.apps.tag drwXxrwx--x
» [ com.android.backupconfirm drwxrwx--x
» [ com.android.bluetooth drwxrwx--x
» [ com.android.bluetoothmidiservice drwxrwx--x
» [ com.android.bookmarkprovider drwxrwx--x
v [ com.android.calendar drwxrwx--x
run-as: Could not set capabilities: Operation not permitted "
» [ com.android.calllogbackup drwxrwx--x



sqldelight

buildscript {
repositories {
mavenCentral()

¥

dependencies {
classpath 'com.squareup.sqgldelight:gradle-plugin:0.6.1"

¥
¥

apply plugin: 'com.squareup.sqgldelight'
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sqldelight

CREATE TABLE entity (
_id INTEGER NOT NULL PRIMARY KEY AUTOINCREMENT,
name TEXT NOT NULL

) ;
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sqldelight
oublic class Entity {
orivate Long id;
private String name;

public Long getId() { .. }
public String getName() { .. }

) ;
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sqldelight

@Table(name = “Entity”)
public class Entity {

@Column(name = “_id”)
private Long _id;

@Column(name = “NAME”)
private String name;

public Long getId() { .. }
public String getName() { .. }

);
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UHTerpauusa B npusioXxeHue - CIDR!

1. Create unit test
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Create unit test

@verride

protected void onCreate(Bundle instance) {
super.onCreate(instance);
Entity entity = requestFactory.create().createEntity();
show(entity);
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Create unit test

Entity entity = requestFactory.create().createbEntity();
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Create unit test

GetEntityRequest request = requestFactory.create();
Entity entity = request.createEntity();

61



Create unit test

@VisibleForTesting
protected Entity loadEntity() {
return requestFactory.create().createEntity();
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Create unit test

@VisibleForTesting
protected Observable<Entity> loadEntity() {
return Single. just(
requestFactory.create().createkEntity()

);
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Create unit test

loadEntity()

.subscribe({entity, throwable} -> {
show(entity);

1)
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Create unit test

viewModel.loadEntity()
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Create unit test

@Test
public void shouldLoadEntity() {
ViewModel viewModel = new ViewModel();

viewModel.loadEntity()
.subscribe({entity, throwable} -> {
checkEntity(entity);

1)
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Create unit test

public void checkEntity(Entity entity) {
assertEquals(NAME, entity.getName());
assertEquals(ID, entity.getId());

67
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UHTerpauusa B npusioXxeHue - CIDR!

1. Create unit test
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UHTerpauusa B npusioXxeHue - CIDR!

1. Create unit test

2. Implement
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Implement

public interface EntityDAO {

Observable<Entity> loadEntity();
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Implement

public class ViewModel {
@Inject EntityDao entityDao;

public Observable<Entity> loadEntity() {
return entityDao.loadEntity();
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Implement

public class GreenDaoEntityDAO implements EntityDAO {

public Observable<Entity> loadEntity() {

RxDao<DbEntity> rxDao = daoSession.getEntityDao().rx();

return rxDao.load();
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[lpobriema N21

1. O6beKT U3 6a3bl - 3TO He TO, YTO YyAOOHO UCMOb30BaThb B
npeacTaB/IEHUN
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[lpobriema N21

1. O6beKT U3 6a3bl - 3TO He TO, YTO YyAOOHO UCMOb30BaThb B
npeacTaB/IEHUN

2. Ckopee y Bac ecTb Entity n DbEntity.

3. UTo XXe penatb?

72
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KoHBepTepbl

public class GreenDaoEntityDAO implements EntityDAO {

public Observable<Entity> loadEntity() {
RxDao<DbEntity> rxDao = daoSession.getEntityDao().rx();
return rxDao.load().flatMap(dbEntity -> convert(dbEntity));
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KoHBepTepbl

return rxDao.load().flatMap(dbEntity -> convert(dbEntity));
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[lpobriema N22



[lpobriema N22

1. Mnapgwmnm paspaboTynkam HanneBaTb Ha 3Ty Bally
apXUTEKTYPY
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JlaHHble N3 Moaynsa NpPpUNoXXeHus...

String userId = ApplicationSettings.getUserId();

return rxDao.load(userId).flatMap(dbEntity -> convert(dbEntity));
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[ToHapo0bMNoCh KOMY MOYUTaTb AaHHbIE U3
MOZAY/A MPUNOXKEHMUS...

78



[ToHapo0bMNoCh KOMY MOYUTaTb AaHHbIE U3
MOZAY/A MPUNOXKEHMUS...

* [lepeHOCUM cnou B oTAeNIbHbIM MOAY/b

78



[ToHapo0bMNoCh KOMY MOYUTaTb AaHHbIE U3
MOZAY/A MPUNOXKEHMUS...

* [lepeHOCUM cnou B oTAeNIbHbIM MOAY/b

* [lokpblBaeM ero tectamu

78



[ToHapo0bMNoCh KOMY MOYUTaTb AaHHbIE U3
MOZAY/A MPUNOXKEHMUS...

* [lepeHOCUM cnou B oTAeNIbHbIM MOAY/b

* [lokpblBaeM ero tectamu

+ [locTaBnsieM 6UHapHO
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Deprecate

VA

* @deprecated Please, use {@link EntityDao#loadEntity()}
*/
@eprecated

public class GetEntityRequest {
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PuHanbHaa cTaTUCTUKaA

1. 4 6a3bl JAaHHbIX

2. 30 Tabnuy

3. 84 knacca ansa AocTtyna K AaHHbiM (6b110 278)

4. 7400 cTpok Koaa BmecTe ¢ TecTamu (6b1s10 20,000 6e3 TecToB)

5. 100% dakTnyeckoro nokpbiTmsa (6b1510 0%)
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Quality Gate

Bugs & Vulnerabilities

Bugs

Code Smells

20min @

Debt

S5 - AN A3

Duplications

0.0%

Duplications

n®

Vulnerabilities

1

Code Smells

0

Duplicated Blocks
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