CnocoObl UCNoNbL30BaHUA
CKpbiTOro cucremHoro API
npu paspadoTke
YCTPOUCTB

Hukonaw MaxomoB
Senior Android Developer @ SberDevices
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O yem noroBopum?

— 3apgaumn, ans KoTopbix HegoctaTodHo nybnunyHoro AP
— 5 cnocoboB BOCMNOMb30BaTbLCS CKPbITbIM CUCTEMHBIM KOJOM
— Kak Android 3aLyuLiaeT cBoOW CKPbITbIN KOA

— [NogBeneHne ntoros
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A noyemy He nyo6nun4yHoe Android API?

‘ObblvHag” paspaboTka NPUNOXXeHNN:
— Yaep»xmnBaTb BKITHOYEHHbBIM 3KpaH

— [lognucatbesa Ha CM€EHY reosnokKkaumnm

® OtnnynHo!

Bce 3To MOXHO
caenaTb Npu NOMoLLm
ny6nunyHoro API
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A noyemy He nyo6nun4yHoe Android API?

‘ObblvHag” paspaboTka NPUNOXXeHNN:
— Yaep»xmnBaTb BKITHOYEHHbBIM 3KpaH

— [lognucatbesa Ha CM€EHY reosnokKkaumnm

HoBbIM TN yCTPOUCTBA:

— Hannuue BTOpOro akpaHa
—  @usnyeckasi KHoMKa OTKITHOYEHUS KamMepbl

[1lpoaoyKTOBbIE 3a4aun.

— Onpenendartb CMEHY NPUNOXeHUs

— YCbINNATb YCTPOUCTBO MNPU XXecTe PYKOW

— ABTOMaTUYECKM CKPbIBATb LUTOPKY aCCUCTEHTA

® OtnnynHo!

Bce 3To MOXHO
caenaTb Npu NOMoLLm
ny6nunyHoro API

XMM, Hago Obl
nokanartbca B AOSP

(& SBER DEVICES



[Mpumep 3agaun: ckpbiTUe CUCTEMHOIO
AccUCTeHTa
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€—— (CucrtemMHbIn ACCUCTEHT
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CnocoObl Bbi3BaTb CKPbITbIX CUCTEMHbLIU KOA

CKOpOCTb BHeApPEHUs B NPOEKT

l

— Pedonekcus

— [obaeneHune android.jar B npoekT

— [obaBreHne cUCTEMHbIX UCXOQHUKOB B MPOEKT
— Toye4yHoe nobaBneHne CUCTEMHbLIX UCXOOHUKOB
— SDK anctpmbyTtus oT BeHOopa

T

KonnyectBo noarotoBUTEsNIbHOWU paGOTbI
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Pedonekcus

icnonb3yetca ong
— ObbsaBneHNs NpuUBaTHOroO Nons nnn metoga Nyo6rnMdHbIM
— bbICTpon cMeHbl NN Nosly4eHnst 3Ha4YEHUS CKPLITOrO MoJsis

— BbI30Ba HECNOXHOrO CKpLITOro MeToaa y nmetollerocs obbekra

[Tpumepbl 3agad
— Bblgatb dangerous permission npunoXxeHuro

— Hanpsamyto nogkntountbea K Bluetooth yctponctsy
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Pedonekcusa. Npumep ncnonb3oBaHuA

// OO0bsABJssEM TUIbI NapaMeTpPOB, KOTOpble OyAyT MepelaHbl B BbISbIBAEMBbIKM METO[

val classArray: Array<Class<*>> = arrayOf(String::class. java,

String::class. java, UserHandle::class.java)
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Pedonekcusa. Npumep ncnonb3oBaHuA

// 3amnojiydaeM IMpPHUBATHbIM MeTOJ MO0 HMMEHU U JeslaeM ero JOCTYINHbIM /Jil BbINOJHEHUS

val method = PackageManager::class.java.getDeclaredMethod (
"grantRuntimePermission", *classArray
) .apply { isAccessible = true }
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Pedonekcusa. Npumep ncnonb3oBaHuA

// Bbi3biBaeM MeTof. llepesaeM 00BEKT Kjacca U paHee O0ObSIBJIEHHble MapaMeTphl

method.invoke (packageManager, "ru.demo.test",
Manifest.permission.READ EXTERNAL STORAGE,
android.os.Process.myUserHandle ()
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Tabnvuua cpaBHeHUA

Pecdnekcus
Unit TecTbl
[locTyn K CUCTEMHBIM OObEKTaM
PaboTa ¢ npuBaTHLIMWU NOMSMU 4

Pa3sHble Bepcumn OC

[ocTyn K CUCTEMHbIM KONnbakam

Hasurauus cpeawn ckpbeitoro API

NHTterpaumna B SDK Manager
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Nob6aBneHue android.jar B NpOeKT

— llogknto4veHue cneunanbHON 3aBUCUMOCTU B MPOEKT

icnonb3yetca ong
— [JocTtyna K orpomHon 6a3e CUCTEMHOro Koga

— YpobHon HaBUraumm 1 noncka cpean CKpbITbIX
KnaccoB n metoaos B IDE

[Tlpumepbl 3agad
— [ocTyn K cucteMHbIM properties
— CneanTb 3a CNUCKOM 3anyLeHHbIX NPUNOXeHUN

— MognuceiBatbeda Ha cmeHy System Ul donaros
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Nob6aBneHue android.jar B NpOeKT

— ObbegnHnTe android.jar na SDK nnatdopmbl

n framework.jar, HaxogaWKMNCs Ha YCTPOUCTBE
[TonHbIN rang Bel HangeTe, otckaHupoBae QR ko

— J[lobaBbTe 0ObLEAMHEHHBIN (hain K BalemMy

NpPoeKTYy B KadecTBe gradle 3aBUCUMOCTH
compileOnly files("libs/android-${versions.targetSdk}.jar")

— [1ns HaBurayum cpeam HOBOro Koaa 3aMeHuTe

ctyannHoe SDK Ha android.jar
@ sdk/platforms/android-XX/android.jar
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[lpumep ncnonb3oBaHUA android.jar

private val statusBarService: IStatusBarService? =
IStatusBarService.Stub.asInterface(ServiceManager.getService(Context.STATUS BAR SERVICE))
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[lpumep ncnonb3oBaHUA android.jar

private val statusBarService: IStatusBarService? =
IStatusBarService.Stub.asInterface(ServiceManager.getService(Context.STATUS BAR SERVICE))

private val statusBarCallbacks = object : AbstractStatusBarCallbacks() {
override fun setSystemUiVisibility(vis: Int, _: Int, : Int, : Int, : Rect?, _: Rect?) {
onSystemUiVisibilityChanged()
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[Mpumep ucnonb3oBaHUA android.jar

private val statusBarService: IStatusBarService? =
IStatusBarService.Stub.asInterface(ServiceManager.getService(Context.STATUS BAR SERVICE))

private val statusBarCallbacks = object : AbstractStatusBarCallbacks() {
override fun setSystemUiVisibility(vis: Int, _: Int, : Int, : Int, : Rect?, : Rect?) {
onSystemUiVisibilityChanged()
}
}
init {
statusBarService?.registerStatusBar (
statusBarCallbacks, 1istOf(), 1listOf(), IntArray(9), 1listOf(), Rect(), Rect()
)
}
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Tabnvuua cpaBHeHUA

Pednekcusa | Android.jar
Unit TecTbl
[locTyn K CUCTEMHBIM OObEKTaM 4
PaboTa ¢ npuBaTHLIMWU NOMSMU 4
Pa3sHble Bepcumn OC 4
[locTyn K CMCTEMHbBIM KONbakam 4
7

Hasurauus cpeawn ckpbeitoro API

NHTterpaumna B SDK Manager
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[1obaBneHne CUCTeMHbIX NCXOAHUKOB

— lNopgpasymeBaeT konupoBaHne pannosB N3 NCXOLHUKOB CUCTEMBI B NMPOEKT

icnonb3yetca ong
— Toro xe, 4To 1 android.jar
— PasBeTBneHusa busHec norukn, B 3aBncumoctun ot sepcum OC

— bornee To4HOro KOHTPOJIA TOro, 4TO NnNonageT K BaM B MPOEKT

[Tlpumepbl 3agad
— PeanusoBartb peructpauymto StatusBar ans Heckonbkux Bepcuin OC

— [lepeonpenenntb MexaHn3m H6akana NpUNoXeHun ans Heckonbkux sepcumn OC

19
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[1obaBneHne CUCTeMHbIX NCXOAHUKOB

@ statusbar-connection-stubs
R 1. CospgaiTte HoBbI compileOnly moaynb
s java
& android 2. Hangurte pecypc 1 MCXoaHUKamMm CUCTEMbI

@ hardware/biometrics

IBiometricPromptReceiver.java 3 nepeHOCMTe B MOﬂ,yﬂb HeO6XO,E|,|/||V|b|e
& os ncexoaHnkn AOSP. IakeTbl CXOOHUKOB
N SECEMETROC TS COXpaHuTe B NepBo3gaHHOM Buae

@ view
B WindowManager.java 4. TlpoBepbTe HanNnU4me BCEX HEODXOAUMbIX
€3 WindowManagerGlobal.java KNaccoB N3 I/IMI'IOpTOB

@ com/android/internal/statusbar

& IStatusBar.java 5. [Mogknodnte compileOnly moaynb K NpoekTy

Stelisharseivios ave, 6. CobepuTte npoekT. B cnyyae owmnbok,
NotificationVisibility.java

RegisterStatusBarResult.java HPOBepre I'IyHKTbI 3 n 4

StatusBarlcon.java
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CucrtemMHble ncxogHuku. Npumep

private val statusBarService: IStatusBarService? =
IStatusBarService.Stub.asInterface(ServiceManager.getService("statusbar"))
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CucrtemMHble ncxogHuku. Npumep

private val statusBarService: IStatusBarService? =
IStatusBarService.Stub.asInterface(ServiceManager.getService("statusbar"))

private val statusBarCallbacks = object : AbstractStatusBarCallbacks() {
override fun setSystemUiVisibility(vis: Int, _: Int, : Int, _: Int, : Rect?, : Rect?) { ..}

@RequiresApi(Build.VERSION CODES.OQ)
override fun setSystemUiVisibility(_ : Int, vis: Int, : Int, _: Int, mask: Int, ..) { ..}
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CucrtemMHble ncxogHuku. Npumep

private val statusBarService: IStatusBarService? =
IStatusBarService.Stub.asInterface(ServiceManager.getService("statusbar"))

private val statusBarCallbacks = object : AbstractStatusBarCallbacks() {
override fun setSystemUiVisibility(vis: Int, _: Int, : Int, : Int, : Rect?,

@RequiresApi (Build.VERSION CODES.Q)

Rect?) { .. }

override fun setSystemUiVisibility(_ : Int, vis: Int, _: Int, : Int, mask: Int, ..) { .. }
}
init {
if (Build.VERSION.SDK INT >= Build.VERSION CODES.Q) {
statusBarService?.registerStatusBar(statusBarCallbacks)
} else {
statusBarService?.registerStatusBar (
statusBarCallbacks, 1listOf(), listOf(), IntArray(9), mutableListOf(), Rect(), Rect()
)
}
}
23
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Tabnuua cpaBHeHUA

KonupoBaHue
Pednekcus | Android.jar CUCTEMHbIX
NCcxXxoaoHMKoB
Unit TecTbl
[locTyn K CUCTEMHBIM OObEKTaM 4 4
PaboTa ¢ npuBaTHLIMWU NOMSMU 4
Pa3sHble Bepcumn OC 4 v
[locTyn K CMCTEMHbBIM KONbakam 4 v
Hasurauus cpeawn ckpbeitoro API 4
NHTterpaumna B SDK Manager
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To4yeyHoOe KonNUpoBaHUe UCXOOHUKOB

— MUHMMAarbHO HEOOXOAMMOE KONMNMYECTBO CUCTEMHBIX ddalrnoB Anga TpebyemMoro yHKumMoHana

icnonb3yetca ong

— Toro xe, YTo 1 00bl4YHOE AobaBneHne CUCTEMHbLIX UCXOOHUKOB
— JKeCTKOoro KoOHTpoOns Toro, 4Yto rnonageT K BaM B MNPOEKT

— YMEHbLUEHUSA pa3Mepa HEODXOOAUMbIX 3aBUCUMOCTEN

— Bo3moxHocTH TeCTUpoBaHNA CUCTEMHbDLIX Bbi3OBOB
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To4yeyHoOe KonNUpoBaHUe UCXOOHUKOB

i system_stubs

src/main
java

android

com.android.internal
app
backup
statusbar
I |StatusBar
I |StatusBarService
€ RegisterStatusBarResult
€ StatusBarlcon
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CkonupymnTte TONbKO HEODXoANMBIE KIlacChbl U
MeToAbl AN HY>KHOro pyHKumnoHana. He
N3MeHsNTe nakeTbl U UMeHa KraccoB

CospganTte HoBbIN compileOnly Mogyrnb CUCTEMHbIX
cTaboB
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To4yeyHoOe KonNUpoBaHUe UCXOOHUKOB

1. CospganTte HoBbIN compileOnly Mogyrnb CUCTEMHbIX
ctaboB

2. CkonupywnTe TOnbKko HeobxoamMmble Knacchl u
MeTOoAbl A4NA HY>XHOro doyHkumoHana. He
N3MEHANTE NakeTbl 1 UMEHa KIlacCcoB

public interface IStatusBarService extends IInterface {
void registerStatusBar(
IStatusBar callbacks, List<String> iconSlots,
List<StatusBarIcon> iconList,
int[] switches, List<IBinder> binders,
Rect fullscreenStackBounds, Rect dockedStackBounds);

RegisterStatusBarResult registerStatusBar(IStatusBar callbacks);

abstract class Stub extends Binder implements IStatusBarService {

public Stub() { throw new RuntimeException("Stub!"); }

public static IStatusBarService asInterface(IBinder obj) {
throw new RuntimeException("Stub!");
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To4ye4yHoOe KonNUupoBaHUe UCXOOHUKOB

I sxsten1

i system_api

i system_stubs

dependencies {

28

api project(':common:system_api')

compileOnly project(':common:system_stubs')

[ns noaaepXkn TeCTUPOBaHUA:

1.

CospganTte HOBbIN system Moaysib, KOTOpbIM byaeT
obepTkon Hag moaynem system stubs

[obasbte system stubs moaynb K system B
kKadectBe compileOnly 3aBncnumocTu

Tenepb 06epHUTE CUCTEMHbIE BbI30Bbl CBOUMMU
MeTogaMn-obepTKkamu

Tenepb Bbl MOXeTe 000aBUTL system Moaynb K
APYTM MOAYISIM

BmecTo TecTupoBaHNSA BbI3OBOB CUCTEMHOIO KOAA,
TECTUPYNTE BbI30BbI METOAOB-006EPTOK
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Tabnuua cpaBHeHUA

KonunpoBaHune

Peconekcus | Android.jar CUCTEMHbIX Toueunoe
KonunpoBaHue
ncxogaHUKoB

Unit TecTbl va
HocTyn K cMCTeEMHbIM O6beKTam 4 v »
Pabota c npuBaTHbIMY NonsMu v

PasHble Bepcun OC v 7 7
JocTyn K cucTeMHbIM Konbakam v v Ev g

Hasurauus cpeawn ckpbeitoro API

NHTterpaumnsa B8 SDK Manager

29
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Vendor’s SDK

— cneuunaneHbin auctpndyTtmne CLK, koTopbin coBMmeLlaeT B cebe ko BeHaopa u(nn) kog AOSP

icnonb3yetca ong

— Bsaumopencteus ¢ HoBbiMuM HAL'amn (cucteMHbiMU gpansepamm)

— Bce, uT0 6bINO ONMCaHO B nNpeablayLmnx cnocobax *

[Tpumepbl 3agad
— B3aumoaencTtsue ¢ kactoMHbiMM KomaHgamu HDMI-CEC

— BbIKkntoveHne n BKIoYeHne MUKPooHa Npu HaXXaTUM Ha KHOMKY
Ha yCTpouncTBe
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Vendor’s SDK

UTO HY>XHO caenaTb BeHOOopY

1.

Hanuncatb n cobpate SDK

2. [lonoxunTb nonyyveHHbIN .jar B /vendor/framework B kKadecTBe apTedakra NpoLUMBKA

3. Onyb6nukosartb .jar B peno3ntopumn, KoTopbin dyaet nobaeneH yepe3 SDK Manager

YT0 HY>XHO caenaTb paspaboTymnky

1.

2.
3.
4

[JobaBunTb ccbifiky Ha peno3utopun BeHaopa B SDK Manager

Brntounte SDK ans Hy>HbIX Bepcun nratdpopmel

Ecnn SDK BeHgopa nepeonpenensiet kog AOSP, To oTkntounTb witatHoe SDK nnargopmel

BoictaButb compileSDK Bepcuto Ha Ty, YTO onpenenusn BeHaop
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Tabnvuua cpaBHeHUA

ML PRI ToyeyHoe Vendor’s

Pednekcus | Android.jar CUCTEMHbIX
KonupoBaHue SDK

ncxogaHUKoB
Unit TecTbl 4 v
[locTyn K CUCTEMHBIM OObEKTaM 4 4 4 v
PaboTa ¢ npuBaTHLIMWU NOMSMU 4 v
Pa3sHble Bepcumn OC 4 4 4 v
[locTyn K CMCTEMHbBIM KONbakam 4 4 4 v
Hasurauus cpeawn ckpbeitoro API 4 4
7

NHTterpaumna B SDK Manager

Ky

(& SBER DEVICES



Kak compileOnly ncxogaHmku okasbiBalOTCA B
paHTanme?

— Y kaxpgoro npunoxeHus ectb cBon ClasslLoader
ClasslLoader — MHCTpYMeHT Java, OTBETCTBEHHbIN 3a 3arpy3ky knaccos B JVM

— Y Kax[aoro knacca ectb CBOW MAeHTUdUKaTop, COCTOSALLNN 3.
— VImeHu knacca

— [lakeTa, B KOTOPOM Haxo4uTcs Kracc
— ClasslLoader, koTOpbIX 3arpyxaet 3TOT Kfiacc

— [lpwn coBnageHun ngeHTuukaropa c knaccamm na /system/framework/* jar,
compileOnly knacc noararmeBaeTcd B paHTanme
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Kak Android 3awuuiaeTt cebs ot
ncnosib3oBaHnUA ckpbitoro API?

[oBopaT komnunaTopy SDK, 4to
METO[, NOJSIe UMM KIacC HY>XHO
yOoanuTtb

@Hide aHHOTauMK <

Non-SDK API lists

— SDK: PowerManager.WakelLock#acquire

— Unsupported: PowerManager#goToSleep

— Conditionally blocked: PowerManager#shutdown
— Blacklist: PowerManager#getLastSleepReason

34
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[lepMULLEHDbI

Signature

— BblgatoTcs npunoXXeHnam ¢ oAnMHaKoOBOW Noanucbto (M gaxe, ecnu
coBrnagaet ¢ cuctemHomn!)

— PacnonoxeHne npunoxeHnd He MUMeeT 3Ha4eHUA

Privileged
— He TpebytoT cncteMmHom nognucu y npunoxeHns

— TpebyloT HanNMuUnsa NPUOXKEHUS B pPriv-app ANPEKTOPUMN:
/ [system/product/vendor] /priv-app

— HauunHasa ¢ Android 8, BeHOOp OOMMKeH caM yKasbiBaTb
NPUNOXEHNSA, KOTOPbIM BblOAETCA 3TOT NEPMULLIEH Yepes
cneuunanbHbI Xml
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[lpumep ncnonb3oBaHUA NepMuLLIeHOB

public RegisterStatusBarResult registerStatusBar(IStatusBar bar) {
enforceStatusBarService(); // 3aecb OyaeT NpoBepKa MepMUIlEHa
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[lpumep ncnonb3oBaHUA NepMuLLIeHOB

public RegisterStatusBarResult registerStatusBar(IStatusBar bar) {
enforceStatusBarService(); // 3pecp OymeT mnpoBepKa MNepMHILIEHA

private void enforceStatusBarService() {
mContext.enforceCallingOrSelfPermission(
Manifest.permission.STATUS BAR SERVICE, "StatusBarManagerService'");
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[Tpumep uUcnonb3o0BaHUA NepmMuLLIeHOB

public RegisterStatusBarResult registerStatusBar(IStatusBar bar) {

enforceStatusBarService(); // 3pecp OymeT mnpoBepKa MNepMHILIEHA
}
private void enforceStatusBarService() {
mContext.enforceCallingOrSelfPermission(
Manifest.permission.STATUS BAR SERVICE, "StatusBarManagerService");
}

<permission android:name="android.permission.STATUS BAR SERVICE"
android:protectionLevel="signature"/>
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Linux PID / UID

— PID (ProcessID) — yHukaneHbin ID npouecca, nog KoTopbiM 3anyLleHo
NpUIoOXeHNne UnNn ero KOMMNoHeHTa

— UID (UserlD) — ID nonb3oBaTens, nog KOTOPbIM 3anyLlieHo npunoxeHme. He
YHUKanNbHO!

— Binder.getCallingPid — BosBpaluaetca PID npunoXxeHus nnm KOMMNOHEHTHI,
KOTOpoe Bbi3Basio Tekywum metod. Ecnu IPC He 6bino, BepHeT Tekywnn PID

— Binder.getCallingUid — Bo3spawuaetca UID npunoxeHuda, KoTopoe OAepHYIo

TEeKyLWmn metoa
android:sharedUserld="android.uid.system”
android:sharedUserld="android.uid.systemui"
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[Tpumep npoBepku UID

private void enforceStatusBarOrShell() {
if (Binder.getCallingUid() == Process.SHELL UID) {
// MeTop BbI3Baju U3 ADB shell

}

if (Binder.getCallingUid() == 1000 /* CucreMHbId UID */) {
// MeToJ OblJ1 BbI3BaH CHUCTEMOM MJIM CUCTEMHBIX NPUI0KEHHUEM
}

throw SecurityException()
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Kak 3awintutb cBou cKpbiTbie APIs?

OT ncnonb3oBaHns pednekcnm
— Wcnonb3oBaTtb NpuBaTHbIE KOHCTPYKTOPGI
— Kupatb exception BHyTpU KOHCTpPYKTOpA

— Wcnonb3oBaTtb NDK

OT konupoBaHusa dannos / android.jar / Vendor SDK
— [poBepate UID n(nun) PID
— Wcnonb3oBatb cobcTBeHHbIN ClassLoader

— Wcnonb3oBaTtb NDK

41
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Ntorn

KonupoBaHue

. To4yeuHoe Vendor’s

Pednekcuna | Android.jar CUCTEMHbIX
KonupoBaHue SDK

UCXoOoHUKOB
Unit TecTbl v v
[locTyn K CUCTEMHBIM OObEKTaM v v v v
PaboTa ¢ npuBaTHLIMWU NOMSMU v v
PasHble Bepcun OC v v v v
[locTyn K CMCTEMHbBIM KONbakam v v v v
Hasurauus cpeawn ckpbeitoro API v v

NHTterpaumna B SDK Manager
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U ewe kKoe-uyTo!

Were .

HIRING

Hukonaun NMNaxomoB, SberDevices
pakhomov.nick@gmail.com
Telegram: @FlyRanger
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