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App Identity on AWS

Identity for external facing, revenue generating applications.

The AuthO identity platform provides authentica-
tion and authorization as a service, securely han-
dling over 2.5 billion logins per month. At AuthO we
give developers and companies the building blocks
they need to secure their applications without having
to become security experts.

You can connect any application, written in any
language or on any stack, to AuthO and define the
identity providers you want to use (how you want

your users to log in). Based on your app's technolo-

gy, choose one of our SDKs or call our APl and hook
it up to your app. Now each time a user tries to au-
thenticate, AuthO will verify their identity and send
the required information back to your app.

The AuthO platform architecture leverages AWS
Auto Scaling groups to achieve any level of scal-
ability and multiple AWS Availability Zones to offer
seamless high-availability. AuthQ's disaster recovery
strategy has a two-region-failover approach lever-

aging a second AWS region.
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https://aws.amazon.com/marketplace/pp/B07MMWS4HN
Cathy Hyden



These AuthO features are available on your AWS cloud or ours, and give you the flexibility

to quickly deliver on almost any Identity, Authentication, or Authorization use-case.

v Machine to Machine Authentication v All 5 domains of SOC 2
v Act as an external Authorizer for an AWS API v HIPAA Compliance
Gateway v Custom Domains
J  Secure code-paths and Lambda functions v Enterprise Integrations
v Secure loT devices / UserManagement
v Prebuilt IdP Connections /' Log Retention
v Enterprise Directory Connections (yours or your v Programmatic control of all settings
customer's) scopes, and configuration
v A_uthO Database as a primary store or virtual v Permissions and Roles Management
directory
N v inki
v Passwordless Authentication Secure Just-In- Account Linking
Time Database Migration (no password resets) v Integrate with your source control
v Translate protocols and transform tokens and v Integrate with your build pipeline
assertions v Built-in Email Workflows
v Connect to external Databases and User Stores / 3rd party options for SMTP/SMS gateways
v Consolidation of User Silos /  Email Customizations
v Configurable Long Lived Sessions v Breached Password Notification
v Strong branding and white-labelling for all user / Built-in and 3rd Party Multifactor
facing aspect Authentication
v User and Application specific Metadata storage v SlLAs
v Business logic, policy enforcement, and data/ J .
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