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INTRODUCTION In this ebook, we'll show you how Customer Identity and Access
Management (CIAM) can improve the security and User Experience (UX)
of your applications.

Learn CIAM

Each recipe will cover common challenges and how to resolve them with

by exam ple: CIAM, alongside best practices, essential considerations, and gotchas.
4 reC'peS to Before we begin, let's dive into how CIAM is a crucial component for
im p rove applications today (if you are already convinced CIAM is the right fit for

you, go forth and heed our recipes!).

security
and UX

What is CIAM?

CIAM is an approach to consumer access that manages a critical

balancing act for users and brands — that is, eliminating friction for known
users (and loyal members), while keeping bad actors and fraudulent activity
off your platform.

Many organizations are also juggling multiple channels as well as
integrations necessary to find a brand’s holy grail— a 360-degree view of
their customer.


https://auth0.com/blog/what-is-ciam/
https://www.forbes.com/sites/forbestechcouncil/2022/11/30/a-single-source-of-truth-the-holy-grail-of-services-business-operations/?sh=1a6148e92450
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Why is this important? With a centralized user profile, organizations can
promote better security, because they know who is actually accessing their
application, eliminate silos, and close in on platform gaps that leave brands
vulnerable to fraud.

CIAM helps you define a central user profile from which you can
securely tack on any number of integrations that you may use in your
business everyday.

There are so many CIAM solutions on the market that cover a host of
security and marketing use cases that could be common or necessary
for your own business.

Do | really need CIAM (aka *more software*)?
You built an app. And your app went viral! That's awesomel!

Once you go viral, the holistic customer profile challenge can become all the
more steep, because, when user activity volume increases, it can be hard to
tell who's a real customer and who is potentially a bot deployed for the
purposes of defrauding you and your customers.

Your customers are now also expecting more fun and secure ways to engage
with your brand, and CIAM serves to support UX with clear and friendly

communication from your brand when it benefits users to sign in or sign
up to access your products and services.

And with that, your application gets two new and conflicting missions:
reduce app friction to bring even more customers in (aka improve UX)
while bolstering security to keep your consumers safe and private, prevent
breaches, and even bring B2B contracts.

Organizations can leverage CIAM to learn more about their own or
another brand’s (like a partner’s) customer profile, and promote good data
hygiene with deduplication and unification of the customer identity for
your teams.

CIAM is also shown to decrease friction at checkout, and, in the case of Okta
CIC, cut down on bad bot activity by ~79%.



https://www2.deloitte.com/us/en/insights/industry/telecommunications/connectivity-mobile-trends-survey.html?id=us:2ps:3gl:ccs24:awa:tmt:090723:consumer%20privacy:p:c:kwd-297138466553&gclid=EAIaIQobChMI6ZLu2ai3gQMVXczCBB0AbgUNEAMYASAAEgJlRPD_BwE
https://www2.deloitte.com/us/en/insights/industry/telecommunications/connectivity-mobile-trends-survey.html?id=us:2ps:3gl:ccs24:awa:tmt:090723:consumer%20privacy:p:c:kwd-297138466553&gclid=EAIaIQobChMI6ZLu2ai3gQMVXczCBB0AbgUNEAMYASAAEgJlRPD_BwE
https://www.okta.com/de/solutions/retail/
https://auth0.com/blog/auth0-bot-detection-reduces-bot-attacks-by-79/
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CIAM solutions range from basic to advanced, but, at the core, CIAM is the
front door of your brand, with different ways of addressing authentication,
alongside varying degrees of fraud prevention software.

Brands that are expanding their businesses get the following benefits
from CIAM:

1. Seamless integration with your second- or third- party services,
2. Manage the risks of incorporating those services into your channels,

3. Address more complexity in the user journey.

With CIAM, you can convert more legitimate users, faster, because you
made it easier for them to sign up, login, and self-service common account
operations — your customers are safeguarded from fraudulent activity,
and teams can maintain a sanitized customer profile.

How does this CIAM thing work, then?

That's where our recipes come in! Each recipe explores a real scenario, and
how CIAM can help.

In the next chapter, we will explore our first recipe: Prevent fraudulent sign
ups and account takeovers.



https://docs.google.com/document/d/1PzTXGTdOP041VomlBbiEFHvkrpELeLOpSgOae9uq8M0/edit#
https://docs.google.com/document/d/1PzTXGTdOP041VomlBbiEFHvkrpELeLOpSgOae9uq8M0/edit#
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RECIPE 1 Fraudulent activity on the web can happen on any application or channel
you can think of.

Prevent New technologies — from data lakes, to cloud ETLs, and Al — are
drastically increasing the volume of consumer data stored and processed b
fraudulent Y nereasn . . cesep Y
companies. While this leads to highly personalized services (and customer

aCtiVity delight), it also raises concerns for people about how their data is kept safe
and private when signing up and using your services.

SEC When it comes to identity, fraudulent app activities typically happen

UXx through two vectors: fraudulent sign-ups and account takeovers.

In fraudulent sign ups, malicious actors sign up to your apps using fake
accounts for personal gain — i.e., access to limited tickets, products, or free
services — increasing your company costs and damaging your brand
reputation. According to the State of Secure Identity report, fraudulent
activity peaked the first half of the year at 10M fraudulent registration
attempts in one day. Fake accounts end up costing businesses more than
just a marketing drag, but downstream effects on supply chain, resource

investment, as well as support, when things go wrong.

In account takeovers, hackers steal consumer accounts — often using
credentials obtained from previous data breaches or carrying over phishing
campaigns — for financial benefits. The FTC recently reported that in 202],
US consumers lost $392M to fraud while shopping online, and IBM reports
that brands lost about $4.45M to data breaches in 2023.



https://www.okta.com/resources/whitepaper-the-state-of-secure-identity-report/
https://www.ftc.gov/news-events/news/press-releases/2022/02/new-data-shows-ftc-received-28-million-fraud-reports-consumers-2021-0
https://www.ibm.com/reports/data-breach
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Even if you don't have your own security operations center (SOC) to keep
your systems safe, you can still make smart investments in technology to
mitigate fraud, and carry your brand into the future, and even the metaverse
(yes, people will still want to order pizza in the metaverse).

Why fraudulent identity activities are so hard to track

Fraudulent identity activities are hard to track because attacks are
becoming cheaper and more sophisticated just as the technology
that's trending today.

Cybercriminals are rapidly adopting low-code/no-code service to launch
profitable attacks faster and regardless of their technical skills. This trend
not only increases the frequency of attacks but also amplifies their impact
on businesses year over year. Since 2020, it is reported that organizations

take at least 200 days to recover from a security breach.

Legislation is still working on defining the parameters of what digital safety
means for consumers and brands, not only on your apps and websites, but
for the entire web.

Phase 1

Know who your users are and sign them in

With the rise in malicious identity threats like phishing or social engineering,
consumers are expecting brands to balance business outcomes and data
privacy when it comes to the customer experience (CX), and technology and
legislation are changing to support consumer safety on the web.

To accommodate the ongoing flux, brands can communicate through their
platform’s UX and user interface (U1), and let users know when it benefits
them to sign up, and how your brand delivers value through their
self-identification and your cybersecurity practices.

This post will cover basic AuthO by Okta features with a full working demo,
so you can bootstrap balancing security with UX.

If you haven't done so already, sign up for a free account, and set up
your tenant to cover the use cases that make most sense for you and
your organization.


https://www.ibm.com/reports/data-breach
https://www.ibm.com/reports/data-breach
https://www.verizon.com/business/resources/reports/dbir/2023/master-guide/
https://auth0.com/signup
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Recipe

Ingredients:
° An AuthO Tenant

° A sample application integrated to AuthO (you can use one of
our quickstarts)

So, you've never secured an App using customer identity (CIAM)?
We got you.

Apps and APIs can use CIAM for identity tasks — like sign-ups, social log

in, authentication, authorization, and logouts. It's all delivered through
open-source SDKs, APIs, and protocols, just like other services you might
use (think Datadog for observability, Twilio for SMS, or Stripe for payments).

Here's how a login works with CIAM:
1. User tries to access a function requiring a session.

2. Your app uses the Auth SDK to check for a valid session. If none exists,
the user is redirected to the CIAM system for authentication.

The user logs in.

4. The CIAM system handles authentication, authorization, and auditing,
then redirects the user back to your app.

5. Your app uses the Auth SDK to access user details from the session
and enable the requested functionality.

CIAM gives you the ability to tweak the login process — i.e. UX, social login,
biometric auth, bot protection — to ensure only the right people have access
to your app without implementing user friction.

Add CIAM to your application

This may be the most intimidating part of the entire project (starting is
hard!), even if you have a little bit of coding know-how —so we are here to
walk you through the actual steps you need to take in order to deploy your
new application with AuthO.

1. Inthe AuthO Dashboard, you can create a login or sign up for almost
any application, machine, or APl you can think of.

Navigate to Applications > Applications

~*  Activity
< Applications
Applications
APls
SSO Integrations
©  Authentication
#g Organizations

®+ User Management


https://auth0.com/signup
https://auth0.com/docs/quickstarts
https://auth0.com/docs/quickstarts
https://flows.auth0.com/
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Select

+ Create Application

There are tons of pre-built templates that can help you get started,
and customize for your own use cases — but, for the purposes of this
tutorial you can create a new application instance for a single page
application (SPA).

Create application X

Name *

My App

You can change the application name later in the application settings.

Choose an application type

L 2 3 A

Native Single Page Web Regular Web Machine to
Applications Applications Machine
Mobile, desktop, Applications
CLI and smart A JavaScript Traditional web
device apps front-end app that app using CLls, daemons or
running natively. uses an API. redirects. services running
on your backend.
e.g.: iOS, Electron, e.g.: Angular, e.g.: Node.js
Apple TV apps React, Vue Express, ASP.NET, e.g.: Shell script

Java, PHP
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2. Inthe AuthO Dashboard, you can create a login or sign up for almost

any application, machine, or API you can think of.

Environment variables (.env.local) | AuthO Dashboard

AUTHO_SECRET="LONG_RANDOM
_VALUE'

AUTHO_ISSUER_BASE_URL="https://
<your-domain-here>.auth@.com’

AUTHO_CLIENT_ID="aP3UzAmNXTTfJU
eGLISRbTZCIUUZE3KT'

AUTHO_CLIENT_SECRET='LongAPPsec
ret'

AUTHO_BASE_URL="http://localhos
t:3000'

This should be a generated
string, but, for testing, you can
put whatever you'd like.

For production, you can create a
generated string here:
https://jwt.io

The url of your AuthO tenant
domain, your AuthO application's
Client ID, and Client Secret can all
be found in one place.

Navigate to Applications >
Applications > Your Application,
and capture the following
information:

nnnnnn

Once you've downloaded the
project, you will notice that the
deployment is locally hosted, i.e.
http://localhost:3006.

As you test, you may have your own

server information that you may
want to reference.

3. Sofar, we have registered your app.

To complete your configuration, you need to inform AuthO on where to

redirect a user after a successful login and log out (callback URL).

This step has tripped up many a developer (copy paste gets the

best of us), but it's an easy step if you know exactly what to type for the

callback. In this case, it is

http://localhost:3000/api/auth/callback.


https://jwt.io
https://auth0.com/docs/get-started/applications/application-settings
https://auth0.com/docs/get-started/applications/application-settings
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Allowed Callback URLs

http://localhost:3000/api/auth/callback

After the user authenticates we will only call back to any of these URLs. You can specify multiple valid URLs by comma-separating them
(typically to handle different environments like QA or testing). Make sure to specify the protocol ( https:// ) otherwise the callback may fail
in some cases. With the exception of custom URI schemes for native clients, all callbacks should use protocol https:// . You can use
Organization URL 7 parameters in these URLs

Allowed Logout URLs

http://localhost:3000/api/auth/callback

A set of URLs that are valid to redirect to after logout from Auth@. After a user logs out from Auth® you can redirect them with the returnTo
query parameter. The URL that you use in returnTo must be listed here. You can specify multiple valid URLs by comma-separating them
You can use the star symbol as a wildcard for subdomains ( *.google.com ). Query strings and hash information are not taken into account
when validating these URLs. Read more about this at https://auth@.com/docs/authenticate/login/logout &

4. And now, the fun part

You can run npm run dev in your favorite IDE, and your application is
deployed, with the login works.

Now that your application is integrated to customer identity,
we can start turning security knobs and switches on to prevent
fraudulent activity!

Phase 2

Prevent fraudulent sign-ups from bots

Marketers are on the front lines of marketing fraud.

Immersive experiences that consumers get excited about will only be
possible if you use your CIAM solution to help enforce security and keep

bots out.

However, adding security can introduce friction that prevents your
customers from using your product!

Here's an example of the friction:

Enter the code shown above
[ JLBnG

o Solve the challenge question to verify you are not a

robot

Standalone Captchas slow bots
down but frustrate customers :(



https://www.forbes.com/sites/forbestechcouncil/2022/10/05/the-largest-attack-surface-why-enterprises-need-to-bolster-their-go-to-market-security-efforts/?sh=4fcb77734b4a
https://martech.org/marketers-make-identity-solutions-an-urgent-priority/
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Having control over the timing of these safeguards is paramount to UX.

When your application uses Auth by Okta, you can easily control when
consumers see a CAPTCHA, and implementation takes only 2 steps: 1.) Turn
the bot protection on, and 2.) Select the risk level that will serve as threshold
for the bot prevention:

1: Turn bot prevention on

Choose when to require CAPTCHA for flows with passwords

Never

Users are not required to complete a CAPTCHA to log in.

When Risky
Users are required to complete a CAPTCHA if the login is high risk.

Always
Users are always required to complete a CAPTCHA to log in.

2: Select the risk level

Low Medium (Default) High

@ BOT DETECTION LEVEL

Medium Security results in a moderate classification of bots and users
seeing CAPTCHA. This provides a balance of security and user
experience for your users.
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The risk level works as the secret sauce for bot prevention, giving you the
ability to strike the perfect balance between preventing fraudulent sign
up/take overs while not introducing friction to legit users.

And, if you're not sure of what risk level to select, keep an eye at the
Security Center. It provides advanced real-time monitoring, available to
enterprise customers, to help you see how the bot prevention is
performing in your app:

Security Center

Last updated: May 3, 2023, 4:09 PM UTC

Bot Detection e pisasLep B Last7Days v Configure {&

Bots detected @

O Breached rd Detection 8

B M\M/\N\M\N/M/WW—
4
o

Apr 27 19:00 Apr 29 16:00 May 113:00 May 3 16:00

W Bots detected

Security Center: Bot detection monitoring

Phase 3

Prevent account takeovers from
breached credentials

Consumers trust brands that take the time to ensure that they are
notified about new or unfamiliar activity on their accounts.

To differentiate from phishing that mimics generic messaging, consumers
are relying on organizations to tailor this messaging towards them, and not
their junk folder.


https://auth0.com/docs/secure/security-center
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AuthO by Okta offers one-click Integrations in order to notify users and your

admins in the event that anomalous activity occurs on your platform when it
comes to their accounts and credentials.

Login

A data breach on an app or site exposed your
credentials. Please change your password.

Email address

These on-off switch features not only save time and investment
developing the templates and infrastructure necessary to alert users
to suspicious activity.

Also, teams can focus on making notifications personal to the user, so
they are more likely to engage when something doesn't seem right.

With a variety of attack vectors being combined through cheap and easy
means by bad actors on the web, AuthO by Okta addresses them all
out-of-the-box, with low technical investment and fast time-to-market.

Phase 4

Migrate away from passwords

There is a new W3C and FIDO specification on the block, written to minimize
login friction, and create phishing-resistant platforms — the standard is for a
new type of factor, known as a passkey, which is already in use by many
service providers including Apple and Google.


https://auth0.com/docs/secure/attack-protection
https://auth0.com/blog/our-take-on-passkeys/

The cookbook

Learn CIAM by example 17

A\
DX
Create a passkey for Acme on

this device /‘\
\ ’(E\@

No need to remember a password

4/?) With passkeys, you can use things like your
fingerprint or face to login
Works on all of your devices Google chrome
@ Passkeys will automatically be available across
. your synced devices
Keep your account safer G.ooglg Chrome is trying to verify your
¥ pass eys offer state-of-the-art phishing ldentlty
re: ance.
Create a passkey Touch ID or enter your password to
allow this.
Continue without passkeys
Go back
Use Password...
Cancel
0,
ey
Create a passkey o . ? ICIOUd KeyChaIn .
4Bt Available on your Apple devices
%) Use a phone or tablet >
[ This device »
s USB security key »

Cancel

Instead of your users making a facsimile of their biometrics every time they
want to onboard, they can authorize a login using their existing face or
fingerprint biometric on their device, in any transaction, on any platform
they choose.

New Universal Login supports the use of passkey, which means users can
skip passwords altogether.

In the next recipe, we will dive into passkeys with the recipe: Add
passwordless auth with passkeys.
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Passkeys are a better way to

signin

= No need to remember
Zj) With passk an

fingerprint € ogin

® Works on all of your devi
D3s! matical be

Keep your account safer
Pas: ys offer state

of-t art phishing

Continue with passkey

Use password instead

RECIPE 2

Add
passwordless
auth with
passkeys

SEC

UX

a password

se things like yor
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Google Chrome
Create a passkey

Google Chrome is trying to verify your
identity

%) Use a phone or tablet

Touch ID or enter your password to

allow this.
[ This device

s USB security key Use Password...

Cancel

iCloud Keychain
(o) .? i
4R

Available on your Apple devices

Attack vectors are becoming more sophisticated every day, and passwords
aren’t the only easy target for malicious behavior.

Consumers, legislators, and organizations are becoming more aware of
malicious targeting with Al to phish, or fraudulently convince a party to
share sensitive information.

For example, if a user's number is leaked, bad actors can deploy a bot to
harass them with a blast of push notifications through their registered
devices, to pressure them to authorize a transaction, or even redirect them
with a QR Code to a fake vendor page to sign in to steal even more data.

Phishing tactics include but are not limited to malware deployment, spyware

monitoring, and account takeover in order to trick users into sharing more

personal data that may see repeated abuse.

What is a passkey?

A passkey is a pair of keys — one for you that is public, and one for
your known user, that is private, and you never see.

Users can count on their passkey’s private key to authorize any channel that
has an associated public key, which means your users never have to set up
biometrics directly with you, but instead, benefit from re-using their existing
biometrics across your services as well as partner services.


https://www.ftc.gov/business-guidance/blog/2023/03/chatbots-deepfakes-voice-clones-ai-deception-sale
https://www.vice.com/en/article/5d35yd/the-uber-hack-shows-push-notification-2fa-has-a-downside-its-too-annoying
https://www.michigan.gov/ag/news/press-releases/2023/07/12/ag-nessel-shares-fbi-warning-about-malicious-qr-codes
https://www.michigan.gov/ag/news/press-releases/2023/07/12/ag-nessel-shares-fbi-warning-about-malicious-qr-codes
https://www.michigan.gov/ag/news/press-releases/2023/07/12/ag-nessel-shares-fbi-warning-about-malicious-qr-codes
https://fidoalliance.org/passkeys/
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Developers can rest easy knowing that bad actors can’t do anything with
their hosted public key, because there is no consumer profile information
or credentials associated with a public key — only a user-authorized
private key can link up with the public key to grant access.

With passkeys, organizations can sign in consumers across networks
using their smartphone’s existing mobile technology, making it possible
to authenticate almost anywhere using the same biometric or pin that
they use to unlock their devices.

Why are passkeys so hot right now?
Customers want to spend less time logging in.

The way we send texts, make calls, and even post social media updates
is the same technology that service providers like Apple and Google
have baked into their products to make it easier and faster to login to

their ecosystems.

Now, organizations can make their own vendor ecosystems, and offer users

more secure ways to sign in and manage their personal data without using
a password. Passkeys can also speed up authentication by 2.6x on

your platform.

Passkeys deliver better UX that gives organizations more control over their
digital properties across systems and devices, with the added benefit for
users of avoiding passwords altogether.

Fundamentally, passkeys make consumers happy because they can change
devices in different contexts and environments and maintain a seamless
experience, and organizations can boost their funnel.

While it may seem intimidating to add yet another digital credential to the
list, passkeys are backed by strong cryptographic standards that are worth
the hype, and any organization can add passkeys to their anti-phishing
strategy with AuthO by Okta.


https://auth0.com/docs/authenticate/database-connections/passkeys
https://www.apple.com/newsroom/2019/06/apple-previews-ios-13/
https://security.googleblog.com/2019/08/making-authentication-even-easier-with_12.html
https://www.gartner.com/smarterwithgartner/data-sharing-is-a-business-necessity-to-accelerate-digital-business
https://fidoalliance.org/yahoo-japans-password-free-authentication-reduced-inquiries-by-25-sped-up-sign-in-time-by-2-6x/
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Recipe

Ingredients

e An AuthO Tenant
e A sample application to test sign up, login, and logout

Passkeys are super easy to set up. Just a few steps in the AuthO dashboard,
and your cloud-hosted New Universal Login will update the rest, with
passkeys available for all users.

1. Navigate to Authentication > Authentication Profile, and select
Identifier First.

Choose your login flow

Configure how users willlog in to your applications.

@ Identifier First login flow must be selected
when passkeys are used as an
authentication method.

Learn more about passkeys &.

Identifier + Password

A single login screen prompts users
for their user identifier and their
password. This is the default
experience.

Identifier First

Aninitial login screen prompts users
for their user identifier, then a
different screen prompts users for
their password.

- Identifier First + Biometrics
)
7 | (ENTERPRISE
When possible, users will be able to
choose to sign-in using face or
fingerprint recognition instead of a
password.

2. Navigate to Authentication > Database and select Create DB
Connection. Name it "Passkeys" and click Create. Select the
Authentication Methods tab on the next screen and
enable Passkey.

£ Authentication

e Database Connections

Securely store and manage username / password credentials

either in an Auth® Database or in your own store. Show more >

Settings  Authentication Methods ~ Custom Database  Applications  Try Connection

@  Password Configure

27 Passkey EearLyaccess

contigre @D


https://auth0.com/signup
https://github.com/sudobinbash/oktane-23
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3. And that’s it! When you go to login or sign up, you will see passkey
as an option, with all UX, and secure authentication best practices

baked in:

e

Welcome

Log in to demo to continue to All Applications.

Email address

Can't login to your account?

Don't have an account? Sign up

OR

2% Continue with a passkey

Passkeys: the customer friendly security

Passkeys make it easy for users to safely traverse multiple networks and
channels, because passkeys cut through multiple vendor networks, without
sharing credentials, including passwords.

Passkeys are never shared outside of their device or services, and capture
a user’s consent (double tapping that side button) to access their digital

properties, without entering a password.

A. CTAP2 (direct) B. CTAP2 (via roaming authr) C. Out-of-band

= 2. Reconnect ro —
| 88 B B [-_I:‘_-]u 88
D oo = oo

BLE connected 1. Roaming authr 3. New platform QR code capture

registration authr registration

Figure 2: Examples of methods addressing two-client-device use cases


https://fidoalliance.org/ux-guidelines-for-passkey-creation-and-sign-ins/
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Software-bound

Passkeys can be used to authenticate without passwords across devices
and services to continue streaming your favorite show from your
smartphone to your tablet.

Let’s say your user signed up for your streaming service using their Google
credentials, but they use their Apple ID for everything else because they
have an iPhone and an iPad.

A user’s iPhone passkey can be used (with their consent) to create a
passkey for that streaming service on their iPad for their Google account,
without any of the steps that are involved with normal biometrics
enrollment and sharing between vendors is replaced by a synced passkey.

'.I
Create a passkey for Acme on
this device /7 \
\ g';\\
% /,‘o
With passkeys, you can use things like your
fingerprint or face to login

) Works on all of your devices Google chrome
Passkeys will automatically be available across
. your synced devices

= No need to remember a password
D

Keep your account safer G.oogle. Chrome is trying to verify your
ys offer state-of-the-art phishing identity

Create a passkey Touch ID or enter your password to

allow this.

Continue without passkeys

Go back
Use Password...

Cancel
0.1
=
Create a passkey o [ ] iCloud Keychain
.? Available on your Apple devices
%) Use a phone or tablet >
L[] This device »

s USB security key »

Cancel
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Device-bound

Passkey hardware, like a Yubikey, is the gold standard for phishing-resistance
and consumer-available security — in fact, when performed over near-field
communication (NFC), it is the most secure way to use a passkey, because
the passkey never leaves the device, and the use of a physical device
accommodates proof of presence.

A device-bound passkey can be used to perform cross-device
authentication in proximity to each other — and instantly sync, sign in,
(and start streaming) across devices, and is considered the most secure
passkey pattern.

Brands can protect their perimeter by encouraging the use of passkey
hardware, and, like one media giant, see higher conversion rates and a

dramatic decrease in account service requests, all while protecting
against malicious activity, and delivering a secure, frictionless experience
that consumers love.

To learn more about device-bound passkeys, check out our post on how to
set up with AuthO.

What's next?

Congratulations on adding passwordless to your apps with passkey! Now,
we're ready to check in on data privacy! To fully protect your customers'
information and comply with regulations like GDPR, HIPAA, and CCPA, your
app needs to deliver additional features like user consent, data auditing,
and a preference center.

In our upcoming recipe, well delve into essential elements to get your app

inline with data privacy.



https://auth0.com/blog/our-take-on-passkeys/
https://auth0.com/blog/our-take-on-passkeys/
https://www.yubico.com/works-with-yubikey/catalog/yahoo/
https://auth0.com/blog/what-is-a-yubikey-and-how-to-set-it-up-with-auth0/
https://auth0.com/blog/what-is-a-yubikey-and-how-to-set-it-up-with-auth0/

The cookbook

| I accept the terms and conditions

Learn CIAM by example 24

Preference Center

Essential [ @]
Continue
"

Analytics & Customization

RECIPE 3

Build for data
privacy and
compliance

SEC

UX

Unclassified G

@g Cookie Preferences Decline

Consumers want to see and do more digitally, and trust brands that are
clear about how their information is used to deliver them value.

Getting data privacy right for any user, whether they're your employee, a
customer, or someone on contract, is rarely a one-time consideration.

Different regulatory bodies have different compliance requirements
depending on the type of data that you're working with, whether it's user
access to health information (HIPAA) or personal information relating to
individuals in the EU (GDPR).

Data privacy compliance is more than just obtaining the appropriate
consent, but a framework for appropriate access, which includes the
security of your consumer data.

Why is data privacy compliance important?

With bigger organizations comes greater responsibility when it comes to the
depth of compliance that is required by regulations like GDPR and CCPA.

That said, no organization — even small ones — are off the hook when it
comes to data privacy — and security is a major component of data privacy.

Think about how privacy works in the real world. You can put four walls and a
door around just about anything; but if that door doesn’t have a lock, is that
space actually private?
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Phase 1

Implement an audit log

Per GDPR and CCPA, organizations great and small are obliged to certain

auditing practices, and the foundation of these practices begins with an
audit compliance layer, or an audit log.

Unlike SIEM or system logging tools, audit logging is set up to relay the
impact of a security incident in a readable prompt, like a historical record of
events, to assess the risk associated with an individual's or group’s actions
on your platform, as compared to the permissions they have, and raise a red
flag when they don’t match.

With AuthO by Okta, you don't need to build your own audit log stream —
our logs are ready for the auditing out-of-the-box, with several compliance
certifications built in, to help support compliance readiness.

But, that’s only the beginning.

Audit logs tell you what parts of your platform are frequented, and what data
is visible to your lowest common denominator.

It's up to organizations to mobilize these insights into tangible protection for
their consumers, and provide tools that give them control over their data.

Phase 2

Consent

Data privacy laws may require organizations to obtain appropriate consent
before processing personal data. With AuthO by Okta professional and
enterprise, customers can obtain consent using Custom Prompts.

Custom Prompts is built on the Liquid template language, designed to give
developers enhanced control over the login and signup experience, with
partial templates at various entry points.

Basically, with a bit of HTML, CSS, and Javascript, teams can bootstrap their
consent efforts with AuthO by Okta’s cloud-hosted Universal Login.

These partial templates can not only accomplish granular consent, but
capture other information at different points in the authentication journey,
powered by AuthO by Okta Actions.

In this recipe, we will add a sighup prompt using Actions.


https://gdpr.eu/checklist/
https://oag.ca.gov/privacy/ccpa
https://auth0.com/docs/secure/data-privacy-and-compliance
https://auth0.com/docs/get-started/architecture-scenarios/business-to-business/launch/compliance-readiness
https://shopify.github.io/liquid/basics/introduction/
https://auth0.com/docs/sign-up-prompt-customizations
https://auth0.com/docs/use-actions-to-validate-and-store-end-user-data-gathered-by-sign-up-prompt
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Recipe

Ingredients

° Universal Login
° Custom Domain (Branding > Custom Domains)

° Custom Page Template

1. Let’s load our partial consent template into our login with an API call.
Here's the consent partial:

«div class="ulp-field">

<input
type="checkbox"
name="ulp-terms-of-service"
id="terms-of-service">

<label for="terms-of-service">
| accept the
<a href="https://example.com/tos">terms and conditions</a>

</label>

</div>

Add this to a curl command, and go:

# Add your own tenant info
URL='https://TENANT.ENVIRONMENT.authO.com/api/v2/prompts/sig
nup/partials'

TOKEN='eyJhbGci...

curl -X PUT \

-H 'Content-Type: application/json’\

-H "Authorization: Bearer $STOKEN" \

-d "{\'signup\"{\"form-content-end\":\" <div class= "ulp-field '>
<input type= checkbox ' name= 'ulp-terms-of-service ' id=
"terms-of-service '> <label for= "terms-of-service "> | accept the <a
href="https://fexample.com/tos '>terms and conditions</a> </label>
<[div> "\

"$URL"


https://auth0.com/docs/customize/custom-domains
https://auth0.com/docs/customize/universal-login-pages/universal-login-page-templates#custom-sign-up-prompts
https://auth0.com/docs/sign-up-prompt-customizations#use-the-api-to-edit-custom-prompts
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2. Since Universal Login is already ready to support consistent,
branded UX, your custom partials will fit right in with the rest of
the Ul:

[] 1 accept the terms and conditions

3. Inorder to secure this client-side code, we need to take the
extra step of creating server-side validation, in the form of a
pre user registration Action, by navigating to Actions > Library >
Build Custom:

Create Action X

Name *

‘ Validate Consent ’

Trigger *
‘ Pre User Registration v ’
Runtime *
‘ Node 18 (Recommended) v ’

27
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https://auth0.com/docs/customize/internationalization-and-localization/universal-login-internationalization
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4. Add the following code to the Action, which will prevent the form
from validation unless consent is given, then Deploy to save:

exports.onExecutePreUserRegistration = async
(event, api) => {
const termsOfService =
event.request.body['ulp-terms-of-service’;
if('termsOfService) {
api.validation.error("invalid_payload", "Please review the terms of
service.");
return;

}

api.user.setUserMetadata("termsOfService", true);

L

5. Navigate to Flows > Pre User Registration, and add your

Custom Action:

S Add Action +
User signup

Complete

User registered

<> Add Consggt

6. Now, when your user gives consent, this will be documented in their

profile (User Management > Users), under user_metadata:

28
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Phase 3

Preference center

Data privacy compliance requires that users have not only clearly
consented to the collection and use of their personal data, but be able
to revoke it as well as access or correct their data and/or delete it from
your platform.

A Preference Center is a place where users go to manage their, well,
preferences, and this includes the newsletters they signed up for, and
any other service in between that requires their explicit consent.

Preference Center

Essential

@)
L_©)

Analytics & Customization

Unclassified G

@g Cookie Preferences Decline

When organizations invest in an identity solution like AuthO by Okta, Building
preference centers are a breeze through the AuthO Management API.



https://www.forrester.com/report/the-anatomy-of-a-preference-center/RES136152
https://auth0.com/docs/api/management/v2
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Phase «

Data security

Malicious actors are just as active as organizations in finding out ways to
harness the latest technology.

Data security does not have an end game, but AuthO by Okta has powerful
tools and expert personnel at your disposal to keep fraudulent activity off
your platform.

What's next?

With your application secure and compliant, it's time to use CIAM to get an
universal view of your consumer across multiple channels.

In our next recipe, we will explore CIAM's extensibility by integrating your

consumer data to a marketing system.
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B

Contacts v Conversations v Marketing ~  Sales v Service v

< Contacts Actions ~

& John Doe
-
Acme Inc.

OR

G Continue with Google

M Continue with Linkedin

RECIPE 4

Send data to
marketing for
personalization

SEC

UX

jdoe@acme.com @

L4 (% 3 ®

Note Email Call Task Meeting

~ About this contact
Emai
jdoe@acme.com

Lifecycle stage

Lead ~

r
Identity Type

google-oauth2

Last Login
® 10/17/2023
Last Login City

Georgetown

Last Login Country

USA

Login Count

14
User device on last login

\ Mac OS

As organizations grow, the number of touchpoints to perform audience
outreach and activation becomes exponential.

Being able to understand the journey of a single individual user across your
different platforms and channels can be complicated, especially when you
don't necessarily have a unified view of all your users.
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Why is CIAM important for personalization?

CIAM helps understand how users are using your platform and services.

By understanding when users last logged in and from when, or even assess
for inactivity, CIAM gives you data points that marketing and sales can use
to promote engagement.

When your organization has CIAM, you can give your teams a better
understanding of your audience, enabling personalization in many

different ways — from how your product Ul is presented, to marketing
emails sent to your users, and whether and how they should be outreached
by sales for conversion.

With focus on identity, you can ship insights of your user’s journey to
apps, email, and marketing systems, enabling personalized messaging
just for them.

Phase 1

Ask for consent

When it comes to data privacy, CIAM helps draw a dotted line between the
information your users consent to, and what is being used to personalize for
them, which is vital for regulations surrounding personalization programs.

Before you can collect information about your audience and pipeline, you're
going to need to ask for consent.

Check out our recipe on data privacy compliance to learn how to add

consent when someone signs up for your application.

Phase 2

Unify your customer database

With AuthO by Okta, you can connect your identity usage with your data
lake or marketing automation system of choice, to have a more complete
profile of each individual customer, as well as your audience as a whole.


https://docs.google.com/document/u/0/d/1oVsZIhHr7pxMl9c3aB5cnf37YVEy7z6QKNC0_K-xvwg/edit
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This data can be used in many different ways — from changing the Ul and
suggestions in your app, to sharing information with your marketing for
targeted emails, to providing analytics for product decisions.

As an example, In this recipe, we'll connect AuthO with HubSpot, the most
popular marketing automation solution for growing businesses. We will
connect the dots between your users and your brand, and the integrations
you use to build those customer relationships.

The integration between AuthO by Okta and HubSpot is driven by Actions.

Actions is an orchestration platform, which gives you the freedom to add
your own custom logic (and integrations) to any identity process.

You can orchestrate all sorts of processes — from syncing subscription
status with Stripe, to adding identity proofing, to calling your own APIs.

Recipe

Ingredients
e HubSpot Developer Account
e AuthO Professional or Enterprise Account

e AuthO Actions

Configure HubSpot

Create a test environment in HubSpot
1. Access your HubSpot admin page as a Developer.
2.  On HubSpot's home page, click Testing.

3. Click Create app test account.

Home Apps Testing App Marketplace + Docs @@ Forums @

App test accounts

Test your apps in a safe environment

App test accounts are free HubSpot accounts that include trial
access to Enterprise versions of the Marketing, Sales, and
Service Hubs. These features will stay active for festing as long as
you're making API calls to the account.

Learn more about test accounts
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4. Provide a name for your test environment and click Submit. The new
environment will be created and displayed under the testing page.

Create an app test account X

App test accounts are free HubSpot accounts that include trials of
many enterprise features. Learn more. (£

Trial access to enterprise features will continue as long as you've

made an API call to the account in the last 90 days. Any API
call will reset the 90-day trial expiration window.

Account name

‘ My app test account|

-

ACCOUNT DETAILS EXPIRATION DATE CONNECTED APPS STATUS ©

My app test account (£ .
e Mar 4, 2024 3:09 PM

5. Click the test environment account. You will be redirected to the
HubSpot CRM dashboard for your test environment.

Create attributes that will receive identity data from Okta

Tip: You can create attributes to send any information available from Okta
during a user login, including the user login frequency, location, device,
social provider, among others. For this example, we will map the login
count and city.
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1. From the Hubspot CRM dashboard, click the gear icon on
the top menu.

35

@upgrade ¥ | # A @ My app test account v

2. On the left bar, expand Data Management > Objects, and then

click Contacts.

Data Management
Properties
Objects v

Contacts

3. Click Manage contact properties

Setup

Manage contact properties
Manage the information you collect about your contacts.

4. Click Manage contact properties

5. Enter the following info and click Next:
a. Object type: Contact
b. Group: Contact Activity

c. Label: Login Count

6. Select Number as the field type and click Next
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7. On rules, make sure all options are unchecked and click Create

Create a new property

BASIC INFO FIELD TYPE RuLEs
Object type
Contact Create a new property
Group*
Contact activity BASICINFO FEL0 TveE RuLes
Login Count
Label *
Login Count Field type
Number =
o X
Description ° ° o
Number format BASIC INFO FIELD TYPE RULES
Formatted number - Login Count
Preview

Select property rules

Login Count Property
1234567

ity

() show in forms, pop-up forms, and bots

Show in search results (0 of 3)
Alow users fo search for information enfered info his property

Validation rules

pe
editing, and importing records with the CRM. Learn more.

Require unique values for this property (0 of 10)

Set min value limit

Set max value limit
Prevent users from entering a value above G specified number

Limit number of decimal places
Setthe number o igits tht can be entered o the righ o the deciml

8. Repeat the previous steps to create the field with the following info:
a. Object type: Contact
b. Group: Contact Activity
c. Label: Login City
d. Field type: Single-line text

Create a new property X

P PN
© © O
BASICINFO FIELD TYPE RULES
BASIC INFO FIELD TYPE RULES
Login City
Obiject type *
Contact - Select property rules
Property visibili
Group’® perty ity
o Show in forms, pop-up forms, and bots
Contact activity -
Show in search results (0 of 3)
Label * Allow users 1o search for information entered info this property
Login City <> Validation rules

Specify what values are allowed for this property. These rules apply when creating,

o editing, and importing records with the CRM. Learn more. &7
Description e— O

BASIC INFO T Require unique values for this property (0 of 10)
Login City Set min character limit
Field type Set max character limit
Single-line text Restrict o numeric values

Don't allow alpha or special characters like a, @, or $ for this property

Previow Don't allow special characters
Don't allow special characters like @, #, or & for this property

Login City

Sample text
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Create a HubSpot API token

9. On the left bar, expand Account Setup > Integrations, and then click
Private Apps

Account Setup
Account Defaults
Users & Teams
Integrations v
Connected Apps
Private Apps
Marketing Contacts

Email Service Provider

10. On the left bar, expand Account Setup > Integrations, and then click
Private Apps
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M. Add the following attributes:
a. Name: AuthO
b. Scopes:

. crm.schemas.contacts.read

. crm.schemas.contacts.write

. crm.schemas.companies.read

# Basic info @ Sscopes # Webhooks

Scopes

Scopes determine what your app can access and do in HubSpot. It's strongly encouraged to require as few scopes as possible for your
app's functionality.

Selected scopes

crm.schemas.contacts.read crm.schemas.contacts.write crm.schemas.companies.read

Find a scope Q ~ & Manage and view your CRM data

View details about property setftings for contacts.
Create, delete, or make changes to property setftings for

> CMS contacts.

> CRM View details about property settings for companies.
> Settings

> Standard

12. After creating the app, record the application API token. AuthO
Actions will use this token to send data to Hubspot.

Your private app was created

Auth0 is installed and ready to integrate with HubSpot. Use the foken
below to start making API calls from your own web service. If you're
just getting started we recommend using an app hosting service like
Netlify (7', Google App Engine (2, or AWS (7.

LTS BT P ——— Show token

[r——

You can also find this access token on the Private apps homepage and the
AuthO app auth page.

since this is your first private app, we recommend taking a quick four fo
get familiar with them.

Take the private apps tour ‘ Skip for now




The cookbook

Learn CIAM by example 39

Configure AuthO by Okta Actions

Actions allow you to modify identity processes — such as registration
and login — with your custom logic.

Let's create a Login Action to send data to HubSpot.

1. Navigate to Actions > Library > Build Custom:

Create Action X

Name *

‘ Send info to HubSpot ‘

Trigger *

‘ Login / Post Login v ‘
Runtime *

‘ Node 18 (Recommended) v
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2. Here is the logic required for this example; we will be using Axios to
make an HTTP call to share our user’s first and last name, as well as
their login frequency, and location, based on their email.

const axios = require("axios");
/**
* Handler that will be called during the execution of a PostLogin
flow.
*
exports.onExecutePostLogin = async (event, api) => {
const url =
“https://api.hubapi.com/contacts/vl/contact/createOrUpdate/e
mail/${event.user.email}/;
const headers = {
'‘Content-Type" 'application/json),
‘Authorization’: ‘Bearer ${event.secrets. HUBSPOT_SECRET}
i

const data = {
properties: [
{ property: 'firstname, value: event.user.given_name },
{ property: 'lastname’, value: event.user.family _name },
{ property: 'login_count’, value: event.stats.logins_count },
{ property: 'login_city', value: event.request.geoip.cityName },
]
}

await axios.post(url, JSON.stringify(data), { headers });

L
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3. Add Axios as a dependency:

Dependencies

Dependencies allows you to leverage the rich
ecosystem of Node.js modules on NPM in your
Actions.

Add Dependency
Add Dependency x

Name

‘ axios

Version

Cancel

Dependencies
Depender allows you to leverage the rich
ecosystem of Node.js modules on NPM in your

Actions.

axios@latest

Add Dependency

4. Add your HUBSPOT_SECRET, which is your generated HubSpot
API token:

Secrets

allow you t curely define secret or

pri d values that can be essed in your s
running code as properties of the Gl

object.

Sec allow you to securely define secret or
privileged values that can be accessed in your
Add Secret .
running code as properties of the event rets

object.

HUBSPOT_SECRET |

Add Secret
Define Secret x

Key

‘ HUBSPOT_SECRET

Value

Cancel
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5. Deploy your Action to save it, then navigate to Flows > Login, and
add your Custom Action:

Start Add Action +
User Logged In
nstalled  Custom
Complete
Token Issued

<> Sendinfo to HubSpot

5. Upon Successful Login or Signup (or testing your Action in the
sandbox), navigate to HubSpot, and go to Contacts > Contact
to see the fruits of your action:
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Now, HubSpot can use identity data — login counts, geo, email, name,
etc — in it's marketing workflows to customize sales and marketing
tactics. For example, send developers SWAG if they signed up with
GitHub, log in with high frequency, and their accounts can be
associated with a company, with good revenue:

Identify Champions for our Developer Offering ¢

Actions Settings Goals Changes

& Contact enrollment trigger Actions ~

Identity Type is equal to any of
github

Login Count is greater than 5

Last Login is less than 7 days ago

~ See less

&3 1. If/then branch Actions ~

I |

First, check Send them SWAG

Primary associated company is

known

Contact associated to: Company

Any Company

Annual revenue is greater than

10,000
~ See less
Send them SWAG Engage virtually
+ +
8 3. Create task Actions ~ 2. Send email Actions ~
Create task "send SWAG" and assign it to 1 change needed

Contact owner
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Phase 3

Ensure your customer contacts are legit

As the influx of fraudulent activity on the web (for now) has no end in sight,
fake accounts can often derail business operations and skew reporting that
contribute to vital assessments for growth.

In order to ensure that your customer contacts are who they say they are,
AuthO by Okta has a number of tools to stop illegitimate traffic at the front
door of your applications. Our prevent fraudulent activities recipe show how
to maintain UX for your legitimate customers, while keeping bad actors —

and bots — out.


https://docs.google.com/document/d/15qYvZC7XwTPK1Th63rsfxA51OUmwGpDoAvu3wb5nLOg/edit#heading=h.uckt0xjindff

