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RING GDPR DATA PROCESSING ADDENDUM 

This Data Processing Addendum (“DPA”) is between Ring and you (“Customer”) and supplements the Ring 
Terms of Service available at https://en-uk.ring.com/pages/terms or https://eu.ring.com/pages/terms, as 
applicable, and as updated from time to time between Customer and Ring, or any other agreement between 
Customer and Ring governing Customer’s use of the Services (the “Agreement”). All capitalized terms used, 
but not defined, in this DPA have the meaning given to them in the Agreement. 

1. DEFINITIONS  

As used in this DPA, the following terms have the meanings below: 

“Controller Data” means personal data (as defined in the GDPR) included in video, images, and 
audio recordings (a) captured by Ring-branded or Ring-manufactured hardware devices that are 
designated in the Ring app and used by Customer for business purposes (excluding any personal or 
household purposes), and (b) that Customer transmits, or causes to be transmitted, to Ring for 
processing pursuant to the Agreement.  

“GDPR” means Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation - 
GDPR), including as implemented or adopted under the laws of the United Kingdom. 

“Processing Services” means services provided by Ring to Customer under the Agreement that 
involve the processing of Controller Data by Ring on behalf of Customer. 

2. DATA PROCESSING 

2.1 Scope and Roles. This DPA applies only when Ring processes Controller Data subject to the GDPR, 
and only to the extent Customer and Ring are subject to the GDPR. In this context, Ring will act as 
processor to Customer who will act as controller with respect to Controller Data. This DPA does not 
apply to any other processing of data by Ring or its Affiliates in connection with the Agreement. 

2.2 Customer Controls. The Processing Services provide Customer with a number of controls, including 
privacy and security settings and features, that Customer may use to manage, retrieve, restrict, delete 
or otherwise control the processing of Controller Data, including to determine what Controller Data is 
recorded and sent to Ring. Customer may use these controls as technical and organizational measures 
to assist it in connection with its obligations under the GDPR, including Customer’s obligations 
relating to responding to requests from data subjects. Customer is responsible for how their Ring 
Offerings are set-up, configured, and used (or misused) and for complying with its obligations under 
the Agreement, including complying with applicable laws and regulations.  

2.3 Details of Data Processing 

(a) Subject matter. The subject matter of the data processing under this DPA is Controller Data. 

(b) Duration. As between Ring and Customer, the duration of the data processing under this DPA is until 
termination in accordance with Section 13. 

(c) Purpose. The purpose of the data processing under this DPA is the provision of the Processing 
Services. 

https://en-uk.ring.com/pages/terms
https://eu.ring.com/pages/terms
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(d) Nature of the processing. The nature of the data processing under this DPA includes storage, 
transmission, and processing of Controller Data, along with any related activities necessary to facilitate 
the provision of the Processing Services.  

(e) Type of personal data. The type of personal data processed under this DPA is Controller Data.  

(f) Categories of data subjects. The data subjects may include the natural persons whose image or voice 
are included in Controller Data. 

2.4 Compliance with Laws. Each party will comply with all laws, rules, and regulations applicable to it 
and binding on it in the performance of the DPA, including the GDPR. Customer warrants that 
Controller Data has been obtained and processed by Customer in accordance with the GDPR and other 
data protection laws that may apply to Customer and that Customer has the right to delegate the 
processing activities as described herein to Ring. Customer shall indemnify and hold harmless Ring 
against all claims and damages that may arise due to a violation of Customer of this warranty.    

3. CUSTOMER INSTRUCTIONS  

The parties agree that this DPA, the Agreement, any help pages, instructions, specifications, and other 
documentation included with Ring Offerings, and the settings of the customer controls described in Section 
2.2, constitute Customer’s documented instructions regarding Ring’s processing of Controller Data 
(“Documented Instructions”). Ring will process Controller Data only in accordance with Documented 
Instructions. Additional instructions outside the scope of the Documented Instructions (if any) require 
agreement between Ring and Customer, including agreement on any additional fees payable by Customer to 
Ring for carrying out such instructions. Customer is entitled to terminate the Agreement if Ring declines to 
follow instructions requested by Customer that are outside the scope of, or changed from, those given or agreed 
to be given in this DPA.  

4. CONFIDENTIALITY OF CONTROLLER DATA  

Ring will not access or use, or disclose to any third party, any Controller Data outside of the instructions of 
the Customer, except (a) as necessary to maintain or provide the Processing Services, (b) if Ring is required to 
do so by law or legal process (such as a court order or subpoena), (c) to establish, exercise, or defend Ring’s 
legal rights, (d) when Ring believes disclosure is necessary or appropriate to prevent physical or other harm or 
financial loss, (e) in connection with an investigation of suspected or actual illegal activity, or (f) otherwise 
with Customer consent.  

5. CONFIDENTIALITY OBLIGATIONS OF RING PERSONNEL  

Ring restricts its personnel from processing Controller Data without authorization by Ring. Ring imposes 
appropriate contractual obligations upon its personnel, including relevant obligations regarding confidentiality, 
data protection, and data security. 

6. SECURITY OF DATA PROCESSING 

Ring has implemented and will maintain technical and organizational measures designed to secure Controller 
Data, including protection against accidental or unlawful destruction, loss, alteration, unauthorized disclosure, 
or access of or to that data. In assessing the appropriate level of security, Ring has taken account of the risks 
associated with the Processing Services, the nature of Controller Data, and the nature, scope, context, and 
purposes of the Processing Services. The security measures Ring has implemented include those described in 
the Ring Security Standards in Schedule A. 

At least thirty (30) days prior to implementing changes to measures described in the Ring Security Standards 
that, in Ring’s reasonable opinion, may materially degrade the security of the Processing Services, Ring will 
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provide notice of such changes to Customer. If Customer does not agree to such changes, Customer may 
terminate the Agreement.  

7. SUB-PROCESSING 

7.1 Authorized Sub-processors. Customer agrees that Ring may use sub-processors to fulfill its 
contractual obligations under this DPA or to provide certain services on its behalf, such as providing 
support services. Customer consents to Ring’s use of sub-processors as described in this Section. Ring 
may use the following sub-processors: AWS entities included on this List of AWS Sub-processors, 
and other Ring affiliates (including Amazon entities) that support specific Ring services which may 
require these entities to process Controller Data.  At least thirty (30) days before Ring engages any 
new sub-processor that is not a Ring affiliate to carry out processing activities on Controller Data on 
behalf of Customer, Ring will notify Customer. If Customer does not agree with the appointment of a 
new sub-processor, Customer may terminate the Agreement. Except as set forth in this Section, or as 
Customer may otherwise authorize, Ring will not permit any sub-processor to carry out processing 
activities on Controller Data on behalf of Customer. 

7.2 Sub-processor Obligations. Where Ring authorizes any sub-processor as described in Section 7.1: 

(a) Ring will restrict the sub-processor’s access to Controller Data only to what is necessary to maintain 
the Processing Services or to provide the Processing Services to Customer and any end users in 
accordance with the Documented Instructions and Ring will prohibit the sub-processor from accessing 
Controller Data for any other purpose; 

(b) Ring will enter into a written agreement with the sub-processor and, to the extent that the sub-processor 
is performing the same data processing services that are being provided by Ring under this DPA, Ring 
will impose on the sub-processor contractual obligations that are no less onerous than those Ring is 
required to comply with under this DPA; and 

(c) Ring will remain responsible for its compliance with its obligations in this DPA and for any acts or 
omissions of the sub-processors that cause Ring to breach any of Ring’s obligations under this DPA. 

8. DATA SUBJECT RIGHTS  

Ring will comply with applicable legal requirements with respect to data subject requests. Taking into account 
the nature of the Processing Services, Ring offers Customer certain controls as described in Section 2.2 that 
Customer may elect to use to comply with its obligations towards data subjects under applicable law.  

9. SECURITY INCIDENT 

Ring will comply with applicable legal requirements arising from a security incident. Ring reporting or 
responding to a security incident is not and will not be construed as an acknowledgement by Ring of any fault 
or liability of Ring with respect to the security incident. 

10. INFORMATION REQUESTS; AUDITS 

10.1 Information Requests. Upon reasonable request, Ring shall assist Customer by providing additional 
information regarding the Processing Services reasonably necessary for Customer to comply with its 
obligations under Article 32 of the GDPR. To submit a request to Ring for additional information, 
Customer must identify in writing the information requested and the underlying legal requirement for 
the request (an “Information Request”). Within a reasonable time after Ring has received and 
reviewed the Information Request, Ring shall have the discretion to provide the requested information 
in a manner it deems appropriate to satisfy the Information Request. The parties agree to use the least 
intrusive means for Ring to verify its compliance with its obligations under this DPA, taking into 
account the applicable legal requirements, the nature of the Processing Services, and the urgency of 

https://aws.amazon.com/compliance/sub-processors/
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the matter, as well as the need for Ring to maintain the security of its operations, maintain 
uninterrupted business operation, protect itself and its customers from risk, and prevent disclosure of 
information that would jeopardise the confidentiality of Ring information. 

10.2 Third-Party Auditors. If Ring and Customer agree that a third-party auditor shall address an 
Information Request, then Customer may select such auditor from a list of qualified auditors provided 
by Ring, provided that such audit may not be conducted more than once in any 12-month period unless 
otherwise required under applicable law. Customer will be solely responsible for all costs and expenses 
related to the auditor and its work. 

10.3 Privacy Impact Assessment and Prior Consultation. Taking into account the nature of the 
Processing Services and the information available to Ring, Ring will reasonably assist Customer in 
complying with Customer’s obligations with respect to data protection impact assessments and prior 
consultation pursuant to Articles 35 and 36 of the GDPR, by providing the necessary information Ring 
makes available under this Section 10 at Ring’s discretion to ensure compliance. 

10.4 Confidentiality. All information provided to Customer or any auditor in connection with any 
Information Requests will constitute Ring’s confidential information. Customer will: (a) protect and 
not disclose information made available by Ring that is identified as confidential or that reasonably 
should be considered confidential; (b) use that information only to fulfill Customer obligations or 
exercise Customer rights under the Agreement; and (c) either destroy or return all such information to 
Ring promptly when the Agreement terminates (and, upon request, confirm such destruction in 
writing). This paragraph covers all confidential information regardless of when Customer receives it.  

11. TRANSFERS OF PERSONAL DATA  

11.1 Geographic Locations. Customer directs Ring and its affiliates that act as sub-processors to process 
Controller Data in the countries where they operate to perform the Processing Services, and, to the 
extent necessary to provide the Processing Services, in any other country in which Customer makes 
use of the Processing Services. Ring may transfer Controller Data to and from those countries in 
connection with the Processing Services. Ring will not otherwise transfer Controller Data, except  (a) 
as necessary to maintain or provide the Processing Services, (b) if Ring is required to do so by law or 
legal process (such as a court order or subpoena), (c) to establish, exercise, or defend Ring’s legal 
rights, (d) when Ring believes disclosure is necessary or appropriate to prevent physical or other harm 
or financial loss, (e) in connection with an investigation of suspected or actual illegal activity, or (f) 
otherwise with Customer consent.  

11.2 EU-US Data Privacy Framework. The EU-US Data Privacy Framework will apply to Controller 
Data that is transferred to the United States, either directly or via onward transfer, and is recognized 
by the European Commission as providing an appropriate safeguard offering an adequate level of 
protection under the GDPR.    

12. RETURN OR DELETION OF CONTROLLER DATA  

Customer may use the controls described in Section 2.2, to retrieve or delete Controller Data in Ring’s 
possession. Upon request of Customer, Ring will delete Controller Data, unless applicable law requires or 
permits storage of personal data. Up to the Termination Date, Customer will continue to have the ability to 
retrieve or delete Controller Data in accordance with this Section 12, except as otherwise provided by the 
Agreement and related terms. 

13. TERMINATION OF THE DPA  

This DPA shall continue in force until the termination of the Agreement (the “Termination Date”). Customer 
may terminate this DPA by (a) instructing Ring to delete all Controller Data via the applicable controls Ring 
makes available for that purpose, and (b) ceasing all further use of the Processing Services. 
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Schedule A 

Ring Security Standards 
1. Capitalized terms not otherwise defined in this Schedule have the meanings given to them in the 
Agreement. 

1. Ring Network. The “Ring Network” means any of Ring or Ring’s subprocessors’ data center 
facilities, servers, networking equipment, and software systems that are within Ring’s control and 
are used to provide the Processing Services. The Ring Network does not include, without 
limitation, any devices or software of end users or any element of the internet services or 
infrastructure Customer uses to access the Processing Services. 

2. Information Security Program. Ring maintains an information security program (including the 
adoption and enforcement of internal policies and procedures) designed to (a) secure and help 
Customer secure (as applicable) Controller Data against accidental or unlawful destruction, loss, 
alteration, unauthorized disclosure, or access, (b) identify reasonably foreseeable and internal 
risks to security and unauthorized access to the Ring Network, and (c) minimize security risks, 
including through risk assessment and regular testing. Ring has designated one or more employees 
to coordinate and be accountable for the information security program. The information security 
program will include the measures described in this Schedule. 

3. Network Security. 

1. Network Access Controls. The Ring Network will be electronically accessible to 
employees, contractors, and other persons as necessary to provide the Processing 
Services. Ring will maintain access controls and policies to manage what access is 
allowed to the Ring Network from each network connection and user, including: (a) 
use of firewalls or functionally equivalent technology to protect Controller Data 
accessible via the internet, (b) access controls in relation to the access of Controller 
Data on the Ring Network that adhere to the principles of “segregation of duties” 
and “least privilege”, and (c) use of multi-factor authentication for remote access to 
Controller Data. 

2. Encryption. Ring will encrypt Controller Data where appropriate, including 
circumstances where Ring transmits Controller Data outside the Ring Network. 

3. Updates. Ring will maintain a process to apply applicable updates, upgrades, bug 
fixes, and other necessary modifications to the systems and software of the Ring 
Network. 
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4. Audit Logs. Ring will collect, manage, and analyze audit logs of events to help 
detect, investigate, and recover from unauthorized activity that may affect Controller 
Data. 

4. Physical Security. 

1. Physical Access Controls. Ring and/or Ring’s subprocessors employ safeguards at 
its physical facilities where Processing Services are performed (“Facilities”) to 
protect the Ring Network. Physical barrier controls are used to prevent unauthorized 
entrance to the Facilities. Passage through the physical barriers at the Facilities 
requires either electronic access control validation (e.g., card access systems) or 
validation by human personnel. Employees and contractors are assigned photo-ID 
badges that must be worn while the employees and contractors are at any of the 
Facilities. Visitors are required to sign-in with designated personnel, must show 
appropriate identification, are assigned a visitor ID badge that must be worn while 
the visitor is at any of the Facilities, and are continually escorted by authorized 
employees or contractors while visiting the Facilities. 

2. Physical Security Protections. All access points (other than main entry doors) are 
maintained in a secured (locked) state. Access points to the Facilities are monitored 
by video surveillance cameras. Ring maintains electronic intrusion detection systems 
designed to detect unauthorized access to the Facilities. 

5. Personnel Security. Ring employees with access to Controller Data are required to abide by 
Ring’s guidelines regarding confidentiality, business ethics, data access, and professional 
standards. Employees are required to execute a confidentiality agreement and to participate in 
confidentiality and security trainings. 

6. Continued Evaluation. Ring will conduct periodic reviews of the security of the Ring Network 
and Facilities and the adequacy of its information security program. Ring will regularly evaluate 
the security of the Ring Network and Facilities associated with the Processing Services to 
determine whether additional or different security measures are required to respond to new 
security risks or findings generated by the periodic reviews or other information. 
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