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POLICY TITLE: Acceptable Use of IT and Social Media
(Students)

Purpose

The purpose of this policy is to outline the Photography Studies College (Melbourne)
policy on students’ use of the College’s IT Systems, including but not limited to the
College’s Internet, Intranet, ICT systems and College provided email accounts, and the
College’s policy on the acceptable use of social media by students.

This policy also explains the consequences for students and alumni (“Users”) that
breach this policy.

Policy

Use of the College’s IT and Communication Systems by, Users is permitted and
encouraged where such use is suitable for business and educational purposes and
supports the goals and objectives of the College. In particular, the IT Systems are to
be used in a manner that is consistent with acceptable standards of behaviour, codes
of conduct and as part of the normal execution of student studies and graduate alumni
activities.

Photography Studies College (Melbourne) IT Systems should not be used for anything
other than College sanctioned communications.

The use of the College’s IT system is subject to Australian law, and any illegal use will
be dealt with appropriately.

A User’s use of their social media should also comply with this policy. Users are
required to make sure that their use of social media does not directly or indirectly
defame or be likely to defame the College, its staff, other students, alumni, college
sponsors or partners.

Unacceptable use

When using the College’s IT Systems, users shall not:

T Visit Internet sites that contain obscene, hateful or other objectionable materials.

T Make or post indecent remarks, proposals or materials on the Internet.

T Publish defamatory and/or knowingly false material about the College, students,
colleagues and/or our clients on any form of social media (which includes, but is
not limited to social networking sites, ‘blogs’ (online journals), ‘wikis and any online
publishing format).

T Solicit emails that are unrelated to education activities or for personal gain.

T Send or receive any material that is obscene or defamatory or which is intended to
bully, harass, discriminate or intimidate another person.

T Represent personal opinions as those of the College.

T Use any other email accounts and/or software except that which is sanctioned by
the College.

1 Distribute Trojan horses, worms, malicious or destructive code or any instructions
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activating such code.

Using and accessing social media:

The College does not wish to prevent Users from engaging in personal use of social
media where that use is entirely unrelated to the College and their studies.

However, where the College is mentioned by a User, or where the User draws an
association with the College (for example, by linking their social media page to the
College’s website), the following rules apply:

1. You may only disclose publicly available information.

2. Unless authorised to do so, do not imply to others that you are directly
representing the College, or that the College shares, or approves of, your
personal opinion.

3. Ensure that any content published is factually accurate and compliant with
Photography Studies College (Melbourne) policies such as confidentiality,
privacy, intellectual property and copyright.

4. Do not reveal confidential or commercially sensitive information about the
College.

5. Do not reveal private personal information about the College’s students
and staff.

6. Do not post any comments or engage in any conduct that might damage
the College’s reputation or commercial interests, or reflect negatively on
its students, employees or stakeholders.

7. When using the College’s social media platforms, only comment on topics
within your own area of knowledge.

8. Do not post material that is obscene, offensive, discriminatory, harassing,
defamatory or unauthorised sharing of intimate images.

If the College notifies a User that they have breached these rules, the User must
remove the relevant content immediately or amend the content so that there is no
longer an association with the College (e.g. by removing the link from the User’s social
media page to the College’s website).

Also, it is important that Users note the following:

+ Blog comments remain permanently accessible. Tracking tools can
identify the contents of a website at a particular date, even if the contents
are later deleted from public view.

« A search of Photography Studies College (Melbourne) name will produce
a full list of any blogged comments about that College, so that anyone
with Internet access can find them.

« Similarly, a search using an email address or individual name will
produce a full list of comments and other material made from that address
or attributed to that individual.

« Personal revelations and comments, embarrassing photos, and the like,
that are accessible to current and prospective employers may be
detrimental to a person’s career prospects, depending on the context.
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Boundaries in relation to social media

Users should refrain from sending teachers and other staff “friend” invitations

This policy does not extend to LinkedIn, Instagram. Users should use professional
discretion in all social media interactions between themselves to uphold the reputation
and standing of the College.

Users must observe the confidentiality of information managed by the College and
shall not:

i Upload, download or otherwise transmit information in a manner that infringes
any other person’s (including the College’s) intellectual property rights, without
the consent of the owner.

T Reveal or publicize confidential or proprietary information which includes, but is
not limited to financial information, new business and product ideas, marketing
strategies and plans, databases and the information contained therein, technical
product information, computer software source codes, computer/network
access codes and passwords.

Security

Users shall not:
T Download any software or electronic files without first gaining the direct

T permission of an authorised manager in consultation with ICT technicians and
then implementing virus protection measures that have been approved by ICT
technicians.

T Intentionally interfere with the normal operation of the network, including the
propagation of computer viruses and sustained high volume network traffic that
substantially hinders others in their use of the network.

T Examine, change or use another person's files, output or username for which
they do not have explicit authorization.

i Perform any other inappropriate uses identified by the Network Administrators

This policy also applies to cellular telephones; personal digital assistants (PDAs)
smartphones and other electronic tablets.

All devices which have access to the College’s ICT Systems must have automatic
keypad locking and pin codes to restrict access to the authorised user. Applications
loaded to these devices are subject to this policy.

Monitoring

Uses of Internet/Intranet and email may be subject to monitoring for security and/or
network management reasons. Users may also be subject to limitations on their use
of such resources.

The distribution of any information through the Internet, computer-based services,
email and messaging systems are subject to periodic inspection. Photography Studies
College (Melbourne) reserves the right to determine the suitability of information
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Obligation to report breaches of the policy

If you believe this policy has been breached and wish to make a complaint, please bring
the matter to the attention of the Chief Technology Officer or in their absence, the CEO.

Responsibility

Management

Students

Graduates granted access to the College’s ICT

Definitions

IT systems — incorporates all information and communications technology systems used by
the College to support is business and education operations. It includes applications such
as the internet, intranet, PSC provided email, learning management systems (LMS), social
media platforms, telephone systems, web based communication platforms such as Zoom
and MS Teams.

Related Documentation

Policies
Student Code of Conduct

Procedures Forms & Documents
Student Handbook
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