DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

DocuSign

Certificate Policy and Public Certificate
Practice Statement Protect and Sign Personal
Signature : ETSI User

DocuSigned by:

Mayime Fambursin

D69B4AESGEOF4EB..



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

CERTIFICATE POLICY AND PUBLIC CERTIFICATE PRACTICE
STATEMENT PROTECT AND SIGN PERSONAL SIGNATURE :
ETSI USER

Document version: 2.8 Total number of 83
pages:
Document status: O Project X Final version
Editor of the document: RSSI DocuSign France
Mailing list: X External X Internal DocuSign France
Public Public

Revision history:

Date Version | Editor Comments Verified
by

07/01/2015 1.1 EM Creation of the French version (1.1) JYF

23/01/2016 1.2 EM Change following the acquisition of TDT by DocuSign

22/03/2016 1.3 EM Modification to add the certificate with SSCD.

31/03/2017 14 EM Transition to the new ETSI EN 319 411-2 standard

26/05/2017 15 EM Integration of LSTI comments.

06/04/2018 1.6 EM Update to insert a new 319 411-1 LCP certificate profile.

Minor content update.

16/10/2018 1.7 EM Update and integration of the Austrian driving license for the
registration of a person in Austria only.

26/10/2018 1.8 EM Modification to no longer have the TOS signed by the Subscriber for
the LCP level.

03/06/2019 1.9 EM Update of PMA contacts and certificate profiles and update of the
CP.

09/08/2019 2.0 EM Updated to include LSTI audit results.

08/11/2019 2.1 EM Updated to include LSTI audit results.

07/10/2020 2.2 EM Modified the certificate profile to have a start date with one hour

less, CPS URI to have the URL up to date and LCP certificate has
"Digital signature" instead of "of nonrepudiation”.

17/03/2021 2.3 EM Modification of the Contact information and modification of the
KeyUsages extension to add the Value "onrepudiation” to comply
with the new ETSI 319 412 standard.

15/07/2021 2.4 EM Integration of LSTI and delegated SAP comments.

15/04/2022 2.5 EM Integration of RIVSP.

30/03/2023 2.6 CG Corrections and proofreading EM
02/06/2023 2.7 EM Correction of section 7.1.3 to delete SHA-1 and add a requirement

on the management of a change of status of a QSCD following the

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx 2



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

LSTI audit.

25/08/2023

2.8

EM

Correction to integrate the publication of the CGUs on the PC
publication website following the LSTI audit.

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx




DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

SUMMARY

DISCLAIMER 12
1 INTRODUCTION 13
1.1 GeNETAl PrESENTALION .....itiiiie ittt e et e et e e st e e e st b e e e e aabb e e e e sabb e e e e abbeeeeanreeeean 13
1.2 DocumMent IdeNEIfICALION .........veiiiiiiiie et e e 14
1.3 Entities iNVOIVEd iN The PKIL ...t 15
1.3.1 Policy Management AULNOTItY (PIMA) ..ottt e e ee e 15
1.3.2  Certification AUTNOILY (CA) ..ooiiiiiiiiie et e e e e e s e e e e e e e e s e st e e e e e e e s ssnntrbreeeeaeesnanns 16
1.3.3  Registration AULNOMLY (RA): ..o 17
1.3.4  Certification Service OPerator (CSO) .......iiuuiiiiiiiieeeiiiiee ettt ettt e et e e et e e e snbbeeeessrreeeean 17
1.3.5  PUDBISNING SEIVICE (PS) ....itiiiiiiiiiii ittt e et e e e s bb e e e s nbbeeeean 18
1.3.6 Remote Identity Verification Service Provider (RIVSP) .........cooiiiiiiiiiiiiie e 18
1.3.7  CertifiCate NOIUEIS ... ettt et e e st e e e st e e e e s nbreeeean 18
1.3.8  Other PArtiCIPANTS ...coiuveiiiiiiiiee ettt ettt e e e sabb et e e st b e e e sabb e e e e sbbeeeesnnbeeeean 18

1.4 L0124 1) {or= 1L Y= To =P PU PP OPUPPPPPPPP 19
1.4.1  ApPPlICADIE @reas OF USE .......uiiiiiiiiiiii ettt et e et e e s nbeee e 19
1.4.2  Prohibited Greas OF USE........uiiiiiiiiii ittt e et e e st e e e st e e e e snbeeeean 19

1.5 (01 e = Ta = To =10 0 T=T o | SO PP PP P PR PPPTRTPP 19
1.5.1  Entity managing the CP. ... ————— 19
1.5.2  POINE OF CONTACT.....eeiiiiiiiii ittt et e e st e e r e e e s b e e e e s n e e e e s nnneeeean 19
1.5.3 Entity determining compliance of a CPD with this CP............c.coooi i, 19
1.5.4 CPD Compliance APProval PrOCESS......cccooii i 20

1.6 (DY il T 1A ToT g EsTR= VLo 2N ] (0] 03/ 0 1Y 20
ST R B = 11 71 1o £SO PP O PSP PPUPPOPPPP 20
T ol (0] 1Y/ 1 £ 1 PO PP PPPPTPPPPPPPPPPT 23

2 RESPONSIBILITIES FOR THE PROVISION OF INFORMATION TO BE PUBLISHED 24
21 Entities responsible for providing iNfOrMatioN. ............oooiiiiiiiiiii e 24
2.2 Information t0 be PUBIISNEM. ......o.eeiii e 24
2.3 Publication deadlines and frEQUENCIES .........coi i 24
2.4 Access control to published INFOrMAatioN. ...........ueiiiiiii e 24

3 IDENTIFICATION AND AUTHENTICATION 25
3.1 [N F= T 11 Vo TSP 25
311 TYPES OF NAIMES ..ttt ettt e oot e et et e e e e e e e bbb et e e e e e e s e aanbbbeeeeeeeesaananbrnneeaaens 25
3.1.2  Need t0 USE EXPlICIE NAIMES. ...ooiiiiiiiiiie ettt e e et e e e e e e s e et b e e e e e e e s e e aanbeeaeeeaeas 25

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

3.1.3  3.1.3 Pseudonymization Of NOIAEIS .......ccooiiiiiiiiiie e 25
3.1.4 Rules of interpretation of the different forms of NnamMes ..........ccccoi e, 25
315 UNICItY OF NAMES ...ttt e bt e s bbb et e st e e e s annr e e e s annreeas 25
3.1.6 Identification, authentication and role of trademarks............cccceiiiiiiiii 26
3.2 INitial [dentity Validation .........coieeiiiiiieir e r e e e e e s s e e e e e e s s e ntate e e e e e e e e ssnnraneeraeeeeaanns 26
3.2.1 Method to prove possession of the Private KeY. ........cooiciiiiiiie e 26
3.2.2 Validating the identity of an organization.............cccceeiiiiiiiiiiiee e 26
3.2.3 3.2.3 Validation of an individual's Identity .............ceveeiiiiiiiiiiicc e 27
3.2.4  3.2.4 Unverified information from the HOIJEr...........cccooii i 28
3.2.5 3.2.5 Validation of Applicant CAPACILY .........cuuveieiiiiiiieiiiiii e 28
3.2.6  INLEroPerability CITEEITA .......ciiuueie ettt e s e e e s e e s annneeas 28
3.3 Identification and validation of @ key renewal reQUEST ............evoiiiiiiiiiie e 28
3.3.1 Identification and validation for roUting rENEWAL ..............eieiiiiiiiiiiiiie s 28
3.3.2 Identification and validation for renewal after revoCation .............cccccovrieiieiiiiieiiniiee e 29
3.4 Identification and validation of a revocation reqUEST............ccvvviiiiiiiiiiiiicccceeeeeeeeeeeeeee e 29
4 OPERATIONAL REQUIREMENTS FOR THE CERTIFICATE LIFE CYCLE 30
4.1 G ICALE TEOUEST ... ———— 30
o O R St Nt R @ T ¢ To [ e = W e = [t = =Y [ 1 S 30
4.1.2 4.1.2 Certificate Request Process and ResponSIbIlItIES............uuuuviiiiiiiiiiiiiiiiiiiiiiiiieieiennnnn, 30
4.2 Processing a CertifiCate MEQUEST.........ooiiiiiiiiiie ettt e e e 31
4.2.1 Execution of the application identification and validation proCeSSesS..........cccoecvvereriiiieenniiieeennnnn 31
4.2.2  Acceptance or rejection Of the FEQUEST ........coouiiii e 31
4.2.3  4.2.3 DUration Of the CErtIfICATE. ........uiii e 31
4.3 ISSUANCE Of the CEMIFICALE ......eiiiiiiiie et 32
4.3.1 CA actions regarding CertifiCate iISSUANCE ............uuuuuuueuiiuiririiieieieieeeieieierrrnrr—————————.- 32
4.3.2 Notification by the CA of certificate issuance to the holder ..............uvveviiiiiiiiiiiiiiiii, 33
4.4 Acceptance Of the COMIfICALE. ... ... ee e e e e reaeeseeraraesenenrnrnrnenrnrnnes 33
4.4.1 Certificate aCCEPLANCE PrOCESS .....uuuvuerrerererererrrrerereearerrreerererererrre.—.—.—.———.———.———.———.—————————————————————. 33
N O = 4 11 Tox= Y (=3 U o[ ToT= 11T ] o N 33
4.4.3 Notification by the CA to other Entities of the issuance of the certificate .............ccccoceevrieernnnn 34
4.5 Use of the key pair and the CErtifiCate ..........cccoeiiiiiiiii e 34
4.5.1 Use of the private key and certificate by the holder .............ccceeei i, 34
4.5.2 Use of the public key and certificate by the certificate USEr ..........ccccvvveiveeeiiiicci e, 34
4.6 CertifiCAte FENMEWAN ......oii ettt ettt e e st e e e s bb e e e e sbb e e e e sbaeeeeabeeeeeans 34
4.7 Issuance of a new certificate following a change of the key pair..........cccccoviiiiiiiiii e 34
4.8 Certificate MOIfICALION ......coiiiiiiii it e e e e e st e e e sb e e e s nreeeeaas 35
49 Certificate revocation and SUSPENSION .........iiiii ittt et e e e e e et e e e e e e s e s anbereeeeaeas 35
4.9.1 PO0SSIble CAUSES fOr FEVOCALION ........uviieiiiiite ittt ettt 35

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

4.9.2  Origin Of @ reVOCALION FEQUEST ....coii ittt ettt e et e e e e e e s bbb ae e e e e e s e e snbbeaeeeaens 35
4.9.3 Procedure for processing a reVOCaAtiON FEOUEST..........oiiiiuuriiiieaaee ittt e e e e et e e e e e s ribeeeeeaae s 36
4.9.4 Time limit granted to the holder to formulate the revocation request. ............cccceevviiieeerniieeee 37
495 Time for the CA to process a reVOCAtioN FEOUEST ........coiuriieiiiiiie ittt e ettt 37
4.9.6 Revocation checking requirements for certificate USErS. .......cccceviviiiiieiieee it 37
4.9.7 CRL EstablisShment FrEQUENCIES ..........uueiieeiiiiiiiiieee e s e steee e e e s s e e e e e e s s s taaar e e e e e e s s snrreaeeeees 37
4.9.8 Maximum time for publication 0f @ CRL..........cccuuiiiiiie e e e 38
4.9.9 Availability of an online certificate revocation and status checking system ..............cccocccvvvieen.n. 38
4.9.10 Online certificate revocation checking requirements for certificate users. ........cccceeeeeevvicviinennnnn. 38
4.9.11 Other available means of information 0N reVOCAtIONS ...........cccuvieiiiiiee i 38
4.9.12 Specific requirements in case of private key COmMPromisSe ..........coocuvveiiiiiieiniiiie e 38
4.9.13 PO0SSIble CAUSES Of SUSPENSION ......uviiieiiiiiie ittt sttt ettt e et e e s e e e nnbre e e e e 39
4.9.14 Origin of @ ReqQUESE fOr SUSPENSION.....co.uuiiiiiiiiii ettt e 39
4.9.15 Procedure for Processing a SUSPENSION REQUEST.........cuuviiiiiiiieiiiiie et 39
4.9.16 Certificate SUSPENSION Period LIMILS........uuuuueiiiiiiiiieiiieieieieieiereiereiererernrnrrrrrrr————————.. 39
4.10 Certificate status iNfOrmMation fUNCHION ..........cooioriiiiiiiiii e 39
4.10.1 Operational CHAraCLEIISTICS .......uuuuveeiriieieiiiieeieieereeerieareererere ... 39
o O B e 0T 1T T = Y= V1 =V o1 ] 39
4.11 Termination of the relationship between the holder and the CA ..., 39
4.12  KEY ESCIOW ANG FECOVETY ...eeeiiiuiiieeeitieeeeateete e sttt e e atbe e e e sbbe e e e s bbe e e e sbbe e e e sbbe e e e asbeeeesbbneeesanbneeesannneeas 39
5 NON-TECHNICAL SAFETY MEASURES 40
5.1 PRYSICAl SECUIMLY MEBASUIES .....ceiiiiiiiie ittt ettt ettt et e e e et et e e e aaba e e e e anbaeeeenene 40
5.1.1 Location and conStruCtion Of the SIES .........cuueiiiiiiiiiiiiiii e 40
B5.1.2  PRYSICAI BCCESS .. .tiiiiiiitiiti ettt ettt ekttt b et e e skt e e s bbbt e e e e et e b et e e e annreeas 40
5.1.3 Power supply and air conditionNing...........ccoooviiiiiiiiiii 40
5.1.4 Vulnerability to water damage ...........cooviiiiiiiiiii 41
5.1.5 Fire prevention and ProteCtion...........cccooviiiiiiii i 41
5.1.6  REteNUON OF MEAIAL......viiiiiiiiiii ittt e e s e e s e e s e s 41
5.1.7 Decommissioning Of SUPPOITS ....ccoceiiiiiiiiieeee e 41
B5.1.8  Off-Site DACKUPS ... .eeiiiitiiiie ittt ettt e sttt e skt e e s e ab bt e e s nabb e e e s annreeas 41
5.2 Procedural SECUITY MEASUIES ... .uuiiiiiiiiee et ettt s bttt e e e st e e e st e e e s sabae e e s anbeeeesanbeeeeenneee 41
I R I (U1 =T o [ = L] =T PRI 41
5.2.2  Number of people required PEr tASK. .........cocueiieiiiiiie e 41
5.2.3 Identification and authentication for @ach role ... 42
5.2.4 Roles requiring separation Of ULIES. .........cocuuiiiiiiiiie e 42
5.3 Security measures fOr PErSONNEN..... ... i e e e 43
5.3.1 Qualifications, skills and clearances reqUIred. ... 43
5.3.2  Background CheCK ProCEAUIES ..........uiiiii ittt e e e e e e s e aeeaee s 43

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

5.3.3  Initial training rEQUINEMENTS .....coiiiiiiiiiiei ettt et ettt e e e e e s e et b e e e e e e e e e e e annbreneeaaens 43
5.3.4 Training Requirements and FIrEOQUENCY ...........uuuuiiiiiaiiiiiiiiieete e ettt e e e e et e e e e e e s e anbeeaeeaaeas 43
5.3.5 Frequency and sequence of rotation between different assignments............cccccceiiiiiiiiiieenn. 43
5.3.6  Sanctions for unauthorized ACHIONS ...........oiiuiiiiiiiiiii e 44
5.3.7 Requirements for external SErviCe ProVIAEIS ........ccieeiiiiiiiiiiieie e e e e s s e e e e srraareeee s 44
5.3.8 Documentation provided t0 Staff...........ccccceiiiiiiiiii e —————————— 44
5.4 Audit Data Compilation PrOCEAUIES..........ccuuiiiiiee et ee e e s e e e e s s s ere e e e e e s s s nanbae e e e e e e e s e nnnreens 44
5.4.1 Type of eVents t0 DE rECOTAEM. ........uviiiiiie e e e e s e er e e e e e s e s nrraaeeeeees 44
5.4.2  Frequency Of @VeNt [0g PrOCESSING ... .uutiiieiiiiiiiiieeee e e s e sitirreeee e e s e ssateaereee e e s s s sntraareeaeeseasnrrnnreeees 45
5.4.3 Retention Period fOr @VENT [0S . .......uui ittt 45
I S W To I o0 (=11 o] TSP P TP PUPRP PP 46
545 EVeNt 10g DaCKUP PrOCEAUIES .........oiiiiiiiiieiiiiie ettt ettt e st e s e e s annneeas 46
5.4.6  EVENE LOGGING SYSTEIM ...oiiiiiiiiiiiiiiiie ittt ettt ettt sttt s bt e e s et e e s bt et e e s bbe e e e s sann e e e s nnneeeas 46
5.4.7 Notification of event registration to the eVeNt MaNAJEr ..........evvv i 46
5.4.8 Vulnerability ASSESSMENT .......ccoeiiiiieiiieee e 46
5.5 [0 F= = = (o 1Y/ T Y 47
5.5.1 Type of data to be arChived. ..o 47
5.5.2 Retention period for arChiVeS............ccooviiiiiiiii 47
5.5.3  Protection Of rChiIVES ........cociiiiiiii s 47
5.5.4 Backup Of the @rChiVES ........uuiiiiiii e 48
5.5.5 Data Time-Stamping REQUIFEMENTS ... ...oiiiiiiiiieiiiiie ettt e e ee e snnneeas 48
5.5.6  Archive COlIECION SYSTEIM ......uiiiiiiiiii ittt e b e e s anneeas 48
5.5.7 Archive Retrieval and Audit ProCEAUIES..........cooiiiiiiiiiiiic et 48
5.6 CA KEY CRANGE ...ttt ettt e ekttt e e ettt e e s bb e e e e aabb et e e sbb e e e e sbbeeeeabbeeeeans 48
5.6.1  CA CEITITICALE ..eeiiiriiieeitiee ettt ettt s bt e e skt e st e s e e 48
5.6.2  HOIAEI COIITICATE ... .ceiiitiiie ettt s e e e s e e s e e s aannee s 48
5.7 Compromise and DiSASter RECOVEIY ......cccicie i 49
5.7.1 Procedures for reporting and handling incidents and COMPromisSes ..........ccccccvvvvvvveieieieieeeeeneeen, 49
5.7.2 Recovery procedures in case of corruption of IT resources (hardware, software and/or data) .. 49
5.7.3 Recovery procedures in the event of a component's private key being compromised. .............. 49
5.7.4  Business continuity capabilities following a diSaster. .........ccccceeiiiiiiiiiiie e 50
5.8 L SUI=T o Eo) ) =PSRRI 50
5.8.1 Transfer or termination of activity affecting a PKI component...........cccceeeiiiiiiiiiiiienniiee e, 50
5.8.2  Termination of Activity Affecting the CA ... e 50
5.8.3  Termination Of tNE RA ... 51

6 TECHNICAL SECURITY MEASURES 52
6.1 Key pair generation and iNStallAtion ... 52
L I A (= VA o =T g [T 01T = Vi (o o P PP UUTTT PO 52

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

6.1.2  Transmission of the private Key t0 itS OWNET ..........coiiiiiiiiiiia e 52
6.1.3  Transmission of the public Key 10 the CA ... ... e 52
6.1.4 Transmission of the CA public key to certifiCate USErS.........cccoeiiiiieiiiiiie e 52
B.1.5  KBY Sz ittt b e bt e st e e h e et e e e et e s e e e e nrees 53
6.1.6 Checking the generation of key pair parameters and their quality ............c.cocccvivveveeiiiicciineennn. 53
L A (- AV Y= To 1= 0] o] [=Tox 1)Y= SRS 53
6.2 Security measures for the protection of private keys and for cryptographic modules...................... 53
6.2.1 Standards and security measures for cryptographic modules ...........cccccceiiiiiiiiie e, 53
6.2.2  Multi-person control of the Private KEY..........cccuuiiiiiie e e e srraae e e 53
6.2.3  PrIVALE KEY ESCIOW......utieiiiitiite e ittt te ettt ettt ettt e sttt e skt e e skttt e e s bbbt e e s st b e e e s anne e e e s annreeas 54
6.2.4  Backup COPY OF PrIVALE KEY ......ccoiuiiiieiiiiie ettt e s e e s ennneeas 54
6.2.5  Archiving the Private KEY .........oooiiiiiiiiiiiii ittt e s nnnee s 54
6.2.6  Transfer of the private key to/from the cryptographic module ...........cccceeeiiiiiiiiiiiiinn e, 54
6.2.7  Storage of the private key in a cryptographic module ..o 54
6.2.8  Private key activation method.............ccc oo 55
6.2.9 Private key deactivation method..............ccoorii i 55
6.2.10 Private key destruction method ... 55

6.2.11 Qualification level of the cryptographic module and the authentication and signature devices .. 55

6.3 Other aspects of Key pair ManagemMeENt........cccoeieieieie i 56
6.3.1  PUDIIC KEY AICHIVING ...ttt et e e e s nabb e e e s nnnneeas 56
6.3.2 Lifespan of key pairs and CertifiCates ..........ccuuiiiiiiiiiiiiei e 56

6.4 F Yo 1)Y= (o] o e = = N PP TSP TTPPR 56
6.4.1 Generating and installing activation data..............c.eioiiiiiiiiii e 56
6.4.2  Protection Of aCtVALION GALA ........c..eiiiiiiiiie e et 56
6.4.3 Other aspects of activation data...........ccccoeveviiiiiii 57

6.5 Security measures for COMPULET SYSTEMS ....ccciiie i 57
6.5.1 Technical security requirements specific to computer SYStemMSs ...........ccccvevvviviiiiiieiiiiieeeeeeeeee, 57
6.5.2 Level of qualification of IT SYStEMS.......ccccviviiiiiii e 58

6.6 Security measures for systems during their life cycle..........ccooo i, 58
6.6.1  Security measures related to system developmEeNt. ..........coouiiii i 58
6.6.2  Security ManagemMeENt MEASUIES ........ouuiiiiiieiie ettt ettt ettt ettt e et e e st e e s sabe e e e s sabeee e s anneeeas 59
6.6.3  System life cycle safety aSSESSMENt IEVEI ........coouiiiiiiiiiiii e 59

6.7 NELWOIK SECUILY MEASUIES ....eiiiiiiiiiie ettt ettt e e sttt e e e ettt e e e s be e e e e anb e e e e e anbaeeeeanbeeeesanbeeeeenene 59

6.8 TIMESIAMP / DAING SYSTEM ..ottt e ettt e sttt e e s sabb e e s anbe e e s aabee e e e anneeeesanneeeas 60

7 CERTIFICATE, OCSP AND CRL PROFILES 61

7.1 CertifiCate Profile ..ot 61
A O R V= =1 T o I 111 0] o= O PP P TP PPPRR PP 61
7.1.2  CertifiCate @XIENSIONS ......oiiiiiiiiiiiie ittt ettt ettt e st et e s bt e e e s s e et e s e e e s annnees 61

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

4% T T o To 41 a1 a T o [=T 01 11 1= O PR UUT TP 61
A S - 10 0 1= (0] 1 S OO PSP P PP PUPRP PP 61
715 NGIME CONSIIAINTS ....eeiiiiiiiiie ittt e et e e skttt e s kbt e e e s bbe et e ssb et e e s anbe e e e s annbeeesannneeas 61
7.1.6  Object Identifier (OID) of the Certification POICY ..........c.ceveiiiiiiiiiiiiic e 61
7.1.7 Extensions specific to the use of the POlICY .........oeveeiiiiiiiiii e 61
7.1.8 Policy Qualifier Syntax and SEMANLICS..........ccuuuiiiiieeiiiiiiiiiie e e e e e e s s s nnrraareeee s 61
7.1.9 Semantic interpretation of the "Certificate Policies" critical extension ...........ccccccceveeevviicciiineennnn. 61
7.2 1O I o (o) {11 TSP TUPPTRRRPN 61
7.2.1 CRL and CRL EXtENSION FIEIUS .......ccueiiiiiiiiie ittt 61
7.3 L@ TOAST e = o] 1= TP 61
8 COMPLIANCE AUDIT AND OTHER EVALUATIONS 62
8.1 Frequency and/or circumstanCes Of AUITS .........oocuiiiiiiiiiieii e 62
8.2 Evaluator IdentitiesS/QUAalifICAtIONS............uuiiiiiiiiiiiii e e 62
8.3 Relationship between evaluators and aUdItEES ...........ccuiiiiiiiiiiiii e 62
8.4 Topics Covered by EVAlUALIONS ..........ccoooiiiiiiic e 62
8.5 Actions taken as a result of evaluation fiNAINGS............uuuueiiiiiiiiii 63
8.6 COomMMUNICALION OF FESUILS ...ttt e e e s e e anreee e 63
9 OTHER BUSINESS AND LEGAL ISSUES 64
9.1 RALES ...t e 64
9.1.1 Fees for the provision or renewal of certificates..........ccccccvvviiiii 64
9.1.2 Rates for acCessiNg CErIfICAES. ... .ciiiuiiiiiiiiii e 64
9.1.3 Fees for accessing certificate status and revocation information. .............c.occcvveve e iiiicciieennn, 64
9.1.4  RALES fOr OtNEI SEIVICES .....uviiiiiiiiiie ettt sttt e e s nabe e e s anbeeeas 64
.15 REFUNA POJICY...ciiiiiiiiiiiiiee ettt stttk e e st e e bt e e e s nnneeeas 64
9.1.6  PeNAIIES PONICY .. .eeeiiiiiiiii ettt ettt e et as 64
9.2 Financial RESPONSIDIILY .......uuuuuuiiiiiiiiiiiiiiiiieii e e e be e e e e esssesessaenssrnsssssnsnsnrnnnrnrnnes 64
0.2.1  INSUIAINCE COVEIAQTER .eevutuuuieeeeetietiitianseeeteetattaaaasaesteestestaseaeeeastaa e saeeteestateteaeeeseesbasnseeeeeessnsnnns 64
9.2.2  OUNEI TESOUITES .....eeiiiiitieee ettt e sttt e et e e st e e sttt e sttt e sk et e e sk et e s st e e e s b et e e s s b e e e e s e e e e s nanneees 64
9.2.3 Coverage and warranty for USer €Ntiti€S...........ccvvviviiiiiiii 64
9.3 Confidentiality Of DUSINESS Qata........cccooieieie i 65
9.3.1 Perimeter of confidential INfOrMAatioN ...........cuuiiiiiiiiiii s 65
9.3.2 Information outside the scope of confidential information .............ccccoviiiiin e, 65
9.3.3 Responsibility for protecting confidential iINformation .............cccoiiiiiii 65
9.4 Personal data PrOtECHION ..........uiii ittt e e et e e e nnb e e e anbeeeeeneee 65
9.4.1 Personal data protection POLICY .........cooueiiiiiiiiieiiieie et e e sneeeas 65
9.4.2  Personal INTOMMALION........c.oiuiiiiiiie ettt s et e st e s e e e s annneees 65
9.4.3  NON-personal iNfFOMMALION .........oooiiiiiii e e e e e s e aeeaee s 66
9.4.4  Responsibility for the protection of personal data ...............eeeieeiiiiiiii e 66

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

9.4.5 Notification and consent to USe personal data. ...........ooccuueiiiiiiiiiiiii e 66
9.4.6  Condition for disclosure of personal information to judicial or administrative authorities............ 66
9.4.7  Other circumstances of disclosure of personal iINfOrMation...............coovvieiiiiiiniiee e, 66
9.5 Intellectual and industrial Property fghts ..........oo e 66
9.6 Contractual interpretations and gQUAraNTEES. ........ccuueeiiieeeiiiiiiieireee e e sssrre e e e e e e e st e e e e e e s e s nnreaneeeees 67
9.6.1 PMA's 0bligations and QUATANIEES ........ccceiiiiiiiiiieiie e i ciiiree et e e e s s straer e e e e e s s s sntaaereeeeesesnnrraareeees 67
9.6.2 CA ODbIligations and QUAIANTIEES. .........uuiiieeiiiiiiiiiieeie e e e s e e e e e e s e s aee e e e e s s s sstra e e eeeeseasanrranreeees 67

LS TG B = 7 N @ ] o] o = 11T 1SR 68

1S I O 1) (o] 41T 3] o] [T - L1 o] o SR 69
9.6.5  CSO ODIIGAIONS .....eeieiitiiiieitiet ettt ettt ettt e skt e e sk bt e e s bbbt e e s bbb et e s anbe e e e e annr e e e e annreeas 69

S I I = LAY ST = @] o] 7o T= U1 T o PRSPPI 69
9.6.7 Obligations and guarantees of the HOIdEr. ..o 70
9.6.8  Other Participants Obligations and GUAIANTEES ..........cuuiiiiiiiiiie i 70
9.7 TN =T a1 (T 1 o TP PP PP PP OPPPPPPPPPPN 70
9.8 Limitation Of re@SPONSIDIITY ... ..uuueiuiiriiiiiiiieiiiii e e e ee e eeraeeeereesssenrernessssnsnenrnnnrnsnnes 71
9.9 (070 3T 0= 0157 1 ({0 o 71
9.10 Duration and early termination 0f the CP ........ocvvviiiiiiii e 72
9.10.1 Duration of ValIAILY .......cceeiiiiiiicceee 72
9.10.2 Early termination of validity.............coooriiiiiiiii 72
9.10.3 Effects of termination and remaining ClAUSES...........ccoiuiiiiiiiiiie s 72
9.11 Individual Natifications and Communications Between Participants ............cococeeeviieee e inieeeene 72
.12 CP AMENAMENES .....eteiiiiiitiiee ettt ettt ettt e e e st e e e ot et e e e aabe e e e e aabb e e e e aabbe e e e abbeeeeabbeeeesbneeeean 72
9.12.1 AMENAMENT PrOCEUUIES ......itiiiiiiite ettt ettt ettt e ettt e e st e e s aabb e e e s nabt e e e s anneeeas 72
9.12.2 Amendment Information Mechanism and Period ............cccooueiiiiiiiiiinii e 72
9.12.3 Circumstances under which the OID must be changed. ..............c.cccccc 72
9.13  Provisions for DISPULe RESOIULION..........cciiiiiiiiiiiii ettt 72
1S T A @do T 4T o 11 (=] | A LU T [ox 1o} o PP 72
9.15 Compliance with laws and regulations ..............ccouviiiiiiiiiiiii e 73
9.16  MISCEIlANEOUS PrOVISIONS .....cuviiiiiiiiiiee ittt e ettt ettt et e st e s rr e e e s sn e e e s anre e e e snneeeeaanneeeeaas 73
9.16.1  GlODAI AQIrEEMENT......ci ittt ettt ettt b et e s bbbt e e s bbbt e e s abb et e e nab bt e e e anbreeas 73
9.16.2  TranSTer Of ACHVILIES. ... ..eiiiiiiiii ittt sttt e e sabe e e s sanneeas 73
9.16.3 Consequence Of INVAlId CIAUSE .........coouuiiiiiiiiei e 73
9.16.4  APPLICAtION AN WAIVET ....ooiiiiiiiiiiiiie ettt sttt ettt e sttt e e s bbbt e e s bt e e e s anbe e e e s anneeeesanneeeas 73

S SR o (ot ¢ 1 F= V=0 J PP 73

LS I B A © 1 =T g o] 10 )Y/ 11 o] o ST EPP TR POTPI 73
10 CERTIFICATE PROFILE, CRL AND OCSP 74
10.1  “DocuSign Premium Cloud Signing CA — SIT” CA .. 74
10.1.1 Natural person qualified signature with QSCD: 1.3.6.1.4.1.22234.2.14.3.31......cccoviiuiieeeiaennnnnns 74

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx

10



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

10.1.2 Natural person qualified signature with QSCD with DTM : 1.3.6.1.4.1.22234.2.14.3.31 ............ 75
10.1.3 OCSP ReSpONdEr CEIIfICALE ........ueeiiiieeiiiieiieiee ettt e e e et e e e e e e e s sbbbeeeeaaaeeaaans 77
10.1.4 Certificate REVOCALION LIST......cciuuiiiiiiiiiiiiiiiee ittt ettt e e e st e e e b e e snneeeeans 78
10.2  “DocuSign Cloud Signing CA — SI1” CA ... 79
10.2.1 Natural person remote certificate LCP : 1.3.6.1.4.1.22234.2.14.3.32 ......ccccvueereeeeeieciireeeaeen e 79
10.2.2 Natural person remote certificate LCP with DTM : 1.3.6.1.4.1.22234.2.14.3.32.....c.cccccvvveeeeennns 80
10.2.3 OCSP RespoNder CEIIfICALE .......uuuuiiiieeiiiiiiiiiie e e s ecre e e e e e s s e e e e e e s st e e e e e e e s s nnrrrreeeaeeeeaanns 81
10.2.4 Certificate REVOCALION LiST.......cccuiiiiiiiiiieiie it 83

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx

11



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

DISCLAIMER

This Certification Policy is a work protected by the provisions of the French Intellectual Property Code of July 1,
1992, those relating to literary and artistic property and copyright, as well as by all applicable international
conventions.

These rights are the exclusive property of DocuSign France.

The reproduction, representation (except for distribution), in whole or in part, by any means whatsoever (electronic,
mechanical, optical, photocopying, computer recording, etc.), without prior express authorization from DOCUSIGN
FRANCE or its beneficiaries, is strictly prohibited.

Under the terms of Article L.122-5 of the French Intellectual Property Code, on the one hand, only "copies or
reproductions strictly reserved for the private use of the copier and not intended for collective use" and, on the
other hand, only analyses and short quotations for the purpose of example and illustration, "any representation or
reproduction, in whole or in part, made without the consent of the author or his successors in title or assigns, is
unlawful" (Article L.122-4 of the French Intellectual Property Code).

This representation or reproduction, by any means whatsoever, would constitute an infringement punishable under
Articles L. 335-2 et seq. of the Intellectual Property Code.
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1 INTRODUCTION

1.1 General presentation

This Certificate Policy (CP) describes the rules that DocuSign France, its Customers and Registrants must follow to
ensure the lifecycle management of Digital IDs and Short Lifetime Keys for the electronic signature of business
documents by Registrants in electronic transactions between them.

The signature service is called "Protect and Sign - Personal Signature" and is described in the Signature and Proof
Management Policy (called "PSGP" in this document) published by DocuSign France on its website (see § 2.2).

This CP also contains the public information of the "Certificate Practice Statement" (CPS), but the document is called
CP.

DocusSign France has set up several Certification Authorities (referred to as "CAs" in this document), for the issuance
of Bearer Certificates (referred to as "Certificates” in this document) that rely on a Key Management Infrastructure
(KMI).

The "Protect and Sign - Personal Signature" service allows Certificate Holders to sign Documents in PDF format using
the private keys associated with Certificates issued by the CA. Certificate Holders can easily validate electronic
signatures of PDF Documents using the native signature features of Adobe products.

The purpose of this CP is to describe the life cycle management of:
e CA-issued (Carrier) Certificates and associated key pairs.
o CA certificates and associated key pairs.

The CA implements the services described in this CP in a non-discriminatory manner within the limits of what current
technologies allow.

This CP is developed in accordance with:
e RFC 3647: «Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices

Framework » from Internet Engineering Task Force (IETF).
e ETSI Documents:
o [119 312]: ETSI TS 119 312 V1.4.1 (2021-08):
= Electronic Signatures and Infrastructures (ESI); Cryptographic Suites.
o [319 401]: ETSI EN 319 401 V2.3.1 (2021-05):

= Electronic Signatures and Infrastructures (ESI), General Policy Requirements for Trust
Service Providers.

o [319412]:
= ETSIEN 319 412-1V1.4.1 (2021-05):
e Electronic Signatures and Infrastructures (ESI); Certificate Profiles,
Part 1: Overview and common data structures.
= ETSIEN 319 412-2 V2.2.1 (2020-07):
e Electronic Signatures and Infrastructures (ESI), Certificate Profiles,
Part 2: Certificate profile for certificates issued to natural persons.
= ETSIEN 319 412-5 V2.3.1 (2020-04):
e Electronic Signatures and Infrastructures (ESI), Certificate Profiles,
Part 5: QCStatements.
o [319 411]:
= ETSIEN 319 411-1V1.3.1(2021-05):

e Electronic Signatures and Infrastructures (ESI), Policy and security requirements
for Trust Service Providers issuing certificates,

Part 1: General requirements.
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= ETSIEN 319 411-2 V2.4.1 (2021-11):

e Electronic Signatures and Infrastructures (ESI); Policy and security requirements
for Trust Service Providers issuing certificates,

Part 2: Requirements for trust service providers issuing EU qualified certificates.

e [PSMP]: Proof Signature and Management Policy, version 1.6 “DSF_Protect and Sign_Personal
Signhature_ PSGP v 1 8”.

o [PSM QSCD]: “Secure Information Technology Center — Austria, QSCD-CERTIFICATE PURSUANT TO
ART. 30 PARA 3 LIT B. EIDAS1, Qualified Signature Creation Device (QSCD), Protect & Sign, version
5.14, QSCD-Certificate issued on: 2021-11-30, Reference number: A-SIT-VIG-21-083” notified in EU list
(https://eidas.ec.europa.eu/efda/browse/notification/gscd-sscd).

e [CRYPTO] : « Référentiel Général de Sécurité, version 2.0, Annexe B1, Mécanismes cryptographiques,
Reégles et recommandations concernant le choix et le dimensionnement des mécanismes
cryptographiques, Version 2.03 du 21 février 2014, (Annule et remplace la version 1.20 du 26 janvier 2010)

»,

1.2 Document identification

This CP named: "Protect and Sign Personal Signature: ETSI User" is the property of DocuSign France. This CP
contains the following OIDs (only one OID per certificate type):

— AC “Cloud Signing Personal Signature CA*:
o SBS EU certified (single use signature):
= ETSI 102 042 LCP.

= 1.3.6.1.4.1.22234.2.8.3.9: This certificate profile is no longer issued by this CA as of July
2017, but the CA still issues the associated CRLs.

e There are now only expired certificates with this profile.
o Advanced signature with qualified certificate (single use of signature):
= ETSI 101 456 QCP.

= 1.3.6.1.4.1.22234.2.8.3.7: This certificate profile is no longer issued as of July 2017, but
the CA still issues the associated CRLs.

e There are only expired certificates with this profile.
o SBS Qualified (single use signature):
= ETSIEN 319 411-2 QCP-n-gscd.
= 1.3.6.1.4.1.22234.2.8.3.20: This profile is implemented by the CA and certified by ETSI.

e - This profile will no longer be implemented by the CA as of October 01, 2019, as
the CA will no longer be qualified as of October 01, 2019.

— AC “DocuSign Premium Cloud Signing CA — SI1”:
o SBS Qualified (single use signature).
o ETSIEN 319 411-2 QCP-n-gscd.

= 1.3.6.1.4.1.22234.2.14.3.31: This profile is implemented by the CA and certified by ETSI with
the new certificate profile.

— AC “DocuSign Cloud Signing CA — SI1”:
o SBS EU certified (single use signature).

o ETSIEN 319 411-1 LCP.
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= 1.3.6.1.4.1.22234.2.14.3.32: This profile is implemented by the CA and certified by ETSI with
the new certificate profile.

All the above CAs are signed by the "OpenTrust CA for AATL G1" ICA (Intermediate CA).
The "OpenTrust CA for AATL G1" ICA is signed by the "OpenTrust Root CA G1" Root CA.

This CP contains common and specific requirements related to the services and Certificate types managed by
these CAs.

The particulars are identified in the body of the text directly using the OID.

More explicit elements such as name, version number, update date, allow the identification of this CP, however the
only identifier of the applicable version of the CP is the OID.

1.3 Entities involved in the PKI.

To issue Certificates, the CA relies on the following services:

e CA key pair generation service: this service generates key pairs and associated certificate signing requests
(CSRs) during a key ceremony.

o Registration Service: This service collects and verifies the credentials of the Subscriber requesting to sign
a Business Document as part of an electronic Transaction. This service creates a Certificate request, using
the collected and verified information, and sends it to the Certificate Generation Service using a Client
Connector.

o Certificate generation service: this service generates the electronic Certificates of the Subscribers from the
information transmitted by the registration service.

e Subscriber key pair management service: this service generates Subscriber key pairs in cryptographic
resources (certified hardware).

e Activation data management service: this service allows the generation and use of activation data
associated with the Carrier's key pairs.

o User Revocation Request Authentication Service (only for emergency cases as described in the contract
signed between DocuSign France and the Customer): this service consists of collecting the information
necessary to authenticate a User who wishes to revoke his Certificate and transmitting the revocation
request to the CA.

e CRL generation service: this service generates Certificate Revocation Lists (CRL) which contain the
identifiers of the User Certificates to be revoked.

e Publication Service: this service provides Certificate Users (CUs) with the information required to use the
certificates issued by the CA, as well as the certificate validity information resulting from the revocation
management service.

e OCSP service: the CA delivers certificate validity information via OCSP.

e Logging and auditing service: this service allows the collection of all the data used and/or generated within
the framework of the implementation of the PKI services in order to obtain audit trails that can be
consulted. This service is implemented by all the technical components of the PKI.

This CP defines the security requirements for all of the services described above in the issuance of Certificates by
the CA to Porters. The Certification Practice Statement (CPS) will detail the practices of the PKI from this same
perspective.

The components of the PKI implement their services in accordance with this CP and the associated CPD.

Major changes within the TSP or its Registration Authorities (RA) partners are notified to ANSSI.

1.3.1 Policy Management Authority (PMA)

The PMA is DOCUSIGN FRANCE.
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The PMA is responsible for the CA and guarantees the consistency and management of the security repository, as
well as its implementation.

The CA security repository is composed of:

e This CP.
e The associated CPD.
e General conditions of use and procedures implemented by the components of the PKI.

The PMA:

e Validates the security reference document composed of the CP and the CPD.

e Authorizes and validates the creation and use of the PKI components.

e Follows the audits and/or conformity controls carried out on the PKI components.

o Decide on actions to be taken and ensure their implementation.

e Validates that the Customer has specific procedures for the RA services it implements.
¢ Validates the Client's registration policy.

The main missions of the PMA are the following:

e Approve the PKI services issued by the PKI.

e Approve the CP.

e Approve CA creation and revocation.

e Approve the choice of root CA and ICA to be used to sign the CA.

e Approve the cryptographic choices for the PKI and the keys and certificates managed by the PKI.

e Approve the standards used. This ensures the level of security and acceptance of the CA by the root CA.

e Approve the compatibility between the CP and the CPD.

e Approve the annual audit report of the PKI components.

e Approve the audit reports of the RAs performed by DocuSign France.

e Manage external audits of the RA.

e Approve the Consent Protocols defined by DocuSign France.

e Approve the procedures defined by the Customer for the management of Users.

e Ensure the validity and integrity of published information.

e Ensure that an incident management process is implemented by each PKI component and monitor incident
management.

e Arbitrate disputes related to PKI services and ensure that a solution is communicated to the concerned
entities.

1.3.2 Certification Authority (CA)

The CA generates certificates and revokes certificates based on requests from the RA.
The CA implements the following services:

e CA key pair generation.

e Certificate generation.

e Management of Holder key pairs.

e Management of activation data.

e CRL generation, logging and auditing.

DocusSign France relies on its own Certification Service Operator (CSO) capabilities in order to implement all
cryptographic operations necessary for the creation and management of the certificate lifecycle.

The CA acts in accordance with this CP and the associated CPD established by the PMA.
In this CP, the CA is identified by its Common Name ("CN").

DocuSign France is a CA in the sense of the Certificate Lifecycle Management responsibility.
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1.3.3 Registration Authority (RA):

The RA is used for the implementation of the following services:
e Reqgistration.
e User revocation request authentication.
e Logging.
o Audit.

The RA is responsible for authenticating and identifying Holders.

The RA designates the Customer (or, if applicable, any legal entity designated by the Customer and placed under
its responsibility) in charge of authenticating and identifying Users.

The RA uses its own technical operator(s) to implement its services and host the Client Connector.

The RA is designated and empowered by the CA under a "Protect and Sign - Personal Signature" service contract
signed by the authorized representative of the Client.

The role of the RA is to establish that the Holder proves the identity that will be indicated in the Certificate. These
identification procedures vary according to the level of trust that the Customer (or the legal entity designated by the
Customer) intends to bring to this verification.

The RA documents and implements the identification procedures (within the framework of the Consent Protocol)
for professional users (who belong to a legal entity and therefore sign documents in a professional context) and
individuals (who sign in a personal context), according to its business needs.

Therefore, the RA is responsible for defining the procedures that specifically address chapters 3, 4, 5, 6, 8 and 9 of
this CP and that concern it. If the Customer designates a different legal entity as RA, then a contract, or a legal
document (depending on the type of relationship between the RA and the Customer), must be established between
the RA and the Customer to cover all RA missions that the RA must address and perform.

The procedures for managing Users, as defined by the RA, are implemented by RA Operators.
The RA is responsible for establishing and maintaining a list of RA Operators who are authorized to register Users.

The RA shall in any case respect the registration policy (procedures) that it has previously defined and
implemented as part of its business practices (see § 1.3.7.1 Customer).

The CPD gives details of the RA's organization and the procedures implemented by the RA according to the types
of certificates that the RA issues to Users.

In all cases, the RA acts in accordance with the CP and associated CPD established by the PMA.

The RA may not begin issuing Certificates without the prior approval of the PMA.

1.3.4 Certification Service Operator (CSQO)

The CSO provides technical services, in particular cryptographic services, required for PKI services, in accordance
with this CP and the CPD.

The CSO is the technical custodian of the CA private key used for signing Certificates. Its responsibility is limited to
following the procedures defined to meet the requirements of this CP and the PKI Component CPD.

The CSO may not initiate operations for PKI services without prior approval from the PMA.
In this CP, its role and obligations are not distinguished from those of the CA.

This distinction will be clarified in the CPD.

The PKI components are operated as follows:

e - DocuSign France is the CSO for the CA and the Publication Service (PS).
e - The Customer is the CSO for the RA.
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1.3.5 Publishing Service (PS)

The PS is implemented by DocuSign France.
The PS is used to implement the publishing service (see § 2).
The PS acts in accordance with the CP and the associated CPD.

1.3.6 Remote Identity Verification Service Provider (RIVSP)

The RIVSP is an entity contractually bound to DSF by a Service Agreement.
The RIVSP is only used in the [QES RIVSP] service.
The RIVSP supports the following PKI services:

e - Generation of log traces and recording of registration information.

e - Transmission of the certificate request to the RA.

e - Initial authentication of the remote Subscriber according to ANSSI requirements.

e - Initial validation of the Subscriber's identity.

o - Verify the Subscriber's identifier and collect data during the identification operation (email, phone number,
etc).

The RIVSP defines, implements, and maintains an Identification Policy.
The RIVSP must be certified by the ANSSI before being used for [QES RIVSP] according to the following rules:

https://www.ssi.gouv.fr/actualite/publication-du-referentiel-dexigences-applicables-aux-prestataires-de-verification-
didentite-a-distance-pvid/.

A list of RIVSPs is established and maintained by the RA.

1.3.7 Certificate holders

A Holder is a physical person whose identity appears in the Certificate, who connects to the Customer's application
to sign a Business Document via the "Protect and Sign - Personal Signature" Application on a display terminal as
part of a Consent Protocol with activation data according to the rules defined by the Customer (registration
procedure applied by the RA and signing procedure applied by the Customer).

The Holder is also called "User" or "Signer" in the [PSGP].
The Holder respects the CP and the RA's procedures according to the rules defined in the RA's documentation.

1.3.8 Other participants

1.3.8.1 Customer
The Customer designates the legal entity, having signed a contract with DocuSign France, and is responsible for:
e Designate the entity that is RA.

e The Customer application that generates the Business Document to be signed and calls the "Protect and
Sign - Personal Signature" Application, via the Client Connector, to implement a signature cinematic.

e The identification and authentication of Users in accordance with its registration policy established and
implemented in its capacity as Registration Authority.

e Defining a Signhature Policy, Consent Protocol, and associated Activation Data, which apply to each type of
Holder, Document and Transaction.

e Choose from the PSGP OIDs to select a signature security level.
The complete definition of the Customer is given in the [PSGP].

The designated RA must be audited according to the rules defined in § 8.
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1.3.8.2 Certificate users (UC)

The certificate user is a person who validates the Certificate of a Holder (see § 9.6.7 for the CU validation rules) in
the context of the validation of a Document electronic signature.

The CU acts in accordance with the [PSGP] as a Verifier.
1.4 Certificate Usage

1.4.1 Applicable areas of use

1.4.1.1 CA certificate

The CA certificate is used to authenticate Certificates, CRLs and OCSP Certificates. The private key associated
with the CA certificate is used to:

e The signing of Holder Certificates.
e The signing of OCSP Responder Certificates.
e The signature of CRLs.

1.4.1.2 Holder certificate

The private keys associated with the Certificates issued to the Holders are exclusively used by the Holders
identified in article 1.3.7 above to electronically sign Documents in the context of an electronic Transaction
according to a Consent Protocol (which requires a technical activation data) in accordance with the Signature
Policy and the CSR necessary to establish a Certificate.

Such an electronic signature provides, in addition to the authenticity and integrity of the data thus signed, the
manifestation of the signatory's consent to the content of such data.

It is reminded that the use of the Holder's private key and the associated certificate must remain strictly limited to
the Signature Service as defined in the [PSGP]. Otherwise, their liability could be incurred.

1.4.2 Prohibited areas of use

Use of certificates issued by the CA for purposes other than those specified in § 1.4.1 above is not permitted. In
practice, this means that DocuSign France can in no way be held responsible for any use other than those
provided for in this CP.

Certificates may only be used in accordance with applicable laws governing electronic signatures.

This CP describes the lifecycle management of signature Certificates and their associated private keys, it is not
intended to replace a signature policy, which describes the lifecycle management of signatures.

As described in the [PSGP], the Customer develops its own Signature Policy in order to define, in particular, the
commitments and limits of responsibility that an electronic signature confers on the electronically signed Document,
as well as the means and conditions for establishing the verification of the electronic signature.

1.5 CP Management

1.5.1 Entity managing the CP.
This CP is the responsibility of the PMA.

1.5.2 Point of contact

The PMA is the entity to contact for any questions regarding this document:
e PMA of DocuSign France.

¢ https://www.docusign.fr/ (Contact information is available on this page).

e DocuSign France — 9-15 rue Maurice Mallet - 92131 Issy-les-Moulineaux Cedex — France.

1.5.3 Entity determining compliance of a CPD with this CP.

PMA approves the CPD. The PMA conducts compliance reviews and/or audits that result in whether or not the PKI
components are allowed to manage certificates according to the standards that must be met. In all cases, the
compliance assessment must be performed by an independent audit of the PKI component.
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1.5.4 CPD Compliance Approval Process

The PMA has its own procedures for approving this document. The PMA approves the results of the compliance
review conducted by the experts it appoints for this purpose. A CPD becomes effective once the PMA has
approved it as compliant with the CP.

1.6 Definitions and Acronyms
Some definitions are taken directly from the PSGP, which completes and clarifies them.

1.6.1 Definitions

CRL User Agreement: An agreement specifying the terms and conditions under which a Revoked Certificate List
or the information it contains may be used.

Customer Application: application implemented under the Customer's responsibility that allows him to create
Business Documents and have them signed by Users according to a Signature Scheme. The Customer Application
hosts the Client Connector.

“Protect and Sign - Personal Signhature" application: designates the coherent set of information and computer
programs owned by DocuSign France, part of which is hosted and operated on DocuSign France's "Protect and
Sign - Personal Signature" platform and the other part of which (Client Connector and Proofviewer software
modules) is included in the connection kit delivered to the Customer for installation in a computer environment of
his choice. The purpose of the "Protect and Sign - Personal Signature" Application is to provide the Customer with
an online business document signature service with Proof File generation and, optionally, archiving of Proof Files
associated with Transactions performed online between the Customer and one or more User(s) using a Display
Terminal.

Audit: An independent review of a system's records and activities to assess the adequacy and effectiveness of the
system's controls, to verify compliance with established operational policies and procedures, and to recommend
any necessary changes in controls, policies, or procedures. [ISO/IEC POSIX Security].

Common Criteria: A set of safety requirements that are described in an internationally recognized formalism.
Products and software are evaluated by a laboratory to ensure that they have mechanisms to implement the
security requirements selected for the product or software being evaluated.

Key ceremony: A procedure by which a CA or RA's key pair is generated, its private key transferred, possibly
backed up, and/or its public key certified.

Certificate: public key of an entity, as well as other information, made impossible to forge by encryption with the
private key of the issuing certification authority [ISO/IEC 9594-8; ITU-T X.509].

CA certificate: certificate for a CA issued by another CA. [ISO/IEC 9594-8; ITU-T X.509]. In this context, the CA
certificates (self-signed certificate).

Self-signed certificate: CA certificate signed by the private key of the same CA.

Certification path: (or chain of trust, or certification chain) chain consisting of multiple certificates needed to
validate a certificate.

Private key: key of the asymmetric key pair of an entity that must be used only by this entity [ISO/IEC 9798-1].
Public key: key of the asymmetric key pair of an entity that can be made public. [ISO/IEC 9798-1].

Compromission: A violation or suspected violation of a security policy in which unauthorized disclosure or loss of
control of sensitive information may have occurred. With respect to private keys, a compromise is the loss, theft,
disclosure, madification, unauthorized use, or other compromise of the security of that private key.

Privacy: The property of an information which is not made available or disclosed to individuals, entities, or
processes [ISO/IEC 13335-1:2004].

Client Connector: designates the software module (one of the components of the "Protect and Sign - Personal
Signature” application) delivered by DocuSign France in the connection kit, and which is installed in a Customer
Application in order to use the Service. The module performs all cryptographic operations necessary for the
implementation of the electronic signature according to the Consent Protocols and Signature Schemes chosen by
the Customer. It also creates the unique reference of the Transaction (the Transaction ID).
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Statement of Certification Practices (SCP): a statement of the practices that an entity (acting as a Certificate
Authority) uses to approve or reject certificate applications (issuance, management, renewal and revocation of
certificates). [RFC 3647].

Availability: The property of being accessible on request, to an authorized entity [ISO/IEC 13335-1:2004].

Electronic business document (Document): designates an electronic document created by the Customer in PDF
or XML format and completed with the Holder's information.

Activation data: Data values, other than keys, that are required to operate the cryptographic modules or the
elements they protect and that need to be protected (e.g., a PIN, a secret phrase, etc.)

Holder Activation data: designates the data (e.g., OTP or authentication certificate) to a Holder that enables its
private key to be used. In the case of a Certificate, this data is defined under the terms of the Consent Protocol and
is referred to as User authentication data.

Holder Authentication data: designates the data used to contact the Holder (e-mail address, telephone number,
etc.) to send him, for example, an activation data to authenticate him during the consent protocol and to implement
his private key.

Proof file: designates all the elements created during the realization of one or several Transaction(s) associated
with a File, as well as the history of the operations carried out, in order to ensure the continued validity of the
Original.

Hash function: function that links bit strings to bit strings of fixed length, thus satisfying the following properties:

e - ltis impossible, by any computational means, to find, for a given output, an input that corresponds to that
output.

e - ltis impossible, by any computational means, to find, for a given input, a second input that corresponds to
the same output [ISO/IEC 10118-1].

e - Itis impossible by calculation to find two different input data that correspond to the same output.

Transaction ID: designates a unique reference number of up to 64 characters, generated by the Client Connector
and used to link an Original, on which an Electronic Signature is appended, to a User previously identified by the
Customer Application.

Key Management Infrastructure (PKI): infrastructure required to produce, distribute, manage and archive keys,
certificates and Revoked Certificate Lists and the basis on which certificates and CRLs are to be published. [2nd
DIS ISO/IEC 11770-3 (08/1997)].

Integrity: refers to the accuracy of the information, the source of the information, and the operation of the system
that processes it.

Interoperability: implies that the equipment and procedures used by two or more entities are compatible and that,
as a result, it is possible for them to undertake common or associated activities.

List of Revoked Certificates (CRL): A list digitally signed by a CA that contains certificate identities that are no
longer valid. The list contains the CA CRL identity, the date of issue, the date of issue of the next CRL, and the
serial numbers of the revoked certificates.

Cryptographic modules: A set of software and hardware components used to implement a private key to enable
cryptographic operations (signature, encryption, authentication, key generation, etc.). In the case of a CA, the
cryptographic module is an evaluated and certified (FIPS or common criteria) hardware cryptographic resource
used to store and implement the CA private key.

Period of validity of a certificate: The validity period of a certificate is the period of time during which the CA
guarantees that it will maintain information about the validity status of the certificate. [RFC 2459].

PKCS #10: (Public-Key Cryptography Standard #10) developed by RSA Security Inc, which defines a structure for
a Certificate Signing Request (CSR).

Emergency plan (after a disaster): A plan defined by a CA to restore all or part of its PKI services after they have
been damaged or destroyed as a result of a disaster, within a timeframe defined in the CP/CP Package.
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CRL distribution point: directory entry or other CRL distribution source; a CRL distributed via a CRL distribution
point may include revocation entries for only a subset of the set of certificates issued by a CA or may contain
revocation entries for multiple CAs. [ISO/IEC 9594-8; ITU-T X.509].

Certification Policy (CP): A set of rules that indicates the applicability of a certificate to a particular community
and/or class of applications with common security requirements. [ISO/IEC 9594-8; ITU-T X.509].

Registration Policy: designates the procedures and rules defined and implemented by the Registration Authority
to identify and authenticate Users and register requests to issue, renew and revoke Certificates.

Security policy: A set of rules issued by a security authority for the use and provision of security services and
facilities [ISO/IEC 9594-8; ITU-T X.509].

Signature policy: designates a set of rules established by the Customer for the creation or validation of an
electronic signature via the "Protect and Sign - Personal Signature” Application, under which an electronic
signature can be determined as valid. A signature policy includes the following elements:

1. Identification of one or more trust points and rules for building a certification path between the signer's
certificate and one of these trust points.

2. The means to be implemented to obtain a time reference to position in time the signer's digital signature
and validation data.

3. The means to be used to verify the revocation status of each certificate in the certification path against this
time reference.

4. The characteristics that must be included in the signer's Certificate.

The set of validation data that the signer must provide.

6. The cryptographic algorithms (signature and hash) to be used in the verification of the document's digital
signature and validation data.

o

Secret holder: persons who hold activation data related to the implementation of a CA's private key using a
cryptographic module.

Consent Protocol: designates the set of consent rules for a given business application using the Service, namely:

1. The definition of the actions to be performed by the User on the Display Terminal to sign the Business
Document proposed by the Customer Application.

2. The information used to create the User identity.

3. How the Service checks the information entered by the User against the information provided by the
Customer for each Transaction.

4. The type of file submitted by the Customer for signature (XML/PDF, etc).

5. The method of viewing the submitted Business Document and the associated acceptance (or rejection)
message. The description of the consent protocol is defined in the Release Document.

Policy qualifier: Policy information that accompanies a certificate policy identifier (OID) in an X.509 certificate.
[RFC 3647]

RSA: Asymmetric cryptographic algorithm using a public key to encrypt and a private key to decrypt confidential
data. Invented by Ronald Rivest, Adi Shamir and Leonard Adleman in 1977.

Service (« Protect and Sign - Personal Signature »): designates the service as defined herein made available to
the Customer in SaaS mode. The purpose of the Service is to enable the Customer, from its Customer Application,
to offer Users, via a Display Terminal, an electronic signature service for online business documents, and to create
and archive Proof Files relating to the Transactions concluded.

Display terminal: designates the terminal (personal computer, tablet, etc.) on which the User performs the
Transaction, and on which the Business Document to be signed, the Consent Protocol (displayed in direct
connection with DocuSign France) and, if applicable, the document once signed at the end of the Transaction are
displayed.

Transaction : designates the electronic exchange between the Customer and each User carried out by means of a
Display Terminal and during which the Customer presents for signature or for withdrawal, according to a Signature
Cinematic and a Consent Protocol defined by the Customer, one or more electronic business document(s) to a
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User previously identified by him, so that the User expresses his consent to sign it/them, or refuses to sign it/them,
or makes use of his right of withdrawal on a previously carried out Transaction. A Transaction is uniquely identified
by a Transaction Identifier.

Electronic certificate validation: A control operation that ensures that the information contained in the certificate
has been verified by one or more trusted authorities and is still valid. The validation of a certificate includes, among
other things, the verification of its validity period, of its status (revoked or not), of the identity of the CAs of the
delivery chain and the verification of the electronic signature of all the CAs contained in the certification path. The
validation concept exposed in this CP and the related GCU and contracts related to this CP are different from the
validation concept as exposed by the ANSSI in the document "Référentiel Général de Sécurité, Chapter 6.
Validation of certificates by the State".

1.6.2 Acronyms
e CA: Certification Authority.

e RA: Registration Authority.

e CC: Common Criteria.

¢ DN: Distinguished Name.

e SCP: Statement of Certification Practices.

e EAL: Evaluation Assurance Level, ISO 15408 (Common Criteria) standard for the certification of security
products.

e HSM: Hardware Security Module.

e HTTP: HyperText Transport Protocol.

¢ PKI: Key Management Infrastructure.

¢ |IP: Internet Protocol.

e ISO: International Organization for Standardization.
e CRL: list of revoked certificates.

o LDAP: Lightweight Directory Access Protocol.

e OCSP: Online Certificate Status Protocol.

e OID: Object Identifier.

e CP: Certification Policy.

¢ PIN: Personal Identification Number.

e PKCS: Public-Key Cryptography Standard.

¢ PMA: Policy Management Authority.

e PSGP: Signature Policy and Evidence Management.
¢ RFC: Request for comment.

e RSA: Rivest, Shamir, Adleman.

e SHA: Secure Hash Algorithme (US federal standard).
e PS: Publishing Service.

e URL: Uniform Resource Locator.
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2 RESPONSIBILITIES FOR THE PROVISION OF INFORMATION TO BE PUBLISHED
2.1 Entities responsible for providing information.
The PS is responsible for publishing the data identified in § 2.2 below.

The PS is implemented 24 hours a day, 7 days a week with an availability rate of 99.9.

2.2 Information to be published.
The PMA, through the PS, makes the following information available:

e The PC: https://www.docusign.fr/societe/politigues-de-certifications.

e Root CA and CA certificates: https://www.docusign.fr/societe/politiques-de-certifications.

e The PDS is published for qualified certificates only (the URL is in the attached certificate profile).

e The certificates of the <chain of trust to which the CAs are attached, namely:
https://www.docusign.fr/societe/politigues-de-certifications.

e Registration and signature procedures: the Customer is responsible for defining the procedures for
communicating these elements to the Holders.

e The General Terms of Use (GTU): RA is responsible for defining the terms of communication of these
elements to the Holders.

o The certificates of the Root CA and the Holder are contained in the Document signed by the Holder.
e CRL: See Chapter 10.

The latest CRL of each expired CA is permanently uploaded with the entire CA chain to the website used for
publishing PCs. It will also be accessible online using the CRL DP address.

The CPD is not published but is available for viewing at the PMA upon substantiated request and PMA approval.

The PMA ensures that the general conditions of use, according to the needs of the actors and users of the PKI
services, are made available as follows:

e Holder: the GCU are viewed by the Holder during the Consent Protocol or in the RA Portal.

e The Customer is responsible for establishing and making available the additional special conditions
required by ETSI.

o Certificate User: the conditions of use of the PKI service as required by ETSI are published here :
https://www.docusign.fr/mentiones-legales/certification-policies.

2.3 Publication deadlines and frequencies
The information identified in 2.2 above is available:

e PC
o o Prior to initial service activation.

o 0 As soon as possible after a PMA-approved PC upgrade.

o CA certificate:
o 0 Prior to the initial start-up of the service.
o 0 As soon as possible after the generation of a CA certificate following a renewal.

2.4 Access control to published information.

The PS ensures that the information is available and protected in integrity against unauthorized maodification. The
CA ensures that any information stored in a document base of its PKI and whose public distribution or modification
is not planned, is protected.

All public and published information (see § 2.2) is freely available for reading and downloading on the Internet and
in an understandable language.
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3 IDENTIFICATION AND AUTHENTICATION
3.1 Naming

3.1.1 Types of names

The identities used in a certificate comply with RFC 5280, the issuer and the holder are identified by a
Distinguished Name (DN).

The attributes of the DN are encoded in "printableString" or "UTF8String" except for the emailAddress attributes
which are in "IA5String".

3.1.1.1 CA certificate

The identity of CAs in certificates is described in chapter 10 below.

3.1.1.2 Certificate Holder

The identity of the holder in the certificate is described in chapter 10 below.

3.1.2 Need to use explicit names.

Certificates issued under this CP are only meaningful if the identity that appears in the certificates can be
understood by CUs. The identities used identify CAs and Holders as described below.

3.1.21 CA

A key pair can only be linked to one CN for each CA.

3.1.2.2 Holder

In all cases, the identity of the Holder (see § 3.1.1) is constructed from at least one of the surnames and first
names of his civil status as shown on an official identity document.

The RA is solely responsible for defining the identity of the Holder to be included in the Certificate.

Only Certificates that contain the name of the RA or DRA, who registered the Subscriber, in the "OR" field of the
DN (see Chapter 10 for Subscriber Certificates) can be issued by the CA.

3.1.3 3.1.3 Pseudonymization of holders

3.1.31 CA

The identity used for CA certificates is neither a pseudonym nor an anonymous name (see § 3.1.2).

3.1.3.2 Holder

The identity used for the holders' certificates is neither a pseudonym nor an anonymous name (see § 3.1.2).

3.1.4 Rules of interpretation of the different forms of names

CUs can use the identity included in the certificates (see 3.1.1) to authenticate the Holders and the CA. For the
Holder, the "CN" field is not guaranteed unique.

3.1.5 Unicity of names
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3.151 CA

Certificate identities (see § 3.1.1) are unique within the CA's certification domain. The PMA ensures this
uniqueness through its registration process.
In the event of a dispute over the use of a name for a certificate, the PMA is responsible for resolving the dispute.

3.1.5.2 Holder

The identities carried by the CA in Certificates (see § 3.1.1) are unique within the CA's certification domain. During
the lifetime of the CA, an identity assigned to a Certificate Holder (See § 3.1.1.2) cannot be assigned to another
Holder.

Note that the uniqueness of a Certificate is based on the uniqueness of its serial number within the CA's
certification domain, but that this number is specific to the Certificate and not to the Holder, and therefore does not
ensure the continuity of the identification in the successive certificates of a given Holder.

The RA ensures this uniqueness through its registration process and the unique value of the Transaction Identifier
assigned to a Subscriber via the Client Connector and contained in the OR field of the Subscriber Certificate (see §
3.1.1.4).

A Transaction ldentifier is associated with the Holder by the RA for each Transaction and therefore for each
Certificate associated with the Transaction (see PSGP).

In the event of a dispute over the use of a name for a certificate, the PMA is responsible for resolving the dispute in
guestion.

3.1.6 Identification, authentication and role of trademarks

The right to use a name that is a trademark, service mark or other distinctive sign (trade name, sign, company
name) within the meaning of Articles L. 711-1 et seq. of the Intellectual Property Code (codified by Law No. 92-957
of July 1, 1992, and its subsequent amendments) belongs to the rightful owner of such trademark, service mark or
distinctive sign or to its licensees or assignees.

The CA shall not be liable for any unlawful use by the user community and Customers of trademarks, well-known
trademarks and distinctive signs, as well as domain names.

3.2 Initial Identity Validation

3.2.1 Method to prove possession of the private key.

3.211 CA

The proof of possession of the private key by the components of the Key Management Infrastructure and by the
CA is realized by the procedures of generation (Cf. § 6.1.1) of the private key pair corresponding to the public key
to be certified, the audit carried out by the PMA on the CA to be certified and the mode of transmission of the public
key (Cf. § 6.1.3) of the ICA or the Root CA which signs the CAs.

3.2.1.2 Holder
Proof of possession of the private key by the Holder is provided by the private key generation procedures (see §

6.1.1 below) corresponding to the public key to be certified and by the activation and management mode of the
Holder's private key (see § 6.2 below) via the Consent Protocol chosen by the Customer.

3.2.2 Validating the identity of an organization

The CA does not put any information related to the legal entity of the Holder in the Certificate.
The CA only puts the name of the legal entity that is the RA in an OR field of the Holder's DN.
The RA is authenticated by the CA during the contractualization phase with the RA.
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3.2.3 3.2.3 Validation of an individual's identity
3.2.3.1 Holder

The RA is responsible for collecting and storing the information required to prove the identity carried in the
Certificate as well as the information used by the Holder to sign (email address and cell phone number).

User registration (identification and authentication) is performed by the RA directly before issuing a Certificate.

The identification and authentication rules are left to the RA who must define them, and have them approved by the
PMA, for the Holders it manages.

The Holder must be authenticated using an official identity document such as a passport, national identity card,
residence permit or driver's license issued since 01/03/2006 in "credit card" format with a photo and printing
security as described here: http://www.consilium.europa.eu/prado/en/prado-documents/AUT/F/docs-per-

category.html.

The following specific rules must be implemented by the Customer according to its choice of OID for the Holders it
manages.

3.23.11 0OID:1.3.6.1.4.1.22234.2.8.3.7, 1.3.6.1.4.1.22234.2.8.3.20 et 1.3.6.1.4.1.22234.2.14.3.31

The RA shall perform the authentication of the identity of the Holder, under the RA rules and meet the
requirements contractually defined by the CA and certified as compliant against ETSI 319 411-2. Initial
authentication is used to collect the identity, email address, and phone number of the Holder. The initial registration
is also used to securely distribute the secure means of authentication to the Holder for remote access to the RA
portal if the RA has such a function.

The RA verifies at the time of initial authentication, by appropriate means and in accordance with national law, the
identity and, if applicable, the specific attributes of the person to whom a qualified certificate is issued. This
verification is performed either:

a) By the presence in person of the physical person.

b) Remotely, using electronic means of identification for which, prior to the issuance of the qualified
certificate, the natural person presented himself or herself in person and which meet the requirements set
forth in section 8 with respect to substantial and high levels of assurance.

c) By means of a qualified electronic signature certificate or a qualified electronic seal issued in accordance
with (a) or (b).

d) Using other nationally recognized identification methods that provide an equivalent guarantee in terms of
reliability to personal presence. The equivalent assurance is confirmed by a conformity assessment body.

e) Using a RIVSP.
Evidence to be provided:
e Full name (including surname and given hames consistent with national identification practices).

e Date and place of birth, reference to a nationally recognized identity document, or other attributes that can
be used, to the extent possible, to distinguish the individual from others with the same name.

If proof is provided by a nationally recognized identity document, the RA must verify that the document is still valid
and authentic.

3.23.1.2 0OID:1.3.6.1.4.1.22234.2.8.3.9 et 1.3.6.1.4.1.22234.2.14.3.32

The RA shall collect either; evidence directly from the Holder or attestations from appropriate authorized sources,
of the identity of the Holder and, if required, any specific attributes of the Holder to whom a qualified certificate will
be issued. Evidence submitted may be in electronic or paper format. Verification of the identity of the Holder shall
be performed at the time of registration, by means appropriate to the national law of the RA.

For the Holder, the following evidence must be provided:
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e Full identity (including first and last name as officially registered under applicable law and national
identification practices).

e Date and place of birth, a recognized national identity number, or any other attributes that can be used, as
far as possible, to distinguish between people who have the same identity.

It is recommended that the place of birth be given and verified according to the national methods defined for birth
registration.

3.2.4 3.2.4 Unverified information from the Holder

Unverified information is not included in the certificates.

3.2.5 3.2.5 Validation of Applicant Capacity

Validation of a Holder's capacity corresponds to validation of membership in an organization (see § 3.2.2 above).

A Certificate issued by the CA, containing an implicit or explicit affiliation of the Holder, is in this case issued
following the requirements of Chapter 3.2.2.

3.2.6 Interoperability criteria

A holder who obtains a certificate issued by the CA is guaranteed to be authenticatable in the Adobe CDS trust
domain and AATL.

Certificates issued by the CA are managed according to the rules defined in this CP and the procedures defined by
the Customer in compliance with ETSI.

3.3 Identification and validation of a key renewal request

3.3.1 Identification and validation for routine renewal

33.11 CA

The renewal of a CA certificate is normally similar to a renewal of the key pair and the attribution of a new
certificate according to the initial procedures (see § 3.2).

In all cases, the authentication procedure is in accordance with the initial procedure (Cf. § 3.2).

3.3.1.2 Holder

For this paragraph, the Holder is already registered by the RA and a first Certificate has been successfully issued
to him. Therefore, the RA can define a process for issuing subsequent Certificates for the same Holder. But in this
case, since all of the important information originally used to register the Holder may still be valid, the RA may want
to avoid starting the entire process of registering the Holder again as described in paragraph 3.2 above.

This paragraph therefore deals with a new Certificate with a new key pair for the Holder (see § 4.7).

The RA is also in this case responsible, as for the first registration, for updating, collecting and storing the
information required to provide proof of the identity of the Holder registered in the Certificate for the renewal
operation.

The RA directly performs the identification and authentication operations of the Holder before renewing the
Certificate.

The rules for verifying the identity of the Holder are left to the RA, which is responsible for managing the Holder for
the renewal operation.
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The identification, authentication and validation procedure for a request to issue a new Certificate is described in
the [PSGP], in the Consent Protocol used for each Customer for their Holders and is completed by the registration
procedure and the Signature Policy defined for the RA according to the Customer's business.

The method of assigning this identity for a new Certificate is therefore defined by the Customer, who registers all its
Holders with their identification and authentication data.

The following specific rules must be implemented by the customer according to his OID choice.

The RA must verify the existence and validity of the current (and not revoked) Certificate to be renewed and that
the information used to verify the identity and attributes of the Holder is still valid.

If the CA's T&Cs have changed, they must be communicated to the Holder.

If all or part of the Holder's information to be included in the Certificate (see section 3.1.1 above) has changed,
then the registration must be carried out using the procedure defined in section 3.2 above for all the information
that has changed.

The information used to authenticate the Holder during the Consent Protocol (such as email address and phone
number) can only be changed by the Holder after verification by the RA to ensure that the update information is
linked to the Holder for the Consent Protocol.

3.3.2 Identification and validation for renewal after revocation

3321 CA

The certificate renewal is similar to a renewal of the key pair and the attribution of a new certificate according to the
initial procedures (see § 3.2).

3.3.2.2 Holder

The same procedures as described in § 3.2 apply.

The RA documents the rules for Certificate renewal according to the revocation cases.
A renewal in this case also requires a new key pair and a new Certificate.

3.4 Identification and validation of a revocation request
3411 CA

Revocation requests are authenticated by the PMA. The verification procedure is identical to that used for the initial
registration (see § 3.2).

3.4.1.2 Holder

The RA authenticates the Holders according to a procedure that is approved by DocuSign France.
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4 OPERATIONAL REQUIREMENTS FOR THE CERTIFICATE LIFE CYCLE

The purpose of chapters 4.1, 4.2 and 4.3 is to describe the application process for a first certificate. The
management of subsequent certificates is described in chapters 4.6, 4.7 and 4.8.

4.1 Certificate request

4.1.1 4.1.1 Origin of a certificate request

4111 CA

A CA certificate request is made by the PMA.

4.1.1.2 Holder

The Certificate request is similar to a Document signature request via a Transaction.
It is performed in accordance with the signature and registration policy implemented by the RA.
The RA is responsible for the certificate request.

4.1.2 4.1.2 Certificate Request Process and Responsibilities

4121 CA

CAs are registered and authorized by the PMA before they are issued.

A CA creation request contains:
¢ The identifier of the intermediate or Root CA that signs its CA certificate.
o |dentification of the legal entity that is CA.
e The CSR of the CA key pair (see § 6.1.1).

In all cases, a certificate application is equivalent to the naming document signed by the PMA.

4.1.2.2 Holder

The certificate request contains the following information:

e In all cases, the Holder provides a physical address, or other data (e-mail address), that allows the RA to
contact the Holder.

e The serial number of the official identification document containing the full name and date of birth of the
Holder, the type of official identification document, the start and end dates of the validity of the Holder's
identification document and the country of issue of the official identification document.

e All the information necessary to construct its identity (see § 3.1.1) in accordance with the law and the
identification practices of the country to which the RA belongs.

41.22.1 0OID1.3.6.1.4.1.22234.2.8.3.9 et 1.3.6.1.4.1.22234.2.14.3.32

In addition to the information described above, the certificate application contains the following information:
¢ Identity of the RA and, if applicable, the DRA.

e The RA or CA has the Holder accept the TOS with a checkbox in the RA portal or the Consent Protocol
page.
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41.2.2.2 0OID 1.3.6.1.4.1.22234.2.14.3.7,1.3.6.1.4.1.22234.2.8.3.20 €t 1.3.6.1.4.1.22234.2.14.3.31

In addition to the information described above, the certificate application contains the following information:
¢ Identity of the RA and, if applicable, the DRA or RIVD.

e The cell phone number of the Holder.

4.2 Processing a certificate request

4.2.1 Execution of the application identification and validation processes

4211 CA
The PMA is responsible for identifying, authenticating and processing the CA certificate application submitted by

the Administrative Contact. The PMA authenticates CA certificate applications (see § 3.2) and validates the content
of the certificate application.

4.2.1.2 Holder

The request is authenticated (see § 3.2.2 and 3.2.5) and validated by the RA.
The RA identifies and authenticates the Holder (see § 3.2.2 and 3.2.5).

4.2.2 Acceptance or rejection of the request

4221 CA

The PMA authorizes or rejects the creation of a CA certificate.

4.2.2.2 Holder

The RA is responsible for approving the Certificate Holder request.

If the request is approved, the RA forwards the request to the CA in a transaction described in the Customer
Signature Policy and the PSGP.

If the request is rejected, the RA informs the Holder (depending on the origin of the request) and justifies the
rejection.

4.2.3 4.2.3 Duration of the certificate

4231 CA

The duration of the processing of a certificate request by the PMA is defined by the PMA.

4.2.3.2 Holder

The processing time is linked to the electronic signature process and is immediately following the acceptance of
the signature request.
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4.3 Issuance of the certificate

4.3.1 CA actions regarding certificate issuance

43.11 CA
PMA forwards the accepted certificate request to the TO to perform the key ceremony.

CAs are generated during a key ceremony (see § 6.1) in the TO premises.

The CA certificate is signed during a CA certification ceremony at DocuSign France. The CA key ceremony and CA
certification ceremony are not necessarily performed on the same day. In all cases, the key ceremony requires the
activation of CA keys under multiple controls (see 6.1.1 and 6.2.8).

The PMA verifies the content of the CA naming document, in terms of completeness and accuracy of the
information present. This document is used as a basis for the CA creation key ceremony.

At the end of the key ceremony, the CA private keys exist only as a backup (see § 6.2.9) and are transferred to the
production cryptographic resource (HSM) (see 8§ 6.2.6).

4.3.1.2 Holder

The RA sends the technical certificate request to the CA containing the Holder's information (last name, first name,
optional email address and telephone number) and the data to be signed by the Holder.

The Subscriber initiates the use of his or her key pair in the "Protect and Sign - Personal Signature™ Application
according to the Consent Protocol chosen by the Customer and described in the signature policy, using the
Subscriber Activation Data. The Consent Protocol must allow the Holder to verify his identity information (see §
3.1.1) before accepting or refusing to sign.

The CA or RA authenticates the Holder using the Activation Data that the Holder submits during the Consent
Protocol (see § 6.2.8) and in accordance with the RA's Registration Policy.

The Holder's key pair is used by the "Protect and Sign - Personal Signature" application to sign a CSR (Pkcs#10)
in order to transmit the public key to be certified to the CA (see § 6.1.3).

The CA signs the certificate.

The signature operation is performed on the Document to be signed in accordance with the Transaction described
in the signature policy, the [PSGP] and the Registration Policy. Following the signature operation, the "Protect and
Sign - Personal Signature" Application destroys the Holder's key pair (see § 6.2.10).

The "Protect and Sign - Personal Signature" Application sends the signed Document, and therefore the Certificate,
to the RA [PSGP].

Communications between the different CA components mentioned above are authenticated and protected in
integrity and confidentiality.

43.1.2.1 0OID1.3.6.1.4.1.22234.2.8.3.7 ,1.3.6.1.4.1.22234.2.8.3.20 et 1.3.6.1.4.1.22234.2.14.3.31

If the Holder agrees to sign the Document, then he confirms this choice to the RA using the RA's procedures and
means (click on the screen, etc.) and during a face-to-face or RIVSP authentication (see § 4.2).

43.1.22 0OID 1.3.6.1.4.1.22234.2.8.3.9 et 1.3.6.1.4.1.22234.2.14.3.32

If the Holder agrees to sign the Document, then he/she confirms this choice to the RA using the RA's procedures
(click on the screen, etc) and his/her means.
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4.3.2 Notification by the CA of certificate issuance to the holder

4321 CA

Notification is made at the end of the CA key ceremony. CA certificates are delivered to the PMA.

4.3.2.2 Holder

Not applicable.

4.4 Acceptance of the certificate

4.4.1 Certificate acceptance process

4411 CA

The PMA verifies that the generated CA certificate contains the information described in the signed naming
document. Once the PMA confirms the match between the generated certificate and the naming document, then
the PMA accepts the issued certificate, and the PMA witness signs an official acceptance of the issued certificate.
The CA cannot issue a Certificate or CRL until the CA certificate is accepted by the PMA.

441.2 Holder

The Customer must make the Document available to the Holder.

The Client and the Holder can then check the content of the certificate (in particular the information that makes up
its identity, see 3.1.1). If the Customer or the Holder does not inform the RA of an anomaly in the certificate, then
the certificate is considered accepted. If an anomaly is present in the Certificate, then the RA must be alerted by
the person who made the control (the RA or the Holder).

44121 O0OID1.3.6.1.4.1.22234.2.8.3.7,1.3.6.1.4.1.22234.2.8.3.20et1.3.6.1.4.1.22234.2.14.3.31

The acceptance of the Certificate is carried out by the RA and the Holder by checking the information of the
signature and the Document.

44122 0OID1.3.6.1.4.1.22234.2.8.3.9et1.3.6.1.4.1.22234.2.14.3.32

The acceptance of the Certificate is carried out by the Holder by checking the information of the signature and the
Document.

4.4.2 Certificate publication

4421 CA

The CA certificate is published by the PS.

4.4.2.2 Holder
Certificates are not published after their issuance.

The Certificate as well as all the CA certificates in the certification path are contained in the Signed Document (see
§2.2).

A CU can thus validate a certificate by validating the signature of a signed Document (as indicated in the PSGP).
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4.4.3 Notification by the CA to other Entities of the issuance of the certificate

4431 CA

When necessary, the PMA s responsible for CA certificate communications to external entities.

4.4.3.2 Holder

The notification of the issuance of a Certificate is equivalent to the acknowledgement of receipt (Cf. PSGP) and the
communication of the signed Document to the Holder by the Customer.

4.5 Use of the key pair and the certificate

45.1 Use of the private key and certificate by the holder

The use of keys and certificates is defined in § 1.4 above. The use of a key pair and the associated certificate is
also indicated in the certificate itself, via the extensions concerning the use of key pairs (see § 6.1.7).

45.2 Use of the public key and certificate by the certificate user

The use of certificates by CUs is described in paragraphs 1.4 and 3.1.4 above. The holder's private key can only
be used for a contract signing operation or a management act as described in 8§ 1.4 depending on the type of
certificate. A CU using the Certificate ensures that he knows the Customer's Signature Policy in order to correctly
validate the Certificates and the identities of the Holders and all the information contained in the Certificate (OIDs,
key usage, etc).

4.6 Certificate renewal

This section deals with the certificate renewal process, without changing the public keys or any other information
included in the certificates. Only the validity period and the serial number change.

This type of operation is not allowed under this CP for the certificate holders but is allowed for the CA. The
procedure is identical to the one used for the issuance of the first certificate.

4.7 Issuance of a new certificate following a change of the key pair

This section concerns the generation of a new certificate with a change of the associated public key.

Changing the public key of a certificate implies the creation of a new certificate.

471 CA

In this case, the procedure to apply to renew a CA certificate is identical to those described for the issuance of the
first CA certificate (see § 3.3, § 4.1, § 4.2 and § 4.3 above).

4.7.2 Holder

In this case the procedure to be applied to renew a Certificate is identical to those described for the issuance of the
first Certificate (see § 3.3, § 4.1, § 4.2 and § 4.3 above).
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4.8 Certificate modification

This section concerns the generation of a new certificate with the same key. This operation is only possible if the
public key reused in the certificate still complies with the applicable cryptographic security recommendations
regarding key length.

This type of operation is not allowed under this CP for the certificate holders but is allowed for the CA. The
procedure is identical to the one used for the issuance of the first certificate.

4.9 Certificate revocation and suspension

49.1 Possible causes for revocation

Certificates are revoked if one of the following causes occurs:
e The root CA and/or IFA that issued the CA is revoked or ceases operations.

e Security reason invoked by the PMA.

4.9.1.1 Certificate PKI component

The following circumstances may cause a PKI component certificate to be revoked:
e Suspected compromise, proven compromise, loss or theft of the component's private key.

e Decision to change the PKI component following the detection of a non-conformity of the procedures
applied within the component with those announced in the CPD (for example, following a negative
gualification or compliance audit).

e The CA loses its right to issue Certificates.

e Cessation of activity of the entity operating the component decided by the PMA.

49.1.2 Certificate Holder

A Holder Certificate is revoked if any of the following circumstances occur:
e The CAis revoked.
e The DN (see 3.1.1) is not correctly completed.
e The Holder or the RA has not complied with the CP or CPD rules.

e The Holder's private key is compromised or suspected of being compromised.

4.9.2 Origin of arevocation request

49.2.1 PKIlcomponent certificate

The PMA or a judicial authority via a court order initiates the request for revocation of CA certificates. The CA is at
the origin of the revocation request for PKI component certificates.

49.2.2 Holder certificate

The Holder may request revocation for the following reasons:

e The DN (see 3.1.1) is not correctly completed.
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e The Holder's private key is compromised or suspected of being compromised.
The RA may request revocation for the following reasons:

e The DN (see 3.1.1) is not correctly completed.

e The Holder or the RA has not complied with the CP or CPD rules.

e The Holder's private key is compromised or suspected of being compromised.
The PMA may request revocation for the following reasons:

e The CAis revoked.

e The DN (see 3.1.1) is not correctly completed.

e The Holder or the RA has not complied with the CP or CPD rules.

e The Holder's private key is compromised or suspected of being compromised.

4.9.3 Procedure for processing arevocation request

49.3.1 PKIcomponent certificate
The CPD specifies the procedures to be implemented in the event of a PKI component certificate revocation. The
PMA authorizes revocation operations by signing a revocation request.

In case of revocation of one of the certificates in the certification chain, the CA informs all concerned holders as
soon as possible and by any means (and if possible, in advance) that their certificates are no longer valid.

For example, the PKI can send alerts to the Client and the RAs.

The latter must inform the Holders by explicitly indicating that their Certificates are no longer valid because one of
the certificates in the certification chain is no longer valid, if necessary, according to the analysis of the causes and
impacts due to the revocation of the component(s) of the PKI.

The contact point identified on the site: http://www.ssi.gouv.fr must be immediately informed in case of revocation
of one of the certificates in the certification chain.

The ANSSI reserves the right to disseminate information by any means to application developers within
administrative authorities and to users.

4.9.3.2 Holder certificate
The revocation request is retained by the RA in its logs.

The revocation request is authenticated in accordance with § 3.4.
The RA forwards the revocation request to the CA.
The CA authenticates the RA and verifies that the request actually comes from an RA authorized by the CA.

The CA revokes the holder's certificate by including the certificate serial number in the next CRL to be issued by
the CA.

The revocation requestor is informed of the actual revocation of the holder's certificate. In addition, if the certificate
holder is not the applicant, the holder is also informed of the effective revocation of the certificate.

In the case of a holder within a Company or an Administration, the organization to which the holder belongs (see §
3.2.2) is informed of the revocation of the certificates of the holders attached to it.
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49.4 Time limit granted to the holder to formulate the revocation request.

4941 CA

There is no grace period in the case of a CA revocation. The PMA requests the revocation of a certificate as soon
as it identifies a cause for revocation as defined in § 4.9.1 and the revocation is carried out within a maximum of 10
working days.

49.4.2 Holder

As soon as the Holder or the RA is aware that one of the possible causes of revocation of its jurisdiction is
effective, it formulates its revocation request without delay.

495 Time for the CA to process arevocation request

49.5.1 Certificate PKI components
Revocation is carried out within a maximum of 10 working days.

The revocation of a certificate of a PKI component is performed as soon as an event described in the possible
causes of revocation for this type of certificate is detected. The revocation of the certificate is effective when the
serial number of the certificate is entered in the revocation list of the CA that issued the certificate.

The revocation of a CA signing certificate (signing of certificates, CRLs/ARLs and/or OCSP responses) is
performed immediately, especially in the case of key compromise.

4.9.5.2 Certificate Holder
The revocation service is available 24 hours a day, 7 days a week.

A revocation request, authenticated and duly established by the RA, of a Certificate is processed in less than 24
hours.

The CRLs issued by the Cloud Signing Personal Signhature CA and DocuSign Premium Cloud Signing CA - SI1
contain the extension "ExpiredCertsOnCRL" with the date for "start date" corresponding to the date and time of the
oldest CA certificate.

49.6 Revocation checking requirements for certificate users.

It is the responsibility of CUs to verify the validity status of a certificate using all CRLs issued and/or the OCSP
service implemented by the CA (see § 4.9.9).

The use of a revoked Certificate can have disastrous consequences for a CU. The CU is therefore responsible for
verifying the status of the Certificate and the means and procedures it decides to put in place to verify the status of
a Certificate for a signature validation operation.

The CRL issued by the "Cloud Signing Personal Signature CA" and "DocuSign Premium Cloud Signing CA - SI1"
contains expired and revoked certificates and contains the extension "expiredCertsOnCRL".

Note that an unexpired certificate with a revoked status given by the OCSP service may have a valid status in the
CRL because the OCSP is on the CA database while the CRL is issued every 24 hours.

This difference in status can only last a maximum of 24 hours (the difference no longer exists with the next LRC).

However, an expired, unqualified and revoked certificate will no longer be in the CRL but will have a revoked status
given by the OCSP.

49.7 CRL Establishment Frequencies

The signed CRL, which has a validity of 6 days, is issued by the CA every 24 hours.

The CRL contains revoked expired certificates for qualified certificates only.
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The last CRL issued by the "Cloud Signing Personal Signature CA" and "DocuSign Premium Cloud Signing CA -
SI1" CAs is published with a validity end date of December 31, 9999, 23h59m59s ("999912312359597").

Revocation information will always be available from the CA that issues a CRL. In the event of the CA's end of life
or termination of Service with that CA, or even in the event of a CA key compromise, a final CRL is generated and
archived at DocuSign France. This last CRL is published on the DocuSign France website until the expiration of the
TSP and on the CRL distribution URL, contained in the Certificate, until the expiration of the last Certificate issued
by the CA.

4,9.8 Maximum time for publication of a CRL

The maximum delay for the publication of a CRL is 24 hours.

4.9.9 Availability of an online certificate revocation and status checking system

If the CA does not include a CRL in the Document, then the CA uses an OCSP token in the Document for the
Certificate status.

4.9.10 Online certificate revocation checking requirements for certificate users.

The OCSP response contains the following international information:

Field Requirements

\Version 1

Responder ID OCSP’s public key hash

ProducedAT Date and time of the OCSP response signature
CertlD Subscriber’s certificate serialNumber, Sub-CA issuerKeyHash
and Sub-CA issuerNameHash
. Date and time of the verification of the Subscriber’s certificate
This Update

status found in the CA database.

Date according to status of certificate:
Good: 1440 minutes (24h)

Next Update Hold: 1440 minutes (24h)

Revoked: 4320 minutes (72h)

Unknown: 15 minutes.

CertStatus “Good”, “Revoked” or “unknown”

Used if and only if the user Application provides a value for this
Nonce i .

field and reused in full.
extensions No extension referenced

4.9.11 Other available means of information on revocations

Not applicable.

4.9.12 Specific requirements in case of private key compromise

For CA certificates, the revocation following a compromise of its private key is the object of a clearly published
information at least on the CA website and possibly relayed by other means (other institutional websites,
newspapers, etc).
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In case of compromise of Holder keys, the CA notifies the Client who decides on the action plan with the Holders.

4.9.13 Possible causes of suspension

Not applicable.

4.9.14 Origin of a Request for Suspension

Not applicable.

4.9.15 Procedure for Processing a Suspension Reguest

Not applicable.

4.9.16 Certificate Suspension Period Limits

Not applicable.

4.10 Certificate status information function

4.10.1 Operational characteristics

The OCSP service is updated from the CA database. However, the primary mechanism for communicating
certificate status is the CRL published by the CA. In all cases, certificate users can use a free CRL lookup
mechanism.

4.10.2 Function availability

The OCSP service is updated from the CA database. The OCSP and CRL service is available 24 hours a day, 7
days a week with an availability rate of 99.9.

The OCSP service is turned off after the end of life of the CA and only the last CRL is the only information available
cf. 4.9.7.

4.11 Termination of the relationship between the holder and the CA

The end of the contractual relationship between DocuSign France and the Customer is managed in the contract
established between DocuSign France and the Customer.

4.12 Key escrow and recovery

Key pairs and certificates of Holders and CAs issued under the CP are not subject to escrow or recovery.
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5 NON-TECHNICAL SAFETY MEASURES

5.1 Physical security measures

5.1.1 Location and construction of the sites

The CSO's operating site hosting the CA, RA and PS complies with the regulations and standards in force and its
installation takes into account the results of the risk analysis, the certification operator's job according to the EBIOS
method, for example certain specific requirements such as flooding, explosion (proximity to factories or chemical
warehouses, etc.) performed by the CSO.

The operating site (protected by guards or intrusion detectors, etc) provides robust protection against unauthorized
access to CA, RA and PS equipment and data.

5.1.2 Physical access

CA and RA equipment is protected from unauthorized access and attempted damage. The physical protection
ensures at least the following:

¢ Monitoring, manually or electronically, of authorized and unauthorized access at all times.

e No unauthorized access to equipment and activation data is possible.

e Paper and computer media that contain sensitive information in clear form are stored in secure locations.
e Unauthorized persons are always accompanied by authorized persons on the premises.

e An access log is maintained and periodically reviewed.

o At least two levels of security barriers are implemented for access to operational rooms that contain
equipment and activation data.

e Access to CA equipment and HSMs, and their activation data, requires two distinct physical persons.

A premises security check is performed if the premises have been left unattended. At a minimum, the check is to
verify the following:

e The equipment is in a condition suitable for the current operating mode.
e For offline components, all equipment is shut down.
e  Security containers (tamper-proof envelopes, a safe, etc.) are properly closed.
e Physical security systems (e.g., door locks, radars, cameras, etc.) are functioning properly.
e The premises are protected against unauthorized access.
Removable cryptographic modules must be disabled before storage.
When not in use, the HSMs and their associated activation data are placed in secure containers (safe, etc.).

Activation data is either memorized or recorded and stored in a manner appropriate to the security of the HSM and
must not be stored with the HSM.

5.1.3 Power supply and air conditioning

Power protection and air conditioning generation systems are implemented by the CSO to ensure continuity of
service delivery.

The materials used for the realization of the services are operated in the respect of the conditions defined by their
suppliers and or manufacturers.
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5.1.4 Vulnerability to water damage

CSO systems are implemented in such a way that they are not susceptible to flooding and other liquid splashes
and spills.

5.1.5 Fire prevention and protection

The CSO's fire prevention and firefighting capabilities meet the requirements and commitments made by the CA
and RA in this CP for the availability of its functions.

5.1.6 Retention of media

The different information involved in PKI activities are identified and their security needs defined (in terms of
confidentiality, integrity and availability).

The CA maintains an inventory of this information. The CSO shall implement measures to prevent the compromise
and theft of this information. The media (paper, hard drive, floppy disk, CD, etc.) corresponding to this information

are managed according to procedures consistent with these security requirements.

In particular, they are handled in a secure manner to protect the media from damage, theft and unauthorized
access.

Management procedures protect these media from obsolescence and deterioration during the period of time that
the CSO commits to retain the information they contain.

5.1.7 Decommissioning of supports

At the End of Life, the media will either be destroyed or reset for reuse.

5.1.8 Off-site backups

The CA shall make off-site backups to ensure rapid recovery of CA services following a disaster or event that has a
serious and lasting impact on its services. This backup is performed on a regular basis in accordance with
DocuSign France policy.

The CSO uses premises that follow DocuSign France's security rules and allow for the protection of data and
materials stored off-site.

Off-site backups are tested.

5.2 Procedural security measures
5.2.1 Trusted Roles

Personnel must have knowledge and understanding of the implications of the operations for which they are
responsible.

The CA's trusted roles are consistent with and similar to the roles defined by ETSI.

For OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31, the PSM software shall implement roles in
accordance with [PSM QSCD].

The Customer is responsible for defining and documenting trusted roles and associated operations for RA and
DRA services.

5.2.2 Number of people required per task.
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Several roles can be assigned to the same person, as long as the combination does not compromise the security of
the functions implemented.

CA keys are under minimum dual control.
The following tasks are performed under dual control:
e CA key generation.
o CA key Activation.
e Backup of CA keys.
o CA certificate revocation.

The number of people required per task is specified in the CPD.

For OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31, the PSM software shall implement the roles
according to [PSM QSCD].

The Customer shall document the role separation rules so that PMA can judge the security of the RA and DRA
organization.

5.2.3 Identification and authentication for each role

The CA shall have the identity and credentials of any of its personnel who are required to implement PKI services
verified prior to being assigned a role and corresponding rights, including:

e That his/her name be added to the access control lists for the premises of the entity hosting the component
concerned by the role.

e That his/her name be added to the list of persons authorized to physically access these systems.
o If applicable and depending on the role, that an account be opened in his/her name in these systems.

o Eventually, that cryptographic keys and/or a certificate are issued to him/her to accomplish the role he/she
has been assigned within the PKI.

These controls are described in the CPD and are consistent with the CA Security Policy.
Each assignment of a role to a PKI personnel is notified to them in writing or equivalent.

For OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31, the PSM software shall implement roles in
accordance with [PSM QSCD].

The Customer shall document the security rules for authentication and identification of trusted roles involved in the
RA.

5.2.4 Roles requiring separation of duties.

Several roles can be assigned to the same person, as long as the cumulative effect does not compromise the
security of the functions implemented. For trusted roles, it is nevertheless recommended that the same person
does not hold several roles and that the requirements of non-cumulative roles defined in the CPD are respected.

The responsibilities associated with each role should be described in the CPD. CSO personnel in charge of
certificate management shall be separate from personnel in charge of business and compliance aspects (e.g.,
component shutdown decisions) and therefore free from any pressure and conflict of interest that could influence
confidence in the operations they are conducting.

For OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31, the PSM software shall implement the roles in
accordance with [PSM QSCD].

The Customer shall document the role separation rules so that the PMA can judge the security of the RA
organization.

DSF_Protect and Sign Personal Signature ETSI CP v 2.6.docx 42



DocusSign Envelope ID: 1F8560E0-E6B3-4D0D-9C9C-78BEBF13E908

5.3 Security measures for personnel

5.3.1 OQualifications, skills and clearances required.

Each person working within the PKI is subject to a confidentiality clause with respect to their employer. It is also
ensured that the duties of these individuals are consistent with their professional qualifications. Personnel must be
trained for the roles they occupy. Roles and their assignments are documented to properly manage the separation
of roles and the assignment of individuals based on the sensitivity of the roles to their skills, background checks
and training. The PMA approves the role assignments. The Customer is responsible for the role assignments for
the RA.

Everyone involved in PKI certification procedures is informed of their responsibilities for PKI services and
procedures related to system security and personnel control.

5.3.2 Background Check Procedures

The PKI uses all the legal means at its disposal to ensure the honesty of the staff working within the component.
This verification is based on a background check of the persons, it is verified that each person has not been the
object of a conviction of justice in contradiction with their attributions.

The persons having a role of confidence must not have conflicts of interest prejudicial to the impartiality of their
tasks.

These verifications are carried out prior to assignment to a trusted role and reviewed regularly (at least every 3
years).

5.3.3 Initial training requirements

The staff has been previously trained in the software, hardware and internal operating and security procedures that
it implements and that it must respect, corresponding to the component in which it operates.

This training covers the following aspects:
e  Security rules and principles of the PKI.
e PKI software according to their version.
e Applicable procedures for PKI services.
¢ Role responsibilities.
e Procedures for incident and dispute resolution.
e  Minimum knowledge of the PKI computer system.
e Continuity plan procedure.

Staff have knowledge and understanding of the implications of the operations for which they are responsible.

5.3.4 Training Requirements and Frequency

The staff concerned receive adequate information and training prior to any changes in systems, procedures,
organization, etc., depending on the nature of these changes.

5.3.5 Frequency and sequence of rotation between different assignments

The PMA and CSO ensure that role changes do not affect the security of PKI services.
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5.3.6 Sanctions for unauthorized actions

Appropriate sanctions are applied to PKI personnel who do not comply with the security rules of the DocuSign CP.

5.3.7 Requirements for external service providers

The requirements for contractor personnel are the same as those described for employees in this chapter 5.3.

5.3.8 Documentation provided to staff.

The documents required to perform the PKI services according to the role occupied are provided to the PKI
personnel (see § 5.3.3).

5.4 Audit Data Compilation Procedures

5.4.1 Type of events to be recorded.

Logs and audit trails are generated by the CSO and PMA for events related to the security and services of the PKI.

Event logging consists of recording events manually or electronically by input or automatic generation. The
resulting files, in paper and/or electronic form, must allow traceability and accountability of the operations
performed.

The CSO logs the events concerning the systems related to the functions it implements within the framework of the
PKI:

e Creation / modification / deletion of user accounts (access rights) and the corresponding authentication
data (passwords, certificates, etc.).

e Start and stop computer systems and applications.
e Logging events: start and stop logging function, change logging settings, actions taken after logging failure.

e Logging in/out of users with trusted roles, and corresponding failed attempts.

Other events are also collected.

These are events concerning security that are not automatically produced by the systems implemented:
e Physical access to sensitive areas.
e Maintenance actions and system configuration changes.
e Changes to staff in trusted roles.

e Actions to destroy and reset media containing confidential information (keys, activation data, personal
information about Users, etc.).

In addition to these logging requirements common to all components and functions of the PKI, events specific to
the various functions of the GC are also logged by the CSO:

e Receipt of a certificate application (initial and renewal).
e Validation/rejection of a certificate request.

e Events related to CA keys and certificates (generation (key ceremony), backup / recovery, destruction,
etc).

e HSM management.
e Generation of the holders' certificates.

e Generation, use and destruction of Holder's key pair.
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e Renewal and revocation of Holder Certificates.
e Transmission of the Certificates contained in the Document as indicated in the PSGP.
e Publication and update of CA related information.
e Generation of Certificate status information (Holder).
Each event record in a log contains the following fields:
e Type of event.
¢ Name of the executor or system reference triggering the event.
e Date and time of the event.
e Reason for the event.
e Result of the event (failure or success).
The responsibility for an action lies with the person, organization or system that performed it.
The name or identifier of the executor is explicitly mentioned in one of the fields of the event log.

In addition to the above list, the RA records the following information with the detail requested above:

e The Holder's files (see § 4.1 and § 4.2) and the Holder's contact information (email address or telephone
number) that allows the identity of the Holder to be verified (see § 3.2, § 4.1 and § 4.2).

o The list of RA Operators.

e The technical pages of the Consent Protocol.

o |f the Customer has chosen to keep the Proof File itself (which is the trace of the Certificate request between
the RA and the CA), then it keeps the Proof File according to its own means of storage (Cf. PSGP).
Otherwise, DocuSign France stores the Proof File with an electronic archiving service provider in a

compartment dedicated to the Customer (see PSGP).

5.4.2 Frequency of event log processing

PKI component audit logs are reviewed on an annual basis by the CSO audit manager who conducts a reasonable
search for evidence of possible malicious activity and tracking of sensitive operations.

A significant sample of audit trails generated by PKI components since the last review is examined (where the
confidence intervals for each category of security audit data are determined by the security links of the data types
and the availability of tools to perform such an examination) also for reasonable evidence of possible malicious
activity.

The CSO conducts a daily review of IT and physical audit logs.
The CSO explains significant events in an audit report.

Such a review involves verifying that the logs have not been altered, that there are no discontinuities or losses in
the logs.

This review can be quick and synthetic in order to look for inconsistencies in the audit logs.

5.4.3 Retention period for event logs

Event logs are retained on site for at least 1 year before being archived.
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5.4.4 Log protection

Logging must be designed and implemented in such a way as to limit the risks of bypassing, modifying, or
destroying event logs. Integrity control mechanisms must be in place to detect any voluntary or accidental
modification of these logs. The event logs must be protected in terms of availability (against loss and partial or
destruction, voluntary or not).

5.45 Eventlog backup procedures

The PKI shall put in place the measures required to ensure the integrity and availability of event logs for the
component in question, in accordance with the requirements of this CP and based on the results of the CA's risk
analysis. Log backups are protected with the same level of security as the originals.

5.4.6 Event Logging System

Event logs are created when a system is started and only stopped when the system is shut down. The log
collection system ensures the integrity and availability of event logs. If necessary, the log collection system protects
the data in integrity. If a problem occurs during log collection, the PMA determines if it is necessary to suspend
operations of the impacted component(s) until the problem is resolved.

5.4.7 Notification of event reqgistration to the event manager

When an event is recorded in the log collection system, it is linked to a PKI role (person or machine).

5.4.8 Vulnerability Assessment

The PKI components must be able to detect any attempt to violate the integrity of the component.
Event logs are monitored regularly to identify anomalies related to failed attempts.
This analysis will result in a summary in which significant items are identified, analyzed and explained.

The summary should show anomalies and tampering that have been identified.
For the analysis, the following rules apply:

¢ Implement detection and prevention controls under the control of the CSO to protect PKI systems from
viruses and malware.

e Document and follow a vulnerability remediation process that addresses vulnerability identification, review,
response, and resolution.

e Perform a vulnerability scan:

o After any system or network change following the decision of the PMA who decides if the changes
are significant to the CAs and the Customer for the RA.

o At least once a week, on the public and private IP addresses identified by the CSO of the PKI
systems (for the CA).

e Perform penetration testing on PKI systems on at least an annual basis and following a change to the
infrastructure or applications that are deemed significant by the PMA for the CA and the Customer for the
RA.

e Record evidence of the completion of vulnerability scans and penetration tests.

¢ Record evidence of the performance of vulnerability scans and penetration tests; by qualified persons, with
adequate tools, and following an independent approach in order to guarantee the quality and relevance of
the scans and tests.
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e Monitor and address vulnerabilities based on the CSO's security policy and the CSO's risk analysis.

5.5 Data archiving

5.5.1 Type of datato be archived.

The archiving of data ensures the durability of the logs constituted by the various components of the PKI in order to
prove the validity of a PKI operation and an electronic signature.

The data archived at the level of each component are the following:
e PKllogs:
o Physical access to the CSO (3 months maximum).
o Video for CSO protection (3 months maximum).
o Key ceremony video (7 years minimum after certificate expiration).
o Trusted role management (minimum 7 years after certificate expiration).
o Access to information systems (7 years minimum after certificate expiration).

o Creation, use and destruction of the holder and CA key pairs (7 years minimum after the expiration
of the certificate).

o CA activation data management (7 years minimum after certificate expiration).
o Information system and network activity logs (minimum 7 years after certificate expiration).
o PKI documentation (minimum 7 years after certificate expiration).
o Security incident and audit report (minimum 7 years after certificate expiration).
e Audit documentation kept by the PMA (minimum 7 years after the expiration of the certificate).
e PC document (minimum 7 years after the expiration of the certificate).
e DPC document (minimum 7 years after certificate expiration).
e Contract between DocuSign France and the Customer (minimum 7 years after expiration of the certificate).
e Type of equipment, software and configuration for the CA (minimum 7 years after certificate expiration).
e Certificates held by the CA (minimum 7 years after certificate expiration).
e Certificate applications registered by the CA (minimum 7 years after certificate expiry).
e Other data and applications used for auditing records (minimum 7 years after certificate expiration).
e Alllogs related to the operation of the PMA and audits (minimum 7 years after certificate expiration).

The RA must keep its logs (see 5.4.1) and Proof Files for a minimum of 7 years after the certificate expires.

5.5.2 Retention period for archives

The retention period for the archive is given in 8 5.5.1 above. The PMA and the Customer, depending on the owner
of the archive, to keep or delete the archive following the expiration of the minimum retention period.

5.5.3 Protection of archives

During all the time of their conservation, the archives and their backups:
o Will be protected in integrity, confidentiality and authenticity.
e Will be accessible only to authorized persons.

e Can be consulted and used by authorized persons.
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5.5.4 Backup of the archives

If the media used for archival storage cannot retain the data in accordance with the retention period defined in 8§
5.5.1, then a mechanism for regular transfer of archives to new media will be implemented by the CSO.

5.5.5 Data Time-Stamping Requirements

The use of time stamps is not mandatory for the PKI for log protection. Only the Proof File is time-stamped. The
logs have a trust time issued according to the requirements of § 6.8.

5.5.6 Archive collection system

The system ensures the collection of records in compliance with the security level for data protection (see 5.4.6).

5.5.7 Archive Retrieval and Audit Procedures

The archive is regularly tested to ensure its content and readability.
Only authorized persons and the PMA can access the archives.

5.6 CA Key Change

5.6.1 CA certificate

The lifespan of a CA certificate is determined according to the validity period of the associated private key, in
compliance with cryptographic security recommendations relating to key lengths, in particular in compliance with
the recommendations of the competent national or international authorities on the subject.

The lifespan of the CA certificate is given in § 6.3.

A CA cannot generate certificates whose lifespan exceeds the validity period of its CA certificate. Therefore, a CA's
key pair is renewed no later than the CA certificate expiration date minus the lifespan of the issued certificates.

A new CA key requires a new CA certificate.
Once a new private key is generated for the CA, only this one is used to generate new Holder Certificates.

The previous CA certificate remains valid to validate the certification path of the old certificates issued by the
previous CA private key, until the expiration of all the Holder Certificates issued with this key pair. The Holder
Certificate has a fixed lifespan that cannot be changed because of the end of life of the CA.

Furthermore, the PMA is responsible for changing the CA key pair and the corresponding certificate when the key
pair ceases to comply with the cryptographic security recommendations concerning the size of the keys or if it is
suspected of being compromised.

5.6.2 Holder certificate

The lifespan of the Certificate Holder is determined in accordance with the security recommendations for
cryptography.
The validity period of a Certificate is given in the CPD.
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5.7 Compromise and Disaster Recovery

5.7.1 Procedures for reporting and handling incidents and compromises

The CA has established a business continuity plan that outlines the steps to be taken in the event of the
compromise or loss of system resources, software and/or data that could disrupt or compromise the proper
functioning of CA services.

The continuity plan is regularly tested, reviewed, and updated by the PMA.

The CA has conducted a risk analysis to assess business risks and determine security requirements and
operational procedures in order to draft a disaster recovery plan. The risks considered are regularly reviewed and
the plan is revised accordingly. The CA's continuity plan is part of the audited scope, as per paragraph 8 below.

PKI staff in a trusted role are specially trained to respond according to the procedures defined in the disaster
recovery plan for the most sensitive activities.

In the event that the PKI detects a hacking attempt or other form of compromise, the PMA conducts an
investigation and risk analysis to determine the nature of the consequences and their level. If any of the algorithms,
or associated parameters, or one or more of the services used by the PKI or its Holders becomes insufficient in
terms of security for its intended use, then the PMA:

e Inform all holders and third-party users of certificates with whom the CA has agreements or other forms of
established relationships. In addition, this information is made available to other certificate users.

o Revokes all certificates affected by the incident.

If necessary, the extent of the consequences is evaluated by the PMA in order to determine if the CA services must
be restored, which holder certificates must be revoked, the CA must be declared compromised, certain services
can be maintained (in priority the revocation and status publication services of the holder certificates) and how,
according to the disaster recovery plan.

In the event that the RA or Customer detects a hacking attempt or other form of compromise, it will conduct an
investigation and analysis to determine the nature of the consequences and their level.

If the Client Connector is compromised or if signed documents are compromised, the Customer must notify
DocuSign France.

The impact of the damage is assessed by the Customer who determines whether any Certificate Holders should be
revoked, and the RA's services terminated or maintained.

The Customer shall in all cases notify PMA of security incidents on the RA.
The continuity plan of the Client and the RA is documented by the Client and the RA.

The CA must also directly and without delay notify the contact point identified on the site: http://www.ssi.gouv.fr.
The discovered vulnerabilities (CA, RA, etc.) are dealt with within 48 hours as soon as they are known by the PMA
and the ANSSI and Adobe is alerted by the PMA within 24 hours as soon as it is aware of a major incident affecting
the security of the service or personal data.

5.7.2 Recovery procedures in case of corruption of IT resources (hardware, software and/or data)

If CA equipment is damaged or disabled while signing keys are not destroyed, operations shall be restored as soon
as possible, giving priority to the ability to provide certificate revocation and validity status publication services, in
accordance with the CA and Client Disaster Recovery Plan.

5.7.3 Recovery procedures in the event of a component's private key being compromised.

If the CA signing key is compromised, lost, destroyed, or suspected of being compromised:
e The PMA, after investigation of the event decides to revoke the CA certificate.

e All Customers whose certificates were issued by the compromised CA are promptly notified that the CA

certificate has been revoked.
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o The PMA decides whether or not to generate a new CA certificate and a new key pair.
o A new CA key pair is generated, and a new CA certificate is issued.
e The holders are informed of the CA's new ability to generate certificates.

If the system used by "Protect and sign - Personal Signature" to generate the Holders' key pairs is compromised,
then PMA alerts the Customers and Holders and lists the potential consequences and risks to the Customers and
CUs.

If any of the cryptographic algorithms, or associated parameters, used by the CA or the Holders become
insufficient in terms of security, then the PMA informs the Customers and changes the algorithm.

5.7.4 Business continuity capabilities following a disaster.

The disaster recovery plan addresses business continuity as described in § 5.7.1.

5.8 PKIl end-of-life

One or more components of the PKI may cease operations or transfer to another entity for various reasons.

The CA shall plan to cover the costs of meeting these minimum requirements in the event that the CA goes out of
business or for other reasons is unable to cover these costs on its own, to the extent possible within the constraints
of applicable bankruptcy legislation.

The transfer of activity is defined as the end of activity of a PKI component that does not affect the validity of
certificates issued prior to the transfer and the resumption of this activity organized by the CA in collaboration with
the new entity.

The PMA must keep the ANSSI informed.

The termination of activity is defined as the end of activity of a PKI component involving an impact on the validity of
certificates issued prior to the termination in question.

5.8.1 Transfer or termination of activity affecting a PKI component.

To ensure a consistent level of confidence during and after such events, the CA:

¢ Implements procedures whose objective is to ensure a constant service as regards archiving (in particular,
archiving of the certificates of the holders and the information relating to the certificates).

e Ensures revocation continuity (acknowledging a revocation request and publishing CRLS), in accordance
with the availability requirements for its functions defined in the CP.

Details of the following commitments must therefore be announced by the CA in its CP:

e To the extent that the proposed changes may affect commitments to certificate holders or users, the CA
shall notify them as soon as necessary.

5.8.2 Termination of Activity Affecting the CA

Termination may be total or partial (e.g., termination for a given certificate family only).

Partial termination is progressive so that only the obligations listed below are to be performed by the CA, or a third-
party entity that takes over the activities, upon expiration of the last certificate issued by it.

In the event of a total termination of activity, the CA or, in case of impossibility, any entity that would be substituted
for it by law, regulation, court decision or agreement previously concluded with this entity, will ensure the
revocation of certificates and the publication of CRLs in accordance with the commitments made in the CP.

The CA shall perform the following actions:
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Notification of affected Customers.
Transferring its obligations to other parties.

Management of revocation status for non-expired certificates that have been issued.

When the service is stopped, the CA:

Prohibits itself from transmitting the private key that allowed it to issue certificates.
Destroy the CA private key and its backups.

Take all necessary steps to destroy the CA private key or render it inoperative.
Revoke its CA certificate.

Revoke all certificates it has signed that are still valid.

Publish the most up-to-date revocation information for the benefit of CUs.

In the event of CSO downtime, the CSO is responsible for retaining all relevant logs regarding the Holders and PKI
services and transferring them to the PMA.

5.8.3

Termination of the RA

If the Customer ceases to be an RA, the Customer must:

Inform the PMA in accordance with the terms of the contract between DocuSign France and the Customer.
Destroy the private keys of the Customer Connector and request their revocation from DocuSign France.
The RA stops using the DocuSign France Signing Service.

If the RA is compromised, notify the Holders and DocuSign France and the CUs involved.

Records must be transferred to an entity designated by the RA whose identity is communicated to the CA.

In the event of CSO downtime, the CSO is responsible for retaining all relevant logs of the Holders and PKI
services and transferring them to the Customer.
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6 TECHNICAL SECURITY MEASURES

6.1 Key pair generation and installation

6.1.1 Key pair generation

6.1.1.1 CA Key pairs

Following the PMA's agreement to generate a CA certificate, a key pair is generated during a key ceremony using
a hardware cryptographic resource (see 6.2.11).

Key ceremonies are conducted under the control of at least three persons in trusted roles (master of ceremony and
witnesses) and are impartial. It takes place on the CSO's premises. Witnesses provide objective, factual evidence
of how the ceremony unfolded according to the script. The roles involved in key ceremonies are specified in the
CPD.

Key ceremonies are conducted under the supervision of at least two individuals in trusted roles and in the presence
of several witnesses, at least two of whom are external to the CA and are impartial. The witnesses provide
objective, factual evidence of how the ceremony was conducted in relation to the previously defined script. The
entire key ceremony is recorded on video.

Following their generation, the Secret Shares (activation data) are given to activation data holders designated in
advance and authorized for this trust role by the CA. Whatever the form (paper, magnetic support or confined in a
smart card or a USB key), a same holder cannot hold more than one share of secrets of a same CA at a given
time. Each share of secrets must be implemented by its holder.

6.1.1.2 Holders

The "Protect and Sign - Personal Signature" application manages the generation of the key pairs.

The generation of key pairs is performed in a hardware cryptographic resource (see § 6.2) hosted by the CSO and
customized by the CSO.

The generation of the key pairs is performed in such a way as to avoid any form of compromise of the key pairs
and their use in a context other than that of a signature following a Consent Protocol with the associated activation
data in accordance with the PSGP and the Client's signature policy.

6.1.2 Transmission of the private key to its owner

Not applicable.

6.1.3 Transmission of the public key to the CA

6.1.3.1 CA

The CA public key is securely delivered to the intermediate or root CA that issues the CA certificate during the key
ceremony (see 8 6.1.1) or during the registration phase (see § 4.1).

The CA public key is used during the key ceremony, in PKCS#10 format, to issue the CA certificate.

6.1.3.2 Holder

The public key is transmitted to the CA following the generation of the key pair, in PKCS#10 format, by the "Protect

and Sign - Personal Signature" Application. The delivery mechanism links the identity of the Holder to the public
key to be certified.

6.1.4 Transmission of the CA public key to certificate users

All the certificates in the CA's chain of trust are contained in the Signed Document.
All the CA certificates are published by the PS.
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The certificate from the DocuSign France CA on which the CA depends is contained in the Adobe software.

6.1.5 Keysize

The recommendations of the relevant national and international bodies (regarding key lengths, signature
algorithms, hashing algorithm, etc) are periodically consulted to determine whether the parameters used in the
issuance of the holder and CA certificates should or should not be modified.

The use of the RSA algorithm with the SHA2 hash function is used for the CA. The CA's key pair size is 2048 bits.
The key length of the Certificate Holders is 2048 bits for the RSA algorithm with the SHA-256 hash function.

6.1.6 Checking the generation of key pair parameters and their quality

6.1.6.1 CA

The equipment used for the generation of CA key pairs are hardware cryptographic resources certified EAL 4+ and
qualified reinforced.

6.1.6.2 Holders: OID different from 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

Holder key pairs are generated by the holder using FIPS 140-2 level 2 or EAL4+ certified hardware.
6.1.6.3 Subscriber: OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

The Holder's key pairs are generated by the Holder using a hardware device that is FIPS 140-2 level 2 or EAL4+
certified or equivalent and SSCD compliant with the requirements of Annex Il of the Directive 1999/93/EC.

In the event of a change in the status of a QSCD, then the QSCD will be replaced before its loss of qualification. In
the event of loss of qualification for safety reasons, an investigation will be carried out and actions will be taken in
accordance with § 5.7. If the QSCD cannot be replaced in time then the CA will stop producing key pairs and
associated certificates until a new QSCD is installed.

6.1.7 Key usage objectives

The use of the "key usage" extension in the "Holder" certificate (and also in the "Extended Key Usage" extension
when it is present) and in the CA certificates is described in § 10 in the certificate profiles and indicates the purpose
of the key usage.

6.2 Security measures for the protection of private keys and for cryptographic modules

6.2.1 Standards and security measures for cryptographic modules

The hardware cryptographic resource of the CA and of the Holders use random generators which must comply with
the state of the art, with the standards in effect or follow the specifications of the standardization when they are
standardized. The algorithms used must comply with the standards in effect or follow the specifications of the
standardization when they are standardized (see § 6.1.6).

6.2.2 Multi-person control of the private key

6.2.2.1 CA

CA private key activation is controlled by at least 2 individuals holding activation data and who are in trusted roles.
Trusted individuals involved in CA private key activation are strongly authenticated. The CA is activated in a
cryptographic box so that it can be used by the only trusted roles and authorized processes that can issue
certificates and CRLs.

6.2.2.2 Holder

Holder keys are activated after successful authentication of the Holder using the activation data (see § 6.4)
provided for in the Consent Protocol and Registration Policy and the [QSCD MMP] security rules (only for OIDs
1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31).
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6.2.3 Private Key Escrow

CA and Holder private keys are never subject to escrow.

6.2.4 Backup copy of private key

6.2.4.1 CA
The CA key pair is backed up under the control of multiple individuals for disaster recovery purposes.

Private key backups are performed using hardware cryptographic resources.

Backups are rapidly transferred to a secure offsite backup location to provide and maintain CA disaster recovery
capability.

CA private key backups are stored in hardware cryptographic resources or as an encrypted file created by the
cryptographic resource.

The CA shall have at least one off-site key backup.

6.2.4.2 Holder

Not applicable.
6.2.5 Archiving the private key

CA and Holder private keys are never archived.

6.2.6 Transfer of the private key to/from the cryptographic module

6.2.6.1 CA
CA keys are generated, activated and stored in hardware cryptographic resources or in encrypted form.

When not stored in cryptographic resources or when transferred, CA private keys are encrypted using the AES or
3DES algorithm.

An encrypted CA private key cannot be decrypted without the use of a hardware cryptographic resource and the
presence of multiple people in trusted roles.

6.2.6.2 Holder

Not applicable.

6.2.7 Storage of the private key in a cryptographic module

6.2.7.1 CA

CA private keys are stored in physical cryptographic resources and are protected with the same level of security as
the one in which they were generated (Cf. 6.1.6).

6.2.7.2 Holder: OID different from 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

The Holder private keys are stored in hardware cryptographic resources dedicated to this purpose and are
protected with the same level of security as the one in which they were generated (Cf. 6.1.6).

The keys are thus stored for use via the Consent Protocol mechanism using the Holder activation data.

6.2.7.3 Holder: OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

The Holder private keys are stored in dedicated hardware cryptographic resources (dedicated partition) for this
purpose and are protected with the same level of security as the one in which they were generated (Cf. 6.1.6).

The keys are thus stored for use via the Consent Protocol mechanism using the Holder activation data as defined
in [PSM QSCD].
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6.2.8 Private key activation method

6.2.8.1 CA

CA private keys can only be activated with a minimum of 2 people in trusted roles who hold activation data for the
CA in gquestion.

Once CA keys are in custom HSMs, only the online PKI CA system can use the CA keys via authenticated roles on
the PKI interfaces.

6.2.8.2 Holder: OID different from 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31
Following the successful authentication of the Holder during the Consent Protocol, and using its technical activation

data (e.g., OTP code, authentication certification to authenticate or OTP medium), the Holder key pair is used in an
HSM.

Authentication is implemented in accordance with the Client's signature policy and the PSGP.

6.2.8.3 Holder: OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

The activation of the signature key pair by the Holder is performed according to the rules of [PSM QSCD] and the
Registration Policy.

The Consent Protocol is implemented by the RA or the CA.

6.2.9 Private key deactivation method

6.29.1 CA

Hardware cryptographic resources in which CA keys have been activated are not left unattended or accessible to
unauthorized persons. After use, the hardware cryptographic resources are deactivated. The cryptographic
resources are then stored in a secure area to prevent unauthorized manipulation by non-strongly authenticated
roles.

The CA's cryptographic signing resources are online only to sign holder certificates and CRLs after authenticating
the certificate request and revocation request.

Cryptographic resources automatically deactivate in the event of an incident.

6.2.9.2 Holder

The deactivation of the holder's private key is performed by destroying the key pair at the end of the Transaction
with the Holder as described in the PSGP.

6.2.10 Private key destruction method

6.2.10.1 CA

CA private keys are destroyed when they are no longer in use or when the certificates to which they correspond
have expired or been revoked. Destruction of a private key involves the destruction of backup copies, activation
data, and the erasure of the cryptographic resource that contains it, so that no information can be used to retrieve
it. The key destruction operation in the HSM is performed using the HSM's erasure functions. If the HSM is no
longer operational, then the destruction of CA keys is performed by physically destroying the HSM.

The destruction operation is performed in a secure environment (see § 5.1) and with trusted roles (see § 5.2).

6.2.10.2 Holder

The destruction of the Holder's private key is performed with the hardware key holder using the logical erasure
functions for the hardware key holder and this operation is controlled by the "Protect and Sign - Personal
Signature” Application.

If the HSM is no longer operational, then the destruction of the holder keys is done by physically destroying the
HSM.

6.2.11 OQualification level of the cryptographic module and the authentication and signature devices

See § 6.1.6.
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6.3 Other aspects of key pair management
6.3.1 Public Key Archiving

Public keys are archived by archiving certificates (see § 5.5.2 above).

6.3.2 Lifespan of key pairs and certificates

6.3.2.1 CA
The maximum operational life for the CA private key is 5 years minus the lifespan of the Certificate Holder.

The maximum operational life for the CA public key is 5 years.

6.3.2.2 Holder

The operational lifespan of a certificate is limited by its expiration date, which is given in the CPD. The operational
lifespan of a key pair is equivalent to that of the certificate to which it corresponds and the number of Documents to
be signed by a Holder during a Transaction.

6.4 Activation data

6.4.1 Generating and installing activation data

6.4.1.1 CA

CA private key activation data is generated during key ceremonies (see § 6.1.1.1). The activation data are
automatically generated according to a M of N type scheme. In all cases, the activation data are given to their
holders after generation during the key ceremony. Activation data holders are persons authorized for this trusted
role. Activation data cannot be transmitted by other procedures. The most sensitive activation data are redundant
(the CPD gives more details).

6.4.1.2 Holder: OID different from 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

The type of Activation Data that the Holder uses is described in the Customer's signature policy.

The Activation Data is either stored by the RA or generated by the RA and securely distributed to the Holder, so as
to have the assurance that only the Holder will be able to sign a Document using the Activation Data, and to the
"Protect and Sign - Personal signature" Application that uses it in the implementation of the Consent Protocol. The
"Protect and Sign - Personal signature" Application can also generate the activation data and give it to the Holder
via the contact information (Cf. § 4.1) in order to ensure that only the Holder can sign a Document using the
activation data.

The signature policy indicates whether or not activation data is used.

A technical authentication data (OTP for example) is mandatory for Holders who sign Documents remotely.

6.4.1.3 Holder: OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

The Consent Protocol must comply with the rules of [PSM QSCD] and the Registration Policy.

6.4.2 Protection of activation data

6.4.2.1 CA

Activation data is protected from disclosure by a combination of cryptographic and physical access control
mechanisms.

Activation data holders are responsible for managing and protecting their activation data.

An activation data holder cannot hold more than one activation data of the same CA at any one time.

Activation data is managed by the PMA, which requires that it be stored in vaults.

If the activation data is on paper, then it is stored in a protected manner in a safe.
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6.4.2.2 Holder: OID different from 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

The RA and the "Protect and Sign - Personal signature" application are responsible for protecting the activation
data.
The Holder is responsible for the protection of his activation data.

6.4.2.3 Holder: OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

The Holder is responsible for the protection of its activation data.

When the activation data is managed by PSM, then the CA is responsible for protecting the OTP code to prevent
any compromise of this code and any other illicit use by entities other than the Holder.

6.4.3 Other aspects of activation data

CA activation data is modified in the event that cryptographic resources are replaced or returned to the
manufacturer for maintenance.

Other aspects of activation data management are specified in the CPD.
6.5 Security measures for computer systems

6.5.1 Technical security requirements specific to computer systems

The following functions are provided by the operating system, or by a combination of the operating system,
software and physical protection. A PKI component includes the following functions :

¢ Identification and strong authentication of users for system access (two-factor authentication).

e User rights management (to implement the access control policy defined by the CA, in particular to
implement the principles of least privilege, multiple controls and role separation).

e Management of user sessions (disconnection after a period of inactivity, access to files controlled by role
and username).

e Protection against computer viruses and all forms of compromising or unauthorized software and software
updates.

e Management of user accounts, including quick modification and removal of access rights.
e Protection of the network from unauthorized intrusion.

o Network protection to ensure the confidentiality and integrity of data in transit.

e Audit functions (non-repudiation and nature of actions performed).

¢ Eventually, management of error recovery.

When a PKI component is hosted on a platform that has been assessed for security assurance requirements, it
must be used in its certified version.

At least the component uses the same operating system version as the one on which the component has been
certified.

The PKI components are configured to limit accounts and services to only those necessary to support CA services.
The key ceremony platform is dedicated to key ceremonies and is never connected to a network.
The computers used to administer the PKI systems are dedicated to the administration of the PKI systems.
The following rules apply for the PKI components (CA and RA):
e Follow a documented procedure for the assignment and management of PKI trusted roles.

e Document the duties and responsibilities of trusted PKI roles and the separation of roles for all PKI roles
considering the security risks to PKI components and services.

e Ensure that only individuals with trusted roles can access the PKI component services assigned to their
role.
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6.5.2

Ensure that a person with a trusted role acts only within the scope of their assigned role when logging into
a PKI component.

Require employees and contractors to access only those functions that are strictly necessary for the
mission they are expected to perform in their roles.

Require users who connect with a trusted role to the interfaces of the PKI components to use their own
dedicated means to be authenticated by the PKI components.

If a user with a trusted role uses a login/password, then this authentication and login/password
management must be done in accordance with the CSO security policy.

Require and manage the logoff of trusted roles from the PKI components and the locking of workstations
when they are no longer in use.

Configure PKI components and trusted role workstations to manage automatic logoff and workstation
lockdown following detected trusted role inactivity.

Controls trusted role accounts and access and removes access and accounts of individuals who had
trusted roles but no longer perform them.

If applicable for a PKI component (i.e., for components that do not use certificates for their trusted roles),
then implement an automatic access block that is triggered after a maximum number of unsuccessful login
attempts.

Implement a procedure to deactivate access and rights to PKI components, effective within 24 hours, for a
person leaving their trusted role following the end of a contract.

Require strong authentication for the "administration” type roles of the PKI components.

Level of qualification of IT systems

No requirement.

For OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31, the PSM software is certified to [PSM QSCD].

6.6 Security measures for systems during their life cycle

6.6.1

Security measures related to system development.

The development control of the PKI systems is carried out as follows:

Hardware and software purchased in such a way as to reduce the possibility of a particular component
being tampered with.

Hardware and software developed in a controlled environment, with the development process defined and
documented. This requirement does not apply to commercially purchased hardware and software.

All hardware and software must be shipped or delivered in a controlled manner that allows for continuous
tracking from the point of purchase to the point of use.

Hardware and software are dedicated to PKI activities. There are no other applications, hardware, network
connections, or software components installed that are not dedicated to PKI activities.

Care must be taken not to download malicious software onto PKI equipment. Only applications required to
perform PKI activities are acquired from sources authorized by applicable CA policy. CA hardware and
software is scanned for malicious code upon initial use and periodically thereafter.

Updates to hardware and software are purchased or developed in the same manner as the originals and
will be installed by trusted and trained personnel in accordance with applicable procedures.
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6.6.2 Security Management Measures

The configuration of the PKI system, as well as any modification or evolution, is documented and controlled by the
PKI component managers.

There is a mechanism to detect unauthorized changes to the software or configuration of the PKI.

A formal configuration management method is used for the installation and subsequent maintenance of the PKI
system.

When it is first loaded, we check that the PKI software is the one delivered by the vendor, that it has not been
modified before being installed, and that it corresponds to the desired version.

The following rules apply:

e The CSO implements a configuration control system that notifies the trusted roles in charge of system
administration of the PKI components of a configuration change.

e Train and require trusted roles to report abnormal events and security issues.

e Conduct journal analysis (see 5.4.8).

6.6.3 System life cycle safety assessment level

For software and hardware assessed, the CA continues to monitor the requirements of the maintenance process to
maintain the level of confidence.

Service scalability is managed to ensure that resources are available to operate PKI services.

6.7 Network security measures

The CA is online and accessible by computer stations under control. The accessible components of the PKI are
connected to the Internet in a suitable architecture with security gateways and provide continuous service (except
during maintenance or backup interventions).

The other components of the PKI use appropriate security measures to ensure that they are protected against
denial of service and intrusion attacks. These measures include the use of guards, firewalls, and filtering routers.
Unused ports and network services are cut off.

The following rules apply:

¢ Any flow control device used to protect the network on which the PKI system is hosted denies any services
except those needed by the PKI system, even if those services have the capability to be used by other
devices on the network.

¢ PKI components are segregated into distinct network zones based on their functional (type of service
rendered), logical and physical relationships to each other and to their environment. Only PKI
administration and service network flows between PKI components and their environment should be
allowed.

¢ Maintain and protect PKI components in at least dedicated zones by differentiating between interfaces of
PKI components that are connected to the Internet and those that are not (PKI components should be
separated into front-end and back-end zones as in an N-Tier architecture).

e Implement and configure an administration network (a system used to provide security functions such as
authentication, network control, log creation and collection, log analysis, vulnerability scans, anti-virus
scans when applicable, and information system administration) that protects the systems and
communication between the PKI components and its environment (outside of the PKI components' network
areas).

e Configure each network control point (firewall, switch, router, gateway, or other network component) with
rules that allow only those services, ports, protocols, and communications necessary for PKI services and
components.
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Configure PKI components and systems by disabling user accounts, services, ports, and protocols that are
not required for PKI services and components and enable only those that are required for PKI services and
components.

Check the configuration of PKI Component systems at least weekly (for the CA), and at a frequency
determined by the Client for the RA, to detect any unintended changes.

Only give administrative rights on PKI components to trusted roles that require them.
Implement a strong authentication system for access by trusted roles to PKI component interfaces.

Change authentication keys and passwords for accounts of individuals or machines whose rights are
changed or revoked.

Apply updates, recommended by CERTs and PKI component software vendors to prevent concrete and
risky attacks on PKI services, within 6 months of the official release of the update, unless the PMA or the
Customer demonstrates that the update introduces new vulnerability(ies) or that the instability would
outweigh the expected benefits.

For OID 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31, the PSM software is installed and configured
according to [PSM QSCD].

6.8 Timestamp / Dating system
There is no time stamping used by the PKI but a secure date stamp.

Only the Proof File is time-stamped as described [PSGP].

All PKI components are regularly synchronized with a time server such as an atomic clock or Network Time
Protocol (NTP) server.

The time provided by this time server must be used to establish the time:

The beginning of validity of a holder certificate.

The revocation of a holder certificate and the OCSP responses.

Automatic or manual procedures can be used to maintain the system time.

Clock settings are auditable events.
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7 CERTIFICATE, OCSP AND CRL PROFILES
7.1 Certificate Profile

7.1.1 Version number

The certificates issued by the CA are X.509 v3 certificates (populate version field with integer "2").

The certificate fields for holders and CAs are defined by RFC 5280 and specified in chapter 10 below.

7.1.2 Certificate extensions

Cf. 8 Error! Reference source not found..

7.1.3 Algorithm identifier

The certificates issued under this CP use the algorithms:

sha256WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(l) pkes-1(1)
sha256WithRSAEnNcryption(11)}

rsaEncryption(1)}

rsaEncryption {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkes-1(1)

7.1.4 Name forms

See §3.1.1.

7.1.5 Name constraints

See § 3.1.1.
7.1.6 Object Identifier (OID) of the Certification Policy

The certificates issued by the CA contain the CP OID which is given in § 1.2.

7.1.7 Extensions specific to the use of the Policy

Not applicable.

7.1.8 Policy Qualifier Syntax and Semantics

Not applicable.

7.1.9 Semantic interpretation of the "Certificate Policies" critical extension

No requirements stated.
7.2 CRL Profile
7.2.1 CRL and CRL Extension Fields

Appendix 10 provides the details.
7.3 OCSP Profile

Chapter 4.9.10 details.
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8 COMPLIANCE AUDIT AND OTHER EVALUATIONS

8.1 Frequency and/or circumstances of audits

The PKI components are subject to periodic compliance audits at least once a year, to allow the PMA to authorize
or not (based on the audit result) the PKI components hosted by the CSO to operate in compliance with this CP
according to the "PKI Audit Guide" provided by the PMA.

The PMA has the right to require additional non-periodic compliance auditing of PKI components (especially the
RA) that operate under this CP. The PMA shall state the reason for any non-recurring compliance audit.

During the period in which the CA issues certificates, the PMA shall ensure compliance with the CP, CPD and RA
requirements and strictly monitor quality of service by conducting self-audits on at least an annual basis from a
randomly selected sample of at least three percent of the certificates issued by it during the period commencing
immediately after the previous self-audit sample.

Prior to authorizing a customer to use "Protect and Sign - Personal Signature" using a certified OID, PMA audits
and verifies the RA and RA management procedures as defined by the Customer to ensure consistency and
compliance with the requirements set forth in the CP. If the RA procedures and operating procedures are
consistent with the requirements of the CP, then PMA authorizes the Customer to use "Protect and Sign - Personal
Signature” with the RA.

In addition, the PMA mandates an external auditor on a regular basis, in accordance with ANSSI and elDAS
requirements, in order to check the CA compliance with ETSI requirements for all OIDs.

In order for a customer to use "Protect and Sign - Personal Signature" with a certified OID, the RA must be audited
by an external auditor, chosen by the PMA, in order to audit its compliance with the CP and the ETSI requirements
according to the selected OID.

Otherwise, the Customer cannot claim that the Holder Certificate is compatible with one of the certified OIDs
contained in this CP. The RA's audit program is organized as follows with an audit at least every year:

e The first audit is performed by the external auditor before going live.
e The first year after the initial audit, the audit is performed according to the DocuSign France audit program.

e The second year after the initial audit, the audit is performed again by an external auditor.

8.2 Evaluator Identities/Qualifications

Auditors must demonstrate competence in compliance auditing, as well as be familiar with the requirements of the
CP.

Compliance auditors must perform compliance auditing as their primary task.

The PMA pays patrticular attention to compliance auditing, especially with regard to its audit requirements.

The PMA selects the auditors itself.

The PMA controls the audit methods of the PKI components.

8.3 Relationship between evaluators and auditees

Compliance auditors are either a private company independent of the PMA or a PMA entity sufficiently separate
from the components being audited to make a fair and independent assessment.

The PMA determines whether an auditor meets this requirement.

8.4 Topics Covered by Evaluations

The objective of the compliance audit is to verify that a PKI component operates its services in compliance with this

CP and the CPD.
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For the CA, the scope of the audit is the CSO, the CA, the contract between the Customer and DocuSign France
and the RA's audit reports.

Specifically, the RA shall perform the following functions:
¢ Management and implementation of the key pairs and certificates used for the Client Connector.

e Management and implementation of the Client Connector and its interconnection with the Client
Application and the "Protect and Sign - Personal signature" Application.

¢ Managing the identity (personal data) and activation data of the Holders.

e Authentication of the Holders by the RA within the framework of the Signature Cinematic and the
Registration Policy and the Consent Protocol.

¢ Management of RA Operators.
¢ Archiving of the RA's Evidence Files and logs.

e Management by the Customer Application of the Documents presented to the Holder in the context of the
signature policy.

8.5 Actions taken as a result of evaluation findings.

The PMA may decide that the CA, the RA, or any of its components is not acting in compliance with the obligations
defined in this CP. When such a decision is made, the PMA may suspend the operations of the non-compliant
component of the PKI or may order the termination of any relationship with the component in question or may
decide that corrective action is required.

When the compliance auditor finds a discrepancy with the requirements of this CP, the following actions shall be
taken:

e The auditor notes the discrepancy.
e The auditor notifies the entity of the discrepancy. The entity promptly notifies the PMA.

e The party responsible for correcting the discrepancy determines what action to take based on the
requirements of this CP and performs it promptly with the approval of the PMA.

Depending on the nature and severity of the discrepancy, and the speed with which it can be corrected, the PMA
may decide to temporarily suspend the operation of the PKI component or take any other action it deems
appropriate.

When the corrective actions are completed, the PKI component informs the PMA and provides an Upgrade Report
for evaluation.

For an RA, the PMA gives the RA audit report to the Customer. In the event of a major non-conformity discovered
during the audit by DocuSign France or the external auditor, the RA must resolve the problem promptly and an
audit, by an external auditor, will be conducted during the same year to verify the results with respect to the major
non-conformity(s).

8.6 Communication of results

A Compliance Monitoring Report, including mention of corrective actions already taken or in progress by the
component, is submitted to the PMA as provided in § 8.1 above. This report cites the versions of the CPs and
CPDs used for this assessment. When necessary, the monitoring report may be distributed as provided in § 8.5
above.

The Compliance Monitoring Report is not made available to third party users on the Internet.
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9 OTHER BUSINESS AND LEGAL ISSUES
9.1 Rates

9.1.1 Fees for the provision or renewal of certificates

The pricing conditions are established with the Customer and DocuSign France as part of the contract established
with the Customer.

9.1.2 Rates for accessing certificates.

Certificates in the chain of trust are accessible by Certificate Users free of charge via the PS and are in the Signed
Document.

Certificate Holders are not published.

9.1.3 Fees for accessing certificate status and revocation information.

The CA publication service (which contains the CRL for the holder and CA certificates) is freely available on the
Internet.

9.1.4 Rates for Other Services

Not applicable.

9.1.5 Refund Policy

The applicable refund policy is defined in the general terms of use for the Holder and in the contract between the
Customer and DocuSign France.

9.1.6 Penalties Policy

The applicable penalty policy is defined in the general terms and conditions of use for the Holder and in the
contract established between the Customer and DocuSign France.

9.2 Financial Responsibility

9.2.1 Insurance coverage

DocusSign France certifies that it has taken out professional liability insurance for the services described in this
document.

9.2.2 Other resources

DocusSign France has sufficient financial resources to ensure its proper functioning and the accomplishment of its
mission.

9.2.3 Coverage and warranty for user entities

In the event that a User Entity suffers damages as a result of the CA's failure to fulfill its obligations, the CA may be
required to compensate the User Entity up to the limit of the CA's liability as defined in the contract between the
Customer and DocusSign France.
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9.3 Confidentiality of business data

9.3.1 Perimeter of confidential information

The information considered confidential is the following:
e CA, component and Holder private keys.
e Activation data associated with CA and Holder private keys.
e All PKI secrets.
e Eventlogs of the PKI components.
e The registration file (including the certificate application) and the holder's personal data.
¢ Client Connector key pairs.
e The continuity plan.
e The CA's internal security policy.
e Contracts between DocuSign France and Customers.
e (CSO's security procedures.
e The parts of the CPD considered confidential.

In addition, the CA warrants that only its staff in authorized trusted roles, monitoring staff in the performance of
compliance audits, or other persons with a need to know, have access to and may use such confidential
information.

The RA and Customer shall maintain the confidentiality of business and technical information that is designated as

confidential in this CP, the contract with DocuSign or by its nature should reasonably be understood to be
confidential, and shall treat such information in accordance with rules established by the Customer and the RA

9.3.2 Information outside the scope of confidential information

The data in the certificate is not considered confidential.

9.3.3 Responsibility for protecting confidential information

The PKI components have put in place and respect security procedures to guarantee the confidentiality of
information characterized as confidential in the sense of article 9.3.1 above.

In this respect, the PKI components comply with the applicable legislation and regulations in force.

In particular, it is specified that it may be required to make holders' registration files available to third parties in the
context of legal proceedings.

9.4 Personal data protection

9.4.1 Personal data protection policy

The collection and use of personal data by the PKI components in the processing of Certificates is done in strict
compliance with European law and regulations.

The Customer shall ensure that the RA applies a personal data management policy, in accordance with European
law and as stipulated in the contract between the Customer and DocuSign France, to protect the personal
information they collect.

9.4.2 Personal information

The CA considers the Holder's identification and contact data, contained in the registration records and the
Evidence File, to be personal information that must be protected under the national law of the RA and the CA.
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9.4.3 Non-personal information

The information contained in a certificate is by nature public and should not be considered confidential.

9.4.4 Responsibility for the protection of personal data

The CA has implemented and complies with personal data protection procedures to ensure the security of
information characterized as personal within the meaning of article 9.4.1 above in the context of the issuance and
management of a holder certificate.

In this respect, the CA complies with the legislation and regulations in place on French territory, in particular, law
n°78-17 of January 6, 1978, relating to information technology, files and freedoms, revised 2006.

Pursuant to Article 34 of the French Data Protection Act of January 6, 1978, holders have the right to access,
modify, rectify, and delete data concerning them as agreed and described in the Client's GTC.

To exercise this right, holders must contact DocuSign France using the information provided in the GTC.
For any other information regarding the exercise of their personal data rights, signatories may contact the

DocuSign France Data Protection Officer using the information provided in the TOS.
The RA must document its policy and responsibilities in terms of personal data management.

9.4.5 Notification and consent to use personal data.

None of the personal data communicated at the time of registration may be used by the PKI for any other purpose
than that defined in the framework of the CP, without the explicit and prior consent of the Holder.

The Holder's consent to the use of said data as defined in the CP is considered to have been obtained by the RA
under the conditions defined by the RA and the CA when agreeing to sign a document during the implementation
of the Consent Protocol (Cf. § 4.3) and when the Holder accepts (Cf. § 4.4) the Certificate issued by the CA.

The Holder accepts that his personal data collected by the PKI will be processed for the sole purpose of being
authenticated by the RA to communicate activation data, allowing the construction of the identity carried in the
Certificates and providing the necessary proofs for the management of the Certificates (via the proof file).

9.4.6 Condition for disclosure of personal information to judicial or administrative authorities

The PKI acts in accordance with European and French regulations and has secure procedures in place to allow
access to personal data by judicial authorities upon court order(s) or other legal authorization(s).

9.4.7 Other circumstances of disclosure of personal information

The PMA obtains the agreement of the PKI components to transfer its personal data in the case of an activity
transfer as described in § 5.8.

9.5 Intellectual and industrial property rights

All intellectual property rights held by the CA are protected by law, regulation and other applicable international
conventions.

Infringement of trademarks, service marks, designs, distinctive signs, copyrights (e.g., software, web pages,
databases, original texts, etc.) is sanctioned by the Intellectual Property Code.

The CA holds all intellectual property rights and is the owner of the CP and associated CPD, certificates issued by
the CA.

The Subscriber holds all intellectual property rights on the personal information contained in the holder certificates

issued by the CA and which it owns.
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The Holder's legal entity owns all intellectual property rights to the legal entity information contained in the Holder's
certificates.

9.6 Contractual interpretations and guarantees.

The PKI components, Clients and the certificate user community are liable for any damages caused by a breach of
their respective obligations as defined in the CP, the ToU and the contracts.

The common obligations of the various components of the PKI are:

9.6.1

Agree to have the audit team conduct audits and provide them with all relevant information, in accordance
with PMA's intentions to monitor and verify compliance with the CP.

Ensure the integrity and confidentiality of the private keys in their custody, as well as the activation data of
said private keys, if any.

Use the public and private keys in their custody only for the purposes for which they were issued and with
the appropriate means.

To implement the adequate technical means and to employ the human resources necessary for the
realization of the services to which they commit themselves.

To document their internal operating procedures for the attention of their respective personnel in charge of
their applications within the framework of the functions which are devolved to them as a component of the
PKI.

Respect and apply the terms of this CP, which they acknowledge.

Accept the result and consequences of a conformity check and, in particular, remedy any non-conformities
that may be revealed.

Respect the agreements that bind them to the other component entities of the PKI.

PMA's obligations and quarantees

The obligations of the PMA are as follows:

9.6.2

The elaboration of the CP and the CPD.

Audit of the PKI and in particular RAs, including when the PKI component is operated by a subcontractor.
Approval of the Customer's and RA's signature and registration policies with respect to OID choices.
Control of the contractual relationship with the Client acting as RA.

Document the certification schemes it maintains with third party CAs.

CA Obligations and guarantees.

The CA shall ensure that all requirements detailed in this CP and the associated CPD are met with respect to the
issuance and management of holder certificates.

The CA is responsible for maintaining compliance with the procedures prescribed in this CP.

The CA provides all certification services in accordance with its CPD.

Obligations common to all CA components are:

Use its cryptographic keys and certificates only for the purposes for which they were generated and with
the appropriate means, as specified in the CPD.

Comply with and enforce the provisions of their portion of the CPD (this portion of the CPD must be
forwarded to the appropriate component).

Document its internal operating procedures to complement the overall CPD.
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9.6.3

To implement the technical means and employ the human resources necessary to set up and carry out the
services to which it is committed in the CP/CP in accordance with the security policy of DocuSign France.

Notify customers in the event of a CA or Holder key compromise.
Provides the RA with all the technical means necessary to fulfill its obligations.
Protect the activation data and deliver it securely to the Holders.

Generate and protect and destroy the holders' key pairs with the "Protect and Sign - Personal signature
application.

Conduct a risk analysis to determine business risks and appropriate security measures.
Follow the safety rules of [PSM QSCD].

Take all reasonable steps to ensure that Holders are aware of their rights and obligations with respect to
the use and management of keys, certificates or equipment and software used for the purposes of the PKI.

RA Obligations

The obligations of the RA are as follows:

For OID 1.3.6.1.4.1.22234.2.8.3.7, 1.3.6.1.4.1.22234.2.8.3.20, 1.3.6.1.4.1.22234.2.14.3.31 and
1.3.6.1.4.1.22234.2.14.3.32:

o Ensure that Holders are properly authenticated and identified.
o Ensure that certificate requests are valid, complete and properly authorized.
o Comply with [PSM QSCD] security rules.

For OID 1.3.6.1.4.1.22234.2.8.3.9:

o Ensure that Holder credentials are either properly reviewed as part of the RA's defined service or,
where applicable, concluded through review of attestation from appropriate and authorized
sources.

o Ensure that certificate applications are valid, complete, and properly authorized based on the
evidence of identity or attestation collected.

Submit certificate requests with complete and valid information to the CA in accordance with [PSGP].

Allow the Holder to view the personal information that will be carried in the Certificate during the Consent
Protocol.

Prior to allowing the signing of a Document by a Subscriber, the RA shall make the TOS available to the
Subscriber in understandable language and from means that ensure the permanence of the information
communicated.

Alert the PMA in the event of security incident(s) observed in the services rendered by the CA.

Protect the Client Connector keys and ensure the connection with the "Protect and Sign - Personal
signature" application.

Protect the activation data and securely deliver it to the Holder.

Collect and verify the supporting documents that allow the authentication of the Holder and the creation of
the Holder's identity.

Protect the personal data of the Holder.

Exercise sufficient and reasonable care to prevent unauthorized use of the Subscriber's private keys.
Manage the RA and RA Operators (maintain a list of RAs) in accordance with Customer requirements.
Enforce Customer Registration Policy.

Alerting the Customer in case of a security incident affecting the Signature Service and/or RA.
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9.6.4

Retaining logs and evidence files for 5 years.
Respect the CA's CP and CPD.

In case of full delegation of RA, respect the terms of the contract established with DocuSign France.

Customer's obligation

The Customer's obligations are :

9.6.5

Accept that the audit team will carry out the audits and communicate all relevant information to them, in
accordance with the PMA's intentions to monitor and verify compliance with the CP.

Accept the outcome and consequences of a compliance audit and, in particular, remedy any non-compliance
that may be revealed.

Alert the relevant Holders in case of a security incident on the signing process and/or their private and/or CA
keys and/or the Holders' activation data.

Exercise sufficient and reasonable care to prevent unauthorized use of the Holders' private keys.
Sign the contract that binds him/her to DocuSign France and commits him/her as RA.

Establish a contract between the entity that is the CSO and the RA, when they are two different legal entities,
that clearly identifies the services that are implemented and the obligations and responsibilities according to
the services managed.

Define the registration and signature policy.

Choose the security level and therefore the PC OID.

Alert the PMA in case of an incident on the RA or the Customer Application.
Choose and define the Consent Protocol and the type of associated activation data.
Comply with the CA CP and CPD.

Ensure the security of the Customer Application.

CSO Obligations

The CSO's obligations are :

9.6.6

Respect its security policy.

Alert the PMA or the Customer (depending on the hosted services) in case of security incident(s).
Protect personal and activation data.

Document its internal procedures to complement the CPD and its security policy.

Comply with the entire contract with the customer and DocuSign France.

RIVSP Obligation

The obligations of RIVSP are:

Records and archives all requested information.
Protect Subscriber information.

Exercise due diligence to prevent unauthorized access to the DocuSign Signature Application.
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9.6.7

Respect their identification policy.
Be certified by the ANSSI.
Alert the CA in case of incident related to the identification policy and the certification process.

Respect the GDPR regulation.

Obligations and guarantees of the Holder.

The obligations of the holder are:

9.6.8
9.6.8.1

Protect in confidentiality and integrity the confidential information it holds, activation data, in order to avoid
unauthorized use.

Use activation data only for the purpose of the Customer Application and for the Consent Protocol in
accordance with the [PSGP] and the Customer Signature Policy.

Comply with all requirements of the CP and associated CPD.

Ensure that the information it provides to the RA is complete and correct.

Comply with the requirements of the TOS.

Stop using the Certificate if it is no longer valid and remove it from applications that use it.

Immediately notify the RA if any noncompliance is detected with the identity on the issued certificate.

Other Participants Obligations and Guarantees

CU Obligations and Guarantees

The CU's obligations are :

Accept only authorized uses of Certificates as specified in the "KeyUsage" extension of Certificates.

Verify the validity of Certificates using the methods recommended in [RFC 5280] before trusting a
Certificate.

Verify that the OIDs contained in the Certificates to ensure that only the desired types of Certificates from
the CA are used.

Verify that the Certificate Holders are signed by the CA.

Checks the validity status of the CA certificates using the CRLs published by the CAs in the certification
chain.

Stop using the Certificate if it is no longer valid and remove it from the applications that use it.

Keep the signed Document, the applications necessary to read it and its technical signature verification as
long as the CU needs to verify the signature and the Certificate.

Verify that CA certificates are signed by a valid CA and verify the certification path as described in [RFC
5280].

9.7 Guarantee limit

The PMA guarantees through its PKI services:

CA identification and authentication, with the CA certificate issued by the chain of trust chosen by the PMA.
Manage CA certificates and their validity information.
Approve the content of the Certificates by approving the registration policy.

Security of the use of a Holder's private key by approving the consent protocol chosen by the Customer.
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The CA guarantees through its PKI services:
e The identification and authentication of the CA.

e The identification and authentication of the Holders with the Certificates generated by the CA from the
information verified and transmitted by the RA.

¢ The management of the corresponding certificates and the validity information of the certificates according
to the present CP.

These guarantees are exclusive of any other guarantee by the CA.

Each party shall not make any commitment in the name of and on behalf of the other party and shall not in any way
substitute itself for the other party.

9.8 Limitation of responsibility

DocusSign France is not responsible for the form, sufficiency, accuracy, authenticity, falsification or legal effect of
the documents and information submitted when applying for the issuance, renewal or revocation of a Certificate.

DocuSign France does not guarantee the accuracy of the information provided by the Holder and the Customer as
RA to the Certificate user or the CA, nor the consequences of negligence or lack of care or security attributable to
the Holder or the Customer.

In addition, the Holder and the Customer remain responsible to DocuSign France, via the Customer Application
and the "Protect and Sign - Personal signature" Application, for:

e The accuracy of the information contained in the Certificate.
e The unauthorized use of a Holder's private key.

o Damage that could result from this.

DocuSign France assumes no liability or responsibility for the consequences of any delay, loss, alteration,
destruction, fraudulent use of data, accidental transmission of viruses or any other harmful element via any
telecommunications such as the Internet.

In addition, DocuSign France is not responsible for the quality of the Customer's and the Holder's Internet
connection.

In the event that DocuSign France is held liable hereunder, it is expressly agreed that DocuSign France shall be
liable for certain and immediate direct damages, as proven by the Customer, within the maximum limits set by
DocusSign France in the contract established with the Customer.

DocusSign France shall not be liable for the Customer's failure to comply with the obligations set forth in the
contract with DocuSign France and in the CP.

DocuSign France shall not be liable for any indirect or unforeseeable damages suffered by the Customer, such as,
but not limited to, loss of profits, sales, contracts, revenues or anticipated savings, loss of customers, business
interruption, loss of brand image, loss of data or use thereof, inaccuracy or corruption of files, in connection with or
arising out of the breach or improper performance of the agreement between the Customer and DocuSign France
or inherent in the use of the Certificates issued by DocuSign France.

Also excluded from any claim for damages are damages caused by an event of force majeure as defined in Article
9.15.5 below.

9.9 Compensation

The parties agree that in the event of any liability of the CA to a third-party user, the damages, interests and
indemnities to be paid by the CA shall be determined in the procedure provided for in Article 9.2 hereof.
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9.10 Duration and early termination of the CP

9.10.1 Duration of validity

The CP becomes effective upon approval by the PMA. The CP remains in effect at least until the end of life of the
last certificate issued under this CP.

9.10.2 Early termination of validity

Depending on the significance of the changes to the CP, the PMA will either decide to have the affected CAs
CP/CPD audited or instruct the CA to take the necessary steps to become compliant within a set timeframe.

9.10.3 Effects of termination and remaining clauses

The termination of the CP terminates all obligations and responsibilities of the CA for certificates issued under the
CP. The CA may no longer issue Certificates.

9.11 Individual Notifications and Communications Between Participants

The PMA provides the new version of the CP via the PS as soon as the CP is validated by the PMA.
9.12 CP Amendments

9.12.1 Amendment Procedures

The PMA reviews its CP and CPD at least once a year.
Further revisions may be made at any time at the discretion of the PMA.

Corrections to spelling or typographical errors that do not change the meaning of the CP are allowed without
notification.

The PMA communicates changes to the CP to the parties affected by the changes.

9.12.2 Amendment Information Mechanism and Period

The PMA gives at least 1 months’ notice to the PKI components of its intention to modify its CP/CPD before
making the changes and depending on the purpose of the modification.

This period is only valid for changes that would be substantive (change of key size, change of procedure, change
of certificate profile, etc.) and not for changes to the form of the CP and CPD.

9.12.3 Circumstances under which the OID must be changed.

If the PMA believes that a change to the CP changes the level of trust provided by the requirements of the CP or
the content of the CPD, it may institute a new policy with a new object identifier (OID).

9.13 Provisions for Dispute Resolution

The PMA ensures that all agreements it concludes include adequate procedures for dispute resolution.

Among other things, the CA defines its naming policy and proposes, and in some cases authorizes itself, to settle
disputes concerning the identity to be registered in a certificate and in the case where the parties do not reach an
amicable agreement, the dispute will be settled by a French court.

When the dispute concerns an identity, then it is the responsibility of the RA to manage and resolve the dispute.

9.14 Competent Jurisdictions

The provisions of the Certification Policy are governed by French law.

In the event of a dispute regarding the interpretation, formation or execution of this policy, and if no amicable
agreement or settlement is reached, the parties shall settle the dispute in accordance with the rules set forth in the
contract between the Customer and DocuSign France
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9.15 Compliance with laws and regulations

CP is subject to national, state, local and foreign laws, rules, regulations, ordinances, decrees and orders
regarding, but not limited to, restrictions on the import and export of cryptographic software or hardware or
technical information.

The Customer and DocuSign France agree on the applicable law in the contract between DocuSign France and
the Customer.

9.16 Miscellaneous Provisions
9.16.1 Global Agreement

Where applicable, the CPD will specify specific requirements.

9.16.2 Transfer of activities

Unless specified in other contracts, only the PMA has the right to assign and delegate CP to a party of its choice.

9.16.3 Conseguence of Invalid Clause

The inapplicability of a provision of the Certificate Policy in a given context does not affect the validity of the other
provisions, nor of this provision outside of said context.

The Certificate Policy shall continue to apply in the absence of the unenforceable provision, consistent with the
intent of the Certificate Policy.

The headings at the beginning of each Article are for convenience only and shall not be used as a basis for any
interpretation or distortion of the clauses to which they refer.

9.16.4 Application and Waiver

The requirements set forth in the CP/CPD shall be implemented in accordance with the provisions of the CP and
the associated CPD with no waiver of fees, with the intent to alter any prescribed right or obligation.

9.16.5 Force majeure

The CA shall not be liable for any indirect damages and interruptions of its services due to force majeure, which
caused direct damages to the holders or the CUs.

9.17 Other provisions

Where applicable, the CPD will provide details.
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10 CERTIFICATE PROFILE, CRL AND OCSP
10.1 “DocuSign Premium Cloud Signing CA — SI1” CA

10.1.1 Natural person qualified signature with QSCD: 1.3.6.1.4.1.22234.2.14.3.31

Basic Certificate Fields

Value

Version

2 (=version 3)

Serial number

Defined by the software

C=FR
lssuer O = DocusSign France
OU = 0002 81261115
CN = DocusSign Premium Cloud Signing CA - SI1
NotBefore YYYY/MM/DD HH:MM:SS Z (certificate issuance date minus 1 hour)
NotAfter YYYY/MM/DD HH:MM:SS Z 10 days
Attribute type Attribute value Directory String1
Country code on 2 character ISO 3166-1
C Country where the legal entity acting as RA or PrintableString
DRA is officially registered
ou RA or DRA <name> UTF8String
ou <Transaction identification number> UTF8String
Subject serialNumber Ir;alsr,llt\j/lom value of 16 bytes of entropy generated by PrintableString
pseudonym _qual to serialNumber. This field can be here only UTF8String
if givenName and surname are not present.
givenName First name qf the signatory if transmitted by RA if UTFSString
not the field is empty.
surName Last name qf the signatory if transmitted by RA if UTF8String
not the field is empty.
CN First name and last name of the Signatory. UTF8String

Subject Public Key Info

Key generation (algorithm &

oID) rsaEncryption (1.2.840.113549.1.1.1)

Key size 2048

Signature (algorithm &
OID)

sha256WithRSAENcryption (1.2.840.113549.1.1.11)

Criticality
Extensions (True/Fals |Value
e)
Authority Key Identifier FALSE
keyldentifier Defined by issuer CA (in its Subject Key Identifier)
Subject Key Identifier FALSE
ke)lt/lltle:;hods of generating Defined by Software (SHA1 160bits of the subject public key)

! DirectoryString = TeletexString, PrintableString, UniversalString, UTF8String ou BMPString
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Criticality
Extensions (True/Fals |Value
e)

Key Usage TRUE

Non Repudiation Set
Extended Key Usage FALSE

Adobe-

. Set

AuthenticDocumentTrust
Certificate Policies FALSE

policyldentifier 1.3.6.1.4.1.22234.2.14.3.31

policyQualifier-cps https://www.docusign.fr/societe/politiques-de-certifications

Basic Constraint TRUE

cA False
CRL Distribution Points FALSE

distributionPoint http://crl.dsf.docusign.net/docusignpremiumcloudsigningcasil.crl
Authority Information FALSE
Access

Ocsp http://ocsp.dsf.docusign.net/docusignpremiumcloudsigningcasil

calssuers http://crt.dsf.docusign.net/docusignpremiumcloudsigningcasil.p7c
Qualified Certificate FALSE
Statements

esi4-gcStatement-1 No value (QcCompliance)

esi4-gcStatement-4 No value (SSCD)

esi4-qcStatement-6 QcType=id-etsi-qct-esign

esi4-gcStatement-5 EN: https://pds.dsf.docusign.net/docusignpremiumcloudsigningcasil.pdf

10.1.2 Natural person gualified signature with QSCD with DTM : 1.3.6.1.4.1.22234.2.14.3.31

Basic Certificate Fields

Value

Version

2 (=version 3)

Serial number

Defined by the software

C=FR
lssuer O = DocusSign France
OU = 0002 81261115
CN = DocuSign Premium Cloud Signing CA - SI1
NotBefore YYYY/MM/DD HH:MM:SS Z (certificate issuance date minus 1 hour)
NotAfter YYYY/MM/DD HH:MM:SS Z 10 days
Subject Attribute type Attribute value Directory String2

2 DirectoryString = TeletexString, PrintableString, UniversalString, UTF8String ou BMPString
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Country code on 2 character ISO 3166-1

C Country where the legal entity acting as RA or PrintableString
DRA is officially registered

ou RA or DRA <name> UTF8String

ou <Transaction identification number> UTF8String

ou <Envelope humber> UTF8String

serialNumber random value of 16 bytes of entropy generated by PrintableString
PSM

pseudonym qual to serialNumber. This field can be here only UTF8String
if givenName and surname are not present.

. First name of the signatory if transmitted by RA if .

givenName ! N '9 y! ! y ! UTF8String
not the field is empty.

surName Last name qf the signatory if transmitted by RA if UTF8String
not the field is empty.

CN First name and last name of the Signatory. UTF8String

Subject Public Key Info

Key generation (algorithm &

oID)

rsaEncryption (1.2.840.113549.1.1.1)

Key size

2048

Signature (algorithm &
0OID)

sha256WithRSAENcryption (1.2.840.113549.1.1.11)

Criticality
Extensions (True/Fals |Value
e)

Authority Key Identifier FALSE

keyldentifier Defined by issuer CA (in its Subject Key Identifier)
Subject Key Identifier FALSE
ke)':/'leDthOdS of generating Defined by Software (SHAL 160bits of the subject public key)
Key Usage TRUE

Non Repudiation Set
Extended Key Usage FALSE

Adobe-

. Set

AuthenticDocumentTrust
Certificate Policies FALSE

policyldentifier 1.3.6.1.4.1.22234.2.14.3.31

policyQualifier-cps https://www.docusign.fr/societe/politiques-de-certifications

Basic Constraint TRUE

cA False
CRL Distribution Points FALSE

distributionPoint http://crl.dsf.docusign.net/docusignpremiumcloudsigningcasil.crl
Authority Information FALSE
Access

Ocsp http://ocsp.dsf.docusign.net/docusignpremiumcloudsigningcasil

calssuers http://crt.dsf.docusign.net/docusignpremiumcloudsigningcasil.p7c
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Criticality
Extensions (True/Fals |Value
e)
Qualified Certificate FALSE
Statements

esi4-qcStatement-1

No value (QcCompliance)

esi4-qcStatement-4

No value (SSCD)

esi4-qcStatement-6

QcType=id-etsi-qct-esign

esi4-qcStatement-5

EN: https://pds.dsf.docusign.net/docusignpremiumcloudsigningcasil.pdf

10.1.3 OCSP Responder certificate

Basic Certificate Fields

Value

Version

2 (=version 3)

Serial number

Defined by the software

C=FR
lssuer O = DocusSign France
OU = 0002 81261115
CN = DocusSign Premium Cloud Signing CA - SI1
NotBefore YYYY/MM/DD HH:MM:SS Z (certificate issuance date)
NotAfter YYYY/MM/DD HH:MM:SS Z 1 year
Attribute type Attribute value Directory String3
C FR PrintableString
Subject (@) DocusSign France UTF8String
ou 0002 812611150 UTF8String
CN OCSP Responder <date> UTF8String

Subject Public Key Info

Key generation (algorithm &

oID)

rsaEncryption (1.2.840.113549.1.1.1)

Key size

2048

Signature (algorithm &

sha256WithRSAENcryption (1.2.840.113549.1.1.11)

OID)
Criticality
Extensions (True/Fals [Value
e)
Authority Key Identifier FALSE
keyldentifier Defined by issuer CA (in its Subject Key Identifier)
Subject Key Identifier FALSE
ke)lt/lle[;hods of generating Defined by Software (SHA1 160bits of the subject public key)

3 DirectoryString = TeletexString, PrintableString, UniversalString, UTF8String ou BMPString
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Criticality
Extensions (True/Fals |Value
e)
Key Usage TRUE
Digital Signature Set
Basic Constraint TRUE
cA False
Extended Key Usage FALSE
id-kp-OCSPSigning Set
OCSPNoCheck FALSE
NULL NULL

10.1.4 Certificate Revocation List

CRL Fields Value
Version 1 (=version 2)

C=FR
lssuer O = DocusSign France

OU = 0002 81261115

CN = DocusSign Premium Cloud Signing CA - SI1
ThisUpdate YYYY/MM/DD HH:MM:SS Z (CRL issuance date)
NextUpdate YYYY/MM/DD HH:MM:SS Z =thisUpdate + 6 days

Signature (algorithm &
0ID)

sha256WithRSAENcryption (1.2.840.113549.1.1.11)

Criticality
CRL Extensions (True/False|Value
)
Authority Key Identifier FALSE
keyldentifier Defined by issuer CA (in its Subject Key Identifier)
CRL Number FALSE
criNumber Monotonically increasing sequence number
Expired Certs On CRL FALSE
expiredCertsOnCRL 2017/03/08 11:35:50 Z
Criticality
CRL Entry Extensions (True/False |Value
)
No CRL entry extension N/A N/A
allowed
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10.2 “DocuSign Cloud Signing CA — SI1” CA

10.2.1 Natural person remote certificate LCP : 1.3.6.1.4.1.22234.2.14.3.32

Basic Certificate Fields

Value

Version

2 (=version 3)

Serial number

Defined by the software

C=FR
lssuer O = DocusSign France
OU = 0002 81261115
CN = DocusSign Cloud Signing CA - SI1
NotBefore YYYY/MM/DD HH:MM:SS Z (certificate issuance date minus 1 hour)
NotAfter YYYY/MM/DD HH:MM:SS Z 10 days
Attribute type Attribute value Directory String4
Country code on 2 character 1ISO 3166-1
C Country where the legal entity acting as RA is PrintableString
officially registered
ou RA <name> UTF8String
ou <Transaction identification number> UTF8String
Subject serialNumber S;:j/lom value of 16 bytes of entropy generated by PrintableString
pseudonym qual to serialNumber. This field can be here only UTF8String
if givenName and surname are not present.
givenName First name qf the signatory if transmitted by RA if UTF8String
not the field is empty.
surName Last name qf the signatory if transmitted by RA if UTF8String
not the field is empty.
CN First name and last name of the Signatory. UTF8String

Subject Public Key Info

Key generation (algorithm &

oID)

rsaEncryption (1.2.840.113549.1.1.1)

Key size

2048

Signature (algorithm &
OID)

sha256WithRSAENcryption (1.2.840.113549.1.1.11)

Criticality
Extensions (True/False|Value
)
Authority Key Identifier FALSE
keyldentifier Defined by issuer CA (in its Subject Key Identifier)
Subject Key Identifier FALSE
Meth f i i . . .
key ﬁ)t ods of generating Defined by Software (SHA1 160bits of the subject public key)
Key Usage TRUE

Digital Signature

Set

“ DirectoryString = TeletexString, PrintableString, UniversalString, UTF8String ou BMPString
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Criticality
Extensions (True/False|Value
)

Non Repudiation Set
Extended Key Usage FALSE

Adobe-

. Set

AuthenticDocumentTrust
Certificate Policies FALSE

policyldentifier 1.3.6.1.4.1.22234.2.14.3.32

policyQualifier-cps https://www.docusign.fr/societe/politiques-de-certifications

Basic Constraint TRUE

cA False

pathLenConstraint None
CRL Distribution Points FALSE

distributionPoint http://crl.dsf.docusign.net/docusigncloudsigningcasil.crl
Authority Information FALSE
Access

Ocsp http://ocsp.dsf.docusign.net/docusigncloudsigningcasil

calssuers http://crt.dsf.docusign.net/docusigncloudsigningcasil.p7c

10.2.2 Natural person remote certificate LCP with DTM : 1.3.6.1.4.1.22234.2.14.3.32

Basic Certificate Fields Value

Version 2 (=version 3)
Serial number Defined by the software
C=FR
lssuer O = DocusSign France
OU = 0002 81261115
CN = DocusSign Cloud Signing CA - SI1
NotBefore YYYY/MM/DD HH:MM:SS Z (certificate issuance date minus 1 hour)
NotAfter YYYY/MM/DD HH:MM:SS Z 10 days
Attribute type Attribute value Directory String5
Country code on 2 character ISO 3166-1
C Country where the legal entity acting as RA is PrintableString
officially registered
Subject -
ou RA <name> UTF8String
ou <Transaction identification number> UTF8String
ou <Envelope number> UTF8String

5 DirectoryString = TeletexString, PrintableString, UniversalString, UTF8String ou BMPString
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serialNumber random value of 16 bytes of entropy generated by PrintableString
PSM

pseudonym _qual to serialNumber. This field can be here only UTF8String
if givenName and surname are not present.

givenName First name qf the signatory if transmitted by RA if UTF8String
not the field is empty.

surName Last name qf the signatory if transmitted by RA if UTF8String
not the field is empty.

CN First name and last name of the Signatory. UTF8String

Subject Public Key Info

Key generation (algorithm &

oID)

rsaEncryption (1.2.840.113549.1.1.1)

Key size

2048

Signature (algorithm &
OID)

sha256WithRSAENcryption (1.2.840.113549.1.1.11)

Criticality
Extensions (True/False|Value
)

Authority Key Identifier FALSE

keyldentifier Defined by issuer CA (in its Subject Key Identifier)
Subject Key Identifier FALSE
ke)’;”gh"ds of generating Defined by Software (SHAL 160bits of the subject public key)
Key Usage TRUE

Digital Signature Set

Non Repudiation Set
Extended Key Usage FALSE

Adobe-

. Set

AuthenticDocumentTrust
Certificate Policies FALSE

policyldentifier 1.3.6.1.4.1.22234.2.14.3.32

policyQualifier-cps https://www.docusign.fr/societe/politiques-de-certifications

Basic Constraint TRUE

cA False

pathLenConstraint None
CRL Distribution Points FALSE

distributionPoint http://crl.dsf.docusign.net/docusigncloudsigningcasil.crl
Authority Information FALSE
Access

Ocsp http://ocsp.dsf.docusign.net/docusigncloudsigningcasil

calssuers http://crt.dsf.docusign.net/docusigncloudsigningcasil.p7c

10.2.3 OCSP Responder certificate
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Basic Certificate Fields

Value

Version

2 (=version 3)

Serial number

Defined by the software

C=FR
lssuer O = DocusSign France
OU = 0002 81261115
CN = DocusSign Cloud Signing CA - SI1
NotBefore YYYY/MM/DD HH:MM:SS Z (certificate issuance date)
NotAfter YYYY/MM/DD HH:MM:SS Z 1 year
Attribute type Attribute value Directory String6
C FR PrintableString
Subject (0] DocuSign France UTF8String
ou 0002 812611150 UTF8String
CN OCSP Responder <date> UTF8String

Subject Public Key Info

Key generation (algorithm &

oID) rsaEncryption (1.2.840.113549.1.1.1)

Key size 2048

Signature (algorithm &

sha256WithRSAENcryption (1.2.840.113549.1.1.11)

OID)
Criticality
Extensions (True/Fals |Value
e)
Authority Key Identifier FALSE
keyldentifier Defined by issuer CA (in its Subject Key Identifier)
Subject Key Identifier FALSE
ke)l;/lleDthods of generating Defined by Software (SHA1 160bits of the subject public key)
Key Usage TRUE
Digital Signature Set
Basic Constraint TRUE
cA False
Extended Key Usage FALSE
id-kp-OCSPSigning Set
OCSPNoCheck FALSE
NULL NULL

5 DirectoryString = TeletexString, PrintableString, UniversalString, UTF8String ou BMPString
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10.2.4 Certificate Revocation List

CRL Fields Value
Version 1 (=version 2)

C=FR
lssuer O = DocusSign France

OU = 0002 81261115

CN = DocusSign Cloud Signing CA - SI1
ThisUpdate YYYY/MM/DD HH:MM:SS Z (CRL issuance date)
NextUpdate YYYY/MM/DD HH:MM:SS Z =thisUpdate + 6 days

Signature (algorithm & 1, > e 6WithRSAENcryption (1.2.840.113549.1.1.11)

0OID)
Criticality
CRL Extensions (True/False|Value
)
Authority Key Identifier FALSE
keyldentifier Defined by issuer CA (in its Subject Key Identifier)
CRL Number FALSE
criNumber Monotonically increasing sequence number
Criticality
CRL Entry Extensions (True/False|Value
)
No CRL entry extension N/A N/A
allowed
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