PORTLAND GENERAL ELECTRIC COMPANY
MASTER PURCHASE AGREEMENT FOR SERVICES

This Master Purchase Agreement for Services (the "Master Agreement") is made and entered into on [DATE] between Portland General Electric Company (“PGE”), an Oregon corporation, principally located at 121 SW Salmon Street, Portland, OR 97204, and [Contractor Name] (“Contractor”), principally located at [Contractor Address].

This Master Agreement includes, and the Contractor shall comply with, the following Exhibits: 

1. Exhibit A: Insurance Requirements
2. Exhibit B: Federal Grant Requirements for Contractors
3. Exhibit C: Contractor Behavior Requirements 
4. Exhibit D: Contractor Safety Requirements 
5. Exhibit E: Security, Oregon Consumer Privacy Act (“OCPA”) and Artificial Intelligence (“AI”) Addendum 
6. Exhibit F: Responsible Contractor Requirements 

In consideration of the premises and mutual covenants, undertakings and conditions set forth in this Master Agreement, the parties agree as follows:

1. [bookmark: OpenAt]Services.  Contractor shall perform the services and create the deliverables (collectively, the “Services”) as authorized in an agreed upon Statement of Work (“SOW”) that references this Master Agreement and is executed by PGE and Contractor.
2. Entire Agreement; Contract Administrator; Order of Precedence.  The “Agreement” means this Master Agreement, along with SOW(s), and all exhibits, schedules, attachments, amendments, change orders and supplements to this Master Agreement and the applicable SOW(s). The Agreement constitutes the complete and final agreement between PGE and Contractor with respect to the subject matter thereof and supersedes all prior negotiations, representations or agreements, whether oral or written, related to the subject matter of the Agreement. No course of prior dealings and no usage of the trade is relevant to determine the meaning of the Master Agreement. All correspondence regarding the administration of the Master Agreement shall be sent to [Contract Administrator Name] (“Contract Administrator”) at the following email address: [Contract Administrator Email Address]. In the event of any conflict between the terms of any documents constituting the Master Agreement, the following order of precedence will apply: (i) this Master Agreement; (ii) the SOW; and (iii) all other documents incorporated into the Master Agreement by reference, with documents of more recent date taking precedence over prior documents. No Contractor terms and conditions, whether pre-printed or otherwise, shall apply to or be a part of the Master Agreement, unless expressly incorporated by reference on the SOW. 
3. [bookmark: _T_003907_0][bookmark: _T_003907_2]Price and Payment.  Unless otherwise expressly stated, the price stated in the SOW includes all taxes, duties, interest, transportation service, and charges of every kind.  Without limiting the foregoing, Contractor shall be exclusively liable for payment to the appropriate governmental authority of all payroll and other employees' contributions and taxes required for Contractor's performance of the Services and that of its employees, including, but not limited to, taxes imposed under the provisions of any unemployment insurance, Social Security or pension plan. For each month that Services are performed under the Master Agreement, Contractor shall promptly send an invoice to the Contract Administrator after the end of the month. Contractor shall include a copy of its W-9 and a completed PGE ACH Form, if Contractor wishes to be paid via ACH/direct deposit, with the first month’s invoice. PGE shall pay each invoice within forty-five (45) days after receipt of a proper invoice. PGE may deduct from amounts otherwise due to Contractor any amounts that PGE is entitled to deduct or recover under the Agreement, including liquidated damages assessed pursuant to Section 6.1.

4.  Performance Standard. Contractor shall ensure that the Services are performed by persons who are fully experienced and properly qualified, licensed, and equipped to perform the Services and who meet PGE’s training requirements for the Services. Contractor shall ensure that strict discipline and good order is enforced at all times among those assigned to perform the Services. Contractor shall perform the Services in a prudent, good and workmanlike manner, free from defects, errors and omissions, and with a high degree of skill and care, no less than that which is utilized by firms and professionals in the same field under the same or similar circumstances. When at a PGE location, facility, worksite or customer location (“Jobsite”) or when accessing PGE’s systems or networks, the conduct of Contractor and any third parties (including affiliates) retained by Contractor in connection with the Master Agreement to perform the Services and their respective employees, agents, affiliates, and subcontractors shall conform to PGE policies, procedures, rules and standards that are provided to Contractor (collectively, “Requirements”), including but not limited to those related to tobacco, drug and alcohol use, IT access and security, and safety. In the event an employee or subcontractor of Contractor is granted access to a Jobsite or PGE’s systems or network, and such employee or subcontractor is terminated or suspended during the performance of Services under the Master Agreement, Contractor shall notify PGE in writing of such termination within 24 hours of such termination and shall immediately take all steps necessary to remove employee’s or subcontractor’s access to any PGE assets. Contractor shall send written notification to ISOC@pgn.com and the Contract Administrator(s). The Requirements include but are not limited to the requirement that Contractor complete drug screening and a criminal background check for any person assigned to any portion of the Services to be performed at a Jobsite or when accessing PGE’s systems or networks. Contractor shall promptly notify PGE prior to commencing the Services if such screening reveals that a person assigned to any portion of the Services to be completed on a Jobsite or who will have access to PGE systems or networks, has been convicted of multiple misdemeanors or one or more felonies within seven (7) years of the date of the Purchase Order. Contractor shall provide PGE a copy of the drug screening and criminal background check results or other supporting documentation and information regarding such results. In the event convictions are identified, PGE will conduct an individualized assessment to determine if a conviction impacts such individual’s ability to perform the Services in accordance with the Requirements, taking into account the seriousness and nature of the offense, amount of time that has elapsed since the conviction, the nature of the Services, and any other legally permissible considerations. In the event PGE (in its sole discretion) determines that such conviction is job-related, and it would be consistent with business necessity to do so, PGE will inform Contractor that Contractor may not assign such individual to perform the Services.
5. Warranties.  In addition to its obligations under Section 4 (Performance Standard) and any standard Contractor warranties, Contractor warrants that the Services performed under the Master Agreement will be free from errors and omissions.  Additionally, Contractor warrants that the Services will conform in all respects to the terms of the Master Agreement and are free from any defects in design, material, workmanship or title, and will be suitable for the use intended. These warranties will remain in effect for the period specified or for a period of one (1) year following acceptance or initial operation, whichever is later.  In the event of nonconformity of these warranties, Contractor shall, on notice from PGE of the nonconformity, promptly remedy the nonconformity at Contractor’s sole cost.  Contractor warrants that any remedy will meet the warranty requirements of this Section 5 (Warranties) for a period of one (1) year following PGE’s acceptance of the remedy, or until the expiration of the original warranty period, whichever is later. Contractor shall assume liability for all damages caused by the nonconformity of these warranties or by Contractor’s efforts to correct defects.    
6. [bookmark: _T_005367_0]Term; Time of Performance.  This Master Agreement shall commence on [DATE] and expire on [DATE] (“Term”), unless earlier terminated in accordance with Section 20 (Termination).  Time is of the essence with respect to all provisions of the Master Agreement.  Contractor will notify PGE immediately if Contractor will be unable to complete any Services in accordance with any specified completion date. If Contractor fails to complete the Services by the specified completion date, PGE may reject any Services that were not timely performed and exercise any other rights or remedies available under the Agreement. Contractor’s failure to achieve a Progress Milestone shall be subject to Section 6.1 (Liquidated Damages for Failure to Meet Progress Milestones).
6.1 Liquidated Damages for Failure to Meet Progress Milestones.
If Contractor fails to achieve at least ninety-five percent (95%) of the cumulative deployment requirement applicable to a Progress Milestone established pursuant to Section 6.4 of the applicable SOW within thirty (30) calendar days after the applicable Progress Milestone date, Contractor shall pay PGE liquidated damages of $10,000 per calendar day, commencing on the thirty-first (31st) calendar day following the applicable Progress Milestone date and continuing until Contractor achieves at least ninety-five percent (95%) of the cumulative deployment requirement applicable to that Progress Milestone. PGE may deduct any accrued liquidated damages from amounts otherwise due or payable to Contractor under the applicable SOW or may invoice Contractor for such amounts.
The thirty (30) calendar-day period described above shall apply separately to each Progress Milestone and shall be measured from the applicable Progress Milestone date.
Liquidated damages shall not accrue to the extent the delay results from Force Majeure, PGE-caused delay, the unavailability of PGE-furnished meters, data, or other PGE-provided items necessary to support the applicable schedule, or another circumstance for which Contractor is entitled to a schedule adjustment under the applicable SOW.
Achievement of a subsequent Progress Milestone does not eliminate or waive liquidated damages that accrued as a result of Contractor’s failure to timely achieve an earlier Progress Milestone.
The Parties acknowledge that PGE’s actual damages resulting from delayed achievement of a Progress Milestone would be difficult to determine with precision at the time of contracting and that the liquidated damages stated above represent a reasonable estimate of such damages and are not intended as a penalty.
7. Compliance with Laws and Federal Grant Requirements.  Contractor shall, and shall ensure that its subcontractors of any tier, at all times comply with all applicable federal, state and local laws, statutes, permits (including site certificates) rules, regulations, executive orders, policies, procedures, directives, court orders and ordinances and shall bear all costs associated with such compliance.  Contractor shall, and shall ensure that its subcontractors of any tier, at all times comply with the Federal grant requirements set forth in the attached Exhibit B of the Master Agreement. 
8. Inspection or Witness of Services.  If any of the Services furnished pursuant to the Master Agreement are found within thirty (30) days after performance to be defective or otherwise not in conformity with the requirements of the Master Agreement, then PGE, in addition to any other rights or remedies it may have under applicable law, contract, warranty and/or at equity, at its option and sole discretion, may require Contractor, at its expense, to immediately re-perform any defective portion of the Services to conform to all requirements of the Master Agreement or may withhold total or partial payment. Payment for Services prior to any inspection or witnessing shall in no way impair PGE's right to reject nonconforming Services or to limit any other remedies to which PGE may be entitled. 
9. [bookmark: _Hlk99797069]Hazardous Materials.  As used herein, “Hazardous Materials” means: (a) any petroleum or petroleum products, radioactive materials, asbestos in any form that is or could become friable, lead-containing paints or coatings, urea formaldehyde foam insulation, and transformers or other equipment that are suspected to contain dielectric fluid with high levels of polychlorinated biphenyls, (b) any products containing per- or polyfluoroalkyl substances (PFAs), and (c) any chemicals or other materials or substances that are defined as or included in the definition of “hazardous substances,” “hazardous wastes,” “hazardous materials,” “extremely hazardous wastes,” “restricted hazardous wastes,” “toxic substances,” “toxic pollutants,” “hazardous chemical” or words of similar import under any federal, state, or local laws, statutes, regulations, rules, ordinances, codes, standards, permits, or licenses.
Contractor shall comply with all applicable federal, state, or local statutes, regulations, ordinances, and judicial or governmental orders pertaining to the use, handling, transportation, storage, and disposal of Hazardous Materials. Contractor shall notify PGE, at least three (3) business days in advance in writing, of the use of any Hazardous Materials in performing the Services by providing PGE a list of such Hazardous Materials and their Material Safety Data Sheets.  Contractor agrees to maintain such information current and shall provide PGE with any amendments, alterations or revisions to such information on a timely basis. Contractor’s failure to provide such information prior to or at the time of delivery may result in withholding of payment until such information is provided. 
PGE reserves the right to approve or disapprove the use of any Hazardous Materials in the performance of the Services on a Jobsite, including work plans for the use, storage, transportation and disposal of Hazardous Materials.  Contractor will use, handle, and store Hazardous Materials on PGE’s premises or Jobsite only as is reasonably necessary to perform the Services, in small, properly labeled quantities. 
Contractor shall immediately notify PGE of: (a) any release or spill of Hazardous Materials that occur in connection with the performance of the Services or at the Jobsite; (b) any material violations and any and all claims, suits, notices of violation, penalties, or other proceedings related to alleged violations of environmental laws asserted against Contractor or any of Contractor’s subcontractors in connection with the Services; or (c) Contractor’s discovery of any Hazardous Materials at PGE’s premises or the Jobsite.
If Contractor or any subcontractor of Contractor violates the provisions of this Section 9 (Hazardous Materials), or performs any act or omission that results in a spill, release, or threatened release of Hazardous Materials, or otherwise contaminates or expands the scope of contamination of the Jobsite or the underlying groundwater, or any property adjacent to the Jobsite, or violates or allegedly violates any applicable law, then Contractor will promptly, at Contractor’s sole cost and expense, take all investigatory and/or remedial actions (collectively called “Remediation”), required by, and in compliance with, all applicable federal, state and local laws, statutes, regulations, rules, ordinances, codes, standards, permits, court orders or licenses. Contractor will also repair any damage to the Jobsite and any other affected property caused by such contamination and Remediation. Contractor shall be identified as the generator on all permits, bills of lading, manifests or other documentation relating to the storage, transportation, treatment, or disposal of such Hazardous Materials generated in a Remediation. 
10. Liens.  Contractor shall ensure that no liens of any kind are fixed upon or against the real or personal property of PGE by Contractor, Contractor’s affiliates and their respective subcontractors or materialmen of any tier.  If any lien is not properly removed by Contractor in accordance with the Master Agreement, Contractor will reimburse PGE for all costs incurred by PGE to release any lien filed against the real or personal property of PGE under the Master Agreement.
11. Right to Audit.  Contractor shall keep accurate and complete accounting records in support of all cost billings and invoices sent to PGE in accordance with generally accepted accounting principles and practices. PGE, or its audit representatives, shall have the right at any reasonable time or times to examine, audit and reproduce Contractor’s records, vouchers and their source documents, and other documents as necessary to verify compliance with the terms and conditions of the Master Agreement.  Contractor shall make such records available to PGE for examination, audit and reproduction for the later of three (3) years after the expiration or termination of the Master Agreement.
12. Confidentiality.  As used in the Master Agreement, the term “Confidential Information” means: 1) proprietary information of PGE; 2) information marked or designated by PGE as confidential; 3) information, whether or not in written form and whether or not designated as confidential, that is known by Contractor to be treated by PGE as confidential; 4) information provided to PGE by third parties that PGE is obligated to keep confidential; and 5) information developed by Contractor in connection with performance of the Master Agreement.  Confidential Information does not include: A) information that is publicly available at the time of disclosure by PGE to Contractor or its Representatives (as defined below); B) information that becomes publicly available other than through actions of Contractor or any of its Representatives in violation of the Master Agreement; C) information already known to Contractor as documented by written records that predate the Master Agreement; or D) information rightfully obtained from third parties and not subject to any obligation of confidentiality; provided that (A)-(D) do not apply to PGE Data which at all times will remain PGE Confidential Information. Contractor agrees that it will not disclose Confidential Information to any third party, directly or indirectly, under any circumstances or by any means, without PGE’s prior written consent. Contractor further agrees that it will not use Confidential Information except as may be necessary to comply with the Master Agreement and perform the Services. Any question regarding use of information or its confidential nature should be directed to the Contract Administrator.
Notwithstanding anything contained in the Master Agreement to the contrary, Contractor may disclose Confidential Information to its employees, representatives, contractors and other agents (“Representatives”), but only on a “need to know” basis and only after notifying such Representatives of the confidential nature of the information, the terms of this Section 12 (Confidentiality), and that such terms apply to them. Contractor shall ensure that Contractor and any third party (including its affiliates) retained by Contractor in connection with the Master Agreement and their respective officers, employees, agents, and representatives agree to take all reasonable precautions to protect the confidentiality of Confidential Information and, on request by PGE, to return to PGE any documents that contain or reflect Confidential Information.  If as part of the Services, Contractor performs an activity for PGE in connection with one or more customer accounts and/or obtains access to personal customer information, Contractor shall comply at all times with all applicable laws related to the protection of personal information and have in place policies and procedures that are designed to detect, prevent and mitigate the risk of identity theft, and shall follow such policies and procedures.  Any unpermitted disclosure by any Representative of Contractor shall be deemed made by Contractor.
If Contractor or any of its Representatives is subsequently required by law, by order of any court or other governmental authority, to disclose Confidential Information to any regulatory agency or court that has jurisdiction over PGE, Contractor or such Representative, Contractor or such Representative shall disclose only the part of the Confidential Information as Contractor or such Representative may reasonably determine in good faith, after consultation with legal counsel, is required by law to be disclosed, and provided further that Contractor or such Representative shall first notify PGE in writing as soon as reasonably possible prior to disclosure so that PGE has a reasonable opportunity to secure a protective order or similar confidential protection of the Confidential Information.
It is further understood and agreed that money damages may not be a sufficient remedy for a breach of this Section 12 (Confidentiality) and that PGE is entitled to seek equitable relief, including injunction and specific performance, as a remedy for such breach. Specifically, PGE is entitled to seek a temporary restraining order or a preliminary or final injunction without the necessity of posting any bond. Such remedies are not exclusive remedies for a breach by Contractor of this Section 12 (Confidentiality), but are in addition to all other remedies available at law or equity to PGE.
The provisions of this Section 12 (Confidentiality) are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations, rights, or liabilities created by existing statute or Executive order relating to (1) classified information, (2) communications to Congress, (3) the reporting to an Inspector General of a violation of any law, rule, or regulation, or mismanagement, a gross waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety, or (4) any other whistleblower protection. The definitions, requirements, obligations, rights, sanctions, and liabilities created by controlling Executive orders and statutory provisions are incorporated into this Master Agreement and are controlling.
13. PGE Data.  PGE’s data (“PGE Data”), which shall also be known and treated by Contractor as PGE Confidential Information, shall include: (a) PGE’s data collected, used, processed, stored, or generated as the result of the use of the Services; and, (b) personal data collected, used, processed, stored, or generated as the result of the use of the Services, including any data, derived data, or any unique identifier that is linked to or is reasonably linkable to a consumer or to a device that identifies, is linked to, or is reasonably linkable to one or more consumers in a household. PGE Data is and shall remain the sole and exclusive property of PGE and all right, title, and interest in the same is reserved by PGE.  Contractor is provided a limited license to PGE Data for the sole and exclusive purpose of providing the Services, including a license to collect, process, store, generate, and display PGE Data only to the extent necessary in the providing of the Services and such license shall terminate immediately upon the termination of the Master Agreement.  Contractor shall: (a) keep and maintain PGE Data in strict confidence, using such degree of care as is appropriate and consistent with its obligations as further described in the Master Agreement and applicable law to avoid unauthorized access, use, disclosure, or loss; (b) use and disclose PGE Data solely and exclusively for the purpose of providing the Services, such use and disclosure being in accordance with the Master Agreement and applicable law; and, (c) not use, sell, rent, transfer, distribute, or otherwise disclose or make available PGE Data for Contractor’s own purposes or for the benefit of anyone other than PGE without PGE’s prior written consent in each instance. At any time during or after the term of the Master Agreement, at PGE’s written request, Contractor and its representatives shall promptly return to PGE all copies, whether in written, electronic or other form or media, of PGE Data, or destroy all such copies and certify in writing to PGE that such PGE Data has been destroyed. To the extent Contractor discloses or makes PGE Data available to subcontractors, Contractor shall require, through a written agreement signed by the subcontractor, that the subcontractor shall comply with the terms and conditions of this Master Agreement as if it were Contractor.  Contractor shall remain liable to PGE for the actions and omissions of its subcontractor concerning the handling of PGE Data.
[bookmark: _Hlk70345452]A.  Security.  Contractor acknowledges and agrees that it shall be responsible for establishing and maintaining an information security program that is designed to: (a) ensure the security and confidentiality of PGE Data; (b) protect against any anticipated threats or hazards to the security or integrity of PGE Data; (c) protect against unauthorized access to or use of PGE Data; (d) ensure the proper disposal of PGE Data; and, (e) ensure that all permitted subcontractors of Contractor, if any, comply with all of the foregoing. Contractor agrees to implement appropriate safeguards to protect PGE Data that are no less rigorous than accepted industry practices (such as ISO 27002, CIS, NIST or other industry standards of information security), and will ensure that all such safeguards, including how PGE Data is collected, accessed, used, stored, disposed of, and disclosed, comply with the terms of the Master Agreement and all applicable laws, regulations and government-issued business guidance.  Contractor agrees to encrypt any electronic transmission and storage of PGE Data and any backup data stored as part of a disaster recovery capability.  Contractor shall promptly and accurately make available to PGE all information PGE needs to ensure Contractor has complied with the Master Agreement and complete any information security questionnaire provided by PGE or a third party on PGE’s behalf regarding Contractor’s environment in relation to PGE Data being handled and/or Services being provided to confirm compliance with the Master Agreement, as well as any applicable laws, regulations, and industry standards. Contractor, and all parties acting on Contractor’s behalf, will not transfer any PGE Data outside of the country of origin except where such transfer is expressly authorized by PGE in writing.
B.  Security Breach Notification.  Contractor shall, at its expense: (a) notify PGE of any unauthorized acquisition, access, use, disclosure or destruction of PGE Data or  PGE networks or systems (each considered a “Security Breach”) via email to ISOC@pgn.com with a subject line including the words “Security Event” within 72 hours of discovery of the Security Breach; (b) investigate such Security Breach; (c) promptly furnish to PGE full details of the Security Breach and assist PGE with its own investigation; (d) take steps to mitigate the effects and minimize the damage resulting from the Security Breach;  and (e) make necessary changes to minimize the likelihood that such a Security Breach will reoccur.  Contractor will pay for or reimburse PGE for all reasonable costs, losses, expenses and penalties related to a Security Breach, including without limitation, PGE’s costs of providing notices and credit monitoring.  Additionally, Contractor will immediately notify PGE in the event it learns of any e-mail hacking scheme, compromised e-mail accounts, or fraudulent activity on its systems used to defraud or obtain money from Contractor customers.
14. [bookmark: _T_009639_0][bookmark: _T_001867_0][bookmark: _T_003041_0]Ownership of Services.  All Services, including any and all associated deliverables and the underlying data that are created, prepared or developed pursuant to or in connection with the Master Agreement by Contractor and any third parties retained by Contractor in connection with the Master Agreement and their respective employees, directors, officers,  subcontractors, or agents will become the property of PGE when prepared, whether delivered to PGE or not, and will, together with any materials furnished to Contractor by PGE pursuant to the Master Agreement, be delivered to PGE on request, and, in any event, on termination or final acceptance of the Services.  All written deliverables prepared by Contractor and any third parties retained by Contractor in connection with the Master Agreement and their respective employees, directors, officers, subcontractors or agents pursuant to or in connection with the Master Agreement that is subject to protection under copyright laws constitutes “work made for hire,” and all such copyrights belong to PGE.  Contractor hereby assigns to PGE all rights, title and interest in, to, pertaining to, or associated with such Services and associated deliverables, including but not limited to all copyrights, trade secret rights, trademark rights, inventor's rights, rights to apply for patents, patent applications, patents, industrial design rights, and similar or equivalent rights anywhere in the world. Contractor agrees to execute all documents and provide other assistance that PGE requests for use by PGE in applying for, perfecting or enforcing intellectual property rights, including, but not limited to, the execution of any assignments and patent, trademark or copyright applications.  Contractor will obtain from each individual, person or entity who participates in or contributes to the creation, preparation or development of any Services (prior to the date that such individual, person or entity commences participation in the creation, preparation or development of any Services or contributes to any Services) a written assignment from such individual, person or entity to Contractor of all intellectual property rights and other rights that such individual, person or entity may acquire in any Services, sufficient to enable Contractor to make the assignment of rights to PGE set forth in this Section 14 (Ownership of Services).  
15. [bookmark: _T_024432_0]Infringement.  In addition to any other express or implied indemnification provided by Contractor to PGE, Contractor shall indemnify, defend and hold harmless PGE, its subsidiaries and affiliated companies and their respective directors, officers, employees and agents against and from all claims, losses, costs, suits, judgments, damages and expenses, including but not limited to royalties or license fees paid or payable to a claimant and reasonable attorneys’ fees, whether incurred at the trial or appellate level, in an arbitration, in bankruptcy (including, without limitation, any adversary proceeding, contested matter or application), or otherwise, to the extent based on any actual or alleged infringement or misappropriation of any intellectual property right of any third party, including claims thereof pertaining to, or arising from Contractor’s performance of the Services.  If any portion of the Services or Contractor’s equipment, material or processes are likely to become or does become the subject of a claim of infringement or misappropriation of any intellectual property right or other right of any third party, Contractor, at PGE’s option, will: (a) promptly replace such Services or equipment, material or processes with substantially compatible and functionally equivalent non-infringing Services or equipment, materials or processes, (b) promptly modify such Services or equipment, materials or processes to make it non-infringing and functionally equivalent, (c) promptly procure the right of PGE to continue using such Services or equipment, materials or processes; or (d), refund all amounts paid by PGE to Contractor.  Contractor’s compliance with any one or more of the above enumerated remedies of this Section 15 (Infringement) does not relieve Contractor of the indemnity obligations in the Master Agreement or other claims for damages.
16. [bookmark: _T_004510_0]Indemnification; Costs Disallowed by Awarding Agency.  To the extent permitted by law, in addition to any other indemnification provided for under the Master Agreement, Contractor shall indemnify, defend and hold harmless PGE and its affiliated companies and their directors, officers, employees and agents (hereinafter collectively "Indemnitees”) from any and all claims, demands, suits, losses, costs, expenses, liens, encumbrances, liabilities, governmental fines and penalties and damages of every kind and description, including attorneys’ fees, whether incurred at the trial or appellate level, in arbitration, in bankruptcy (including, without limitation, any adversary proceeding, contested matter or application), or otherwise, brought or made against or incurred by any of the Indemnitees resulting from, arising out of, or in any way connected with any act, omission, fault or negligence of Contractor and any third parties retained by Contractor in connection with the Master Agreement, and their respective employees, directors, officers, subcontractors or agents in the performance or nonperformance of Contractor’s obligations under the Master Agreement.  Contractor’s indemnity obligation under this Section 16 (Indemnification) shall not extend to any liability to the extent caused by the negligence of any of the Indemnitees.  Additionally, in the event PGE loses grant funding or loses the ability to seek or receive reimbursements as a subrecipient under a grant due to Contractor’s breach of this Master Agreement, including but not limited to Contractor’s non-compliance with federal grant contracting requirements, Contractor shall save, indemnify, defend, and hold harmless PGE from any and all claims, losses, liabilities, damages, fines, penalties (stipulated or otherwise), fees (including, but not limited to reasonable legal fees), and all other costs and expenses of whatsoever kind or nature caused by, arising out of, or in any way resulting from Contractor’s breach of this Master Agreement.
In the event funds paid or owed to Contractor for Services are disallowed by the federal awarding agency that issued the Notice of Award for the grant referenced in the applicable SOW, Contractor shall refund the disallowed portion to PGE, or, if the disallowed funds have not yet been paid, the disallowed portion shall be subtracted from the amount owed to Contractor. 
17. Liability Insurance.  Prior to starting any Services, Contractor and Contractor’s subcontractors of any tier shall secure and continuously carry insurance meeting the requirements set forth in Exhibit A attached to the Master Agreement and provide PGE with evidence of such insurance.  Contractor agrees to promptly provide evidence of insurance required under this Section 17 (Liability Insurance) at any time during the Term upon request by PGE or a third party engaged by PGE to manage and administer the insurance requirements under this Section 17 (Liability Insurance).  
18. Force Majeure.  As used in the Master Agreement, an event of “Force Majeure” means an event that prevents the affected party from performing its obligations under the Master Agreement and is unforeseeable and beyond the reasonable control of the affected party. In no instance will the following be considered events beyond a party’s reasonable control: (a) strikes or labor disturbances involving the employees of the affected party or its subcontractors; (b) price fluctuations; (c) economic hardship; (d) normal or foreseeable climatic conditions; or (e) any failure of any equipment or materials utilized by the affected party or any subcontractor. Neither party shall be liable for delays due to an event of Force Majeure. The party incurring the delay shall within five (5) calendar days from the beginning of the delay, notify the other party in writing of the causes of the delay and its probable extent. In the event of any such delay, the required completion date may be extended by a reasonable period not exceeding the time actually lost by reason of the delay; provided, however, that if Contractor’s performance is delayed for more than thirty (30) days, PGE may, at its option, cancel the Master Agreement or any affected SOW by written notice to Contractor and  any funds pre-paid by PGE will be refunded by Contractor within ten (10) business days of said termination. The delay shall not be the basis for additional compensation. During the period of such delay or failure to perform by Contractor, PGE may acquire substitute Services from one or more alternative sources, and in such event, there may be a proportionate reduction of the quantity of Services required from Contractor and PGE will not be liable in any way for such reductions.  Notwithstanding the foregoing, (a) Contractor shall use all reasonable efforts to mitigate and ameliorate the adverse effects of the Force Majeure event, and the completion date shall not be extended pursuant to this Section 18 (Force Majeure) to the extent that such efforts, if made, would have mitigated or ameliorated such adverse effects, and (b) the completion date shall not be extended pursuant to this Section 18 (Force Majeure) to the extent that completion was due before the occurrence of the Force Majeure event and such delivery reasonably could have been performed when originally due.
19. Changes.  PGE may request changes to the quantity and/or the specifications of Services.  All requests shall be in the form of a written change order. The parties will undertake to negotiate an appropriate adjustment in price and terms where Contractor’s direct costs or the time for performance are materially affected by PGE’s proposed change order.  Within ten (10) days after receiving a change order, Contractor shall submit to PGE a detailed written proposal for accomplishing the requested changes and setting forth any proposed adjustments to the purchase price or other terms (and the basis for each adjustment) if Contractor intends to assert a claim for adjustment.  If the parties reach agreement to adjust price, time for performance or other terms, PGE shall issue a final written change order amending the Master Agreement, which Contractor shall acknowledge in writing.  No change order will be binding on either party until a final written change order is issued by an authorized representative of PGE and acknowledged by Contractor, that expressly states that it constitutes a change to the Master Agreement. THE ISSUANCE OF INFORMATION, ADVICE, APPROVALS OR INSTRUCTIONS BY ANYONE OTHER THAN THE AUTHORIZED REPRESENTATIVE OF A PARTY DOES NOT CONSTITUTE AN AUTHORIZED CHANGE TO THE MASTER AGREEMENT.
20. Termination.  
A. For Convenience.  PGE may, by delivering a written notice to Contractor, terminate the Master Agreement at any time without cause prior to the completion of all or a portion of the Services, in which event Contractor shall stop work immediately and notify all suppliers and subcontractors to stop work.  Upon termination for convenience, PGE's sole obligation shall be to pay Contractor, in full satisfaction and discharge of all liabilities and obligations owed to Contractor, the contracted-for price for all Services satisfactorily performed, provided that such payment amount will not include damages or anticipated profits on Services not yet performed.  
B. For Cause.  If a Contractor Event of Default occurs, then PGE may, without prejudice to any other right or remedy PGE may have under the Master Agreement, terminate the Master Agreement as to which there has been a breach, such termination becoming effective upon Contractor’s receipt of written notice from PGE.  For purposes of the Master Agreement, a “Contractor Event of Default” is defined as: 
(i) Contractor breaches any term of the Master Agreement and such breach remains uncured five (5) business days after receipt of written notice thereof from PGE; or 
(ii) [bookmark: a682787]Contractor files, or has filed against it, a petition for voluntary or involuntary bankruptcy; pursuant to any other insolvency law, Contractor makes or seeks to make a general assignment for the benefit of its creditors or applies for, or consents to, the appointment of a trustee, receiver or custodian for a substantial part of its assets; or Contractor is generally not, or is unable to, or admits in writing its inability to, pay its debts as they become due and payable.  
In the event of a termination under this Section 20.B (Termination – For Cause), Contractor shall be liable to PGE for any damages occasioned by Contractor’s breach and the early termination. Notwithstanding the foregoing, PGE shall not recover duplicative damages for the same Progress Milestone delay for which liquidated damages have been assessed pursuant to Section 6.1.
21. Amendment; Assignment and Subcontracts. No change, amendment or modification of any provisions of the Master Agreement shall be valid unless set forth in a written amendment or change order signed by an authorized representative of PGE.  Contractor may not assign or transfer the Master Agreement, in whole or in part, and may not subcontract any portion of the Services without PGE's prior written consent.
22. Notices.  All notices permitted or required to be given under the Master Agreement shall be in writing and shall be deemed given: (a) if delivered by courier, on receipt by the intended recipient or on the date of delivery (as confirmed by the records of such courier), (b) if mailed, on the date of delivery as shown by the return receipt, or (c) if by email, on the date officially recorded as delivered, according to return receipt or other record of delivery. Notices must be sent to the addresses set forth below or to such other addresses as a party may from time to time specify by notice pursuant hereto:

To PGE: 		Portland General Electric Company
				Attention: Supply Chain Department 
				121 SW Salmon Street
				Portland, OR 97204
				With a copy to: lglrecp@pgn.com

	To Contractor: 	[Contractor Name]
                                          	Attention: [Name] 
                                          	Address: [Address]
					With a copy to: [Email]

23. Restriction on Publication.  No publication or advertisement concerning the Master Agreement, PGE or the subject matter of the Master Agreement may be made at any time by Contractor or its subcontractors without prior written authorization from PGE, including but not limited to any publication or use of PGE’s name or logo.
24. Nonwaiver.  No waiver of the nonperformance or violation of any term or condition of the Master Agreement or any default under the Master Agreement should be construed to be or operate as a waiver of any subsequent nonperformance, violation, or default.  No waiver of any portion of the Master Agreement is effective unless made in writing.
25. Controlling Law and Venue.  THE MASTER AGREEMENT SHALL BE INTERPRETED IN ACCORDANCE WITH AND GOVERNED BY THE SUBSTANTIVE AND PROCEDURAL LAWS OF THE STATE OF OREGON WITHOUT REGARD TO CHOICE-OF-LAW PRINCIPLES.  CONTRACTOR IRREVOCABLY CONSENTS TO THE JURISDICTION OF THE COURTS OF THE STATE OF OREGON OR OF THE U.S. DISTRICT COURT FOR THE DISTRICT OF OREGON FOR ANY ACTION, SUIT, OR PROCEEDING IN CONNECTION WITH THE MASTER AGREEMENT AND WAIVES ANY OBJECTION THAT CONTRACTOR MAY NOW OR HEREAFTER HAVE REGARDING CHOICE OF FORUM. 
26. Independent Contractor.  Contractor is acting solely as an independent contractor of PGE and nothing in the Master Agreement is intended to create a partnership, joint venture, or any relationship of principal-agent, employer-employee, or franchiser-franchisee between Contractor and PGE.  Contractor shall be responsible for all methods, means and procedures necessary to properly complete the Services.  
27. Survival.  Any and all provisions contained in the Master Agreement which by their nature or effect are required or intended to be observed, kept, or performed after termination of the Master Agreement will survive such termination of the Master Agreement.
28. Severability.  If any provisions of the Master Agreement are for any reason held by a court of competent jurisdiction to be invalid, illegal, or unenforceable in any respect, such invalidity, illegality or unenforceability shall not affect any other provision hereof, and the Master Agreement should be construed to give effect as nearly as possible to the intent of the parties. The parties agree to work together to replace such invalid, illegal or unenforceable provision as promptly as possible with a provision that is valid, legal and enforceable. 
29. Attorneys’ Fees.  In the event of any legal action arising out of or related to the Master Agreement, the prevailing party shall be entitled to its reasonable attorneys’ fees, including attorneys’ fees incurred at the trial or appellate level, in an arbitration, in bankruptcy (including, without limitation, any adversary proceeding, contested matter or application), or otherwise.
30. Contractor Authorized Representatives.  Before starting the Services under the Master Agreement, Contractor shall designate a qualified individual to represent Contractor and shall inform PGE in writing of the name and address of the representative and shall provide a clear definition of the scope of the person’s authority to represent Contractor, and shall specify any limitations on such authority.  
31. No Third-Party Beneficiaries.  The Master Agreement is intended solely for the benefit of the parties hereto.  Nothing in the Master Agreement shall be construed to create any liability to or any benefit for any person not a party to the Master Agreement.
32. Successors and Assigns.  The Master Agreement shall be binding on the parties’ successors, and insofar as assignment is permitted, on the parties’ assignees.
33. [bookmark: _Toc114191758][bookmark: _Hlk99796495]Labor.  If requested by PGE, Contractor shall be aware of and familiar with all collective bargaining agreements that pertain to or affect the Services.  Contractor shall conduct its operations so that its employees will harmoniously work with other workers employed at the Jobsite or on the same or related projects to ensure that there are no delays, endangerment, work stoppages, excessive labor costs or other labor difficulties.
34. Anti-Corruption.   Contractor agrees that it, and anyone acting on its behalf, will fully comply with all applicable domestic and foreign anti-corruption and anti-bribery laws.  Contractor agrees that no one acting on its behalf will unlawfully induce or influence any government official, person, or entity by offering, giving, or promising anything of value for the purpose of influencing any act, or decision or to secure an improper advantage. Contractor will not offer or accept bribes or kickbacks in any form.
35. Contractor Code of Conduct.  Contractor is responsible for ensuring that Contractor and its employees, subcontractors, and agents comply with PGE’s Contractor Code of Conduct, which is available at https://portlandgeneral.com/Contractors. Noncompliance can result in contract termination or removal of a contractor from consideration for future business opportunities. 
36. Ethics. PGE commits to providing an ethical environment and encourages Contractor to report and have its subcontractors (and other third parties retained by Contractor) report, any unethical behavior of an employee of PGE.  The preferred means of reporting questionable or unethical behavior by a PGE employee is through the Contract Administrator.  However, Contractor may also communicate observations anonymously by using PGE’s EthicsPoint feature.  To do so, log onto the EthicsPoint system on the Internet at www.ethicspoint.com or call 1-800-384-4277.
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IN WITNESS WHEREOF, the parties, through their duly authorized representatives, have executed this Master Agreement as of the dates indicated below.


CONTRACTOR NAME


Authorized Signature: _______________________


Name: ___________________________________


Title: ____________________________________

 
Date ____________________________________



PORTLAND GENERAL ELECTRIC COMPANY

Authorized Signature: _______________________

Name: ___________________________________

Title: ____________________________________
 
Date ____________________________________

EXHIBIT A
INSURANCE REQUIREMENTS


1. Acceptable Insurers.  All insurance required herein must be obtained from insurers duly authorized to do business in Oregon and that maintain a minimum financial strength rating of “A- VIII” by the A. M. Best Key Rating Guide.
1. Required Insurance and Minimum Limits.  During the term of this Master Agreement, Contractor must maintain, at its sole expense, the following insurance coverage:
1. Workers’ Compensation and Employer’s Liability Insurance.
0. Scope.  Workers’ Compensation and Employer’s Liability to cover claims under applicable State or Federal workers’ compensation laws.  Coverage must include Employer’s Liability to cover claims for injury, disease, or death of employees which, for any reason, may not fall within the provisions of the applicable workers’ compensation law.
0. Minimum Required Limit.
$2,000,000 each accident, bodily injury by accident
$2,000,000 each employee, bodily injury by disease
$2,000,000 policy limit, bodily injury by disease
0. Navigable Waters.  If any Work or Services under this Master Agreement involves work in, over or alongside any navigable waters, then Contractor’s workers’ compensation coverage must cover liability under U.S. Longshoremen and Harbor Workers’ Compensation Act, the Jones Act, Maritime Employers Liability, and any other coverage required under Federal or State laws pertaining to workers in, over, or alongside navigable waters.
0. Waiver of Subrogation.  To the fullest extent permitted by law, Contractor shall cause its insurer to waive all rights to recover any payments made from PGE, its affiliates, and their respective officers, directors, agents, and employees.
1. Commercial General Liability Insurance.
1. Scope.  Commercial General Liability Insurance written on an occurrence form and must cover liability arising from premises, operations, independent contractors, products-completed operations, personal and advertising injury, and liability assumed under an insured contract (including the tort liability of another assumed in a business contract). If any Work or Services under this Master Agreement involves or requires blasting, explosive conditions, or underground operations, the coverage must not contain any exclusion relative to blasting, explosion, collapse of buildings, or damage to underground structures.  If any Work or Services under this Master Agreement involves Contractor exercising care, custody or control of PGE property, then Contractor must endorse its Commercial General Liability coverage to remove any exclusionary language relative to property damage in Contractor’s care, custody or control, or maintain Property, Inland Marine or other bailee insurance to cover damage to PGE’s property in the care, custody or control of Contractor. 
1. Minimum Required Limit.	$2,000,000 Each Occurrence and $5,000,000 annual aggregate. The General Aggregate Limit shall apply separately to the Work or Services performed under this Master Agreement. 
1. Waiver of Subrogation.  To the fullest extent permitted by law, Contractor shall cause its insurer to waive all rights to recover any payments made from PGE, its affiliates, and their respective officers, directors, agents and employees.
1. Additional Insured.  To the fullest extent permitted by law, the insurance must include PGE, its affiliates, and their respective officers, directors, agents, and employees as additional insureds.  This insurance must apply as primary insurance without any contribution from any other insurance afforded to or self-insurance maintained by such additional insured. There must not be any endorsement or modification of this insurance to make it excess over any other insurance available to such additional insured.
1. Completed Operations.  Contractor must purchase completed operations coverage for a period of two (2) years after termination or expiration of this Master Agreement.
1. Automobile Liability Insurance.
2. Scope.  Automobile Liability insurance to cover liability arising out of any auto (including owned, hired, and non-owned autos) used in connection with the Work or Services under this Master Agreement.
2. Minimum Required Limit.	$2,000,000 Each Accident
2. Pollution.  If Contractor is transporting chemicals, hazardous materials, or similar pollutants, then the Automobile Liability Insurance must include pollution liability coverage at least as broad as the coverage provided under the ISO endorsement CA 99 48 “Pollution Liability—Broadened Coverage For Covered Autos”.
2. Waiver of Subrogation.  To the fullest extent permitted by law, Contractor shall cause its insurer to waive all rights to recover any payments made from PGE, its affiliates, and their respective officers, directors, agents, and employees.
2. Additional Insured.  To the fullest extent permitted by law, the insurance must include PGE, its affiliates, and their respective officers, directors, agents, and employees as additional insureds.  This insurance must apply as primary insurance without any contribution from any other insurance afforded to or self-insurance maintained by such additional insured. There must not be any endorsement or modification of the insurance to make it excess over any other insurance available to such additional insured.
1. Professional Liability Insurance (Errors and Omissions Insurance).
3. Scope.  If any of the Work or Services under this Master Agreement involves the rendering of professional services, then Contractor must obtain and maintain Professional Liability (Errors and Omissions) insurance to cover claims arising from Contractor’s acts, errors, or omissions.  Contractor will require Professional Liability (Errors and Omissions) insurance in the same amounts from any and all third parties Contractor utilizes in performing its design responsibilities under this Master Agreement.
3. Minimum Required Limit.  	$1,000,000 Per Claim
3. Extended Reporting Period.  The insurance must contain an extended reporting period of five (5) years.
1. Contractor’s Pollution Liability.
4. Scope.  If any of the Work under this Master Agreement involves the cleanup, removal, storage, or otherwise handling of hazardous or toxic chemicals, materials, substances, or any other pollutants, or if the Work involves any boring, tunneling, trenching, or excavating, Contractor shall provide at its expense Contractor’s Pollution Liability Insurance appropriate to cover such activities against the risk of bodily injury and property damage.  Such policy must be endorsed to specifically provide coverage for Work performed under this Master Agreement and must extend to all Subcontractors engaged in the cleanup, removal, storage, or otherwise handling of hazardous or toxic chemicals, materials, substances, or any other pollutants.
4. Minimum Required Limit.	$5,000,000 Per Claim
4. Additional Insured.  To the fullest extent permitted by law, the insurance must include PGE, its affiliates, and their respective officers, directors, agents, and employees as additional insureds.  This insurance must apply as primary insurance without any contribution from any other insurance afforded to or self-insurance maintained by such additional insured. There must not be any endorsement or modification of the insurance to make it excess over any other insurance available to such additional insured.
4. Waiver of Subrogation.  To the fullest extent permitted by law, Contractor shall cause its insurer to waive all rights to recover any payments made from PGE, its affiliates, and their respective officers, directors, agents, and employees.
1. Unmanned Aircraft Systems Liability.
5. Scope: PRIOR TO USING AN UNMANNED AIRCRAFT SYSTEM OF ANY KIND IN PERFORMING THE WORK UNDER THIS MASTER AGREEMENT, CONTRACTOR SHALL NOTIFY PGE AND OBTAIN ITS PRIOR WRITTEN CONSENT. If an Unmanned Aircraft System is to be used in performing the Work under this Master Agreement, Unmanned Aircraft Systems Liability insurance coverage appropriate to cover such activities against the risk of bodily injury, trespass, invasion of privacy, and property damage.
5. Minimum Required Limit:	$5,000,000 Each Occurrence
5. Additional Insured.  To the fullest extent permitted by law, the insurance must include PGE, its affiliates, and their respective officers, directors, agents, and employees as additional insureds.  This insurance must apply as primary insurance without any contribution from any other insurance afforded to or self-insurance maintained by such additional insured. There must not be any endorsement or modification of the insurance to make it excess over any other insurance available to such additional insured.
1. Aircraft Liability.
6. Scope: PRIOR TO USING AN AIRCRAFT OF ANY KIND IN PERFORMING THE WORK UNDER THIS MASTER AGREEMENT, CONTRACTOR SHALL NOTIFY PGE AND OBTAIN ITS PRIOR WRITTEN CONSENT. If an aircraft is to be used in performing the Work under this Master Agreement, Aircraft Liability insurance covering fixed-wing and rotorcraft aircraft, whether owned, hired, or non-owned.
6. Minimum Required Limit:	$10,000,000 Each Occurrence
6. Additional Insured.  To the fullest extent permitted by law, the insurance must include PGE, its affiliates, and their respective officers, directors, agents and employees as additional insureds.  This insurance must apply as primary insurance without any contribution from any other insurance afforded to or self-insurance maintained by such additional insured.  There must not be any endorsement or modification of the insurance to make it excess over any other insurance available to such additional insured.
1. Network Security & Privacy Liability.
7. Scope:  If any of the Work or Services under this Master Agreement involves the rendering of IT services including, but not limited to software, software or hardware or systems development or consulting services; internet/application services (e.g., web hosting); providing content; connected to PGE network(s); or if Contractor in any way collects, obtains, maintains or in any way uses PGE information, PGE employee information, or PGE customer information, then Contractor shall maintain Network Security & Privacy Liability, including Technology Errors & Omissions.
7. Minimum Required Limit:	$5,000,000 Each Claim
7. Additional Insured.  To the fullest extent permitted by law, the insurance must include PGE, its affiliates, and their respective officers, directors, agents and employees as additional insureds.  This insurance must apply as primary insurance without any contribution from any other insurance afforded to or self-insurance maintained by such additional insured. There must not be any endorsement or modification of the insurance to make it excess over any other insurance available to such additional insured.
1. Cargo/Transit.
8. Scope:  If any of the Work or Services under this Master Agreement involves the transportation of PGE property, by any form of conveyance, Contractor shall maintain Cargo and/or Transit coverage for the duration of such transportation.
8. Minimum Required Limit:	Full replacement value of the shipment
1. Excess or Umbrella Insurance.  The required minimum liability limits may be met through any combination of primary and excess/umbrella insurance policies. If any excess or umbrella policy(ies) are used to meet the limit requirement in Section 2(b) and 2(c) hereunder, then such excess or umbrella policy(ies) shall also provide waivers of subrogation and additional insured status as required by any underlying policy required in this Exhibit A. Furthermore, to the extent that such excess or umbrella policies contain an “Other Insurance” clause, such clauses shall not operate to require PGE’s own self-insurance or policies contribution.
1. Certificates of Insurance.  Prior to commencement of any Work or Services under this Master Agreement, Contractor must furnish PGE with a Certificate of Insurance evidencing compliance with these requirements.  Without penalty or default, PGE has the right, but not the obligation, to prohibit commencement of any Work or Services until such Certificate of Insurance or other evidence satisfactory to PGE is received and approved by PGE.  The Certificate of Insurance must list as the certificate holder:
Portland General Electric Company
121 SW Salmon Street
Portland, OR 97204
1. No Waiver.  PGE’s failure to demand the Certificate of Insurance or to identify a deficiency from the Certificate of Insurance or other evidence provided will not be deemed a waiver of PGE’s rights or Contractor’s obligations.  Furthermore, these insurance requirements must not be construed in any manner as waiving, restricting, or limiting PGE’s rights or Contractor’s obligations under this Master Agreement.
1. Notice of Cancellation.  No insurance policy may be canceled or materially modified unless Contractor or insurer(s) provide at least thirty (30) days prior written notice to PGE.
1. Failure to Maintain Required Insurance.  If at any time during the term of this Master Agreement Contractor fails to maintain any required insurance, PGE may, at its sole discretion, either suspend the Work or Services or terminate this Master Agreement.
1. Contractor Responsible for Deductibles or Retentions.  With respect to any insurance required herein, Contractor must bear all costs of all deductibles or Self-Insured Retentions.
1. No Representation of Coverage Adequacy.  PGE does not represent that coverage and limits required herein will be adequate to protect Contractor.  Contractor remains responsible for any liability not paid by insurance.
1. Contractor’s Property.  Contractor is responsible for any loss or damage to its property, however caused, and any insurance covering such property will be at Contractor’s expense and Contractor shall cause its insurer to waive all rights to recover any payments made from PGE, its affiliates, and their respective officers, directors, agents and employees.
1. No Violation of Insurance Policies.  Contractor must not knowingly violate or knowingly permit any violation of any warranties, representations, declarations or conditions contained in the policies of insurance.
1. No Claims.  As of the execution date of this Master Agreement, Contractor is not aware of any claims or potential claims which have been made, filed or threatened against any of the insurance required herein.
1. Other Insurance.  If there is any material change to the nature or scope of the Work or Services under this Master Agreement, PGE may require Contractor to obtain and maintain additional insurance.
1. Subcontractors.  If subcontractors or third parties are used in the performance of any Work or Services, then Contractor must cause each of its subcontractors or third parties to comply with the same insurance requirements imposed on Contractor herein. If requested by PGE, Contractor must furnish certificates of insurance evidencing compliance with these requirements for each subcontractor or third party.
1. Primary Insurance. The insurance required of Contractor under this Exhibit shall be primary and may not seek contribution from any insurance or self-insurance maintained by PGE.

EXHIBIT B
FEDERAL GRANT REQUIREMENTS FOR CONTRACTORS

Contractor shall comply with all applicable federal grant requirements associated with the Services. Contractor shall ensure that all applicable requirements contained in this Exhibit are flowed down to its approved subcontractors and lower-tier subcontractors.

0. Federal Grant Compliance

1.1 Compliance with Federal Award Requirements

Contractor shall comply with all federal award requirements applicable to Contractor's performance of the Services, including the contractor flow-down requirements set forth in this Exhibit and any additional contractor-specific requirements that PGE notifies Contractor are required under the applicable federal award. Contractor acknowledges that not all provisions of the federal award apply to contractors and that only those provisions expressly applicable to contractors shall govern Contractor's performance.

1.2 Grant Compliance Reporting 

Contractor shall promptly notify PGE upon becoming aware of any actual or suspected event, condition, investigation, violation, claim, or circumstance relating to Contractor's performance of the Services that could reasonably be expected to affect compliance with applicable federal award requirements or PGE's ability to obtain, retain, or substantiate federal funding or reimbursement.

Such events include, without limitation:

• Environmental violations associated with the Services;
• Workplace fatalities or serious injuries associated with the Services;
• Fraud, waste, or abuse involving federal funds;
• Actual or threatened suspension or debarment;
• Export control violations;
• Intellectual property claims relating to federally funded work;
• Violations of federal labor, domestic content, lobbying, or other applicable federal award requirements; and
• Any governmental investigation, audit finding, or enforcement action related to the Services or applicable federal award requirements.


0. Procurement and Socioeconomic Requirements 

2.1 Small, Minority, Women’s, and Labor Surplus Businesses 

If Contractor subcontracts any Services under this Master Agreement with PGE's prior written consent, Contractor shall take all affirmative steps required by 2 C.F.R. § 200.321(b) to ensure that small businesses, minority-owned businesses, women's business enterprises, and labor surplus area firms are used whenever possible.

Such affirmative steps include:

1. Placing qualified small and minority businesses and women's business enterprises on solicitation lists;
2. Ensuring such businesses are solicited whenever they are potential sources;
3. Dividing total requirements, when economically feasible, into smaller tasks or quantities to encourage participation;
4. Establishing delivery schedules, where feasible, to encourage participation;
5. Utilizing the services and assistance of organizations such as the Small Business Administration and the Minority Business Development Agency; and 
6. Requiring applicable subcontractors to take affirmative steps described above. 

2.2 Procurement of Recovered Materials 

Contractor shall comply with Section 6002 of the Solid Waste Disposal Act, as amended by the Resource Conservation and Recovery Act, including the procurement of products containing recovered materials where applicable. The requirements of Section 6002 include procuring only items designated in guidelines of the Environmental Protection Agency (EPA) at 40 CFR part 247 that contain the highest percentage of recovered materials practicable, consistent with maintaining a satisfactory level of competition, where the purchase price of the item exceeds $10,000 or the value of the quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste management services in a manner that maximizes energy and resource recovery; and establishing an affirmative procurement program for procurement of recovered materials identified in the EPA guidelines.  

2.3 Debarment and Suspension 

The Contractor shall not enter into a subcontract or other covered transaction with a person or entity that is suspended, debarred, proposed for debarment, excluded, or otherwise ineligible to participate in federal programs. Before entering into an applicable subcontract and periodically during performance, the Contractor shall verify the subcontractor’s eligibility using the System for Award Management or another method permitted by applicable federal requirements. The Contractor shall retain documentation of each verification and shall notify PGE immediately if the Contractor or any subcontractor becomes suspended, debarred, excluded, or otherwise ineligible.

0. Domestic Preference Requirements 

3.1 Domestic Preference  

Upon request, Contractor shall provide certifications, affidavits, manufacturer representations, country-of-origin information, and other supporting documentation reasonably required by PGE to verify compliance with applicable federal domestic preference requirements.

3.2 Build America, Buy America Act Compliance 

Reserved 

3.3 Domestic Content Certifications 

Upon request, Contractor shall provide certifications, affidavits, manufacturer representations, country-of-origin information, and other supporting documentation reasonably required by PGE to verify compliance with domestic content requirements under the Build America, Buy America Act or other federal domestic preference requirements.

0. Foreign Influence and National Security Requirements 

4.1 Access Restrictions

Contractor (including its subcontractors) shall not, and shall ensure that its subsidiaries or affiliates under its control shall not, disclose any information that is not publicly available (including technical data, or any other information that is not publicly available or required to be made public under applicable law or regulation) developed under the Services with any subsidiary, affiliate, investor, supplier, licensee at any tier, vendor, or joint development partner that:

1. Has a principal place of business or place of incorporation in a Foreign Country of Risk; or
2. Is a national of a Foreign Country of Risk.

Foreign Country of Risk

A “Foreign Country of Risk” means any country designated as a Foreign Country of Risk by the United States Department of Energy (“DOE”), as such designation may be amended, supplemented, or replaced from time to time. Contractor shall comply with all current and future DOE requirements, restrictions, directives, and guidance applicable to Foreign Countries of Risk. As of the RFP Issue Date, Offerors are responsible for reviewing the then-current DOE designation(s) and associated guidance. Any subsequent modification to DOE’s designation(s) or related requirements shall automatically apply to the Contract without the need for a Contract amendment, except to the extent a Contract amendment is otherwise required by applicable law.

4.2 Performance in the United States  

All Services shall be performed by persons located in the United States unless PGE and DOE provide prior written approval for performance outside the United States.

4.3 Foreign National Participation 

 “Foreign National” means a person who does not possess United States citizenship or United States nationality and may include a stateless person.

Contractor shall not permit a Foreign National to participate in the Services or obtain access to Project information, technologies, equipment, systems, sites, programs, or personnel unless Contractor has first provided all information requested by PGE and PGE has provided written approval. Where DOE approval is required under the Award, participation or access shall not begin unless and until PGE confirms in writing that DOE approval has been obtained. DOE may deny a Foreign National’s participation or access, and Contractor shall comply with any resulting restriction or mitigation measure.

Contractor shall include this requirement in each applicable subcontract and lower-tier agreement.

4.4 Foreign Government-Sponsored Talent Recruitment Programs 

Contractor represents that no individual performing Services under this Master Agreement is participating in a Foreign Government-Sponsored Talent Recruitment Program associated with a Foreign Country of Risk.

Contractor shall:
· Exercise reasonable diligence to ensure continued compliance;
· Notify PGE within five (5) business days after learning or reasonably suspecting that Contractor, an owner of Contractor or an applicable subcontractor, or any individual assigned to the Services is participating in a prohibited Foreign Government-Sponsored Talent Recruitment Program; and
· Flow this requirement to all subcontractors.

4.5 Participants and Collaborating Organizations

Upon request, Contractor shall provide PGE with information reasonably required to satisfy DOE reporting requirements concerning Contractor, its subcontractors, Project personnel, collaborating organizations, foreign collaborations, personnel roles, periods of performance, work locations, and other participant information required under the Award. Contractor shall promptly notify PGE of material changes to previously provided information.

4.6 Organizational Conflict of Interest

Contractor shall promptly disclose to PGE any actual, potential, or apparent organizational conflict of interest relating to the Services, including any relationship involving a parent company, affiliate, subsidiary, subcontractor, joint venture participant, or other related entity that could impair, or appear to impair, Contractor's objectivity, independence, or judgment. Contractor shall provide all information reasonably requested by PGE concerning such conflict and shall implement mitigation measures required by PGE. Contractor shall flow this requirement to applicable subcontractors.

4.7 Foreign Interests Disclosure 

Contractor shall promptly notify PGE of any material change involving foreign ownership, foreign control, foreign investment, foreign affiliation, foreign licensing arrangements, foreign joint ventures, foreign collaboration arrangements, technology licensing to a Foreign Country of Risk, or other business relationship involving a Foreign Country of Risk. Contractor shall provide supporting documentation reasonably requested by PGE for compliance with DOE reporting requirements.

4.8 Export Control Compliance 

Contractor shall comply, and shall ensure that its subcontractors comply, with all applicable United States export-control laws and regulations relating to the Services, including restrictions governing the transfer, release, disclosure, shipment, transmission, or access to controlled information, commodities, technology, technical data, software, equipment, and services.

Contractor shall immediately notify PGE upon becoming aware of any actual or suspected export-control investigation, charge, indictment, conviction, or violation relating to the Services or any person or entity performing the Services. For any conviction or violation, Contractor shall also provide the corrective actions taken or proposed to prevent recurrence. Contractor shall not make any disclosure directly to DOE unless authorized by PGE or required by applicable law.

0. Employment and Labor Requirements 

5.1 Equal Employment Opportunity

Reserved. 


5.2 Davis-Bacon Act

To the extent that any Services constitute construction, alteration, or repair work subject to the Davis-Bacon Act or other applicable federal prevailing-wage requirements, Contractor and its subcontractors of all tiers shall comply with all applicable Davis-Bacon labor standards and requirements incorporated into this Agreement, including applicable wage determinations and requirements concerning payment of prevailing wages and fringe benefits, payroll and recordkeeping, worker classifications, and flow-down to applicable subcontractors.

Contractor shall ensure that each laborer and mechanic performing covered work is paid not less than the applicable prevailing wage and fringe benefits for the classification of work actually performed. Contractor shall maintain and provide to PGE all payroll records, certifications, and other documentation required by applicable federal requirements or reasonably requested by PGE to demonstrate compliance.

Contractor shall incorporate all applicable Davis-Bacon requirements and the applicable wage determination into each subcontract under which covered work will be performed and shall be responsible for compliance by its subcontractors of all tiers.

The applicable federal wage determination and any additional mandatory federal labor standards clauses shall be incorporated into the Contract and shall apply to covered work performed under the applicable SOW.
5.3 Affirmative Action and Pay Transparency

Reserved. 

5.4 Contract Work Hours and Safety Standards Act 

Reserved. 

5.5 Whistleblower Protection 

Contractor shall comply with the whistleblower protections established under 41 U.S.C. § 4712 and shall provide written notice of such protections to its employees and subcontractors in the predominant language of the workforce. Contractor shall insert the substance of this clause in all subcontracts. 

5.6 Waste, Fraud, and Abuse Reporting 

Contractor shall not be deemed in violation of any confidentiality provision contained in this Master Agreement if Contractor reports fraud, waste, or abuse to a designated investigative or law enforcement representative of a Federal department or agency authorized to receive such information.

0. Environmental Compliance 

6.1 Clean Air Act and Federal Water Pollution Control Act

Contractor shall comply with all applicable standards, orders, and regulations issued pursuant to:

· The Clean Air Act (42 U.S.C. §§ 7401-7671q); and
· The Federal Water Pollution Control Act (33 U.S.C. §§ 1251-1387).

Contractor shall promptly report violations to PGE and cooperate with any required reporting to the applicable federal awarding agency and the Environmental Protection Agency.

6.2 Conferences 

All conferences organized by Contractor pursuant to this Master Agreement, which must be necessary and reasonable for the successful performance of the funding award, shall comply with the requirements of 2 C.F.R. § 200.432 and the protection and control guidelines of the Hotel and Motel Fire Safety Act (P.L. 101-391, as amended).

0. Records, Audits, and Information Security 

7.1 Maintenance and Access to Records

The Contractor shall maintain complete records sufficient to substantiate performance, invoiced amounts, cost allowability when applicable, compliance with the Agreement, and compliance with applicable federal-award requirements. PGE, the federal awarding agency, the Comptroller General of the United States, an Inspector General, and their authorized representatives will have access to records and personnel to the extent required by applicable law or the federal award. The Contractor shall retain the records for the period stated in the Master Agreement’s Right to Audit provision and any longer period required by the federal award.


7.2 Prohibited Telecommunications and Surveillance Equipment 

Contractor shall comply with 2 C.F.R. § 200.216’s prohibitions of certain telecommunications and video surveillance equipment or services in performing services under this Master Agreement and ensure that its subcontractors of any tier comply with the same.

0. Certifications and Representation 

8.1 Potentially Duplicative Funding

Contractor shall not invoice PGE for a cost that is charged to, reimbursed by, or used as cost share under another federal award. Contractor shall promptly notify PGE if Contractor identifies other federal funding that may overlap with the Services or any cost charged or proposed to be charged under this Contract.

8.2 Felony Criminal Convictions

Contractor represents and warrants that it has not been convicted of a felony criminal violation under any federal law within the preceding twenty-four (24) months.

8.3 Unpaid Federal Tax Liabilities 

[bookmark: _T_045538_0]Contractor represents and warrants that: (a) it does not have any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, or (b) if Contractor does have any unpaid tax liability, that the unpaid Federal tax liability is being paid in a timely manner pursuant to an agreement with the authority responsible for collecting the tax liability.

8.4 Lobbying Restrictions

Contractor shall comply with the Byrd Anti-Lobbying Amendment (31 U.S.C. § 1352) and all applicable implementing regulations. Contractor shall not use Federal appropriated funds to pay any person or organization for influencing or attempting to influence an officer or employee of any federal agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with obtaining any federal contract, grant, cooperative agreement, loan, or other federal award.

For any award exceeding $100,000, Contractor shall provide any certifications and disclosures required by applicable federal law. Contractor shall disclose any lobbying activities conducted with non-Federal funds in connection with obtaining a federal award. Contractor shall ensure that all required certifications and disclosures are flowed down to applicable subcontractors.

8.5 Rights to Inventions 

To the extent applicable, Contractor shall comply with 37 C.F.R. Part 401 and any implementing regulations governing rights to inventions made under federally funded agreements. This provision applies only if the federal award constitutes a "funding agreement" as defined in 37 C.F.R. § 401.2(a).
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EXHIBIT C
CONTRACTOR BEHAVIOR GUIDELINES
We are excited to work with you to deliver on our brand purpose to power the advancement of society as positive change agents. When you conduct business on behalf of PGE, we ask that you and your team operate, act and behave in alignment with the PGE brand and code of conduct.  
 
PGE Code of Conduct 

To ensure our customers receive the highest level of customer service every person who conducts business on behalf of PGE is expected to adhere to the following code of conduct: 

1. WE MAINTAIN AN ALCOHOL- AND DRUG-FREE WORKPLACE. In order to perform our jobs as safely as possible, we never work while under the influence of illegal drugs, alcohol, or any other substance that impairs job performance. These affect our judgment and motor skills and put us, our co-workers, customers, and others at risk. While on PGE premises, or conducting PGE business, we cannot use, sell, or purchase, attempt to use, sell, or purchase, or be under the influence of alcohol, any illegal drug, or any legal drug used in an illegal manner. We are also prohibited from misusing prescription drugs or over-the-counter medications. Marijuana is treated as an illegal drug under PGE’s Drug and Alcohol policy and this Code of Conduct because it is a controlled substance under federal law.  

2. WE DO NOT TOLERATE VIOLENCE IN ANY FORM. We cannot act or behave in any way that intimidates, threatens, or causes harm to persons or property, or is violent. If we become aware of a threat, violence, intimidation, or harm to others, or harm to PGE property, we must report it. If there is a threat of imminent harm, we call 911 first, then contact PGE Corporate Security at 503-464-8600. Otherwise, we may contact one of the resources listed at the bottom of these pages. We cannot possess weapons (other than pocketknives with a blade of four inches or less) or materials, substances, or explosives that may be used to harm persons or property when engaged in PGE business. This also applies to individuals with licenses to carry a concealed handgun; except, those who perform security services may be exempt from this prohibition. 

3. WE PROTECT OUR CUSTOMERS. This includes their personal information and safety. 
  
4. WE DON’T USE OUR CONNECTIONS WITH PGE FOR PERSONAL GAIN. While performing work for PGE, we are responsible for putting the company’s interests ahead of our own. This means we should never take advantage of business or investment opportunities for ourselves (or for the benefit of friends and family) that either conflict with the interests of PGE or potentially conflict with the interest of PGE, unless we get advance written approval from the PGE corporate compliance officer. If we are not sure whether a potential business opportunity or investment might be an issue, we ask the PGE corporate compliance officer before pursuing such business opportunity or investment. 

5. WE ARE EASILY IDENTIFIABLE. While in a customer’s home or on their property, or in the community, we are representing PGE. In order to ensure people conducting business on behalf of PGE are easily identifiable to our customers, we wear gear with the PGE logo while doing work for PGE. While conducting business on behalf of PGE with PGE’s customers we must always wear a PGE-issued badge while working on PGE business and must remove all logo wear once the work is completed.  

6. WE RESPECT OUR CUSTOMER’S SPACE. When entering a customer’s home, we are mindful not to track dirt into the home by removing our shoes or wearing booties over our shoes. We will not use the customer’s bathroom or other facilities without the customer’s consent. 

7. WE ADHERE TO PGE’s VEHICLE BRANDING GUIDELINES. Logos on PGE branded vehicles must be approved by PGE marketing and meet current marketing guidelines. All vehicles with PGE branding must be registered in the State of Oregon. Vehicles with fixed or temporary logos should also be registered with PGE Corporate Security and should only be used for work-related purposes during work hours. Temporary logos should only be displayed during work hours, unless the vehicle is stored in a secured location overnight. Secured locations should not be accessible by the public or unauthorized personnel.           

8. WE ADDRESS CUSTOMER CONCERNS IN A TIMELY MANNER. If a customer expresses a concern that is outside of the scope of the work we are performing for PGE, we immediately notify the PGE program manager of the concern.  

9. WE ENSURE EVERYONE WE ARE WORKING WITH COMPLIES WITH THE CODE OF CONDUCT. When working with a third-party contractor (e.g., subcontractor), we ensure that all third-party contractors comply with this Code of Conduct, except that such third-party contractors are not required to wear gear with the PGE logo. 

PGE Driving Policy 
In addition to the Code of Conduct, we must follow PGE’s Driving Policy (attached) when conducting business on behalf of PGE.  

Questions 
If you have any questions about how to show up just like PGE, please contact your PGE representative. We will work with you to help you achieve success. 
 
Acknowledgement 
I received these guidelines and will ensure my company follows these guidelines, positively representing the PGE brand. 
 
____________________________________   ______________________________________ 
Name					   Company 
 
________________________________________________ 
Signature 
 
_____________________________ 
Date 




EXHIBIT D

CONTRACTOR SAFETY REQUIREMENTS

Portland General Electric Company (PGE) requires all suppliers and contractors providing maintenance, construction, and associated support services (Contractor) to maintain and adhere to safety standards and practices that protect people, property, and the environment in the performance of the Work.  This Exhibit details the minimum safety requirements required of a PGE Contractor while working for PGE or for customers on behalf of PGE.  Additional safety requirements may be included within the scope of work, specifications, agreement, purchase order, or other project documents (together, the “PGE Standards”). Those additional requirements shall be considered an extension of this Exhibit and are hereby incorporated into the Agreement between PGE and Contractor by reference.  In the event of a conflict between this Exhibit and any other requirement in the PGE Standards, the most restrictive requirement shall prevail.  For purposes of this Exhibit D, all safety requirements that apply to Contractor shall also apply to its subcontractors and Contractor shall be responsible for ensuring subcontractor compliance. 
 
It shall be Contractor’s responsibility to ensure that Contractor is in possession of the most current safety requirements that are generally recognized and utilized in its industry for all Work to be performed. Contractor acknowledges that PGE or its representatives may inspect the Work for safety compliance at any time and with no prior notice, and Contractor shall provide PGE or PGE’s representative with unrestricted access to the Work to carry out such an inspection.  Contractor further acknowledges that Contractor bears sole responsibility for the safety performance of its subcontractors.  
 
If Contractor fails to allow PGE to inspect the Work or PGE finds Contractor’s compliance with the safety requirements to be inadequate, PGE may seek to recover from Contractor any additional safety costs incurred by PGE to remedy Contractor’s noncompliance or terminate the Work for cause in accordance with the Agreement. In the event that PGE suspends the Work to allow Contractor to take corrective action in order to remedy a noncompliance, such a suspension shall not be grounds for a change order and Contractor shall not be excused from performing the remainder of the Work in accordance with the original agreement.  
 
Contractor may be required to submit a written safety plan, specific to the project site, as a prerequisite for mobilization.    
 
SAFETY REQUIREMENTS   
1. Contractor shall comply with all federal, state or local safety standards and accident prevention regulations and will take additional measures or require such additional measures as reasonably necessary to protect the life and health of all persons engaged in the performance of any Work performed under the Agreement. Contractor, when performing Work on energized facilities shall comply with all safety requirements including, but not limited to those established by the Northwest Line Constructors Association and the National Electrical Contractors Association. 
 
2. Contractor shall comply with the PGE Safety Manual, Driving Safety Manual, Oregon Temporary Traffic Control Handbook (OTTHC), Grounding Procedures Handbook, and PGE Switching and Tagging Handbook while completing Work at a PGE site. Contractor shall notify PGE in Contractor’s proposal if there is a collective bargaining agreement conflict with these guiding documents.  It is Contractor’s responsibility to ensure all employees and subcontractors assigned to the work have access to the latest PGE safety requirements at the work site. 
 
3. In addition to the above requirements, when working at a PGE generation plant, Contractor shall perform work in accordance with all applicable site-specific generation procedures and site safety training.   
 
4. The PGE Standards for the Work may include, but are not limited to, additional requirements such as qualified fire watch, competent scaffold user, secondary chemical labeling, confined space rescue plans, critical lift plans, trenching or shoring, and qualified electrical safety watch.  
 
5. Contractor shall provide Personal Protective Equipment (PPE) appropriate to the Work to all personnel under Contractor’s control and shall be worn at all times. Contractor shall comply with PGE’s PPE requirements, including but not limited to hard hats, safety glasses, safety shoes, FR clothing per PGE’s FR Clothing Matrix, and any other PPE requirements identified in the PGE Standards and/or arc flash labeled equipment. In the event that PPE requirements are not specifically identified by PGE, Contractor shall be aware of and comply with any local, state or federal PPE requirements regarding the Work to be performed. 
 
6. Contractor shall at all times comply with PGE’s requirements regarding physical security, including ID badges, site security and access to PGE facilities. Contractor shall at all times ensure that all visitors to a Work location under Contractor’s control comply with all PGE safety and security requirements. 
 
7. Contractor may be required in the PGE Standards to display signs on all Contractor vehicles required to perform the Work (one per each side of vehicle) denoting it is “a Contractor working for PGE”. Such signs will be provided to Contractor by PGE.  When required, Contractor’s company sign and the PGE sign must both be visibly displayed on both sides of the vehicle. Contractor shall remove such sign during any time it is not performing Work for PGE.  
 
8. Contractor shall immediately notify the project manager, construction manager, contract administrator or the generation plant control room of any incidents/accidents, spills, PGE customer problems, and/or damage to private property or any other concerns that need to be addressed. In some cases, it may also be necessary to immediately report the incident to the customer or property owner. 
 
9. Contractor shall immediately notify PGE of any safety incidents. Safety incidents may include, but are not limited to, unexpected power outages, Contractor or subcontractor employee injury incidents including incidents involving medical attention, treatment or transport, or near miss events or horseplay with potential for significant injury to a crew member, electrical contact incidents, incidents involving damage to gas, power or other utilities, and/or vehicle crashes while performing work under this PGE agreement. Initial notifications shall be via phone call followed by a written report to the same parties on the “Contractor Safety Incident Report Form” within 24 hours of incident. Follow-up investigative/corrective action reports will be made as directed by PGE. Contractor’s failure to immediately notify PGE of any occurrence that should reasonably be considered a safety incident may be grounds for Termination for Cause in accordance with the Agreement. 
 
10. Contractor shall immediately notify PGE of any unsafe electrical equipment or conditions before leaving the site. In the event that direct contact is not made with the PGE project manager, construction manager, contract administrator, or generation plant control room, Contractor shall contact PGE’s repair dispatch. Contractor shall use marker paint to mark damaged lids/components, and tag with a yellow caution tag with conditions noted on the tag. Contractor shall also use traffic cones or other delineators to surround the hazard area with a barrier. 
 
11. Failure to adequately resolve a safety incident to the satisfaction of PGE within the determined cure period may be grounds for Termination for Cause in accordance with the agreement. 
 
 


EXHIBIT E
SECURITY, OREGON CONSUMER PRIVACY ACT (“OCPA”), AND ARTIFICIAL INTELLIGENCE (“AI”) ADDENDUM
This Security, Oregon Consumer Privacy Act (“OCPA), and Artificial Intelligence (“AI”) Addendum (“Addendum”) sets forth the protocols that Supplier agrees to follow with respect to maintaining the security and privacy of: (a) PGE Confidential Information (as defined below) and Personal Data (as defined below), belonging to, controlled by or held by or on behalf of PGE, and PGE’s affiliates or customers (collectively referred to in this Addendum as  “PGE Information”) and (b) PGE’s Bulk Electric System (“BES”), systems, network, facilities, property, buildings, hardware, software, equipment, and physical computer systems to which Supplier is or may be granted access (collectively, “PGE Systems”) (and, PGE Systems together with PGE Information and any other PGE resources, collectively referred to herein as “PGE Assets”) in connection with the delivery or receipt of equipment, hardware, software, deliverables, systems, and/or the performance or receipt of services under the Agreement or other document (the “Agreement”).  For the avoidance of doubt, the requirements described herein apply to any Supplier provided tools or applications that will process, handle, access or store PGE Data.
Supplier agrees to comply with the provisions of Schedule 1 (OCPA Addendum) and Schedule 2 (AI Addendum) which are hereby incorporated into this Addendum.
All capitalized terms that are not otherwise defined in this Addendum will have the meanings assigned to those terms in the Agreement.  In the event of a conflict between this Addendum and the terms of the Agreement, this Addendum will apply; provided that the provisions of this Addendum shall be read as in addition to any obligations of Supplier relating to PGE Confidential Information.  
“Supplier’s Information Systems” means Supplier’s and Supplier Professionals’ operating systems, infrastructure, applications, hardware, software and media used to handle, store, Process or transfer PGE Assets or provide Deliverables to PGE.  
“Supplier Professionals” collectively refers to employees, contractors, subcontractors, service providers and agents of Supplier that have access to PGE Assets.  
“Deliverables” means the equipment, hardware, software, deliverables, systems and/or the performance of services (including SaaS) provided or delivered to or received by PGE under the Agreement.
“Personal Data” means all information or data (regardless of format), derived data or any unique identifier that (a) is linked to, or is reasonably linkable to an individual or to a device that identifies, is linked to, or is reasonably linkable to one or more consumer in a household, (b) identifies or can be used to identify, contact or locate an individual or one or more consumers in a household, or (c) that relates to an individual, whose identity can be either directly or indirectly inferred, including any information that is linked or linkable to that individual regardless of the citizenship, age, or other status of the individual, or (d) that is otherwise deemed personal data, personally identifiable information, or personal data under any applicable data protection or privacy law or regulation.  
“PGE” means Portland General Electric Company. 
“PGE Confidential Information” means (a) any structured or unstructured information (including, without limitation, text, images, data files, and software) provided by PGE for capture, storage, analysis, Processing, extraction, retrieval, management, and/or distribution, including any information or data that can be generated or derived from such information provided by PGE; and (b) all PGE information or data defined as “Confidential” under an agreement between PGE and Supplier.
“Processing” or “Process” means obtaining, recording or holding PGE Information or carrying out any operation or set of operations on the PGE Information including (a) organization, adaptation, or alteration of the PGE Information; (b) retrieval, consultation or use of the PGE Information; (c) disclosure by transmission, dissemination or otherwise making available the PGE Information; (d) alignment, combination, blocking, erasure or destruction of the PGE Information; or (e) any other means by which the PGE Information can be used.
THE PARTIES AGREE AS FOLLOWS:
1. [bookmark: _Ref275970244]Security Best Practices and Compliance with Laws.  Supplier shall put in place and maintain appropriate physical, technical and organizational measures (collectively referred to herein as “Safeguards”) to prevent against the accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or access to PGE Assets. Supplier shall implement Safeguards to protect Supplier Information Systems from inadvertent and unauthorized Processing, corruption, destruction, access, use, alteration, sale, rental, modification, or disclosure of PGE Assets.  Supplier represents and warrants that the security measures it takes in performance of its obligations under the Agreement and this Addendum are, and will at all times meet the following: (a) the security requirements, standards, obligations, specifications and event reporting procedures in the Agreement and this Addendum; (b) when in scope, NERC CIP (North American Electric Reliability Corporation critical infrastructure protection) plan requirements designed to secure the assets required for operating North America's bulk electric system; and (c) any security requirements, standards, obligations, specifications and event reporting procedures required by any law, including but not limited to, Oregon Revised Statute 646A.600 et seq and the Oregon Consumer Privacy Act (SB 619).  Supplier represents and warrants that Supplier, and all Supplier Professionals can perform, and are, as of the date of the Agreement, in compliance with this Addendum.  Without limiting any other remedies available to PGE, if, at any time, Supplier or Supplier Professionals are not in compliance with this Addendum, Supplier shall, and shall cause Supplier Professionals to, take all necessary steps to bring themselves back into compliance with this Addendum as soon as practicable. “Security Best Practices” means the requirements of this Section 1 as further explained and detailed in the other sections of this Addendum.
2. Use by Supplier and Supplier Professionals.  Supplier will not use, share, store, transfer, or otherwise disclose PGE Assets for any purpose other than to create, deliver or perform the Deliverables in accordance with the Agreement.  To the extent Supplier discloses or makes PGE Assets available to Supplier Professionals, Supplier shall remain liable to PGE for the actions and omissions of the Supplier Professionals concerning the treatment of PGE Assets and shall require via a written agreement signed by the Supplier Professionals that the Supplier Professionals comply with the terms and conditions of this Addendum as if it were Supplier.  Supplier will not combine PGE Assets with data from any other company or source and Supplier agrees to specifically segregate PGE Assets.  
3. Human Resources Security.  Supplier will maintain a policy that addresses information security for Supplier Professionals, and Supplier will provide all Supplier Professionals with access to Supplier’s Information Systems, PGE Assets, security awareness training and updates in organizational policies and procedures, as reasonably relevant for their job function.
4. Access Control. 
4.1. Supplier shall develop and implement policies and procedures to address the security of remote and onsite access to PGE Assets that is consistent with industry best practices and also meets the following requirements:   
4.1.1. PGE Authority Over Access.  While furnishing Deliverables to PGE under the Agreement, Supplier shall not access, and shall not permit Supplier Professionals to access PGE Assets without PGE’s prior express written authorization.  Such written authorization may subsequently be revoked by PGE at any time in its sole discretion.  Further, any Supplier Professionals access shall be consistent with, and in no case exceed the scope of, any such approval granted by PGE.  All PGE authorized connectivity or attempted connectivity to PGE Assets shall be in compliance with NERC CIP and PGE’s security policies as may be amended from time to time with notice to the Supplier.   
4.1.2. Supplier Review of Access.  Supplier will review and verify Supplier Professionals continued need for access and level of access to PGE Assets on a semi-annual basis and will retain evidence of the reviews for two (2) years from the date of each review.   
4.1.3. Notification and Revocation.  Supplier will immediately notify PGE in writing (no later than close of business on the same day as the day of termination or change set forth below) and will immediately take all steps necessary to remove Supplier Professionals’ access to any PGE Assets when:   
4.1.3.1. any Supplier Professional no longer requires such access to furnish the Deliverables provided by Supplier under the Agreement,  
4.1.3.2. any Supplier Professional is terminated or suspended or his or her employment is otherwise ended,  
4.1.3.3. Supplier reasonably believes any Supplier Professional poses a threat to the safe working environment at or to any PGE property, including to PGE employees, customers, and PGE Assets,  
4.1.3.4. there are any material adverse changes to any Supplier Professional’s background history, including, without limitation, any information not previously known or reported in his or her background report or record, or  
4.1.3.5. Supplier’s provision of Deliverables to PGE under the Agreement is either completed or terminated, so that PGE can discontinue electronic and/or physical access for such Supplier Professionals.   
4.1.3.6. Supplier will take all steps reasonably necessary to immediately deny such Supplier Professionals electronic and physical access to PGE Assets, including, but not limited to, removing and securing individual credentials and access badges, RSA tokens, mobile devices, and laptops, as applicable, and will return to PGE any PGE-issued property including, but not limited to, PGE photo ID badge, keys, parking pass, documents, mobile devices or laptop in the possession of such Supplier.
4.1.3.7. Supplier will notify PGE at ISOC@pgn.com once access to PGE Assets has been removed.   
4.2. Supplier’s Information Systems Access Controls.  
4.2.1. Supplier shall prevent Supplier Professionals from gaining access to Supplier’s Information Systems and PGE Assets for which Supplier Professionals are not authorized, including through the appropriate use of authentication and authorization mechanisms.
4.2.2. Supplier shall be responsible for the security of Supplier infrastructure at Supplier locations or in the Supplier controlled environment. Supplier will restrict physical access to Supplier’s Information Systems in Supplier locations to persons with a business purpose only. Supplier will protect Supplier’s Information Systems and PGE Assets from inappropriate access.  
5. Identification, Authentication and Remote Access Controls.
5.1. Coordination of Remote Access.  Supplier shall coordinate with PGE on all remote access to PGE’s systems and networks, regardless of interactivity, and shall comply with any controls for interactive remote access and system-to-system remote access sessions requested by PGE.   
5.2. Controls for Remote Access.  If Supplier directly, or through any of their Supplier Professionals, connects to PGE Assets, Supplier agrees to the additional following protective measures:   
5.2.1. Supplier will not access (and will not permit any other person or entity to access) PGE Assets without PGE's authorization and any such actual or attempted access will be consistent with any such authorization.   
5.2.2. Supplier shall implement processes designed to protect credentials as Supplier Professionals travel throughout the network and shall ensure that network devices have encryption enabled for network authentication to prevent possible exposure of credentials.   
5.2.3. Supplier shall ensure Supplier Professionals do not use any virtual private network or other device to simultaneously connect machines (commonly known as split tunneling) on any PGE Assets to any machines on any Supplier or third-party systems, without: 
5.2.3.1. Using only a remote access method consistent with PGE’s remote access control approved practice; and 
5.2.3.2. Providing PGE with the full name of each individual who uses any such remote access method and the phone number and email address at which the individual may be reached while using the remote access method.   
5.2.4. Supplier shall ensure Supplier Professionals accessing PGE networks are uniquely identified and that accounts are not shared between Supplier Professionals.   
5.3. Supplier’s Access and Authentication Processes. When accessing Supplier’s Information Systems and PGE Assets that require user identification that connect to any of the foregoing, Supplier’s access and authentication processes, procedures and tools shall at a minimum:
5.3.1. Determine the unique identity of each user to provide accountability for the actions performed by the user and provide a mechanism to prevent shared passwords for accounts; 
5.3.2. Randomly choose or generate initial passwords and, before the first use, the system must force the user to change the initial passwords;
5.3.3. Require that all passwords be encrypted and stored using a salted hash to protect disclosure at all times; and
5.3.4. Mandate complex passwords (e.g., combination of upper case, lower case, special character) on all systems and enforce account lockout after no more than six (6) consecutive incorrect password attempts. 
5.4. [bookmark: _Hlk8634018]If requested by PGE, Supplier agrees to support PGE’s single sign on functions and PGE’s federated identity services using industry standards such as SAML 2.0.  
5.5. Remote Access Control to PGE Assets and Supplier Infrastructure.
5.5.1. [bookmark: _Hlk47528684]Supplier agrees to use and follow PGE’s access management solution in order to be given remote access to PGE Assets.
5.6. Supplier Provided Encrypted VPN.  Supplier shall ensure at a minimum that: 
5.6.1. All system administration from external networks is authenticated through the firewall, using a VPN.
5.6.2. VPN users are authenticated using an approved strong multifactor authentication method.
5.6.3.  VPN connections are logged and monitored, and sessions are timed out after (at the most) thirty (30) minutes of inactivity.
5.7. Remote Administration VPN.  If PGE grants Supplier or Supplier Professionals access to the PGE managed network through PGE’s VPN or other approved remote access connection (“VPN Access”) for the purpose of providing the Deliverables, Supplier shall:
5.7.1. Use the VPN Access solely and exclusively for providing the Deliverables; 
5.7.2. Keep confidential and not disclose to any third party the VPN Access credentials provided to it by PGE; and 
5.7.3. Install software required by PGE to protect PGE Assets upon any Supplier Information Systems that are used to provide the VPN, and shall use the foregoing software at all times when using the PGE VPN.
5.8. Site-to-Site/Business-to-Business VPN.  Supplier shall:
5.8.1. Not permit any third party to access PGE Assets via the VPN Access without the prior consent of PGE;
5.8.2. Use mutual authentication of end points;  
5.8.3. Use encryption and manage keys in accordance with Security Best Practices; and
5.8.4. VPN connections are logged and monitored, and sessions are timed out after (at the most) thirty (30) minutes of inactivity.
6. Security Log File.
6.1. Supplier shall be responsible for capturing, retaining and analyzing security-related log files pertaining to systems managed or hosted by or for Supplier or used by or for Supplier to provide the Deliverables as follows:
6.1.1. Auditing and logging must be run by Supplier on Supplier’s Information Systems managed or used by Supplier where such systems or applications are part of, or connect to, PGE Assets. 
6.1.2. Systems in, or with access to, Supplier’s Information Systems and PGE Assets must provide an activity log that contains, at a minimum, the following information with respect to any activity or loss: user ID, date, time, and transaction.
6.1.3. Systems which Supplier or any Supplier Professionals control that are in, or with access to, Supplier’s Information Systems and PGE Assets must securely log all significant computer security relevant events.  Log entries must provide sufficient data to support comprehensive audits of the effectiveness of, and compliance with Supplier’s information security control measures.
6.1.4. The identity of the user, or processes acting on behalf of the user, must be maintained for the duration of any session.  For example, some programs change mode or privilege during execution.  This must not result in the loss of the audit trail or identity of the user.
6.1.5. Actual or attempted authentication information (e.g.: passwords, PINs, and clear-text cryptographic keys) must never appear as part of the audit record.
6.1.6. Commands issued by computer system Supplier Professionals/administrators must be traceable to specific individuals via the use of comprehensive logs.
6.1.7. Records tracing security relevant activities to specific users must be maintained for a minimum of one (1) year. 
6.1.8. Any user sessions that alter production data related to Supplier’s Information Systems and PGE Assets must be logged.
6.1.9. All computers connected to, or with access to, Supplier’s Information Systems and PGE Assets, must have accurate time utilizing Network Time Protocol.
6.1.10. The activity log and any associated control mechanisms must be protected by Supplier from unauthorized access and modification.  Mechanisms to detect and record significant computer security events related to PGE Assets must be resistant to attacks.  These attacks include attempts to deactivate, modify, or delete the logging software or the logs themselves.
6.1.11. Supplier will ensure that log files will be archived and stored off site.
6.1.12. Logs detailing the events required to create an audit trail must be generated by or for Supplier and available for review by PGE.
7. Use of Cloud Technology; Storage.  
7.1. Supplier shall provide to PGE, at PGE’s request either in advance of use of cloud technology, or at any time during the term of the Agreement (a) a list of all sub-contractors providing the cloud services; and (b) all geographic locations to, or in which the PGE Information will be transferred or stored in order for Supplier to provide the Deliverables to PGE. 
7.2. Supplier shall also provide advance warning to PGE of any changes to the cloud technology and any security measures used to process the PGE Information in order to provide the Deliverables. This advance warning should allow PGE sufficient time to consider the changes and assess whether it wishes to continue with the Agreement or terminate it.
7.3.  Supplier agrees that no PGE Information will be outsourced or housed outside the United States of America without prior PGE written authorization.
8. Firewalls and Intrusion Prevention Services.
8.1. Supplier shall protect the applications and Supplier infrastructure at locations used to provide the Deliverables by ensuring that firewalls and intrusion prevention services conform to the following requirements: 
8.1.1. Firewall, VPN, and intrusion detection/prevention systems (“IDS/IPS”) must be routinely maintained and monitored proactively by Supplier. The IDS/IPS must be capable of inspecting inbound and outbound encrypted traffic.
8.1.2. Alarm or monitoring tools must be used to detect security related events from Supplier’s intrusion prevention systems.
8.1.3. All non-essential networking or system services must be eliminated or removed.  
8.1.4. The system logs generated from the firewall and IDS/IPS (or more generally any Supplier Infrastructure) must be reviewed on a regular basis by Supplier to detect any unauthorized entry attempts or unusual behavior.  Dropped events are logged and retained for historical and forensics purposes.
8.1.5. Supplier shall verify firewall system integrity on regular intervals and after firewall, VPN, or IDS/IPS changes are made.
9. Network Security.
9.1. Supplier must clearly document the network architecture used in connection with Supplier’s Information Systems and PGE Assets, to facilitate identification of components during network analysis operations and problem investigations.  Supplier must document and report additions and deletions, which have a significant impact on Supplier’s Information Systems or PGE Assets.  
9.2. Supplier shall limit access to network diagrams, routing tables, and IP addresses pertaining to the Deliverables to Supplier Professionals and PGE personnel on a need-to-know basis only.
9.3. Supplier shall limit access to routers and other network devices used to provide the Deliverables only to system administrators or network architects authorized by Supplier or PGE.
10. Encryption.
10.1. Supplier shall document how the cryptographic system protects the confidentiality, data integrity, authentication, and non-repudiation of devices and data flows in the underlying system as specified by PGE.     
10.2. Supplier will use only industry standard cryptographic methods when enabling encryption on Supplier’s Information System and Deliverables, that meet or exceed the following:
10.2.1. Advanced Encryption Standard (AES) 256 or higher for data at-rest.
10.2.2. Secure Hash Algorithm (SHA)-2 or higher for password hashing.
10.2.3. Rivest Shamir Adleman (RSA), Diffie-Hellman, or Elliptic Curve Diffie-Hellman for key exchange with 3072-bit key lengths or higher.
10.2.4. TLS 1.2 or higher for data in transit, leveraging the algorithms listed above or higher.
10.3. Supplier shall ensure that:   
10.3.1. The system implementation includes the capability for configurable cryptoperiods with configured expiry.  
10.3.2. The key update method supports remote updating encryption keys (rekeying) of all devices within fourteen (14) days as part of normal system operations and Emergency re-keying of all devices can be remotely performed within five (5) days.
10.4. Supplier shall encrypt over public networks in accordance with Security Best Practices (e.g., the most current version of TLS or VPN).  
10.5. Supplier shall encrypt wireless communications in accordance with Security Best Practices.
10.6. Certificate revocation lists must be updated as soon as technically feasible. 
10.7. Neither Supplier nor any Supplier Professionals shall at any time unencrypt or comparably access or attempt to unencrypt or comparably access any encrypted or otherwise comparably secured PGE Assets or otherwise provide access to any encrypted or otherwise comparably secured PGE Assets in unencrypted or otherwise accessible form, in each case, without PGE’s prior written authorization.
10.8.  For all encryption schemes, Supplier will ensure the confidentiality of the private or secret key and will promptly notify PGE at ISOC@pgn.com in the event the key is compromised.
11. Computer Viruses and Security Patches; End of Life Practices  
11.1. Malware Controls; Virus Protection Measures
11.1.1. Supplier shall use industry-standard malware controls, including the installation, regular update and routine use of anti-malware software on all Supplier Information Systems used to access PGE Assets.  
11.1.2. Not limiting the foregoing, Supplier shall employ appropriate and effective virus protection measures that meet or exceed the following requirements: 
11.1.2.1. Thoroughly scan all software received from external sources before installing.
11.1.2.2. Current versions of commercially available virus protection software are installed on all Supplier Information Systems supported by the software or with access to PGE Assets where files are transferred or where diskettes or hard drives are used.  Virus scanning pattern files must be updated as soon as practicable.
11.1.2.3. Scanning for viruses must be a regular practice.  For all Supplier Information Systems for which virus protection can be installed, virus protection should be enabled and scanned on a regular schedule using up to date definitions.
11.1.2.4. All files uploaded through the User Interface (UI) must be scanned before being used or before being transferred to all Supplier’s Information Systems or PGE Assets.
11.1.2.5. Supplier must not disable scanning.
11.2. Patching
11.2.1. Supplier must implement and maintain controls to prevent and detect unauthorized access, intrusions, computer viruses and other malware on Supplier’s Information Systems.  Supplier will ensure that all software running on all Supplier’s Information Systems is current and shall remain current and shall be continuously updated and patched with all available updates and patches as soon as practicable.  Supplier will retain necessary support to ensure receipt of critical security patches for all externally sourced software. Any critical security patch must be installed within 3-5 days of release.   
11.2.2. Prior to the delivery of any Deliverables to PGE or any connection of software, electronic devices, assets or equipment to PGE Assets, Supplier shall provide documentation regarding its patch management and vulnerability management/mitigation programs and update process (including third-party hardware, software, and firmware) for Supplier Information Systems required to be connected to PGE Assets during the provision of Deliverables.  This documentation shall include information regarding the resources and technical capabilities to sustain this program and process such as (a) Supplier’s method or recommendation for how the integrity of a patch is validated by PGE; and (b) Supplier's approach and capability to remediate newly reported zero-day vulnerabilities.   
11.2.3. Current or supported version of Deliverables shall not require the use of out-of-date, unsupported, or end-of-life version of third-party components (e.g., Java, Flash, Web browser, etc.).   
11.3. Due Diligence
11.3.1. Supplier will use reasonable efforts to investigate whether computer viruses or malware are present in any software or patches before providing such software or patches to PGE.   
11.3.2. Supplier warrants (on an on-going basis) that it has no knowledge of any computer viruses or malware coded or introduced into any software or patches, and Supplier will not insert any code which would have the effect of disabling or otherwise shutting down all or a portion of such software or damaging information or functionality.   
11.3.3. When installed files, scripts, firmware, or other Supplier software Deliverables are flagged as malicious, infected, or suspicious by an anti-virus vendor through open-source solutions like “Virus Total,” Supplier must provide technical proof as to why the “false positive” hit has taken place to ensure their code’s supply chain has not been compromised.   
11.4. Virus or Malware Introduction
11.4.1. If a virus or other malware is found to have been coded or otherwise introduced to PGE Assets or Deliverables from Supplier, Supplier shall immediately and at its own cost:   
11.4.1.1. Take all necessary remedial action and aid PGE to eliminate the virus or other malware throughout PGE’s Assets, regardless of whether PGE Assets are operated by or on behalf of PGE; and  
11.4.1.2. If the virus or other malware causes a loss of operational efficiency or any loss of data or damage to PGE Assets (a) take all steps necessary and provide all assistance required by PGE and its affiliates, and (b) use commercially reasonable efforts to mitigate the loss of or damage to PGE Assets.   
11.5. Operating System Lifecycle
11.5.1. Deliverables will not reside on end-of-life operating systems, or any operating system that will go end-of-life six (6) months from the date of installation.   
11.5.2. Deliverables will support the latest versions of operating systems on which Supplier-provided software functions within twenty-four (24) months from official public release of that operating system version.   
11.5.3. Deliverables will not reside on end-of-life databases used directly by the application that will go end-of-life six (6) months from the date of installation.
11.5.4. Deliverables will support the latest versions of the database on which the Supplier provided software functions within twenty-four (24) months from the official public release of that database version.
11.5.5. Updates to the Deliverables will not affect the functionality of existing APIs necessary for the proper operation of the Deliverables or relationships with interconnected systems. 
12. [bookmark: _Hlk42692240]Correcting Vulnerabilities - Supplier’s Information Systems
12.1. Supplier will correct or mitigate, at its own cost, any vulnerabilities in Supplier’s Safeguards that it or a third party discovers and determines would result in a risk to the security, privacy or confidentiality of PGE Assets as follows:
	Critical:  Critical-risk vulnerabilities are more severe than high-risk vulnerabilities and include those vulnerabilities believed to be serious enough to warrant immediate attention.
	Vulnerability must be mitigated within 3-5 days of discovery

	High: Exploitation of a “high-risk” vulnerability could provide unauthorized system or data access, likely at an administrative level. Exposure of sensitive information, i.e. user IDs, passwords, proprietary data, trade secrets, credit card, social security, protected health information, and other customer data, present high risk.
	Vulnerability must be mitigated in 7 days of discovery

	Medium: Exploitation of a “medium-risk” vulnerability could allow indirect access to data and configuration files.
	Vulnerability must be mitigated in 60 days of discovery

	Low: Exploitation of a “low-risk” vulnerability could lead to an attacker obtaining system statistics, user accounts, or other sensitive information that might aid in an attack.
	Vulnerability must be mitigated in 90 days of discovery.
Best effort will be given for vulnerability remediation and/or mitigation. 



12.2. If Supplier is unable to correct a vulnerability within a given time frame it will promptly notify PGE at ISOC@pgn.com
12.3. If PGE identifies a vulnerability in connection with PGE Assets or any Deliverables, it will promptly notify Supplier in writing and Supplier will promptly provide PGE with a written response, documenting the actions taken to correct the vulnerability and specific dates by which the vulnerability will be resolved. 
12.4. PGE may, in its reasonable discretion and without penalty of any kind to PGE, elect to (a) immediately suspend or terminate Supplier’s access to PGE Assets (or to specific portions of Deliverables affected by a vulnerability), and/or (b) immediately terminate only those specific portions of such Deliverables under the Agreement necessary to protect against such vulnerability.  
12.5. Supplier shall verify and provide documentation that Deliverables (including third-party hardware, software, firmware, and services) have appropriate updates and patches installed prior to delivery to PGE.   
13. Correcting Vulnerabilities – Deliverables.  Supplier shall develop and implement policies and procedures to address the disclosure and remediation by Supplier of vulnerabilities and material defects related to the Deliverables including the following:   
13.1. Prior to the delivery of Deliverables, Supplier shall provide summary documentation of publicly disclosed vulnerabilities and material defects in the Deliverables, the potential impact of such vulnerabilities and material defects, the status of Supplier’s efforts to mitigate those publicly disclosed vulnerabilities and material defects, and Supplier’s recommended corrective actions, compensating security controls, mitigations, and/or procedural workarounds.    
13.2. Supplier shall provide summary documentation of vulnerabilities and material defects in the Deliverables within thirty (30) calendar days after such vulnerabilities and material defects become known to Supplier.  This includes summary documentation on vulnerabilities that have not been publicly disclosed or have only been identified after the delivery of the Deliverables.  The summary documentation shall include a description of each vulnerability and material defects and its potential impact, root cause, and recommended corrective actions, compensating security controls, mitigations, and/or procedural workarounds.    
13.3. Supplier shall disclose the existence of all known methods for bypassing computer authentication in the Deliverables, often referred to as backdoors, and provide written documentation that all such backdoors created by Supplier have been permanently deleted or disabled.   
13.4. [bookmark: _Hlk43814724]To meet the requirements of Section 13, Supplier shall implement a vulnerability detection and remediation program consistent with industry best practices. 
14. Disclosure of Vulnerabilities by PGE:  Whether or not publicly disclosed by Supplier and notwithstanding any other limitation in the Agreement, PGE may disclose any vulnerabilities or material defects in the Deliverables to (a) the Electricity Information Sharing and Analysis Center (“E-ISAC”), the United States Cyber Emergency Response Team (“CERT”), or any equivalent U.S. governmental entity or program, (b) to any applicable U.S. governmental entity when necessary to preserve the reliability of the BES as determined by PGE in its sole discretion, or (c) any entity required by applicable law.
14.1. In providing the Deliverables, Supplier shall provide appropriate software and firmware updates to remediate critical vulnerabilities within the same timeframes as described in Section 12.2.1.  
14.2. When third-party hardware, software (including open-source software), and firmware is provided by Supplier to PGE, Supplier shall provide appropriate hardware, software, and firmware updates to remediate newly discovered vulnerabilities or weaknesses within the same timeframes as described in Section 12.2.1.    
15. Back‐Up Storage and Security. Supplier will have and maintain policies and processes for the backup of PGE Information. The back‐up storage infrastructure will be Supplier‐owned or Supplier Professionals‐owned equipment and media and will meet Security Best Practices. The back‐up storage infrastructure will be in a physically or logically protected environment, with access limited to the country of data origination.
16. Supply Chain Practices.
16.1. Supplier shall establish, document, and implement risk management practices for Deliverables provided under the Agreement.  Supplier shall provide documentation on its chain-of-custody practices, inventory management program (including the location and protection of spare parts), information protection practices, and integrity management program for components provided by sub-suppliers.  
16.2. Supplier shall specify how digital delivery for Deliverables (e.g., software and data) including patches will be validated and monitored to ensure the digital delivery remains as specified.  If PGE deems that it is warranted, Supplier shall apply encryption to protect Deliverables throughout the delivery process.   
16.3. If Supplier provides software or patches to PGE, Supplier shall publish or provide a hash conforming to the Federal Information Processing Standard (FIPS) Security Requirements for Cryptographic Modules (FIPS 140-2) or similar standard information on the software and patches to enable PGE to use the hash value as a checksum to independently verify the integrity of the software and patches and avoid downloading the software or patches from Supplier’s website that has been surreptitiously infected with a virus or otherwise corrupted without the knowledge of Supplier.   
16.4. Supplier shall identify the country (or countries) of origin of the Deliverables and its components (including hardware, software, and firmware).  Supplier will identify the countries where the development, manufacturing, maintenance, and service for the Deliverables are provided.  Supplier will notify PGE of changes in the list of countries where Deliverable maintenance or other services are provided in support of the Deliverables.  This notification shall occur 180 days (about 6 months) prior to initiating a change in the list of countries.
16.5. Supplier shall use trusted channels to ship Deliverables, such as U.S. registered mail.   
16.6. Supplier shall demonstrate a capability for detecting unauthorized access throughout the delivery process.   
16.7. Supplier shall demonstrate chain-of-custody documentation for Deliverables as determined by PGE at its sole discretion and require tamper-evident packaging for the delivery of this hardware.
17. Supplier Security Program Compliance.  Supplier will, on an ongoing basis, ensure that its information security program is designed, maintained, updated, and adjusted, as necessary, to protect against reasonably foreseeable internal and external risks to the security, confidentiality, and integrity of PGE Assets and Deliverables that could result in the unauthorized access, disclosure, misuse, alteration, destruction, or other compromise of such PGE Assets.  Supplier will regularly assess, test, and monitor the effectiveness of the information security program’s key controls, systems, and procedures.  Without limiting the foregoing:
17.1. Supplier will, and will cause Supplier Professionals to, perform regular vulnerability scans of all Supplier’s Information Systems using an industry standard vulnerability scanner at reasonable intervals, but in no event less frequently than once per quarter.
17.2. Supplier will have an accredited third party hired by Supplier, perform a security and privacy design review and penetration test of Supplier’s Information Systems as circumstances reasonably require, but in no event less frequently than once per year.
17.3. Supplier will perform annual audits of Supplier’s security and privacy controls to protect PGE Assets using (a) an appropriate audit standard for management of information systems and a mutually agreed upon audit scope that is applicable to the Deliverables; and applied to all relevant services, systems, devices, and media and all material controls applicable to PGE Assets, and (b) an accredited, third party audit firm hired by Supplier and approved by PGE, which shall not be unreasonably withheld.
17.4. [bookmark: _Hlk152233187]Supplier shall annually ensure the performance of internal controls SOC 1 and SOC 2 Type II audit, or equivalent and Supplier will provide a copy of the final report to PGE.  Additionally, during the term of the Agreement and no more than twice per year PGE may request from Supplier a bridge letter with respect to the SOC 1 and SOC 2 Type II Reports and/or any other applicable reports that Supplier may produce.  Supplier agrees to correct any security and internal controls deficiencies revealed by these audits, at its own expense, within a timeframe reasonably requested by PGE.
18. PGE Assessment.  Upon request, Supplier shall grant PGE or a third party on PGE’s behalf permission to perform an assessment, audit, examination, or review of controls in Supplier’s environment in relation to PGE Information being handled and/or Deliverables to confirm compliance with the Agreement, this Addendum as well as any applicable laws, regulations, and industry standards.  Additionally, Supplier shall promptly and accurately complete any information security questionnaire provided by PGE or a third party on PGE’s behalf regarding Supplier’s environment in relation to PGE Information being handled and/or Deliverables being provided to confirm compliance with the Agreement, this Addendum, as well as any applicable laws, regulations, and industry standards.  Supplier shall fully cooperate with such assessment by providing access to any knowledgeable personnel, physical premises, documentation, infrastructure, and application software that processes, stores, or transports PGE Information for PGE pursuant to the Agreement.  The audit costs shall be borne by PGE unless the audit is caused by Supplier or shows a breach of any obligation under the Agreement by Supplier. In such case, the audit costs and any further reasonable costs in connection with this breach shall be borne by Supplier.  Any regulators of PGE or its affiliates shall have the same rights of audit as described herein upon request.   
19. Response Plan.  Supplier shall develop and implement policies and procedures to address Security Incidents (“Response Plan”) which shall include policies and procedures to address Security Incidents (defined in Section 21.1).  The Response Plan shall include appropriate provisions for mitigating the harmful effects of Security Incidents and addressing and remedying the occurrence(s) to prevent the recurrence of similar Security Incidents in the future.  Supplier shall provide PGE access to inspect its Response Plan.  The development and implementation of the Response Plan shall follow Security Best Practices.
20. Review by PGE.  PGE may reasonably request at Supplier’s expense and then review (on a quarterly basis) access log files, permission records and other information pertaining to access by Supplier Professionals (using accounts or credentials supplied or administered by PGE or any of its third-party providers) to software, hardware, databases or other systems hosted, managed, or otherwise controlled by or for PGE.
21. Notification; Security Incident.  
21.1. A “Security Incident” for purposes of this Addendum means: (a) the attempted or successful unauthorized or unlawful access, acquisition, use, disclosure, modification, loss, or destruction of PGE Assets or Deliverables or interference with a network or information system that contains PGE Assets or Deliverables; (b) Supplier knows that an act or omission has compromised or may reasonably compromise the cybersecurity of the Deliverables provided to PGE by Supplier or the physical, technical, administrative, or organizational safeguards protecting Supplier’s systems; (c) receipt of a complaint in relation to the privacy practices of Supplier or Supplier Professionals; or (d) a breach or alleged breach of this Addendum.  The inadvertent unauthorized access of PGE Assets or Deliverables by a Supplier Professional performing services under the Agreement is not a Security Incident so long as the access is terminated as soon as the access is discovered, and the inadvertent access is reported to PGE immediately.  
21.2. Supplier agrees to notify PGE immediately after Supplier becomes aware of evidence that would lead Supplier to reasonably conclude that a Security Incident may have occurred.  The notice shall include the date and time of the Security Incident occurrence (or the approximate date and time of the occurrence if the actual date and time of the occurrence is not precisely known) and a detailed summary of the facts and circumstances of the Security Incident, including a description of (a) why the Security Incident occurred (e.g., a precise description of the reason for the system failure), (b) the amount of PGE Information known or reasonably believed to have been disclosed, and (c) the measures being taken to address and remedy the occurrence to prevent the same or a similar event from occurring in the future.   In such a case, for all confirmed breach notices to PGE, Supplier shall send a copy of the notice (a) via email with a read receipt to ISOC@pgn.com with a subject line including the words “Security Event,” with a copy to Supplier’s primary business contact within PGE, and (b) as required by the Notices provision of the Agreement.  
21.3. Upon becoming aware of any confirmed Security Incident affecting PGE Assets, consistent with applicable law and regulation, Supplier shall take the following additional actions:
21.3.1. Immediately following such discovery and notification to PGE, the parties will coordinate with each other to investigate and mitigate the Security Incident.  Supplier agrees to fully cooperate with PGE in PGE’s handling of the matter, including any investigation, providing PGE with physical access to the facilities and operations affected, facilitating interviews with Supplier Professionals and others involved in the matter, and making available all relevant records, logs, files, and data reporting or other obligations required by applicable law, regulation, standard, or as otherwise required by PGE. Supplier will provide PGE guidance and recommendations for long term remediation of any cyber security risks posed to PGE Assets as well as any information necessary to assist PGE in any recovery efforts undertaken by PGE in response to the Security Incident.    
21.3.2. Supplier shall provide written updates of the notice to PGE addressing any new facts and circumstances learned after the initial written notice is provided and shall provide such updates within a reasonable time after learning of those new facts and circumstances.  Supplier shall cooperate with PGE in PGE’s efforts to determine the risk to PGE Assets posed by the Security Incident, including providing additional information regarding the Security Incident upon request from PGE.   
21.3.3. Supplier shall take immediate steps to remedy the Security Incident at Supplier’s expense in accordance with applicable privacy rights, laws, and standards.  Supplier shall indemnify PGE for all costs incurred in responding to and mitigating damages caused by a Security Incident.
21.3.4. Upon discovery of a Security Incident, Supplier shall develop and execute a plan that reduces the likelihood of the same or a similar Security Incident from occurring in the future consistent with the requirements of its Response Plan. That plan shall be communicated to PGE and include Supplier recommendations to PGE on actions that PGE may take to assist in the prevention of recurrence, as applicable or appropriate.   
21.3.5. Except as may be strictly required by applicable law, Supplier agrees that it will not inform any third party of any Security Incident without first obtaining PGE’s prior written consent, other than to inform a complainant that the matter has been forwarded to PGE.  Supplier will cooperate with PGE in connection with issuing any notice to individuals, regulators, law enforcement agencies, consumer reporting agencies, or others as required by law or regulation, or in PGE’S discretion, in connection with any Security Incident.  Further, Supplier agrees that PGE shall have the sole right to determine: (a) whether notice of the Security Incident is to be made; (b) the contents of such notice; (c) whether any type of remediation may be offered to affected persons; and (d) the nature and extent of any such remediation (including, in the case of exposure of Social Security numbers or payment card information, actual reasonable costs incurred in providing individuals affected by the Security Incident with reissued payment cards, complimentary one (1) year credit monitoring services, credit protection services, credit fraud alerts, and/or similar services which PGE in its sole discretion deems necessary to protect such affected individuals).  Any such notice or remediation shall be at Supplier’s sole cost and expense.  
21.3.6. Supplier agrees to cooperate with PGE in any litigation or other formal action against third parties deemed necessary by PGE to protect its rights.
22. Equitable Relief.  Without limiting any terms regarding remedies or liability in the Agreement, the parties acknowledge and agree that any breach of this Addendum by Supplier would cause PGE irreparable harm for which money damages would not be a sufficient remedy and that PGE is entitled to equitable relief (including, but not limited to, an injunction and specific performance) for any such breach, in addition to its remedies at law, without proof of actual damages.
23. Return or Secure Disposal of PGE Assets.  Except as otherwise expressly permitted under the Agreement, upon the termination, cancellation, expiration or other conclusion of the Agreement or services document, Supplier will cease using PGE Assets and within thirty (30) calendar days thereof will, at PGE’s sole election, return (in the case of PGE Information in a format compatible with PGE Systems) or Securely Dispose of (and deliver to PGE a certificate executed by one of Supplier’s duly authorized senior officers indicating that PGE Information has been Securely Disposed of) all PGE Assets in its possession or control, including any and all copies and derivatives of such materials, in a manner consistent with applicable law and at no additional cost to PGE.  Supplier shall extend the security protections of the Agreement to PGE Assets for as long as Supplier maintains PGE Assets and will ensure that PGE has access to PGE Assets during this transition period.  “Securely Dispose of” means following an industry standard procedure for complete destruction such as NIST Special Publication 800-88 or Department of Defense 5220-22-M Standard.  To the extent a subcontractor is conducting the disposal, Supplier shall conduct due diligence on the subcontracting entity, which includes one of the following: (a) reviewing an independent audit of a disposal company’s operations and/or its compliance with these disposal terms; (b) obtaining information about the disposal company from several references; (c) requiring that the disposal company be certified by a recognized trade association; or (d) reviewing and evaluating the disposal company’s information security policies or procedures. 
24. Privacy by Design.  Supplier acknowledges and agrees that privacy and data security shall be incorporated into the design and operation of the Deliverables provided to PGE.  Supplier acknowledges and agrees that Deliverables shall dynamically respond to changes in legal obligations, regulatory guidance, industry best practices, and known and foreseeable risks to PGE Assets.  Throughout the design and operation of the Deliverables, Supplier shall proactively present to PGE, and respond to PGE’s reasonable request for, alternative methods of design and operation that permit PGE to: (a) alter the level and type of physical, technical, and administrative safeguards applied to PGE Assets handled by or through Deliverables; (b) modify the types and volume of PGE Assets handled by or through the Deliverables; (c) adjust the retention periods applied to PGE Assets handled by or through the Deliverables; and (d) review and modify the accuracy of PGE Assets handled by or through the Deliverables. 
25. Retained Ownership of PGE Assets.  As between Supplier and PGE, PGE owns all rights (including, but not limited to, intellectual property rights), title and interests in PGE Assets. Nothing in this Addendum grants any rights, title or interest in any PGE Asset and Supplier shall not claim ownership of PGE Assets. Supplier agrees that all data exchanged shall be used expressly and solely for the purposes enumerated in the Agreement between PGE and Supplier. Supplier shall not use, sell, rent, transfer, distribute, or otherwise disclose or make available PGE Information for Supplier’s own purposes or for the benefit of anyone other than PGE.  PGE Information shall not be transferred, distributed, repurposed or shared across other applications, environments, or business units of Supplier.  
26. Gramm-Leach-Bliley. Without limiting any other provision of this Addendum, to the extent that any PGE Information includes customer data as such term is defined under the Gramm-Leach-Bliley Act (“GLB”) and the regulations promulgated thereunder, Supplier shall implement and maintain appropriate safeguards to protect this data as required under GLB and the regulations. 
27. Credit Card Standards. Without limiting any other provisions of this Addendum, to the extent Supplier has been engaged to provide certain payment processing services, Supplier shall adhere to all applicable credit card industry requirements, including, without limitation, the Payment Card Industry Data Security Standard (“PCI DSS”). Supplier is solely responsible for the security of cardholder data in Supplier’s possession. 
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28. Red Flags Rule.  Without limiting any other provision of this Addendum, to the extent that Supplier has been engaged to provide services with respect to individual financial accounts that are “covered accounts” as defined under 16 C.F.R. § 681.2 (the “Red Flags Rule”), Supplier shall comply with the Red Flags Rule with respect to those covered accounts. Without limiting the foregoing, Supplier shall maintain reasonable policies and procedures designed to detect, prevent, and mitigate the risk of identity theft and to detect Red Flags (as such term is defined in the Red Flags Rule) that may arise while providing the Deliverables. Supplier shall promptly report any Red Flags to PGE and shall take reasonable steps to prevent or mitigate identity theft, including any reasonable steps requested by PGE.
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SCHEDULE 1 TO ADDENDUM
PORTLAND GENERAL ELECTRIC COMPANY
OREGON CONSUMER PRIVACY ACT SB619 (“OCPA”) ADDENDUM
This PGE OCPA Addendum (“OCPA Addendum”) amends the Agreement between the Supplier and PGE as follows with respect to Personal Data as defined in the Oregon Consumer Privacy Act:
1. Relationship with the Agreement.
a. This OCPA Addendum supersedes any conflicting or inconsistent provisions in the Agreement related to data protection and, in the event of conflict, this OCPA Addendum will govern and control. The terms of the Agreement, as amended by this OCPA Addendum, remain in full force and effect.
b. No one other than a party to this OCPA Addendum and their successors and permitted assignees shall have any right to enforce any of its terms.
c. This OCPA Addendum shall be governed by and construed in accordance with the governing law and jurisdiction as specified in the Agreement, unless otherwise required by OCPA.
d. This OCPA Addendum shall continue in effect and shall survive termination or expiration of the Agreement as long as Supplier retains possession, custody, or control of, or access to, any Personal Data in connection with or as a result of the Agreement.
e. The parties agree that this OCPA Addendum shall be interpreted in favor of their intent to comply with the OCPA and therefore any conflict or ambiguity shall be resolved in favor of a meaning that complies and is consistent with the OCPA, as applicable.
f. This OCPA Addendum only applies where, and to the extent that, Supplier processes Personal Data that is subject to the OCPA as a service provider in the course of providing the services pursuant to the Agreement. 
g. Capitalized terms used herein shall have the meaning ascribed in the OCPA.
2. Processing.  PGE and Supplier agree, regarding the Processing of Personal Data under the OCPA that (a) PGE determines the purposes and means of Processing and is the Controller and (b) Supplier is a Processor or service provider Processing Personal Data on PGE’s behalf.  Supplier will comply with applicable obligations under the OCPA.  
3. Business Purpose.  Supplier will not collect, retain, use, or disclose Personal Data it accesses, receives, or creates pursuant to the Agreement for any purpose other than for providing services set out in the Agreement and as permitted under the OCPA. Supplier acknowledges that PGE is disclosing or making available Personal Data to Supplier only for the limited and specified purposes and services set forth in the Agreement.
4. Data Protection.
a. Supplier Certification. Supplier shall not: (a) sell the Personal Data; (b) retain, use, or disclose the Personal Data for any purpose other than for providing the services under the Agreement; (c) retain, use, or disclose the Personal Data outside of the direct business relationship between Supplier and PGE; (d) Share or process the Personal Data for targeted and/or cross context behavioral advertising; or (e) combine Personal Data with any other data. Supplier certifies that it understands the restrictions set out in this Section 4 and will comply with them. Supplier shall notify PGE if it determines that it cannot meet its obligations under the OCPA.
b. Consumer Rights. Supplier (and shall instruct any subcontractors it has engaged to do the same) will (a) promptly comply with any PGE request or instruction for Supplier to provide, amend, limit, transfer, or delete Personal Data, or to stop, mitigate, or remedy any unauthorized processing of Personal Data collected pursuant to the Agreement, and (b) use reasonable efforts to assist PGE in responding to verified consumer requests received by PGE to provide information as it relates to the collection of Personal Data.
c. Assistance. Supplier will, upon PGE’s instruction, provide reasonable assistance to PGE to enable PGE to respond to any correspondence, inquiry, or complaint received from a consumer in connection with the collection and processing of the Personal Data. Supplier is responsible for any costs arising from its provision of assistance to PGE.
d. Safeguards.  Supplier will maintain reasonable and appropriate technical and organizational measures appropriate to the applicable risk related to Personal Data collected, accessed, or maintained pursuant to the Agreement.  
e. Reasonable Steps. Supplier will make available to PGE, at PGE’s request, all information PGE needs to verify that Supplier has complied with all obligations PGE and Supplier have under the OCPA.  PGE has the right to take reasonable and appropriate steps to (a) ensure that Supplier uses the Personal Data received from PGE under the Agreement consistent with applicable law; and (b) stop and remediate any unauthorized use of Personal Data.  Supplier agrees to permit PGE, PGE’s designee or a qualified and independent person Supplier engages, in accordance with an appropriate and accepted control standard, framework or procedure, to assess the Supplier’s policies and technical and organizational measures for complying with the Supplier’s obligations under the OCPA, and require the Supplier to cooperate with the assessment and, at PGE’s request, report the results of the assessment to PGE.
5. Subprocessors / Subcontractors.  To the extent permitted under the Agreement, Supplier may use subcontractors to provide the services provided that it must first provide PGE with an opportunity to reasonably object without unreasonable delay. Any subcontractor used must agree in writing to meet substantially similar obligations as Supplier under this OCPA Addendum with respect to Personal Data. Supplier shall be liable for the services provided by its subcontractors to the same extent as if those services were provided by Supplier.  Supplier shall be liable for its subcontractor’s failure to comply with the provisions of this OCPA Addendum.  PGE may request that Supplier audit its subcontractors or provide confirmation that such audit has occurred to ensure compliance with its obligations imposed by PGE in conformity with this OCPA Addendum.
SCHEDULE 2 TO ADDENDUM
PORTLAND GENERAL ELECTRIC COMPANY
ARTIFICIAL INTELLIGENCE (“AI”) ADDENDUM
This AI Addendum (this “AI Addendum”) supplements the parties’ Agreement and Security Addendum (collectively, the “Agreement”) and applies to the extent that the Supplier or its sub-processor uses or provides an AI System as part of the delivery of Services or Goods to PGE.  Capitalized terms not defined in this AI Addendum have the meanings given to them in the Agreement.  In the event of any conflict between any provision of this AI Addendum and any provision of the Agreement, the provision of this AI Addendum will control the subject matter of any such conflict.
To the extent that Supplier uses an AI System, Supplier agrees to comply with the terms and conditions of this Addendum.
1. Definitions.
1.1 “Artificial Intelligence (AI)” means a system or software that simulates human intelligence processes through algorithms, machine learning, and other computational techniques, enabling it to perform tasks such as data analysis, decision-making, pattern recognition, and natural language processing.
1.2 “AI Services” means the Services to be provided through the AI System pursuant to the Agreement.
1.3 “AI System” means any system, platform, tool, or process offered, designed, procured or used by Supplier that uses artificial intelligence that is designed to operate with elements of autonomy to produce system-generated outputs such as content, predictions and decisions, and infers how to achieve a given set of objectives based on data and inputs and which does so using machine learning and knowledge-based approaches.
1.4 “Biased Output” means any Output that adversely differentiates, directly or indirectly and without justification, in relation to an individual on one or more of the prohibited grounds of discrimination under relevant law, or on a combination of such prohibited grounds, but excluding any Output the purpose and effect of which is to prevent disadvantages that are likely to be suffered by, or to eliminate or reduce disadvantages that are suffered by, any group of individuals when those disadvantages would be based on or related to the prohibited grounds.
1.5 “Documentation” means the technical documentation and instructions to be provided by the Supplier to PGE to accompany the AI System and Output, as applicable.
1.6 “Harm” means: (a) physical, emotional, or psychological harm to an individual; (b) damage to an individual’s or entity’s property, whether real, tangible, or intangible; or (c) economic loss to an individual or entity.
1.7 “Input” means all information, data, materials, work, and other content that are uploaded, submitted, posted, transferred, transmitted, or otherwise received by the AI System from a source external to the AI System, including PGE Data.
1.8 “Output” means all information, data, product, content, and results generated by the AI System and AI Services.
1.9 “Machine Learning (ML)” means a subset of AI that involves the development of algorithms and statistical models enabling computers to learn from and make decisions based on data without being explicitly programmed for each task.
1.10 [bookmark: _Hlk219898198]“PGE Data” means data provided or made available by PGE, or any third party on behalf of or at the direction of PGE, to the AI System under or in connection with the Agreement, including any Confidential Information and PGE Personal Data.
1.11 “Personal Data” means all information or data (regardless of format), derived data or any unique identifier that (a) is linked to, or is reasonably linkable to an individual or to a device that identifies, is linked to, or is reasonably linkable to one or more consumer in a household, (b) identifies or can be used to identify, contact or locate an individual or one or more consumers in a household, or (c) that relates to an individual, whose identity can be either directly or indirectly inferred, including any information that is linked or linkable to that individual regardless of the citizenship, age, or other status of the individual, or (d) that is otherwise deemed personal data, personally identifiable information, or personal data under any applicable data protection or privacy law or regulation.
1.12 “Training Data” means the data and datasets that the Supplier, or its licensors, uses or provides in order to train or develop the AI System. 
1.13 “Training Instructions” means any and all documentation, methodologies, and training materials or instructions developed or used by the Supplier, or its licensors, for the purpose of training the AI System.
2. Supplier’s Obligations for PGE Data; Confidentiality.
2.1 Supplier shall treat all PGE Data as strictly confidential and proprietary to PGE and must protect and maintain the confidentiality of PGE Data at all times, including during the design, development, procurement, deployment and use of the AI System, and must ensure that the AI System complies with the confidentiality and data security obligations in the Agreement and applicable law.
2.2 Supplier shall not use PGE Data for the purpose of training, improving, or fine-tuning AI models to the benefit of Supplier or third parties.  Supplier shall only use PGE Data to improve or train AI Systems dedicated to PGE, which are logically segmented, not commingled with other customer training or other public data and encrypted using a unique encryption key. 
2.3 For the avoidance of doubt, in no event may Supplier access, use or disclose PGE Data to improve or train public AI Systems.
2.4 Supplier shall not commingle PGE Data belonging to other Supplier customers.
2.5 Supplier shall only use PGE Data with the AI System for the purposes of performing its obligations under the Agreement. 
2.6 Supplier agrees to only use the minimum necessary PGE Data with the AI System to accomplish the purpose of the AI System and deliver the Services or Goods to PGE.
2.7 The Supplier shall implement security measures to protect PGE Data from unauthorized access, alteration, disclosure, or destruction consistent with the Security Addendum. These measures include, but are not limited to, encryption, secure storage, access controls, and data minimization practices. 
3. Ownership.
3.1 PGE Data and Ownership of Output. PGE and PGE’s end users may provide PGE Data to the AI Services and receive Output from the AI Services. As between PGE and the Supplier or any other of the Supplier’s users, and to the extent permitted by applicable law, PGE: (i) retains all right, title, and interest (including, but not limited to, all intellectual property rights) in and to PGE Data and any derivatives thereof; and (ii) owns all right, title, and interest (including, but not limited to, all intellectual property rights) in and to Output. Supplier hereby transfers and assigns to PGE now and forever, free of any encumbrances, all right, title, and interest (including, but not limited to, all intellectual property rights), if any, in and to all Output, and the Supplier represents and warrants that it has all necessary rights, licenses, and permissions to make such assignment in favor of PGE, and to waive any moral rights or similar rights that it may have in favor of itself, regarding such Output.
3.2 Documentation. The Supplier grants PGE a perpetual, irrevocable, royalty-free, worldwide, nonexclusive license to use the Documentation in connection with any Output.
4. Responsible AI Use:  
4.1 Supplier shall implement documented policies and procedures to:
a. Test for and mitigate inappropriate or harmful bias in models and outputs;
b. Promote transparency, mitigate bias, and ensure fairness and accountability in all applications of AI System;
c. Monitor and evaluate the accuracy, relevance, and data quality of AI-generated content; and
d. Provide explainability of AI System functions, Outputs, and known limitations where feasible. 
4.2 Supplier shall ensure that all personnel involved in developing or delivering the AI Services receive training in responsible AI practices and applicable privacy and AI laws.
4.3 Supplier shall not knowingly design or deploy AI Services that generate deceptive, misleading, or unauthorized content that may be mistaken for human-generated legal advice or communications.
5. Supplier’s Representations and Warranties.  Supplier represents and warrants that:
5.1 It will provide the AI Services to PGE in accordance with any Documentation provided to PGE.
5.2 It will comply with all applicable laws relating to the development and provision of the AI Services and the AI System, including all applicable data protection laws and will ensure that the AI System and AI Services comply with rights requirements under applicable data privacy laws, including the right to access, correct or delete Personal Data and the option to opt out of the collection or processing of such data.
5.3 Any AI System used by the Supplier will be fit for purpose, of satisfactory quality, free from defects, and compliant with the Agreement.
5.4 It has and will continue to ensure that it has obtained all necessary permissions and licenses for the provision and use of the AI Services, as well as the Training Data and Supplier Training Instructions used to train the AI System and any other non-PGE-Data Inputs uploaded or otherwise used with the AI System.
5.5 It has obtained and will continue to ensure that it has obtained all rights, licenses, and permissions required to provide Output from the AI Services and grant the rights (including intellectual property rights) in the Output to PGE as required by Section 3.1 above. 
5.6 Prior to its use of the AI System on behalf of PGE or provision of the AI Services, the Supplier will carry out testing, in accordance with good industry practice and appropriate to the intended purpose of the AI System and AI Services, including fairness, accountability, transparency, and human oversight, to identify any Training Data, Training Instructions, or Output that may result in Biased Output, an individual being treated differently on the basis of a protected ground under applicable laws, or other Harm to such individual.  
5.7 It will ensure that any Inputs, Training Data, and other algorithms used in the AI System or AI Services are materially accurate, complete, and truthful.
5.8 Neither the AI System nor PGE’s use of AI Services will infringe the intellectual property rights of any third party.
5.9 None of the AI Services or Output will contain any viruses, disabling code, malware, or malicious software, and no use by PGE of the AI Services, or Output will cause any loss or damage to PGE’s data, systems, hardware, records, programs, or other property.
5.10 Supplier has an AI governance framework and principles in place, which include training of its personnel on compliance with its AI principles and the use of the AI System, providing instructions for use of the AI System to PGE (if applicable), identifying, managing and documenting risks associated with the AI System and conducting conformity assessments and/or bias audits (where required by law). Supplier will provide PGE with copies of such documents upon request.
6. Indemnity.
6.1 The Supplier agrees to indemnify, defend, and hold harmless PGE, its directors, officers, agents, employees, successors and assigns (the “Indemnitees”) from and against any claims arising out of (a) an allegation that any of the AI Services, the AI System, Inputs, Training Data, or Output infringes, misappropriates, or otherwise violates any intellectual property right or other rights of any third party, or (b) any breach by the Supplier or any of its employees, agents, or subcontractors of any applicable law or of Sections 4–5 of this Addendum. If the Supplier reasonably believes that all or any portion of the AI Services, AI System, Inputs, Training Data, or Output is likely to become the subject of any infringement Claim, the Supplier (i) will procure, at the Supplier’s expense, the right for PGE to continue using the AI Services, AI System, Inputs, Training Data, or Output in accordance with this Agreement, or (ii) will replace or modify the allegedly infringing components of the AI Services, AI System, Inputs, Training Data, or Output with functional equivalents so that the AI Services, AI System, Inputs, Training Data, or Output are non-infringing. 
6.2 If the Supplier (a) cannot successfully implement the solutions outlined in Sections 6.1(i) and (ii) above within thirty (30) days (or as otherwise agreed with PGE) from the date that the Indemnitees cease use of the AI Services, AI System, or Output or (b) receives a judicial order preventing or enjoining the Indemnitees from using the AI Services, AI System, or Output as contemplated hereunder, then PGE may (i) notify the Supplier in writing that it considers the failure to implement such solutions a default by the Supplier of the Agreement; and (ii) opt to terminate (A) all affected Order Forms and Statements of Work or (B) the Agreement. In the event of such a termination, the Supplier shall (I) reimburse to PGE all fees previously paid by PGE with respect to the infringing AI Services, AI System, or Output and (II) pay such other damages as PGE may suffer as a consequence of its inability to use the infringing AI Services, AI System, or Output, without prejudice to any other rights and remedies as may be available to any of the Indemnitees under this Agreement, or at law or in equity.
7. Sub-processors. Subject to PGE’s right to approve any sub-processor or subcontractor in the Agreement, should Supplier engage any sub-processors or subcontractor as part of the design, development, procurement, deployment and/or use of the AI System, Supplier must enter into a contract with each Sub-Processor and/or subcontractor containing terms substantially similar to the terms of this Addendum and must provide PGE with a copy of the contract on request.
8. Audit. PGE, on its own or using an independent auditor, shall have the right upon reasonable request to audit the AI System, model and governance framework to ensure Supplier’s compliance with this Addendum and Supplier agrees to provide reasonable cooperation in such audit by providing access to records, documents and systems upon request.
9. Effect of Termination; Destruction. Upon termination or expiry of the Agreement for any reason, PGE shall promptly cease all use of the AI Services, and the Supplier shall immediately return to PGE, or at PGE’s request, immediately and irrevocably delete and destroy all copies of PGE Data and Output in its and its employees’, agents’, and subcontractors’ possession or processed, stored and handled in the AI Service and AI System and shall certify in writing to PGE within fifteen (15) days of such termination or expiration that this has been done. 
10. Survival. For avoidance of doubt, this AI Addendum shall survive any termination or expiration of the Agreement.



EXHIBIT F

RESPONSIBLE CONTRACTOR REQUIREMENTS

1. Definitions. 

“Applicable Subcontractor” means a subcontractor of Contractor that is performing Covered Work under the Agreement. 

“Covered Work” means construction work or other trades-related work (i.e., any activities in a labor classification for which there is a prevailing wage requirement under applicable state law or the Davis Bacon Act). The following types of Work are not included in the definition of “Covered Work”: (i) manufacture, fabrication, and handling of materials, equipment or machinery not performed at the site of the work if performed in existing/permanent shop yards or other manufacturing facilities or assembly facilities not created specifically for a project/contract; and (ii) Work completed by an original equipment manufacturer or its representatives to perform industry-standard work to satisfy its guarantee or warranty.  For purposes of clause (i), “site of the work” means the physical place or places where the construction called for in the Agreement will remain when work on it has been completed, as well as other adjacent or nearby properties used by Contractor or its subcontractors in the construction of the Work (e.g., fabrication sites, headquarters, tool yards, batch plants, borrow pits), provided that they are dedicated exclusively, or nearly so, to the performance of the Work and are located in proximity to the actual construction location that it would be reasonable to include them.   See Ensuring Prevailing Wages: A Closer Look at the Davis-Bacon Act | Department of Energy. 

“Prevailing Wages” means (i) prevailing wages as defined by the applicable state’s Bureau of Labor and Industries for the area in which the Covered Work is performed, or (ii) if the Covered Work is performed in a U.S. state without established prevailing wage rates, prevailing wages as established under the Davis-Bacon Act for the area in which the work is performed.  

“Project” has the meaning given to it in the Agreement. 

“Responsible Contractor” means a person or entity that satisfies the following requirements: 
i. Is licensed and in good standing to do business in the state in which the work is performed; 
ii. Has workplace policies in place that are designed to limit or prevent workplace harassment and discrimination; 
iii. Provides employer-paid health care coverage for regular employees; 
iv. Hires local trades labor where available; 
v. Has an active diversity, equity and inclusion policy in compliance with Title VII anti-discrimination laws and ORS 757.306; 
vi. Neither the contractor nor subcontractor, as applicable, nor its principal officer, has been debarred by a municipal or state government or the federal government; 
vii. Not listed by the Commissioner of the Bureau of Labor and Industries under ORS 279C.860 as ineligible to receive a contract or subcontract for public works; and 
viii. Meets the requirements of PGE’s Supplier Qualification process managed by PGE Supply Chain. 

“Work” has the meaning given to it in the Agreement. 

2. Responsible Contractor Requirements. 

a. Responsible Contractor. Contractor shall ensure that it and its Applicable Subcontractors satisfy the requirements for being a Responsible Contractor while performing any part of the Work.  

b. Union Labor. Contractor shall ensure that Contractor and its Applicable Contractors: 
i. Perform all Covered Work at PGE occupied facilities using union signatory contractors unless a union signatory contractor is not available, as demonstrated to PGE to its reasonable satisfaction.    
ii. Perform utility Work within the jurisdiction of IBEW Local 125 using IBEW Local 125 members in good standing. 
iii. Perform any Covered Work related to the installation, repair, or maintenance of electric vehicle charging infrastructure that is subcontracted out using an IBEW-signatory contractor. 

c. Apprenticeship Program Participation.  During all periods of construction, Contractor shall participate and ensure that all Applicable Subcontractors working on the construction, repowering, or maintenance of the Project participate in an apprenticeship program registered with the State Apprenticeship and Training Council, that has graduation rates equal to or higher than the national average for each respective trade in a manner consistent with the respective apprenticeship training program, such that 15 percent of the total work hours on the Project is performed by registered apprentices in apprenticeable occupations. 

d. Prevailing Wages.  Contractor shall pay and ensure that its Applicable Subcontractors pay Prevailing Wages for all Covered Work during all periods of construction. 

e. Compliance with Oregon Clean Energy Law. Contractor shall meet any additional requirements set forth in ORS 757.306 for projects built in Oregon that are subject to the law.1  If applicable, Contractor must provide a PDF copy of their Oregon Department of Energy Responsible Labor Standards Attestation2 promptly following contract execution. 

f. Safety Training. Contractor shall provide employer-paid safety training in accordance with applicable law and the Agreement. 

g. Responsible Sourcing. Responsible Contractors must establish and execute a plan for soliciting bids from a range of suppliers for any subcontract awards. Typically, this plan will result in having at least 20% of the total Applicable Project value earned from emerging small businesses (as defined by Business Oregon’s COBID program). Responsible Contractors who are unable to meet this target must provide PGE with documents that show they made a good faith effort to do so. Such documents include, without limitation, bid solicitations, and contacts with emerging small businesses for subcontracting opportunities 
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