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Overview



Overview

Focus of Step 1 (Readiness):
• Evaluate your organization’s security posture.
• Identify vulnerabilities and potential risks that could be exploited by 

hackers or other malicious entities.
• Perform comprehensive analysis of the network, systems, applications, 

and other assets to determine the overall level of security.

STEP 1: 
Readiness

STEP 2: 
Remediation

STEP 3: 
Maintenance



CMMC Updates 



• 32 CFR for CMMC has been 
PUBLISHED as a PROPOSED RULE!

• Outlines CMMC Program 
• Defines the general and specific 

requirements for each level 
• Outlines the assessment types required 

by contract and applicable subcontract

CMMC Updates



• CMMC becomes effective 
when the 32 CFR is 
published as a Final Rule!

• The phased roll-out of CMMC 
begins when 48 CFR (CMMC 
Clause in contracts) is 
published as a final rule (after 
rulemaking).

CMMC Updates



CMMC Timeline

PHASE 1 PHASE 2 PHASE 3 PHASE 4



• Begins on the effective date of 48 CFR!
• Level 1 and 2 self-assessments requirements in all applicable 

RFI/RFPs and contracts.

CMMC Timeline

PHASE 1 PHASE 2 PHASE 3 PHASE 4



• Begins 6 months after the start of Phase 1!
• Level 2 certified assessments requirements in all applicable 

RFI/RFPs and contracts as a condition of award.

PHASE 1 PHASE 2 PHASE 3 PHASE 4

CMMC Timeline



CMMC Timeline

• Begins 12 months after the start of Phase 2!
• Level 2 and 3 certified assessments requirements in all 

applicable RFI/RFPs and contracts as a condition of award.

PHASE 1 PHASE 2 PHASE 3 PHASE 4



CMMC Timeline

• Begins 12 months after the start of Phase 3!
• CMMC requirements in all applicable RFI/RFPs and 

contracts prior to the start of Phase 4.

PHASE 1 PHASE 2 PHASE 3 PHASE 4



Important To Remember…
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Q1-24

CMMC Available in 
Contracts!

Q2-24 Q3-24 Q4-24 Q1-25 Q2-25 Q3-25

48 CFR Final 
Rule

Public Comment Public Comment Review and Adjudication 

32 CFR Final 
Rule 

48 CFR 
Proposed Rule

What Does That Mean for You?
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CMMC Cost



Scope Determination



Assessment Scope

SCENARIO 1



Assessment Scope

SCENARIO 1



Assessment Scope

SCENARIO 2



Assessment Scope

SCENARIO 2



Policies & Procedures



Policies & Procedures

The Importance of Policies & Procedures:

• Increase compliance
• Enable consistent processes & structures
• Provide a roadmap for day-to-day operations
• Keep operations consistent and controlled
• Ensure that rules, standards, and controls are clearly outlined



Policies & Procedures

The Difference Between Policies & Procedures:

• A policy is a predetermined course of action. It is the link between an 
organization’s vision/values and day-to-day operations.

• A procedure explains a specific action plan for carrying out a policy. 
They eliminate common misunderstandings by identifying job 
responsibilities and establish boundaries for those jobs.



Policies & Procedures

Example:

• Access Control Policy



Policies & Procedures

A policy is a 
predetermined 
course of action.



Policies & Procedures

A procedure explains 
a specific action plan 
for carrying out a policy.



Control Identification



Identifying Controls

• Use the most up-to-date 
version of the CMMC 
Assessment Guide (based 
on NIST 800-171 R2)



Identifying Controls



Identifying Controls



Identifying Controls



Identifying Controls

Key Questions:

• Do you have a System Security Plan (SSP)?
• Are the controls in place documented in the SSP?
• Are the controls in place operating effectively?
• Are the controls in place reviewed periodically?
• Are the controls in place tested?



Alliance Building



Identify Your Team

Who Does the Organization Work 
or Partner With?

• Third-Party Vendors (e.g., SOC)
• Managed Service Providers (MSP)
• Managed Security 

Service Providers (MSSP)
• Other organizations?



Identify Your Team

Key Things To Remember...

All these 
organizations can 
only do so much.

You are responsible 
for holding them 

accountable.
Their failures may 

become your failures.



Identify Your Team

Registered Provider Organization (RPO)

• Can help as little or as much as you need.

• Provide pre-assessment consulting services 
to government contractors and other 
Organizations Seeking Certification (OSCs) 
and/or assist during assessments in the 
event a finding is uncovered.



Identify Your Team

Key Questions:

• Are the people you are working with fully aware of their roles and 
responsibilities?

• Are there clearly written agreements and expectations?
• Are there periodic reviews to ensure that people are doing what 

they are expected to do?
• What are the consequences if services are not being performed as 

intended/agreed upon?



Gap Analysis



Identifying Gaps

How To Identify Your Gaps

• Identify the areas of weakness in your security controls.

• Document them in a Plan of Action and Milestones (POA&M).

• This is an opportunity to strengthen or “harden” your 
environment through carefully planned improvements.



Identifying Gaps

POA&M

• A POA&M is a document that helps an organization prioritize and 
manage cybersecurity risks effectively.

• It outlines the steps an organization needs to take to address 
identified vulnerabilities or weaknesses in its environment.



Identifying Gaps



Identifying Gaps



Identifying Gaps



Identifying Gaps

FULLY MET

NOT MET



Identify Your Gaps

Key Questions

• Does your organization have a POA&M?
• Are all the gaps & vulnerabilities documented?
• Are the control owners identified?
• Are gap remediation action steps identified?
• Has a remediation plan/timeline been established?



Preparation for Remediation 



Preparing For Step 2 (Remediation)

8 Questions To Prepare for the Remediation Step

1. Have you fully completed Step 1 (Readiness)?
2. Have you documented all identified gaps & vulnerabilities?
3. Have you identified control owners?
4. Have you identified what you need for remediation (e.g., resources, funding, new tools, additional 

staff, etc.)?
5. Have you determined how long remediation could potentially take?
6. Have you established priorities (i.e., what needs to be addressed first)?
7. Do you know when remediation is expected to start?
8. Are you aware of the potential impact on business operations

(e.g., interruptions, negative user experience, etc.)?

STEP 1: 
Readiness

STEP 2: 
Remediation

STEP 3: 
Maintenance



Next Steps & Resource Pointers

If you have questions, need 
more information, or are ready to 
start your CMMC journey, check 
out our CMMC info page 
https://www.cshco.com/cmmc 
or contact us at 
cmmc@clarkschaefer.com. 

1. Understand how CMMC applies
to your organization
• Check out our free survey to help with 

this: https://www.cshco.com/cmmc-survey/

2. Start planning your roadmap, conduct
a gap analysis, and remediate
• Clark Schaefer Consulting is a CMMC Registered 

Provider Organization (RPO) and can help with 
CMMC readiness, remediation work, or ongoing 
maintenance work.

https://www.cshco.com/cmmc
mailto:cmmc@clarkschaefer.com
https://www.cshco.com/cmmc-survey/


Future CMMC Information

• Continued webinar series on CMMC
by Clark Schaefer Consulting

• Keep an eye out for 
email communications!

• Clark Schaefer Consulting will 
be sending out resources to help 
with your CMMC journey.



Thank you!

SERGE KIKONDA ROSS PATZ CARLY DEVLIN
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