





/IXIX
X XXX
DI
DXINIXXIXIX
XX XXX
DI

XX XIX

DXIXIXIXIXIX

XX
XXX




4

DOI 10.5117/9789463722124
NUR 740
@ the authors, the editors, Amsterdam University Press BV, Amsterdam 2018

All rights reserved. Without limiting the rights under copyright reserved above, no
part of this book may be reproduced, stored in or introduced into a retrieval system,
or transmitted, in any form or by any means (electronic, mechanical, photocopying,
recording or otherwise) without the written permission of the copyright holders.

Every effort has been made to obtain permission to use all copyrighted illustrations
reproduced in this book. Nonetheless, whosoever believes to have rights to this
material is advised to contact the publisher.

Design: Bob van Dijk Studio, Amsterdam
Print: Akxifo, Poeldijk



BEING PROFILED:
COGITAS ERGO SUM

10 YEARS OF ‘PROFILING
THE EUROPEAN CITIZEN’

EMRE BAYAMLIOGLU,
IRINA BARALIUC,
LIISA JANSSENS,
MIREILLE HILDEBRANDT
(EDS)

Amsterdam University Press B.V., Amsterdam 2018



Roldbold OF CONTENTS

aul Nemitz X

X

Introitus:

what Descartes did not get
Mireille Hildebrandt |\ |

Fhﬂﬂ'ﬁslof normahvlty between

and machine learning

From agency-enhancement
intentions to profile-based
optimisation tools: what is lost

N 'h'GnSlGhon Sylvie Delacroix N/
I 1

Mathematical values and the

plstemology of data practices
ck Allo /I|§|

Stirring the POTs: protective

c;:)’nmlzo’non technologies
Gurses, Rebekah Overdorf, Ero Balsa ~— ,

ZX

On the possibility of normative
contestation of automated
d dl’lven deCISIOHS Emre Bayamlioglu >|§|

X



Transparency theory for
data-driven decision making

How is ‘transparency’ understood
by legal scholars and the machine
learning community?

Karen Yeung and Adrian Weller >|4|

Why data protection and
transparency are not enough when
facing social problems of machine
learning in a big data context

Anton Vedder ~— 7
X/

Transparency is the perfect cover-up
(if the sun does not shine)

Jaap-Henk Hoepman , /
XI_I|

Transparency as translation in data

pI’OTeC’rion Gloria Gonzdlez Fuster |; ;|

Presumption of innocence in
data-driven government

The presumption of innocence’s
Janus head in data-driven

goverﬂ menll' Lucia M. Sommerer l;l%



Predictive policing. In defence of

I'I'rue pOSI’rlveS' Sabine Gless
_1Z

The geometric rationality of

innocence in algorithmic decisions
Tobias Blanke

I
On the presumption of innocence in
data-driven government.
Are we asking the right question?

Linnet Taylor ——

kegal and/political theory in
data-driven environments

A legal response to data-driven
mergers Orla Lynskey —q1
/X

Ethics as an escape from regulation.
From “ethics-washing” to ethics-
ShOppIhQa Ben Wagner x|

XIX

Ciﬂzens in dC”CI |C|nd Arien P de Vries | 4
_-

SavinE machine learning from
p-hacking



From inter-subjectivity to multi-
SUb|€FT!VIT|Y: Knowledge claims and
the digital condition relisiclder

_IXI
Preregistration of machine learning
research design. Against P-hacking

Mireille Hildebrandt ~ 4=
I /" Z

Induction is not robust to search

Clare Ann Gollnick ~
I /1

The legdl/énd ML status of
micro-targeting

Profiling as inferred data. Amplifier

effects and positive feedback loops
Bart Custers NN 7

I e

A prospect of the future. How
autonomous systems may qualify as
|egC|| personS Liisa Janssens NN\

[

Protiles of personhood. On multiple
arts of representing subjects iels van bii__

N
| AZ

Imagining data, between Laplace’s

demon and the rule of succession
Reuben Binns |\>/|
|V



BEING PROFILED:COGITAS ERGO SUM | FOREWORD

P Fslitzlj nc CH ions on the technologies, the ethics
dl ing | ofil stly_ovoiding the term Al. There is

no doubt that these technologies have an important positive potential, and a token
UROPEAN CITIZENT WHY
' re Il °
TODAY S DEMOCRACY. ..
n our n de i ) thics need to be

technology neutral wherever possible, to maintain meaning in relation to fast evolving

NEEDS TO TOOK"HARDER

The technological colonisation of our living space raises fundamental questions of

NEWTHE% ividUdls E'IE |ldefive. This applies irrespec-
ofwhether gigs Wi i rtant ative effects also have an

important positive potential, even if such negative effect are unintended side effects.

AR BENLELAL o OE DEWco oricing, ond

influencing of human behaviour are constantly evolving, the basic questions they raise

TECHNOLOGY THAN AT

It was Hans Jonas (1985), who in his 1979 bestseller The imperative of responsibility

ITS:POSITIVE POTENTIAL:;

a general principle of EU law, relating to any technology, which fulfils two conditions:
Long-term unforeseeable impacts, and a possibility that these long term impacts can

tantiallygnegatively the exist humanity. While his motivator at the
f eAw th Ls’ks NI r,Ih alréady in the ‘Principle of responsibility’
entioned otherexdmp rends, whi eded a precautionary approach, such

as increasing longevity. Nuclear power at the time contained the great promise of
clean and cheap, never-ending energy, alongside the risks of the technology which
were known early on. And today again, the great promises of the internet and artificial
intelligence are accompanied by risks which are already largely identified.

Large-scale construction of nuclear power plants proceeded, in part because the
risk of radiation was invisible to the public. Only after the risks became visible to
the general public through not only one, but a number of successive catastrophic
incidents, did the tide change on this high risk technology.

And.againstoday, digital technologies proceed largely unregulated and with numerous
knl ri slwhich however are largely invisible to the general public.

Th f invisible risks, whether relating to nuclear power, smoking or digital
suVailla artificial intelligence, profiling and manipulative nudging, consists of a
disi/%ldownplcying risks and overstating benefits, combined with the neo liberal
rejeefion Slaws that constrain enterprises, in order to maintain the space for profit as
|ong?possible.



The question thus could be, following the example of nuclear power: How many
catastrophes of surveillance, profiling and artificial intelligence going wild do we have
to go through before the tide changes, before the risks are properly addressed?

With the technologies of the internet and artificial intelligence, we cannot afford to learn
only by catastrophe, as we did relating to nuclear power. The reason is that once these
technologies have reached their potential to win every game, from the stock markets to
democratic decision-making, their impacts will be irreversible. There is no return from a
democracy lost in total surveillance and profiling, which makes it impossible to organise
opposition. And there is no return to the status quo ante due to a stolen election or
popular vote, as we are now witnessing with the Brexit. The British people will go through
a decade-long valley of tears because their vote on Brexit was stolen by the capabilities
of modern digital technological manipulation of the vote. A whole generation of British
youth pays the price for a lack of precaution as regards these technologies.

Like in relation to nuclear power, it is vital that those who develop and understand the
technology step forward and work with rigour to minimise the risks arising from the
internet, surveillance, profiling and artificial intelligence. We need the technical intelli-
gentsia to join hands with social science, law and democracy. Technological solutions
to achieve risk mitigation must go hand in hand with democratic institutions taking
their responsibility, through a law, which can be enforced against those actors who put
profit and power before democracy, freedom and the rule of law.

Constitutional democracy must defend itself again against absolutist ambitions and
erosions from within and from the outside.? In the times of German Chancellor Willy
Brandt, a drive to convince the technical intelligentsia to engage for a just society, for
democracy and environmental sustainability took off, spurred by both his principles of
‘Mehr Demokratie wagen’ (‘Dare more Democracy’)® and ‘Wehrhafte Demokratie’ (‘A
democracy which defends itself’) and its critical reception. It is this spirit of post-1968,
which we need to bring back into the digital global debate.

From the Chinese dream of perfecting communism through surveillance technology
and social scoring to the Silicon Valley and Wall Street dream of perfect predictability
of market related behaviour of individuals: The dystopian visions of total surveil-

lance and profiling and thus total control over people are on the way of being put in
practice today. We are surrounded by regressive dreams of almightiness based on new
technology (Nida-Rumelin and Weidenfeld 2018).

Individuals in this way become the objects of other purposes — they are being nudged

and manipulated for profit or party line behaviour, disrobed of their freedomyl

individuality, their humanity as defined by Kant and many world religions.

restricted to supporting individual freedom and dignity as well as the basic constitu-
tional settlements of constitutional democracies, namely democracy, rule of law and
fundamental rights is the challenge of our time.

Finding ways of developing and deploying new technologies with a purpose |
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And continuing to have the courage to lay down the law guiding the necessary
innovation through tools such as obligatory technology impact assessments and an
obligation to incorporate principles of democracy, rule of law and fundamental rights
in technology, is the challenge for democracy today: Let us dare more democracy by
using the law as a tool of democracy for this purpose. And let us defend democracy
through law and engagement. Europe has shown that this is possible, the GDPR being
one example of law guiding innovation through ‘by design’ principles and effective,
enforceable legal obligations regarding the use of technology.

Paul Nemitz®
Brussels, November 2018

Notes

! See to that effect the blue box on page 3 of the Strategic Note of the European Political Strategy Centre of
the European Commission (2016), available at https://ec.europa.eu/epsc/sites/epsc/files/strategic_note
issue_14.pdf; see also ECJ C- 157/96, Para 62 ff, C-180/96, Para 98 ff. and C-77/09, Rn. 72.

2 Nemitz (2018), see also Chadwick (2018).

3 See Brandt (1969).

4 A key action of ‘Wehrhafte Demokratie’ under Willy Brandt was the much contested order against radicals
from the left and the right in public service of 28 January 1972, available at https://www.1000dokumente.
de/index.html2c=dokument_de&dokument=0113_ade&object=translation&st=&l=de. On this, see
also Wissenschaftlicher Dienst des Deutschen Bundestages (2017), and more recently the translation of
‘Wehrhafte Demokratie’ as ‘militant democracy’ in the press release of the German Constitutional Court
(2018) on an order rejecting constitutional complaints against prohibitions of associations. This order
recounts in part the history of ‘Wehrhafte Demokratie’ and the lack of it in the Weimar Republic.

5The author is Principal Advisor in DG JUSTICE at the European Commission and writes here in his personal
capacity, not necessarily representing positions of the Commission. He is also a Member of the German
Data Ethics Commission, a Visiting Professor of Law at the College of Europe in Bruges and a Fellow of the
VUB, Brussels.
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