
Safe Harbor​
This presentation may include forward-looking statements. Forward looking statements include all statements that are not historical facts, and in some cases, can be 
identified by terms such as “anticipate,” “believe,” “estimate,” “expect,” “intend,” “may,” “might,” “plan,” “project,” “will,” “would,” “should,” “could,” “can,” “predict,” 
“potential,” “continue,” or the negative of these terms, and similar expressions that concern our expectations, future performance, strategy, estimates of market size and 
opportunity, plans or intentions. By their nature, these statements are subject to numerous risks and uncertainties, including factors beyond our control, that could cause 
actual results, performance or achievement to differ materially and adversely from those anticipated or implied in the statements. These and other risk factors are 
described in the “Risk Factors” section of  our Annual Report on Form 10-K filed annually with the Securities and Exchange Commission following the conclusion of our 
fiscal year ended January 31 as well as in our Forms 10-Q and other filings with the Securities and Exchange Commission. Although our management believes that the 
expectations reflected in our statements are reasonable, we cannot guarantee that the future results, levels of activity, performance or events and circumstances 
described in the forward-looking statements will be achieved or occur. Recipients are cautioned not to place undue reliance on these forward-looking statements, 
which speak only as of the date such statements are made and should not be construed as statements of fact. Except as may be required under the federal securities 
laws, we undertake no obligation to update these forward-looking statements to reflect events or circumstances after the date hereof, or to reflect the occurrence of 
unanticipated events.​

​[This meeting is strictly confidential. By participating in this meeting, you agree to keep any information we provide confidential and not to disclose any of the information 
to any other parties without our prior express written permission. Neither the information contained in this presentation, nor any further information made available by us or 
any of our affiliates or employees, directors, representatives, officers, agents or advisers in connection with this presentation will form the basis of or be construed as a 
contract or any other legal obligation.​]

[Certain information contained in this presentation and statements made orally during this presentation relate to or are based on studies, publications, surveys and other 
data obtained from third-party sources and UiPath’s own internal estimates and research.  While UiPath believes these third-party studies, publications, surveys and other 
data to be reliable as of the date of this presentation, it has not independently verified, and makes no representations as to the adequacy, fairness, accuracy or 
completeness of, any information obtained from third-party sources. In addition, no independent source has evaluated the reasonableness or accuracy of UiPath’s internal 
estimates or research and no reliance should be made on any information or statements made in this presentation relating to or based on such internal estimates and 
research.] 

The UiPath word mark, logos, and robots are registered trademarks owned by UiPath, Inc. and its affiliates.
UiPath® is a registered trademark in the United States and several countries across the globe. See TME906. ©2024 UiPath. All rights reserved.
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Agenda

01 How do Robots interact with my data?

02 Where is my data when I leverage UiPath products?

03 How is that data secured?

04 What options are there to secure connections to UiPath Automation Cloud?

05 How does UiPath protect my data when using Generative AI? 

06 What compliance efforts has UiPath undergone?

07 How can I as a customer / COE govern automations and their data?

08 Are there options I should consider in Cloud or Suite to further secure my data?

09 How does UiPath stay on top of security needs?



What do Robots do with data?

UI layer

• UiPath Assistant

Services layer

• Executor service
• Orchestrator connection for heartbeat 

and logs
• Robots can run on user’s local desktop, 

public cloud, or Automation Cloud
• NuGet
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Where is my data when I leverage 
the UiPath Platform?

Support is currently available for multiple geographic regions: Installed in a customer-managed 
environment:

• License activation (optional) 
European Union

• Telemetry (optional)
European Union

• All other data 
Stays within the customer 
environment

• United States
• Canada

• European Union 
• United Kingdom

• Singapore
• India

• Japan
• Australia



How is that data secured?

Encryption

Access

Data in transit encrypted with TLS 1.2+ by default (up to TLS 1.3 configurable)

Data at rest encrypted with AES-256

Customer Managed Keys available for Orchestrator and Document Understanding

UiPath personnel have no access to customer organizations

Standing access to backend systems removed

Engineers limited to temporary privileged access using alternate accounts

All privileged access request must be approved

Privileged actions are recorded and audited



What options are there to secure connections 
to UiPath Automation Cloud?

Customer environment

IP restrictions

IP restrictions

IP restrictions
Site-to-site VPN

Azure Express Route



What options are there to secure 
connections to the UiPath cloud?

Customer environment

Resource Direction Cloud function

Almost all connections Most functions

SAML provider or Microsoft Entra 
ID Single Sign-On (SSO)

Email / SMTP Notifications

Storage blob Log export (requires UiPath 
Insights)Optional

Optional

Optional



How can I as a customer / COE govern 
automations and their data?

Workflow Analyzer rules are enforced by a governance 
file which can be applied multiple ways, but the easiest is 
via Automation Ops.

UiPath AI Trust Layer for AI governanceNEW



Data Encryption
All In Transit TLS 1.2 +
All At Rest AES 256
We manage all services within Trust 
Boundary and customer data is never 
retained/reused by our partners

HTTPS
(TLS 1.2+)

UiPath-Managed 
3rd Party LLMs

UiPath-Managed 
3rd Party AI models

HTTPS (TLS 1.2+)

Cloud Identity Service

Azure Redis for Cache

Automation Ops

Semantic Search*

Azure Apps Insights

UiPath Orchestrator

Azure OpenAI (GPT) Google VertexAI (Gemini)

HTTPS (TLS 1.2+)

*private preview
**planned 2024

LLM Gateway

Context Grounding*

LLM Proxy

API
Normalized Chat
Embeddings
PII detection

Capabilities
Authentication
Rate Limiting
Governance
Telemetry
Monitoring/Audit**

How does UiPath protect my data when using 
Generative AI?

UiPath Products 
& Services

Autopilot  

Document Understanding 

Communications Mining

GenAI Connectors

Test Manager

Process Mining

Marketplace

Apps

Studio Web

ACR/Serverless

UiPath AI Trust Layer
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Which UiPath products or services should I 
consider to further secure my data?

Authentication

Management

Governance

Analysis Community

Technology 
integrations

UiPath Identity Service
Secure, centralized authentication

Orchestrator
Centralized automation management

Automation Ops
Organization-wide guardrails for automation projects

Workflow Analyzer
Code analyzer for automation best practices

JSON policy files
Deployed via registry keys or via Orchestrator

Insights
Analyze and audit execution logs 

Marketplace Security Certification

Gold Silver

Robot Endpoint Protection
EDR integration with CrowdStrike Falcon

Credential Stores
Azure, BeyondTrust, CyberArk, HashiCorp, Delinea (formerly Thycotic)

AI Trust Layer
Governance for AI



What compliance efforts has UiPath 
undergone?

SOC 2 Type 2

SOC 1 Type 2

FedRAMP Moderate

HIPAA Type 2

HITRUST

ISO/IEC 27001:2013

ISO 9001:2013

ISO/IEC 27017:2015

ISO/IEC 27018:2019

Cyber Essentials

Further information on auditors, audits and scope is available on 
uipath.com/legal/trust-and-security/security 

NEW

Spain National Security Schema (ENS) Cyber Essentials PlusNEW

NEW

Have an additional requirement? 
Ask your account representative to add it to our roadmap.



Hardening & Vulnerability Management

Fix: Release

Hardened 
Base Images

Vuln Scan and 
Intel Reports

Security Advisory 
for Critical 

Severity Vulns

• Automated ticket 
submission against 
Engineering

• Triage based on Product 
Security's assessment 
methodology

• Severity scale based on 
UiPath products context

• CVE assessment database 
maintained

• CVE risk assessment 
drives remediation priority

Scan1 CVE Triange2 Open Tickets3 Fix4 Fix Validation5

• Automated pipeline scan • Package updates

• Component upgrades



How does UiPath stay on top of 
security needs?

01 Regular vulnerability scanning – SAST, DAST, OSS, containers

02 Internal grey hat penetration testing

03 Bug bounty program via HackerOne

04 Annual external penetration testing

05 Common Control Framework for compliance across all GRC needs

06 Automated security news research



Thank you!
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