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Zielgruppe

» Sysadmins

- Neue Wege Nagios zu administrieren kennenlemen
* Entwickler

- Auch mal Monitoring selber machen kdnnen
* Manager (Achtung Vortrag enthalt Code)

- 05S Monitoring Tools im Unternehmen einsetzen

LMD + Cheaecl WRC 3
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Uber mich

* Administrator fUr Infrastruktur und Anwendungen
* Business Intelligence Spezalist

* Haufig Projekte zu Environment Support & Monitoring

OMD +Chack MK 3
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Uber mich

= Administrator fUr Infrastruktur und Anwendungen
* Business Intelligence Spezalist
* Haufig Projekte zu Environment Support & Monitoring
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TN G — TECHNOLOGY
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Warum OMD und Check_MK

* |ch bin kein Nagios Guru
* hoffe mit OMD und Check MK Monitoring Aufgaben besser zu verteilen
» Jeit fur andere Admin Tatigkeiten

CRAD + Chageph W B
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‘ Warum OMD und Check_MK

* |ch bin kein Nagios Guru
* hoffe mit OMD und Check MK Monitoring Aufgaben besser zu verteilen
« Jeit fir andere Admin Tatigkeiten
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Agenda TN B ;Eﬂ?a:?l}?ﬁ;
Open Monitoring Distribution & Check_MK

1

Einflihrung

OMD - Distribution fiir Monitoring Tools
Check_MK - GUls

Check_MK - Agent

Check_MK - Checks

Customizing Check_MK

CRAD + Cheaele WA



Status Quo TN G — TECHNOLOGY

— CONSULTING

Nagios - Verbreitung

* Indusfrie Standard fur Infrastruktur Monitoring
« 250.000 User (2010)

» Open Source

* Grofle Community

* Viele Plugins

* Forks (lcinga, Shinken,..)

* Basis fiir OMD und Check_MK

CRAD + Chageple W d
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TNG

Nagios - Architektur
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In der Zwischenzeit in Enterprise World T N G

Gartner sagt ...

Got Nagios?
Get rid of it!

TECHNOLOGY
CONSULTING

Juela Riip hiogs garnar oo nah-Kowell 700 307 77 get-n g as- g nd-ali/

LMD + Chaeck M 11
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Nagios — Kritik

* Fehlt:
- Konfigurations GUI

CRAD + Cheerkl W 11
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Nagios — Kritik

* Fehit:
- Konfigurations GUI

- Service Discovery
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Nagios — Kritik

* Fehlt;
- Konfigurations GLUI

- Service Discovery
- Trend Graphen
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Nagios — Kritik

* Fehit:
- Konfigurations GUI

- Service Discovery
- Trend Graphen
- Deployment Mechanismus flr Monitoring Client Konfiguration

CRAD + Chegeple W 14



TN G — TECHNOLOGY
— CONSULTING

Magios — Kritik

* Fehlt:
- Konfigurations GLUI
- service Discovery
- Trend Graphen
- Deployment Mechanismus flir Monitoring Client Konfiguration
- Integration ITSM Tools
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Nagios — Kritik

* Fehit:
- Konfigurations GUI

- Service Discovery
- Trend Graphen
- Deployment Mechanismus flir Monitoring Client Konfiguration
- Integraticn ITSM Tools
* Manuelle Integration der Plugins

CRAD + Chgel MK 16
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Got rid of Nagios.
Was nun?




Mit Nagios ware das nicht passiert TN G ;nlfjfr.ruu:u_nr_rf

ONSULTING

Was tun wenn Features fehlen?

ldib

lﬁﬁf of the time,
‘1t Works Every time.

-
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Mit Nagios wéare das nicht passiert TNG =S ot

CONSULTING

Was tun wenn Features fehlen?

Hib

160% of the time,
it works Every time.
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Troubleshooting ohne Nagios Community TN G E ;Eﬂ::ﬁ_lﬁﬁg

Kommerzielles Tool mit Problemen?
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Get Nagios back!
OMD + Check MK
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Mit OMD und Check_MK macht Nagios hacken wieder Spaf!
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T N G TECHNOLOGY
COMSULTING

Mit OMD und Check_MK macht Nagios hacken wieder Spaf!
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Magios Done Right TN G — TECHNOLOGY

— CONSULTING

Check_MK Monitoring System — Nagios Refactoring

» Erfinder: Mathias Ketiner (MK)

* Von Nagios, nur funktionierende Kernfeatures nutzen (Scheduling, Alarmierung)
* Konfiguration vereinfachen

* Service Discovery implementieren

* Data Collection und Service Prafung trennen

* Monitoring Plugins integrieren

RO +Chaepk MK 1]
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OMD Werkzeugkasten TN
Check_MK Monitoring System
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Monitoring Serverinstallgtion  TING = cowsucrme
Check_MK Monitoring System
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TN

Check_MK Monitoring System
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TN

Check_MK Monitoring System
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Check_MK Monitoring System
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TN

Check_MK Monitoring System
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Performance Graphen eingebaut TN
Check_MK Monitoring System
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Skalierung fur tausende Hosts und Checks TNG E Eﬁ;’lﬁ'ﬂ
Check_MK Monitoring System
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Agenda TNG:= Eiiﬁ’;ﬁ?#?ﬁﬁ
Open Monitoring Distribution & Check_MK

Nagios Historie

OMD - Distribution fiir Monitoring Tools
Check_MK - GUls

Check_MK - Agent

Check_MK - Checks

Customizing Check MK

CRADH + Chagegle IR 12
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Open Monitoring Distribution - OMD

» Vollstandige Monikoring Lésung, enthalt neben Monitoring Core

- Apache, PNP4Nagios, NagVis, Check_MK, Livestatus, Multisite, RRD-Cached,
Monitoring-Plugins, Crontab ...

* Ermdaglicht Monitoring Server Installation ohne Expertenwissen

CRAD + Clheieche MR 1]



Mehrere Versionen pro Server installieren TN E Eﬁl’ﬁ'ﬁﬁ;

Open Monitoring Distribution - OMD

aptitude install omd-1.00
aptitode i1natall omd-1.10 I

OMD +Chacl MK 14



Installation = Konfiguration TN E Eﬁéﬂﬁﬁ;

Open Monitoring Distribution - OMD

aptitude install omd-1.00
aptitude inatall omd-1.10

omd create site
omd create dew

OMD +Chach MK 15



TECHNOLOGY

Trennung Code und Daten CONSULTING

TNG

Open Monitoring Distribution - OMD

aptitude install omd-1.00
aptitude i1natall omd-1. 10

omd Ccreate aite

omd create dev

Jomd/altes/alite
insgesamt 12

lrwxrwxrwx 1 site site 11 Aang 23 2013 bin -> veraion/bin
druxr-=xr=x 26 =ite =aite 409% Jan 24 21:46 ate

lruxrwxrwx 1 site site 15 Aug 23 2013 include —> varsion/include
lruxrwxrwx 1 site site 11 Aug 23 2013 1lib -> wversion/lib
drwxr-xr-x © site site 40% Jan 24 12:45 local

lrvxrwxrwx 1 3ite =ite 13 Aug 23 2013 share -> wveraion/share
drwxr-xr-x 14 aite zite 320 Apr 3 17:50 tmp

drwxr=-xr-x 15 site =ite 4096 Mar 28 09:37 wvar

1 r W rwrlrwx

site

2013

ad e SYarsiona/l . 00

LD + Clhaece W 17



TECHNOLOGY
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Trennung Code und Daten

TNG

Open Monitoring Distribution - OMD

aptitude install omd-1.00
aptitude inatall omd-1.10

omd create aite

omd create dewv

Jomd/altes/aite
inagesamt 12

lrwxrwxrwx 1 site site 11 Aang 23 2013 bin -> veraion/bin
druxr-xr=x 26 =zite =ite 40% Jan 24 21:46 ate

lrwxrwxrwx 1 site site 15 Aug 23 2013 include -> warsion/include
lruxrwxrwx 1 site =site 11 Aug 23 2013 1lib -> wversion/lib
drwxr-xr-x © site site 409 Jan 24 12:45 local

lrwxrwxrwx 1 site site 13 Aug 23 2013 share -> wverasion/share
drwxr-xr-x 14 aite zite 320 Apr 3 17:50 tmp

druxr=-xr=-x 15 =site =ite 4096 Mar ZH 09:37 wvar

1 r s rwrlrwy

site

2013

o f «SVarsiona/sl . 00

OMD +Chack MK 18



Basis Konfiguration Ober Curses GUI

TECHNOLOGY
CONSULTING

TNG

Open Monitoring Distribution - OMD

aptitude install omd-1.00
aptitode inatall omd-1.10

omd Ccreate aite

omd create dew

Jomd/=aitea/alte
inagesamt 12

lrwXrwirwe
AdrwiXr=xr-x
Irwsrwrws
1 WX EWH WS
dIWXI-XI-X
lrwxrwrwe
drwXr-Xr-x
drWXr=xr=-x
lrwxrwerwe

1
28

1
1

14
15

site
aite
sita
aite
aite
s1te
3lte
aits
s1ite

zite
ajte
site
aite
gite
mite
zite
aite

11
d 096

15
11
1096

13

320
4096

&
24

23
23

24
23

3
28

You are going to update the site dev from
version 1.88 to version 1.18. This will

imclude updating all of you conflguration
files and mergimg changes in the default
files with

conflicts your Relp will be needed.

made by you. In case of

= Abart =

2013

21:46

2013
2013

12 :45

2013

17:50
ad9:= 37

bin —> version/bin

ato

include -> varsionfinclude
1ib ->» wersion/lib

local

share ->»> wversion/share

f - Svarsionasl . 10

LMD + Chaece M 1)
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Zentrale Steuerung T N G
Open Monitoring Distribution - OMD

OMD[site] :~5 omd
Omsage (called as 3ite uasr):

omd help

omd version [SITE]
amd versions

omd aites

omd update

omd start [SEEVICE]
omd atop [SERVICE]
omd restart [SERVICE]
omd reload [SEREVICE]
omd status [SERVICE]
omd config i

omd diff ([RELBASE] )
omd umount

RO +Chaeck MK 14



Zentrale Steuerung

T N G — TECHNOLOGY
— CONSULTING

Open Monitoring Distribution - OMD

OMD[gite] :~5 omd

Usage (called as aite uasr):

amd
omd
omd
omd
omd
omd
omd
o
omd
o
o
omd
o

help
version
VeErslons
aites
update
atart
atop
restart
raeload
atatus
config
diff
UmMSUnt

[SITE]

[SERVICE]
[SERVICE]
[SERVICE]
[SERVICE]
[SERVICE]

[ [RELBASE] )

OMD[aite] :~5 omd status
mkeventd: CUITETEY figg
apache: ranning
gearmand : nning
rrdcached: rInning
-:_[E.aman_imrker: FONnTEE i
nped:

icingas:

N8Cd = FEITITET T
crontab: ranning

Overall state: rOnning

OMD +Clack MK 19



Agenda TN G  COMSULTING
Open Monitoring Distribution & Check MK

Nagios Historie

OMD - Distribution fiir Monitoring Tools
Check MK - GUIs

Check_MK - Agent

Check_MK - Checks

Customizing Check MK

OO +Chaeck MK 41



Magios Web Interface Ersatz

Check_MK - Multisite

* Benutzerdefinierte Sichten und Sidebar
* Monitoring Konfiguration Gdber ,Web Administration Tool® - WATO

* Verteilltes Monitoring
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MNeuer Host, nur ein paar Mausklicks entfernt

Check_MK — Web Administration Tool (WATO)
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- TECHNOLOGY
CONSULTING

Meuer Host, nur ein paar Mausklicks entfernt

Check_MK — Web Administration Tool (WATO)
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T N — TECHNOLODGY
— CONSULTING

Check_MK - Web Administration Tool (WATO)

I = check b se

[ = o Mlash
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T N — TECHNOLOGY
— CONSULTING
Check_MK — Web Administration Tool (WATO)
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| . = TECHNOLOGY
Service Discovery TN — CONSULTING

Check_MK — Web Administration Tool (WATO)

ev.local (cached data)
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TECHNOLOGY

Service Discovery — Gefundene Plugins T N G CONSULTING

Check_MK - Web Administration Tool (WATO)

Seraces of host flash dev local (cached dala)
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TECHNOLOGY

Service Discovery — Gefundene [tems T N G CONSULTING

i

Check_MK - Web Administration Tool (WATO)
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Service Discovery — Zu erstellende Nagios Checks TN G = FONAIR IR

Check_MK - Web Administration Tool (WATO)
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Service Discovery — Service Check Ausgabe Preview

Check_MK — Web Administration Tool (WATO)

Services of host flash dev local (cached data)
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TECHNOLOGY

Service Discovery — Schwelwert Anpassungen T N G COMSULTING

Check_MK - Web Administration Tool (WATO)
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Schwellwerte Konfiguration — Wert einstellen T N — ::Eﬂﬁlf?ﬂ

Check_MK - Web Administration Tool (WATO)
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— TECHMNOLOGY
— CONSULTING

Schwellwerte Konfiguration — ggf. Zielsystem auswéhlen TN

Check_MK — Web Administration Tool (WATO)
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Schwellwerte Konfiguration — Regelbasiert Gber Host Tags T N — EEE:Z':;?_I{?E;

Check_MK - Web Administration Tool (WATO)
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— TECHNOLOGY
— CONSULTING

Schwellwerte Konfiguration — Gekapselt in Ordnerhierarchie T N

Check_MK — Web Administration Tool (WATQO)
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| % § — TECHNOLOGY
Basismonitoring TNG = Gcone
Check_MK — Multisite Service Ubersicht
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Force Active Checks und Link zu PNP Graphen TN G
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Force Active Checks und Link zu PNP Graphen
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Textuelle Zusammenfassung T N G
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Status Alter — Hier, seit wann ist der Check grin TNG
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Performance auf einen Blick TN G
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Mit Plugins TNG

Check_MK — Multisite Service Ubersicht

» . Chemc b il by Wi ll o P wibw = &
Cules Hemludes Leiahd [Fowed  rfeafue Galisi il
* o & pr————— - .

LENETS W JT

P e B

Iale L] s RS b 4 D TR | el B0 MU
T Ervesmms RSN [T sy O E5 i ey 5670 06 el O O

Tl mmm e

O -
o .
(O T R R R T 5
ME .omer 1V V5L ppuiees D J% el TH P i fm
L R el A S TR e LN BRI D el Ly LA Eg i i = I.Ll:-.-.ll-l.l.ll-.rl-
i O . E L awe ol B of N3 1 N P, ol B0 DO PR e - TR R O E e bl w7 e K L

s N e =

B e mme - R e A RRen e ey B I'H < Tofiy G salin

W el o e B i = =

B - OE . ML i e 2l ke ¥ IE-

- -.:.I.I:rl':l-r- = '— - | ] E = = 1

Wl O3 . e bl ol i sl e T mis S

B O
EH ¥ - asl ¥ oweon il B Bl R
L e = 1 aat i e
e e e werages T™Memy o
I - L ] L AR - ET O AR e G R 0L 18 - i EE
R e T R ] o b T

I i L OF e pma Coasemilhen JiEs "5 U RN 1 ams I
i} L P ——— ]

Cluglle iR & i S-k el rar 06 ich $c omi_mos ons &y sl em: nimi MO +Chaoke M~ &3



Z.B. Apache /server-status
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Logfile Fehler einzeln bestatigen T N G
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Trending und Ressourcen Planung TN
Check_MK - Multisite PNP4Nagios Integration
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Agenda TN G = CoNSULTING
Open Monitoring Distribution & Check_MK

Nagios Historie

OMD - Distribution fiir Monitoring Tools
Check_MK - GUls

Check_MK - Agent

Check_MK - Checks

Customizing Check MK

L]
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Agent Skript auf Zielsystemen TNG
Check_MK - Agent

* Basis Monitoringsknpt (Memory, CPU, Filesystem, ...)
- yerfugbar fir Linux, OSX, Win, Solaris, HP-UX, vSphere ...

MO +Chaeck MK T2



=1 W — TECHNOLOGY
Beispiel Ausgabe Linux Agent TN G o iavions
Check_MK - Agent

fusr/binfcheck mk agent

<tocheck mE>»>

Vear=zion: 1_2_.311

Agento®: 1inux

Fluginsirectory: /fusr/lib/check mk agent/plugins

LocalDirectory: Jusrc/lib/check mk agent/local

AgentDireccory: fetc/check mk

OnlyFrom:

L

Sdev/mapper /fubuntu-vg-root excd 463771440 TTEES236 362320920 1Ex /

udew devmpi s 4110114 4 4110812 1% /devw

fdew/sdad extd £34153 1135128 1065323 2<% /boot

Sdev/sdal viat 161551 3360 138192 2% /boot/efi

<g<nfamount s>

<L<emountss»s>

fdev/mapper fubuntu==-vwg=root +/ extd rw. elatime.errors=sremouwnt=-ro, data=ocrdered ¢ 0
fdewS/sdasd fboot extd rw.relatime.ecrors=continoe O 0

fdev/adal /bootfefli viat _
ru relatime, fmask=0022, dmask=002Z, codepage=437, iocharsat=1 308859
1, shortname—pixed, arrars=—repaunt-ro 0 0

LR e
(roat, 23236,320B,0.0) Sfabimfinit

{root,0.0,0.0) [kthreedd]

CRD +Chaeck MK 73



Plugin Header TNG = Gciirne

CONSULTING

Check_MK - Agent

_agent

AagentOs: linuax
FluginsDirectory: fusr/lib/check mk agent/plugins
LocalDirectory: JSusr/flib/check mk agent/local
AgentDireccory: /fetc/check mk

OnlyFrom:

L

fdevy/mappar fubuntu-vg-roat excd 463771440 TTEES238 362320920 1BX /

udey devtmpf s 4110116 1 4110112 1% /dew
fdew/sda’ ext £34123 113128 1062323 22% /boot
fdev/adal viat 161551 33al 1381592 2% Sbootfefi
<<infamount £

<<mountshh>h

fdev/mapper fubunta==-vg=root J/ extd rw.mlatime,errors=sremouwmnt=-ro; data=crdered O 0
fdew/sdad fboot extd rw.relatime.errors=continoe O 0

fdeyifadal /bootSfefi viat
o, rFelacime, fmask=0022,dnask=0022Z, code FI-EQE"I 17, lochargsar=] and 59—
1, shortname—pixed, arrars=remsunt-ro 0 0

LR
[Eoot, 23236, 320B,0.0) Sahinfinit

{root, 0,0,0.0) [khreadd]
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Check_MK - Agent

fusr/binS/check mk agent

CLZEhe sk mME>>»>

CL=10 . il

AgentOs: 1inux

FluginsDirectory: fusr/lib/check mk agent/plugins

LocalDirectory: Jusr/lib/check mk agent/local
AgentDireccory: fetc/check mk

Cocdi>»>

fdevimapper fubuntu-vg-root oxrd 463771440 TTEES236 362320920 1E% /

udey devympi s 4110114 1 4110112 1% /devw
Sdew/sdad extd 2341353 115128 106533 2¢% /boot
Sdev/sdal viat 161551 3360 138152 2% /bootSefi
<<enfamount a5

cL<emountss>>>

fdev/mapper fubuntu==vwg=root +/ extd rw,elatime,errors=sremoumnt-ro, data=crdered ¢ 0
fdew/sdas fboot ext? rw.relatime.errors=continoe O 0

fdev/fadal Ffbootfefi wviat
ru,relatime, fmask=0022, dnask=002Z, codepage=437, locharsat=1 508859
1, shortname—pixad, arrars=—ramasunt-ra 0 0

LD
[FoatT, 23236, 320E,0.0) Sabin/init

(root, 0,0,0.0) [kthreadd]

LD + Checle W h



TECHNOLOGY
CONSULTING

Unstrukiunerte Rohdaten T N G
Check_MK - Agent

fusr/binf/check mk agent
<<ccheck _mE>»>

VYerzion:- 1_2_.311
AgenrOS: 1imis

FluginsDirectory: Jfusr/lib/check mk agent/plugins
LocalDirectory: Jusr/lib/check mk agent/local
AgentDireccory: fetc/check mk

OnlyFrom:

fdev/mapper /fubuntu-vg-root &xrd 463771440 TTAES236 362320920 1E% /
dew devmpi s dl1011o 4 4110112 1% /devw

extd 23153 113128 106532 2% /boot
fdev/sdal viat 151551 33el 155192 2% /boot/efi

<<<mounts>>s

fdev/mapper fubunty==vg=root / extd rw, elatime,errors=remouwmnt=-ro, data=crdered ¢ 0
fdew/sdad fboot extd mw.relatime,errors=continoe O 0O

fdeyfadal Ffbootfefi wviat

rul, relatime, imask=0022, dnask=0022, codepage=437, locharset=1s08859-
1, shortname—pixed, arrars=repsunt-ra 0 0

Ll ol = b e
[Foat, 23236, 320, 0.0) Sshin/init
{root, 0,0,0.0) [khreadd]
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Check_MK - Agent

* Basis Monitoringskript (Memory, CPU, Filesystem, ...)
- yverfigbar fir Linux, OSX, Win, Saolaris, HP-U X, vSphere ...
= Start via xinetd, ssh, snmp flexibel konfigurierbar

OMD +Chack MK 77



TH G — TECHNOLOGY
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Check_MK - Agent

* Basis Monttoringsknpt (Memory, CPU, Filesystem, ...)

- yerfugbar fir Linux, OSX, Win, Solaris, HP-UX, vSphere ...
= Start via xinetd, ssh, snmp flexibel konfigurierbar
* Keine Konfiguration ndtig fir Basismonitoring

- Standard Installation per RPM / DEB md&glich

MO+ Chaetkk WK TH



TN G — TECHNOLOGY
— CONSULTING

Check_MK - Agent

* Basis Monttoringsknpt (Memory, CPU, Filesystem, ...)

- verfigbar fir Linux, OSX, Win, Solaris, HP-UX, vSphere ...
= Start via xinetd, ssh, snmp flexibel konfigurierbar
* Keine Konfiguration ndtig fir Basismonitoring

- Standard Installation per RPM f DEB mdéglich
* Agent ist erweiterbar Gber einfache |ocal” Checks oder Plugins

CRAD + Cheaeli MR g



Einfache Dinge einfach machen T N G = EEE.: 1’;?_'}?5;

Check_MK - Agent Local Check

* Null-Konfiguration-Ergebnisse-Direkt-ins-Dashboard-Durchreichen-Losung
= Skript in Agent local Verzeichnis ablegen

GO +Chaeck M 3]
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TNG

Beispiel: File Server Uberwachung

Check_MK - Agent Local Check

* Null-Konfguration-Ergebnisse-Direkt-ins-Dashboard-Durchreichen-Losung
= Skript in Agent local Verzeichnis ablegen

Agent Skript Check_MK Magic Server

fusr/lib/check ak ﬂ'lg'lEI'LtﬂrlL'llI:.H 1/ =frp arrars
S e l LAl S TR _bom_pusiomers ﬂjf CRIT . F e faardd

OMD +Chack MK 1




Beispiel: File Server Uberwachung TNG = o

Check_MK - Agent Local Check

* Error Verzeichnis auflisten
* Falls Eintrigen gefunden werden, Monitor als kritisch betrachten

* Anzahl der Eintrage als Performance Daten weitergeben

fusr/lib/fcheck mk agent/localfsftp errors
#l/asr/bin/perl e

sdir = “/srv/sftp/from customer/error/®s
less (-4 sdir){
pEIRT "3 3FTF Irom customer - 3d1r Not a dlrecrory\n®
EXLT:

I

Efiles = glob "Sdir/f=*:
smum errors = @files;

(BFilmx])i
rint ®*2 SFTP from cCustomer 2rrors=Snim errars Inom errors files fToundin®™:
prioe "0 SFTP from cCOostomser Srrors—=hndn &roors g &=rrars file=s found\a®;

|

OMD »Chack MK 22



TECHNOLOGY
CONSULTING

ExitCode T N G

Check_MK - Agent Local Check

* Einfaches Qutput Format
* Format

- ExitCode Servicename Performancedaten PluginQutput

fusr/lib/check mk agentflocalfsftp errors
#l/asr/bin/parl L

sdir = "Sfsrv/sitp/from _customer/error/™:
niessf-d $dir) _

prEInt "3 3FTEF from MMatomer - 3d1¥ ot a direcTory\n®;
: =xir;

Bfileas = glob "Sdir/f*®:
smum errors = @files;

+hum errors files Tound\m®™:

fnum =rroars file=s foundy\n®™;

OMDO +Chack MK 3



. — TECHNOLOGY
Service Name TNG =5
Check_MK - Agent Local Check
* Einfaches QOutput Format
* Format
- ExitCode Servicename Performancedaten PluginOutput
Jusrflib/check mk agentS/localfsftp errors
#l/asr/bin/perl =
sdir = "Ssrv/sftp/from customerserror/“:
inlesaf-4d J0ir){
print =3 3FTP from cuatomer — Jdir not a directory\n"™;
: LE;
Bfiles = glob "Sdir/f*":
snum errors = @files;
(Bf1lax]{
printc 2.8 m CuS ol ETOrS=3num errors jmm errors files found\n®:
¥ oelme |
prine raors=5num &#rrors Smm =rrar=s file=s found\n®;

I
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TECHNOLOGY
CONSULTING

TNG

Performancedaten
Check_MK - Agent Local Check

* Einfaches Qutput Format

* Format
- ExitCode Servicename Performancedaten PluginCutput

fusr/fiib/check mk agent/local/sftp errors
#l/asr/bhin/perl -,
Sdir = “"Sfsrvfsftp/from cuscomerferror/®;:

2 (-d Sdir) {
E +d1F not a directory\a®z

o= F =

Bfiles = glob "Sdir/*
smom errors = @files;

(BFilax)i
ring *2 SFTP from customey Ora=Snum errd UM Err
} el=g {
= tosger " fs: 5 bm errors File= found\n"

prine "0 SFTE from cuost

|

OMD +Chack MK 85




— TECHNOLOGY
TextOutput T N G = CONSULTING
Check_MK - Agent Local Check

* Einfaches Qutput Format
* Format

- ExitCode Servicename Performancedaten PluginQutput

fusr/lib/check mk agent/local/sftp errors
l'!usrx‘hin.-‘peﬂ 3G

Fd:l.r = " fsrevfsftp/from customer/error/™:
BEB |- edir) {
l:r:.nc "3 SFTF from customer - Sdir not a directory\n”;

HETHE S— =
—

|

Bfiles = glob “5Sdir/**:
smum errors = @#files;
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Plugins, etwas aufwendiger aber mehr Kontrolle TN G = E’éﬂﬁ'ﬁﬁ;

Check_MK - Agent Plugin

= Skript in Agent Plugin Verzeichnis ablegen

* Noch einfacheres Output Format

* Output wird von Check_MK Server Komponente verarbeitet

* Erlaubt damit Schwellwertkonfiguration auf Monitoring Server
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T N G — TECHNOLOGY
— CONSULTING

TextOutput
Check_MK - Agent Local Check

* Einfaches Qutput Format

* Format
- ExitCode Servicename Performancedaten PluginQutput

Jusr/flib/check mk agent/local/sftp errors
#l/asr/bin/perl =

sdir = "Ssrv/sftp/from customer/error/%;
mlesa(-d Sdir) |
pEInt "3 3FTEF Irom uatamer - 3d41r not a direcrory\no®
- s
|

Efiles = glob "5dir/
soom errors = @files;

(BELl=x}{
princ "2 SFT I.:'_:'L-:."':_':'..E_.-:'.":
} el=s= {

print "0 SFTE from cu

]
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Beispiel: File Server Uberwachung TNG = e
Check_MK - Agent Local Check

* Mull-Konfguration-Ergebnisse-Direkt-ins-Dashboard-Durchreichen-Losung
= Skript in Agent local Verzeichnis ablegen

Agent Skript Check_MK Magic Server

usr/1ib/check Bk tflocal/sFtp arrars =""‘ -
'} ' d _=mk agent/ P I ; #'ﬂ_mj—-ﬂ-_t CRIT . 6 My fougrd
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Plugins, etwas aufwendiger aber mehr Kontrolle TN G = EEEE*;?";?E;

Check_MK - Agent Plugin

» Skript in Agent Plugin Verzeichnis ablegen

* Noch einfacheres Output Format

* Qutput wird von Check_MK Server Komponente verarbeitet

* Erlaubt damit Schwellwertkonfiguration auf Monitoring Server

OMD +Chack MK 7



Beispiel: File Server Uberwachung Agent Plugin Sknpt TN G g Egm*ﬂ;?ﬁ;

Check_MK - Agent Plugin

= Sknpt in Agent Plugin Verzeichnis ablegen

* Moch einfacheres Output Format

* Output wird von Check_MK Server Komponente verarbeiiet

* Erlaubt damit Schwellwertkonfiguration auf Monitoring Server

Jusr/lib/check mk agent/plugins/directory count entries
! /asr/hin/perl i =

print "<<<directory count entrias»>»»in®:
5‘I'.'|.'i.I = NigrySsftn/Irom _C'JE: omerferrorsm;
Em.l:ﬂ_e:l::l:-:lrs = —-1;

E | sdar) |

Efiles = glob "5dir/*%;
soum errors = Bfiles;
J

priant “"Sdir Shnte Errorsyha™;
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Nur Rohdaten, keine Kntikalitatsprifung TNG =S G

Check_MK - Agent Plugin

» Sknpt in Agent Plugin Verzeichnis ablegen

* Moch einfacheres Output Format

* Qutput wird von Check_MK Server Komponente verarbeitet

* Erlaubt damit Schwellwertkonfiguration auf Monitoring Server

Jusrflib/check mk agent/plugins/directory count entries
#l/ausr/hin/parl 35 %

print "<<<directory count_entries>»>\n":

gdir = "/farw/sfitp/irom costomer/error/";
SJ'H'.LH:_E rrars = -1;
Lf (-2 sdarh i _
Bfiles = glob "5dir/*"%;
soum errors = @files;
}
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Agenda TN G : Ei'fﬁf#?ﬁi
Open Monitoring Distribution & Check MK

Nagios Historie

OMD - Distribution fiir Monitoring Tools
Check_MK - GUls

Check_MK - Agent

Check_MK - Checks

Customizing Check MK

MO +Chaeph MK %]



Beispiel: File Server Uberwachung Server Komponente TN e TSI

— CONSULTING
Check_MK - Server Checks

» Sknpt in ~llocal/share/check_mk/checks Verzeichnis ablegen

OMD[site] :~/local/share/check mk/checks/directory countc entries I

OMD +Chack MK 31



s TECHMOLOGY
Per default, ab erster Datei krtisch CONSULTING

TNG

1l

Check_MK — Server Checks

= Sknpt in ~local/share/check_mk/checks Verzeichnis ablegen
* Default Schwellwerte angeben

¢ Susr/bin/python
directory count entries defanlt levels = (1,1) & (warm,
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Verzeichnisse aus ersier Spalte des Agent Outputs lesen TN = ;Eﬁ:ﬁﬁﬁ;

Check_MK — Server Checks

» Sknpt in ~local/share/check_mk/checks Verzeichnis ablegen

* Default Schwellwerte angeben
* [nventory Methode registrieren

¢l Susr/bin/python
directory count entries defanlt levels = (1,1} & (warn, critical)

def ilnventory dirsctory cownt entries|infol:

i = []
far directory, mim &ptries irrelsyant ia info:

inv.append ((directory.
refturn iav

"directory count entries defaglt levels™))
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Check: auch ,unbekannte” Verzeichnisse erwarten

Check_MK - Server Checks

» Sknpt in ~local/share/check_mk/checks Verzeichnis ablegen
* Default Schwellwerte angeben

* Inventory Methode registrieren

* Check Methode registrieren

def check directory_count_entries(dir_to_check. params, info):

pecfdata = | | _

gutpat = "85 not found 1n agent output™ % dir to check
code - 3

# Tohwellwertrese halen

(warn, ceit]l = pprams if parems '= None slas (Mons=, Non=]

;Itil.ll'ﬂ. jcode, Surpur, perfdats|

TNG

— TECHNOLOGY
— CONSULTING

CMD +Chaeck WK 94



TECHNOLOGY
CONSULTING

I

Schwellwerte prifen oder nur Trending erméglichen TNG

Check_MK — Server Checks

» Sknpt in ~local/share/check_mk/checks Verzeichnis ablegen
* Default Schwellwerte angeben

* Inventory Methode registrieren
* Check Methode registrieren

def check directory count entries(dir to check., params. info):
perfdata = [ _ _
gutpat = "85 not found in agent ocutput®™ % dir_ to check
code -

& Schwallwerte holen
(WarR, <Eit]l = params 1T params !'= Nooe alaw (Nons, Hon=|
foxr directory, valune in infio:

nim entriss - int (valoe)

# match directories
if dapectory == dir to check:
if wam != Nops:
code = I if mum entries »>= Crit else 1 1f num entries >= warn alse 0
perfdata.append’ (directory, num entries, wamm, crit))
alss:
Ccode = i
perfdata  append| (directory, num entries) |
cutpur="%s = " ¥ (directary, num entries)
raturn |(code, cutput, perfdatal
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TECHNOLOGY
CONSULTING

Hier beginnt die Check MK Magic TNG
Check_MK - Server Checks

» Sknptin ~flocal/share/check_mk/checks Verzeichnis ablegen
* Default Schwellwerte angeben

* [nventory Methode registrieren

* Check Methode registrieren

* Plugin in Check_ MK registriaren

=T

check infe| 'd.'i..'l!'l!-"."[-i!l.l.‘jl'_tl'.'llJ.l'.IL ERErias’] = {

"check function™ : “check directory count entries,
"inwventory [unction™ @ inventory directory count sntries,
"service description® : "directory_ count emntries ¥s®,

*has perfdata® : TTuE,

"group™ @ "directory count encries",
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TN G — TECHNOLOGY
— CONSULTING

Check_MK - Server Schwellwert Konfiguration

» Kleine Python ".mk” Sknpte in ~/etc/check_mk
* GUI Konfiguration ~/etc/check_mk/conf.d/wato/"/rules.mk
* Machtiges Regelwerk

MO+ Chaeck MK~ 37



Wahlweise allgemeinglltig oder genau T N G — TECHNOLOGY

— CONSULTING

Check_MK - Server Schwellwert Konfiguration

= Kleine Python ".mk’ Sknpte in ~/etc/check_mk

* GUI Konfiguration ~/etc/check_mk/conf.d/wato/"/rules.mk
* Machbges Regelwerk

* Hierarchisch

- achwellwerte aus Unterverzeichnissen Uberschreiben
Werte aus Verzeichnissen darlber

* Flexibel und Host unabhangig mit Host Tags
* Prazise
- Starres binden an Host Liste und Check Parameter

OMD +Check MK 38



TECHNOLOGY
CONSULTING

TNG

Check_MK - Server Schwellwert Konfiguration

* Kleine Python ".mk" Sknpte in ~/etc/check_mk

* GUI Konfiguration ~/etc/check_mk/conf.d/wato/"/rules.mk
* Machhiges Regelwerk

* Hierarchisch

- achwellwerte aus Unterverzeichnissen dberschreiben
Werte aus Verzeichnissen darlber

* Flexibel und Host unabhangig mit Host Tags
« Prazise
- Starres binden an Host Liste und Check Parameter

checkgroup parameters [<Check Gruppe>] = |
| <ichwellwerte>, <HostTags>, <Hostliste>, <CheckParametsr> ),
| + checkgroop parameters(<Check Gruppas>
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TECHNOLOGY
CONSULTING

Beispiel: File Server Uberwachung Check Konfiguration TN G
Check_MK - Server Schwellwert Konfiguration

= Beispiel
- Erst ab 10 Dateien warnen, bei 20 Krtisch alarmieren

- Giiltig for alle Hosts, die das SFTP error Verzeichnis anbieten

=~/ atefcheck mikSconf . dfvaco/rules . mnk

thCH-Iﬂui rarantt&::"dirt:tﬂrv EbUﬂE Eﬁ[fiES"
0 e '.I"sru'.r':lf!l:_p.l"fr-:l:n |:|.1=I:-:||:|:=:r:.|"=r.|.'-:|.r:

#MD([saite] i~/ local/share/check mk/checks/directory pount entries
daf check -::'I:.re-:l_:m:]' count entries ﬂir to ::h-u-:ilq params.! infol;

perfdata = [ T
outpat = "% not found in agent output™ % dir to check
code = 3

¥ Schwellwerre holan

(WAFfn, cFit] = params I1f params !=- Nocie alas (Man= -

Eit“!h [eode, aurpur, perfdata)
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TN G — TECHNOLOGY
— CONSULTING

Check_MK - Server Service Inventur

* Check_MK Monikore werden Ober Service Discovery in Nagios angelegt
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TN G — TECHNOLOGY
— CONSULTING

Check_MK - Server Service Inventur

* Check_MK Monitore werden Ober Service Discovery in Nagios angelegt
* Tool hierfir

- check_mk Commandline oder WATO GU|
- Inventur lduft auf Anforderung

RO + Chacke MK 182



TN G — TECHNOLOGY
— CONSULTING

Check_MK - Server Service Inventur

* Check_MK Monikore werden (ber Service Discovery in Magios angelegt
» Tool hierfir
- check_mk Commandline oder WATO GUI
- Inventur lduft auf Anforderung
= Schntte flr jeden Host
- Serverseitige Check_MK Checks im Inventurmodus aufrufen
* Individuelle Service Check Konfiguration kompilieren
- Gefundens Check Parameter
- Schwellwerte

» Passive Checks in Nagios anlegen { dummy Checks )
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T N G — TECHMNOLOGY
— CONSULTING

Check_MK - Server Service Inventur

* Check_MK Monitore werden Ober Service Discovery in Nagios angelegt
» Tool hierfir

- check_mk Commandline oder WATO GU|
- Inventur |duft auf Anforderung
= Schntte flr jeden Host
- Serverseitige Check_MK Checks im Inventurmodus aufrufen
* Individuelle Service Check Konfiguration kompilieren
- Gefundene Check Parameter
- Scthwellwerte

* Passive Checks in Nagios anlegen ([ dummy Checks )
- Check MEK" Sammel Service Check kompilieren

- und in Magios registrieran
= Aktiver Check
* Lauft typischerweise 1x pro Minute
= Aktualisiert abhangige Check_MK Monitore ber Magios Passive Check API
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Agenda TN G S COMSULTING
Open Monitoring Distribution & Check_MK

Nagios Historie

OMD - Distribution fiir Monitoring Tools
Check_MK - GUls

Check_MK - Agent

Check_MK - Checks

Customizing Check MK
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Check MK Server Erweiterungen T N E Eﬁlﬂﬁﬁ;

Customizing Check_MK - local Hierarchie

« Directories below ~/local/share/check mk:

cheacks Your own Check MK checks

checkman Man-pages for your checks

pRp-Templares Your own templates for PHNEdNagios

web/ Base directory for extensions amd overrides of the Moltisite &JI

web/htdocs/ 1mages Faot your versions of Malti=ite icons apd Images hers

webh/plidgins Baze directary for various Mulrti=ite pludgins:

wab/plugins/dashboard Definitions for yvour own dashboards

H-ED."FIJ.LI.-'.].'I.!I'[S.I'i-':EII:'I.El Icon Plﬂi_ﬂi!’tﬁ for custom icans i Maltisite views in Che columns

Host/Sarvica-Icon=

;el:-.-'plu-gi_ns.-'pagﬁa Dafinitions for your own web applicarions that use the Mpltisire
TaEMEWoT

web/plugins/perfometer Your own Perf-0O-Meters

web/plugins/sidebar Yoo owun sidebar snapins

web/plugins fviews Ploging for Multisite views like own columms, filters, layours,
sarcers and butltin views

web/plugins fwats Plagins for HWATO
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Anwendungsbeispiel T N G — TECHNOLOGY

— CONSULTING

Customizing Check_MK - Patch Apache Service Check

* Plugin in OMD 1.10 ohne Schwellwertkonfiguration in WATO GU|
* Bugs: Ubuntu Saucy Service Check liefert unbekannte Werte

- Apache 2.2 — Apache 2.4 Upgrade
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TECHNOLOGY
CONSULTING

Patch auf Client Seite T N G
Customizing Check_MK

* Check_MK Agent (Client) liefert Rohdaten
- Login zu Monitoring Client
- Patch Agent Plugin

#CLIENT
$fu=r/lib/check mk agent/plugins/apache status

print ‘'<<<apache_status>»>’
for proto, address, port in servers:
try:
grl = "fs:///tscks/serwer-aratus?aute” ¥ (proto, address, pore)
# Tty to fetch the status page for each seriver
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TECHNOLOGY
CONSULTING

Patch auf Monitonng Server Seite T N G

Customizing Check_MK

* Check_MK Server Check-3kript wertet Plugin Qutput aus
- Patch Server Service Check

- Inventur Modus
- Check Modus

$3EFVEE
#MC[site] :~/sharef/check mk/checks/apache status
def inventory apache status{info):

data = apache status parse [info)

imw = []

for item in data.keya():

inv append ( (item, Hone))
Feturn 1nv

def check apache status{item, _no params, info}:
all data = apache Bt.E.EIJEJ'.'IEIIEE'{]JI!f-Elb
if item not in all data:
rarturn (3, "OHEMONH - Unable to find ipnscance in agent autput”)

check info ["apache status'] = |

"check finction® : check apache status,
"invenfory function™ :© invenfory apache status,
"service description™ ; "Apache %5 Status"

"has perfdata® : True,
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TECHNOLOGY
CONSULTING

Der finale Hotfix T N G

Customizing Check_MK - Apache Status

* Bughfix auf Server Seite
» Kopiere Check in J|ocal” Hierarchie

* Fllge neue Status Werte hinzu

OoMD(site]:~5 Aff —u {,local/}share/check mk/checks/apache status
-— share/chack mk/checks/apache sratus 2013-08—10 14:48:59. 000000000 +0200
#++ local/share/check mk/checks/apache status 2014-03-14 15:16:5B8.287681438 +0100

@ -38,& +34,10 Qe

'Byte=Peifeqg" - (13, float),
'BytesPersec” : (14, flocat).
TSearabaard® - {15, =Er);
"ConnaTotal”: {16, int),
'‘ConnsAsynclriting": {17, ant),

"ConnsAsyncEeephliivwe": (18, int),
'‘ConnsisyncClosing®: {1%, int),

SR T
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Fehlende GUI Schwellwertkonfiguration nachholen T N G = TECHNOLOGY

— CONSULTING

Customizing Check_MK - Apache Status

Fachcal Dywerview & Mo Changes

s T
g deEecinry
L

Aokrrricy Line s rubes m ofce ke define patarmsinn L Aleeysing

sETvios deiechion (inseniney | Of Chaok R
WATS  Confgpaalon

Main Mers)

=i
L ]

-
L
-
=)
R
] .

Quale hap Sgk mathias-katie deigtTp=check_mk gt atlob I=chacks/apachs_status hb=HEAD OMD + Chisck MK 111



TH G — TECHNOLOGY
— CONSULTING

Customizing Check_MK

= WATO GUI
- Generiert Check_MK Python Konfiguration
- Datenstruktur fur Schwellwerte Uberlegen
- Mit einfacher DSL WATO Web Plugin erweitern
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WATO GUI Schweliwerte Konfiguration TN G ;Eﬁ:ﬁ'ﬁﬁ;

Customizing Check_MK - Apache Status

FMD[s1te] i~/ local /share/check mk/web/plugins/wato/check parameters.py

reglst Er_nz'lae-:k_parnmzter: |

subgroup applications,
“apache status”,
|"Apache 2catus™),
Dictionary |
=lemenbts =
| "Open3lots®,
Tuple |
title = ("Remaining Cpen Slota™),
help = [(“Here you can set the number of remaining open slots"),
alaments =
Integer{title = (*Warning if abowve"), label = _("slots™)),
Intagerititle = ("Critical if abowve™)}, labasl = ("slots™]]
|
|
|
Texthacii(
tatle = (“Apache Serwver™).
help = ("A string-combanation of servername and port, e.g. 127.0.0.1:5000.%]
B
*"Lirst™
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WATO GUI Schweliwerte Konfiguration T N — TECHNOLOGY

— CONSULTING

Customizing Check_MK - Apache Status

The ruie anll onfy & sppied =0 o Suilfuling ol o of B Sow g concions e hees, v § Sy acoser n ne el of sxpick fom

¥ Can mrier @ sersher of arpict host e that ral o or shoul ot apply 40 hars. L s . opon desbied # oo e S
st i appiy v o howty apecind by tha g tage

Quale hap Mgit mathias-katime deiglp=check_mi gt s=io b 1=che ceapachs_stats hb=HEAD OMD + Chack MK 114



Agenda TNG = consuirne
Open Monitoring Distribution & Check_MK

Nagios Historie

OMD - Distribution fiir Monitoring Tools
Check_MK - GUls

Check_MK - Agent

Check_MK - Checks

Customizing Check_MK
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TECHNOLOGY
CONMSULTING

TNG

Zusammenfassung

* Nagios
- Tut Gutes, aber im Hintergrund
- Check MK stoppt Konfigurationsalbtraume
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TN G TECHNOLOGY
CONSULTING

Zusammenfassung

» OMD rockt

1ICACHONDED CON

Juala hip Sdevopsieadlans mbl comipoel 85 10 T8 TH 85 nen seg- - prod uct OMD +Cheoke MK 118



Fragen?

TNG

TECHNOLOGY
CONSULTING
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