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Anonymous communication
I= anonymous speech !
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Reminder: Declaration of Human
Rights

« Article 19.

Everyone has the right to freedom of opinion and
expression; this right includes freedom to hold
opinions without interference and to seek, receive
and impart information and ideas through any
media and regardless of frontiers.

« Article 20.

(1) Everyone has the right to freedom of
peaceful assembly and association.
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Telescope — Onion Routing
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Tor network

270 Exit Relays > 1 MB/s
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Tor network

Aug 2013: ~2700



Tor network

270 Exit Relays > 1 MB/s



lorservers.net

« turning donations into exit bandwidth since 2010

« 2011: registered first German non-profit
Zwiebelfreunde e.V. ("Friends of the Onion™)

— success!
started “franchising” the concept



lorservers.net today
Independent organizations in

- Canada www.koumbit.org

- France www.nos-oignons.net

- Germany www.zwiebelfreunde.de

= Iceland www.icetor.is

- Sweden www.dfri.se

- Switzerland www.pnvacyfoundation.ch

- Luxembourg www.enn.lu

- Netherands www.hartvoorintermetvrijheid.nl
- USA: NoiseTor, Access, Calyx Institute

https://www.torservers.net/partners.html



lorservers.net activities

« Help the Tor relay community
« Distribute donations and acquire grants

- hitps:/iwww.torservers.net/wiki/donations
(2011: 2250€ /] 2012: 26,260€ // 2013: >17kE)

- 3,929€ Crowdfunding Campaign 2013

- $10,000 Access grant

- 10,000€ Wau Holland Foundation grant

- ~$100k Broadcasting Board of Governors (via
Torproject, Inc.)

- $250,000 for 2yrs from Digital Defenders Fund



Planned for this year

+ develop easy-to-deploy Tor relay setup
packages

* -~ Multi-platform
- Hardened
- Configuration wizard
- Monitoring and statistics






Tor Stinks...

* We will never be able to de-anonymize all Tor
users all the time.

* With manual analysis we can de-anonymize 3
very small fraction of Tor users, however, no
success de-anonymizing a user in response to a
TOPI request/on demand.




Contact

moritz@torservers.net
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@torservers (twitter)
4 #torservers irc.oftc.net

- www.torservers.net



Reminder: Declaration of Human
Rights

« Article 19.

Everyone has the right to freedom of opinion and
expression; this right includes freedom to hold
opinions without interference and to seek, receive

and impart information and ideas through any
media and regardless of frontiers.

« Article 20.

(1) Everyone has the right to freedom of
peaceful assembly and association.



