Cookies, | like und Datenschutz -was
ist noch erlaubt?
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Agenda

» Cookies and data privacy law
» Use of Cookies in practice
» “EU Cookie Directive”
= Art. 29 Working Party
» Divergent implementation by member states

» Social Plug-ins and data privacy law
» Upcoming data protection regulation
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Giving the Web a Memory
Personal Data

Wir reden Klartext.
In unserem neuen Kundenbericht.
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Giving the Web a Memory
Personal Data
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Definition of a cookie

Ein Cookie ist eine Textinformation, die die besuchte Website
(hier ,Server’) dber den Browser im Rechner des Betrachters
(.Client") platziert. Der Cookie wird entweder

vom Webserver an den Browser gesendet oder von einem
oknpt (etwa Javascnpt) in der Website erzeugt. Der Client
sendet die Cookie-Information bei spateren, neuen Besuchen
dieser Seite mit jeder Anforderung wieder an den Server.

Quelle: Wikipedia

Definiion in RFC6265
hitp:/ftools.ietf.org/htmil/rfc6 265
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Every web-surfing triggers cookie use

Locally stored data

5 COONES
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Giving the Web a Memory
Virtual shopping cart

» “user-input” cookie
» ‘session cookies® provided by server
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Giving the Web a Memnry
Track Users

» By agreement, place cookies across a network of related
sites, track cross-server sessions

» ‘persistent cookie” provided by a 3™ party

14 June 2013 Page O Bag Techday 6 S FrmvsT & YOUNG

Ll e vty M s



Giving the Web a Memory
Use Case: Amazon
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Giving the Web a Memory
Use Case: Amazon (2)

14 June 2013
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Legal Framework
Art. 5 (3) of Directive 2002/58/EC

(3) Die Mitgliedstaaten stellen sicher, dass die Speicherung von
Informationen oder der Zugriff auf Informationen, die bereits Im
Endgerat eines Teilnehmers oder Nutzers gespeichert sind, nur
gestattet ist, wenn der betreffende Teilnehmer oder Nutzer auf

der Grundlage von klaren und umfassenden Informationen,
die er gemal der Richtlinie 95/46/EG u. a. (ber die Zwecke der

Verarbeitung erhait, seine Einwilligung gegeben hat. Dies steht
einer technischen Speicherung oder dem Zugang nicht
entgegen, wenn der alleinige Zweck die Durchfuhrung der
Ubertragung einer Nachricht tber ein elektronisches
Kommunikationsnetz ist oder wenn dies unbedingt
erforderlich ist, damit der Anbieter eines Dienstes der

Informationsgesellschaft, der vom Teillnehmer oder Nutzer
ausdricklich gewinscht wurde, diesen Dienst zur Verfugung

stellen kann.
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Legal Framework
No personal data required

» [he storning of information (in the terminal equipment of a
subscriber or user)

R
e

» or the gaining of access to information already stored
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Legal Framework
Consent Exemption

Consent
Exemption
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. Art. 29 Working Party



Art. 29 Working Party
Consent exemption, but information du
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Interpretation of the Art. 29 Working Party
NO Consent Exemption

14 June 2013 Page19  Bag Techday & H&w;m






Opt in / opt out B U cokie o nembr
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{ accept cookies from this site. | -~
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crookies from this site.

[ accept
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Explicit / implied Consent

» the more privacy intrusive your activity, the more priorty
you will need to give to getting meaningful consent
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Opt-In: How to?
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Consent and Third Party Cookies

» Both parties will have a responsibility for ensuring users
are clearly informed about cookies and for obtaining
consent.

» “Where third-party cookies are involved, chains of
responsibility can become complicated...”
(ICC UK Cookie Guide)
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ﬂ Only show to EU
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Cookie Consent in Europe s,
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Cookie Consent in Europe
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United Kingdom
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Germany

» No transposition into
German Law

» Consent required for
cookies collecting personal
data?

» Information only on
cookies collecting personal
data?
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Facebooks,l like” — (hidden) webtracking
— not liked by privacy officers

» [hird party social plug-in content shanng cookies
» Consent required

» Consent exemption for logged in members of a social
network.
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Information by reference to privacy setting
of the social network

» Both parties will have a responsibility for ensunng users
are clearly informed about cookies and for obtaining
consent.
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Facebooks,,| like* — (hidden) webtracking
— not liked by privacy officers

» [hird party social plug-in content shanng cookies
» Consent required

» Consent exemption for logged in members of a social
network.
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Information by reference to privacy setting
of the social network

» Both parties will have a responsibility for ensuring users
are clearly informed about cookies and for obtaining
consent.
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EU Data Protection Regulation: Full
harmonization — new duties — higher fines

Expected to enter into force in 2014

Penalties for Breaches

= A breach ol the new dala prolechon rules could resull in a ne of up o€ 1 milion or 2% of the
global annual tumover Fines will be imposed by the DPA

Duties for non-EU Companies

»= [Thenew data protechon nules will apply o non-EU based businesses who offer their goods or
semnvices o ELU customers based inthe EU {(or momior ther behawor).

= Forexample a US company with a subsidiany in the EL wil

be required o comply with EU data protection law as well as
ther own local US laws.

Obligation to appoint a Data Protection Officer
= Anindependent data protechon ofcer must be appomnied

by public authonbes and businesses with 250 or more
employees or businesses whose core activiies imvolve

msﬁmmﬁsﬂﬂmﬂuwﬁ:mﬂsﬂnﬂc

MO
Right to be forgotten and to data portability
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EU Regulation: Principle of accountability







