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DATASHEET

Cygna Auditor for Active Directory 
detects all possible changes to 
Active Directory and Group Policy 
with the who, what, when and where 
details with pre and post values. This 
provides you the information to act 
immediately to minimize the security 
impact or system availability.

Customer quote:

Large retailer: “Our team had to spend a couple of days every quarter to gather info and produce compliance reports for the 
auditors. With Cygna Auditor we have scheduled reports automatically sent by email. We can also quickly create a query and 
report for any additional auditor asks. It saves us a lot of time and effort so we can focus on our day-to-day activities.”

Active Directory (AD) is the heart for most organizations’ identity management. AD issues can result in costly service 
disruptions and business-crippling downtime. Data breaches and non-compliance with SOX, PCI, HIPAA, GDPR or other 
regulations can cause you to incur significant expenses as well. You need an Active Directory audit tool that ensures you 
are notified in real time of critical changes to both AD and Group Policy. Leverage Cygna Auditor for Active Directory to 
maintain security and prove compliance.

CYGNA AUDITOR FOR 
ACTIVE DIRECTORY

Complete visibility to protect 
and prove compliance for Active 
Directory and Group Policy

Comprehensive 
change auditing

Simple access permission 
configuration with reader, contributor, 
and owner roles for every source.  
This allows users to only have the 
necessary rights to perform their 
jobs. Scoping ensures they can only 
work with the data they are allowed 
to see.

Role-based access 
control with scoping

Cygna Auditor for AD provides the 
ability to manage and deploy from 
a centralized web management 
console with flexible storage. It has 
been built from the ground up to 
excel from small to exceptionally 
large environments.

Deployment & 
scalability

Change Management in AD is much more efficient today, and we also know 
that we can very easily integrate new auditing requirements into our solutions
as soon as they occur. ”

according to Florian Johann, technology team leader at Hornbach
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Search from anywhere using a web browser, no need for an 
installed console. Query and report across on prem, hybrid and 
multi-cloud environments with a simple to use interface.

Centralized web-based management console

Get notified in real-time of critical changes that may require 
immediate attention. Alerts can be sent to email, event log, Teams 
and or to SIEM systems.

Real-time alerts

Protect against changes to critical Active Directory objects by 
stopping them in their tracks, such as Enterprise Admins group 
membership changes, accidental deletion of OUs and GPOs.

Protection

Undo changes that should not have been made in the first place 
whether unauthorized or unintentional. Simply rollback objects 
or attribute values in a few simple mouse clicks with Cygna 
Recovery for AD integration.

Rollback changes

 Entitlement and Security for Active Directory

 Cygna Auditor for Active Directory

 Cygna Auditor for AWS

 Cygna Auditor for Azure

 Cygna Auditor for Azure AD (Entra ID)

 Cygna Auditor for Microsoft Teams

 Cygna Auditor for Exchange Online

 Cygna Auditor for SharePoint Online

 Cygna Auditor for OneDrive for Business

 Cygna Auditor for File System Cygna

 Cygna Auditor for Exchange Onprem

 Cygna Auditor for VMware

Permissions and Security Settings

Change Auditing

 Cygna Recovery for Active Directory

 Cygna Recovery for Azure AD (Entra ID)

Rollback and Recovery

 Cygna Log Consolidator (Window Events)

Event Log Collection
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