® DATASHEET

CYGNA AUDITOR
FOR AZURE AD

Complete visibility into what’s
happening in Microsoft Azure

Active Directory

Azure Active Directory (Azure AD) is Microsoft’s cloud identity and access management service that is used to allow

users to sign in and access cloud resources such as Microsoft 365, the Azure portal or other cloud based apps that can

also contain external B2B or B2C users. Azure AD issues can result in costly service disruptions and business-crippling

downtime or even unwanted access.

Comprehensive
change auditing

Cygna Auditor for Azure Active
Directory captures the details of all
changes made to your tenant(s),
including who made the change,
when the change was made, and what
changed with the pre and post values.
This provides you the information
to act immediately to minimize the
security impact or unwanted activity.

Customer quote:

Track role changes

Roles can be used to control access
and secure resources in much the
same way as groups so monitoring
them is critical. Cygna Auditor for
Azure AD reports on role membership
changes. Changes to role definitions
and scope are also captured.
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Detailed logon tracking
and risky sign-ins

Monitor Azure AD for compliance
and security by analyzing user and
admin sign-ins. Security reports on
both successful and failed attempts
to access your Azure AD and cloud
applications. Cygna Auditor for Azure
AD also reports back on sign-in
attempts from risky or anonymous IP
addresses.

Manufacturer: “We are a hybrid shop and use a combination of synced and cloud only identities for our core apps in Azure. To
troubleshoot and monitor changes, we had to go to many different portals and consoles to get the data and sometimes it was
no longer even available. Cygna Auditor gives us all the events in one screen and now we decide how long to keep them in our
own database. This is a huge improvement for us in both time and effort.”

Cygna Labs is a software developer and one of the top three global DDI vendors. Many Fortune 100 customers rely on Cygna Labs’ DDI products and services, in addition
to its industry-leading security and compliance solutions to detect and proactively mitigate data security threats, affordably pass compliance audits, and increase the

productivity of their IT departments. For more information, visit https://cygnalabs.com. © 2023 Cygna Labs Corp. All Rights Reserved
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Plain language events

Cygna Auditor provides concise events in plain language making
it easier to understand for all users.
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Reporting

Generate comprehensive reports with built-in or custom reports
for best practices and regulatory compliance mandates such as
GDPR, SOX, PCI-DSS, HIPAA, FISMA, GLBA and more.
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Real-time alerts

Get notified in real-time of critical changes that may require
immediate attention. Alerts can be sent to email, event log, Teams
and or to SIEM systems.

Centralized web-based management console

Search from anywhere using a web browser, no need for an
installed console. Query and report across on prem, hybrid and
multi-cloud environments with a simple to use interface.
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CYGNA LABS SECURITY
& COMPLIANCE SOLUTIONS

Permissions and Security Settings

Entittement and Security for Active Directory

Change Auditing

Cygna Auditor for Active Directory
Cygna Auditor for AWS

Cygna Auditor for Azure

Cygna Auditor for Azure AD (Entra ID)
Cygna Auditor for Microsoft Teams
Cygna Auditor for Exchange Online
Cygna Auditor for SharePoint Online
Cygna Auditor for OneDrive for Business
Cygna Auditor for File System Cygna
Cygna Auditor for Exchange Onprem
Cygna Auditor for VMware

Rollback and Recovery

Cygna Recovery for Active Directory
Cygna Recovery for Azure AD (Entra ID)
Event Log Collection

Cygna Log Consolidator (Window Events)

Toll Free: (844) 442-9462
International: +1 (305) 501-2430
Fax: +1 (305) 501-2370

Sales: sales@cygnalabs.com cygnalabs.com

Support: support@cygnalabs.com

Billing: finance@cygnalabs.com




