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CYGNA RECOVERY FOR 
ACTIVE DIRECTORY

Recover from unauthorized 
or accidental changes to AD

Cygna Recovery for AD allows you to 
undo changes that should not have 
been made in the first place whether 
unauthorized or unintentional. 
Simply rollback GPOs, objects, or 
attribute values in a few clicks right 
from an audit event. Single agent for 
both audit and recovery.

Customer quote:

Energy Company: “GPO updates were accidentally pushed from UAT to prod that made key apps to not work.  This caused 
a flurry of calls to the helpdesk.  We were quickly able to use Cygna Auditor to see that a GPO was just updated, the 
bad settings, and then roll back the GPO with Cygna Recovery. Cygna was a lifesaver, what could have taken hours to 
troubleshoot and correct while thousands of people weren’t able to work was corrected in a matter of minutes.

Cygna Recovery for Active Directory provides continuous backup that minimizes the risk of business disruptions. The 
solution stores every change in a continuous change log, enabling you to instantly roll back unwanted changes with a 
simple click of a button, even down to individual attributes. Eliminate tedious manual recovery efforts, save critical time, 
and ensure business continuity.

Integrated audit and 
recovery

Access to use rollback and recovery 
features in product are controlled 
through RBAC and scope. Native AD 
permissions to the objects are also 
required to perform the operation 
giving organizations complete 
control over the whole process.

RBAC and AD integrated 
authorizations

Reduce the risk of changes 
interrupting operations. Flexible 
recovery options allow you to only 
recover what is needed, individual 
attributes, object, groups of objects 
or a portion of the directory. This 
means that valid changes are not 
overwritten since you do not have to 
restore whole objects or parts of AD.

Granular object and 
attribute recovery
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Search and rollback or recover from anywhere using a web 
browser, no need for an installed console. Query and report 
across on prem, hybrid and multi-cloud environments with a 
simple to use interface. 

Centralized web-based management console

Get notified in real-time of critical changes that may require to 
be rolled back or recovered. Alerts can be sent to email, event 
log, Teams and or to SIEM systems.

Real-time alerts

Cygna Recovery for AD provides concise events in plain 
language with before and after values making it easier to 
recover from unwanted or accidental changes. 

Continuous backup

Recover objects with all their attributes including password 
as they were when deleted or to prior snapshots. Advanced 
options to force replication, enable accounts and clear user 
must change password upon restoration.

Recycle bin

 Entitlement and Security for Active Directory

 Cygna Auditor for Active Directory

 Cygna Auditor for AWS

 Cygna Auditor for Azure

 Cygna Auditor for Azure AD (Entra ID)

 Cygna Auditor for Microsoft Teams

 Cygna Auditor for Exchange Online

 Cygna Auditor for SharePoint Online

 Cygna Auditor for OneDrive for Business

 Cygna Auditor for File System Cygna

 Cygna Auditor for Exchange Onprem

 Cygna Auditor for VMware

Permissions and Security Settings

Change Auditing

 Cygna Recovery for Active Directory

 Cygna Recovery for Azure AD (Entra ID)

Rollback and Recovery

 Cygna Log Consolidator (Window Events)

Event Log Collection
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