Protect your business from energy fraud

Key questions
and answers

What might indicate that a caller isn’t genuine? What can | do to check a caller is genuine?

v/ If they pressure you to make a quick decision v/ Ask them to send an email and check if the
address seems legitimate (e.g., avoid
v I they say they're your supplier but ask you to @gmail.com or @outlook.com).
confirm all your personal or account details - your
supplier should already know these. v/ Hang up and call the company back using the
number on their website

What should | look out for when signing a contract?

What else can | do to protect my business?
v/ Don't agree to or sign anything you don't

understand. v/ Be extra cautious when moving premises or

near your renewal date - fraudsters often target

v/ Know that verbal agreements over the phone can i

be binding.

Confirm bank details directly with your
supplier on a trusted number before setting
up a payment.

Be aware of penalties for breaking an existing
contract, even if it hasn't gone live.

If using a broker or TPI (Third Party Intermediary),
check their commission and any fees they may
charge (e.g. for early termination), and what
activities they want your permission to carry out
on your behalf.

Check your invoices are what you expect, and
contact your supplier with any questions

If you suspect something isn't right, or receive
correspondence from a supplier you're not
expecting, you can independently verify who
your supplier is at any time. You can find how to
do this here:
ofgem.gov.uk/information-consumers
/energy-advice-households/finding-your-energy
-supplier-or-network-operator

Make sure the contract is with a Licensed energy
supplier. Verify the supplier is licensed by checking
Ofgem’s website at: ofgem.gov.uk/data/list-all-
electricity-licensees-including-suppliers or
ofgem.gov.uk/data/list-all-gas-licensees-including
- suppliers

If in doubt, stop, step away and think things over

For extra support, contact the Citizens Advice Consumer Service at
citizensadvice.org.uk/consumer/get-more-help, who can provide independent advice to micro and
small businesses.

If you think you have been a victim of fraud, contact
Action Fraud at actionfraud.police.uk in England, Wales and Northern Ireland, or if in Scotland,
Police Scotland on 101.




