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M ZRIE: BitLocker 7t HHE|HA HE2[0] ZHFSHA & 528} 7| 7= BM [ frot 7| 222 HE

Filename Extension  File Signature Exte... File Cate... Path Logical Size Physical Size Modified Created Accessed

1 || memdump.mem mem Unknawn CHRootWRoot 5,368,709,120 5,368,709,120 2026-03-31 2T 6:26:27  2026-04-02 2T 7:45:17  2026-04-02 27T 7:46:34

[Z] C#Root¥Root¥memdump.mem
1 of 1 Visible [LS 5.00 GE PS 5.00 GB] 1 Highlighted [LS 5.00 GB PS 5.00 GB] 0 Checked [LS 0 bytes PS 0 bytes] memdump.mem

H{E}-Wd{E}-rd{s}-Wd{6}-Wd {6} -Wd{E} RegEx ~ | Case sensitive Whole words [ From current position Find

0:5BB4:5

00:5BB4: aS‘ﬂl 00 00 00 00 00 00 00 00 00 00 00 Q0O OO OO0 00 00 QO 00 00 00 Q0 00 Q0 00 0O 00 2D 40 3: 3C 03 00 00 00 00 00 00 0O

a3 3. Hiz2] Mo TRE E3 7| B

H22|ofl ZHFEE BitLocker CIAZ =39S 9ot 48Xt2| 7 7|18 FEOH0], dli7{0lA =2 7t XI= glo] ¥
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BitLocker(E:) )

0] e2t0|22| B2 Aot 46X12| 3 7|E HotA 2. v B O Ly pC T
(7| ID: 70D2C58D)

||554631-595199-508?94-052910-6034?6—106282-482??9-359425 | X |
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0|8 +=3T 2H ] 327 Files
database 06.04.2026 14:18:41 e Zh 145.80 MB 84

Config.Ms Bt 3113 3021 141600 e -

Perflogs $LogFile 21122021 1416:02 ‘; 8

Program Files (x86) S ,__ 21122021 14-16:02 o e e

Program Files SMETM 21122021 141602 o 2

ProgramData - - 4 o &

Recover - - e n n

olume Information ; - 4 _‘; -

Users DumpStack logtmp 06.04.2026 14:16:24 ‘; 2.00 KB

Windows = e 3633 MB

database @ 06042026 2 F 2 GB

= . ’ Y. *. 2l =
£3 databasezip Ve o=35 =37 UEE SES R

[ inventory_archive_260228.db 1,707,801 4.4381,024 Data Base File 2026-02-28 27 8:05:55
[ user_master 260224 db 1,965,016 5,152,768 Data Base File 2026-02-24 2% 1:22:10
[ internal_audit_db_260223.db 1,872,487 4911104 Data Base File 2026-02-23 2% 5:16:41
[ service_access_log_260223 db 1,896,327 4972544  Data Base File 2026-02-23 27 94917
[ auth_tcken_dump_280222.db 1,878,532 4927 483 Data Base File 2026-02-22 27 11:04:27
[ billing_master_dump_280221.db 1,945,269 5,103,616 Data Base File 2026-02-21 2% 3:21:35
[ legacy_sxport_data_260213.db 1,982,377 5,197,824 Data Base File  2026-02-13 27 9:05:12
[ cust_prefile_backup_260212.db 1,752,726 4595712 Data Base File 2026-02-12 27 11:54:13
[ device_history_log_260202.db 1,675,47, 4390912 Data Base File 2026-02-02 28 11:40:33
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Client_IP Timestamp Method Request_URL StatusCode Response Referer

GET /.0 etc/shadow 403 181 com

GET /api/v1/product?id=123 AND (SELECT 2234 FROM (SELECT(SLEEP(5))}a)-- 200 453 com/produc
GET /board/view.php?no=10 AND (SELECT 1 FROM (SELECT COUNT(*),CONCAT(0x7170767( 500 192 com/board/
GET fview.php?idx=1" OR 1=1 LIMIT 1-- 404 181 cormn/listphp
GET /admin/index.php 401 181 com/

GET /etc/passwd 404 181 com

POST  |/board/upload_avatar.php 200 652 com/mypagi
GET /ileupload/ 200 325 com/mypag|
GET /fileupload/avatar_9921.php?c=idwhoamiuname%20-a 200 54 corn/fileupld
GET /fileupload/avatar_9921.php?c=15%20-R%20/var/vaww/html/config/ 200 4243 com/fileupld
GET /fileupload/avatar_9921.php?c=cat%20/etc/passwd 200 4265 com/fileupld
GET /aboutphp 200 546 com/

GET /config/db.php.bak 200 135 com

a3 8. 2 H MHo| EE #x HE HQIE

o

. SAX= AD M7 572 ottt 3 MHo| P2ESH HEE 89 2
of e gets EFotn AUCE. GAts oig B AHel 2f HZE =2 Ast, SAX7E 0|0 ms A|AH
tsdoll CHEISHo] Zefd AIEXQIE Hob E2MQ

7
Sote eld MH|2)S =YL

E E Endpoint security

o ‘Welcome to the new endpoint detections experience. See what's new [7 Give feedback [7

Detections ¢ It al)

Search detections @ Severity « i ; Status ~ Tactic ~ Technique + Tags - true positive Actions taken Host ~  Addfremove filters + Clear all

True positive

True positive

Defense Evasion via _ s e True positive

cmdexe Execution via Power_. True positive

cmd.exe Execution via Power. True positive

Malware via Maliciou._. True positive
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2. 4T PoC: 8712 HHE HAMH F HihYe| HE Yrt

AR M EAS| FTP AME ZASIO] 2O R0| 28 0|SOlLt 27t Tef EAl0] i8S AZ oIt 0|3
A5X HUS Hof HlojE 2 B9l AHES AXHsH= FY LMo SUCE,

b 2 HOIE: S ASYE AN [ TAX SARE HIA s

| decode.psi* X

1 Fdl _raw = "8B1,85, 115, 74,81, 85,70, 70,78, 85,86, 78,81, 84,90, 51,78, 49,103, 49, 86, 107, 14,67, 82, 107, 115,61
2 $dZ_raw = "H3.109,115,122,99, 72,104,749, 99,70, 90, 82, 56, 86, 85,69, 83,71, 107, 114, 100, 49,68, 121, 77, 106, 103,78, 84,70, 82,83, 79,68, 70, 85, 101 . 108,104, 73, 100. &9
3 $d3_raw = "89.88,65,116,99, 50,57, 49,100,71, 104, 108, 89,83, 78, 48, 76,84, 73,61"

4 fdd_raw = "83.88, 100,122, 73,72, T 122,730 120,122

=

£ =function Unvei l-Deta(frae) {

TE try {

g # S0tz PITE =AE HIIE tHE=Z HE

g fbytes = $raw.Split(",") | ForBach—-Ohject { [byteld_ }

1C # HII|E —» Bagebd EAE

11 fbE4 = [System. Text Encoding] -tASCII. GetString(fbytes)

# BaseB4 C1BEY — £H dlolg
$tinalBytes = [Systen.Conwert] - :FronBaseB4str ing($654)

JURPIPURRPRE f - FOVRPTI JUPIR NPT K DU R o Y o PR T N WU | o VRN Y

YA= FTP ME{of| HOIUE SZXIe| DlMet XS FXEIHH &, HO|E] 2/F ghE Al 29|
2
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PS \Desktop> .\s3_list.psl
[BUCKET] |

_AlLLUsers.csv
_PASSWD.csv

| — attack.psl

|- close.png

|— access.log
|-- app.log

|- error.log

app.log
error.log
system.log

Advanced IP Scanner.exe
mimikatz.exe
nmap . exe
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