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" EDR (Endpoint Detection and Response): ZIFEE{et ZH}
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It is not good...

oot:/root:/bin/bash
bin:/sbin/nologin
emon: /sbin:/sbin/nologin
var/adm: /sbin/nologin
r/spool/lpd:/sbin/nologin
ync:/shin:/bin/sync
:@:shutdown:/sbin: /sbin/shutdown
:@:halt:/sbin:/sbin/halt
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Today, more and more information is stored on digital media.
Companies that store sensitive information on their servers must take security seriously.
Our mission is to show the world how important it is to keep data secure.

We invite access brokers, interested parties, and disgruntled company employees to cooperate.
Together we can become stronger and richer.

We know how to make our cooperation profitable and safe

« Penetration testers.
+ Access adverts.
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MNew major update

1 - esxi locker updated ( better encryption

and faster )

2 - Linux locker updated ( now support x86,x64,armx86,armx64,archo4)

- Nas supported

4 - windows locker major update now we offer only loader the locker is encrypted inside the loader and the only way to run the locker i

saved in guide text file

5 - notification em added ( news , fags
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MNew Update:

Added support of very old esxi versions to the esxi locker
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Vanhelsing Ransomware
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2 - go to one of these links above

http/ fvanhelqmistihriwzgjzpad22ikubwlggizSySrirmdeiaj ljaid.onien

3 - you will be asked for your ticket id to enter the chat this for you : TICKET ID

usefull links ;
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{3 README bt - Windows I 2LEH
TRE BEE Mo 27V SREH
-= Mo news is a good news ! =--
Your network has been breached and all your files Personal data, financial reperts and important documents has been stolen , encrypted
if you willing to continue your bussines and make more money and keep bussines secret safe you need to restore your files first, And to r
don't bother your self and wast your time or make it more harder on your bussines , we developed a locker that can't be decrypted using
making your self geek and trying to restore the files with third part decrypter this will leads to lose all your date ! and then the even you
to chat with us :
e”-‘"!: E 1 - Download ter browser https:/fwww.torproject.org/download)

http:/fvanhelcbxqtdtgiebfueving2bsdtxge Tasle2yo Tnitaacdfripxngd.onion

httpyffvanhelsokskrlaacilyfmtugqashaikubsjackwd7{3pt3ucivhbegad.onion
httpifivanheltarnbfihuvggbneniapSedscnzzSyfeyimxgivgmb5sr2gmilad.onion

2 ShAF
HE 3z
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12! 8. Vanhelsing 214¢]0] 7HQ

[ ChaCha20-Poly1305 222|502 ¢&3IE 312, | 7|2 Curve25519 B2 H|UZ ¥&

EQST insight | 11



Vanhelsing zHA9|0] T2k

Execution

Windows 33 ZEEEES S5 5y Ny E Discovery
N— 9 eze cools 25 g
Lateral Movement = E A HEYA 2H 0 B

=4
e e sneum

=i Clloje| 2Es

32l 9. Vanhelsing 3490 37 T2t

0
tot
ot
&
0%
o
I~
Iy
>
fjo
mz

g+ ACH, HiEeH
R A o+ Q0L Cf2 Lol 2HFs =2
[<] SLAPN

FESHR| G74LE 7150] FRElX| 2 FRE UL

=
HZO|Lt e FAE AHet 22 7|59 Mg
HIAIX|QE &R QIXf7F L2, YR QIXt= =thelht
X =elsks lktet 7Is2 of Z

-
H
o
m-r
n

oIxt e
-h Al oIX} =22 =
-V 21 =9
--skipshadow HHQ] SARE AfH| AH=f
--Driver <driver> XI’get E2to|H Tt Aot
--Directory <directory> Xget E2HTE A=}
--File <file> X|get mUTt st
--Force Yol 35 AH 58
--no-priority HHAO] LU HY def
--no-wallpaper HIEIDIH HZE dek
--no-local 2 0 Aot e
--no-mounted n™E 24 E2to|Ent At
--no-network HEY3 37 EO =%t M=t
--spread-smb e HES3 Hot
--no-logs 21 0=
--no-admin 22X} Hot o Aztgio] A
--Silent DE Y oY Asst = &R J2 Het
--system 7|s o|7ted
--no-autostart 7|s o|7ted
--spread-vcenter 7|s o|7ted
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Al QXIS QIS 0|7 Y=ot & 2F XS Q6 R 7HX| HPS +HBICt HHESHH, Of0|2 HE D}
HERZ 3% B0 T2 & Xt oto] R 7 ASEE, oidff 22X}t Astez A FUX|
sfolptt, rop 2|Xr AHSIOZ MM FOIX| o™ MHEYOE BRSHXIT “--no-admin” AXE
AESHH 2[R} Aoto| QitiEt: MMAUNE SZOHA| h=Ct Lot M7 S5z HHE= AS
#X[8t7| I8l “Golbal\VanHelsing” SXIEZ FEIAS = MMstT Qtost &2 =0[7| 28l 2HM0]
DTEMAS MEQE 71 =2 RMzf=2 dFolct o] & 7|52 22 “--Force”, "--no-priority”

QX2 H|Edet7t JHS3ILt.

Lot YostEl MES AEAUL YoZ =5 Xot=E MY SARES AfAeiCh ORHIHEXZ “--
skipshadow” QXIS ArESIH MY FARES AFSHK| Qh=Ct. WY SARES AH[SH] fIoh AHEdh=
HHO = of2Het &L

cmd.exe /c C:\Windows\\System32\\wbem\WMIC.exe shadowcopy where "ID="'%s" delete

B 2. MY AR AN 3™

“--spread-smb” Q2IAtE AMESHH LHE UEQIZ TOyb Jbsoltt. LR HERIRN AZEE PC Lt

=21

MHOIM BHMYE MHBT| 8l psexec® £ AFRSICL et T2 HAMQ ool EH HEE U]
mEoll, sy Z2OUMS AA| ZC60| MYt = SESiCt.

T =20 -

retwork_list = WSAStartup_sub_48CA%8(pMemor
ue*Te1pPafh (nBufferLength: @x1F4u, 1
m_ format _string_sub 430893(“L_ oF

ryBlock _1};

: L™%s\\psexec.exe™, temp_path);

memsetﬂdh - eam, :a_j%: a,
m_wfsopen_. Sub 493338(

m_write_stream_sub 433053(—
m_close_stream_suh_486668(tu‘: strea ),

ath, ndd: 8x3@,

r » Buffer: psexec_path};// open X¥TEMP¥psexec.exe stream
&psexec data, BxAEDIB164) ;

a2l 10. psexec A%

° REIA(Mutex): SHLIQ| ZhRlof 0f2] ARE B2 T2MATF A0 2K RIEE st= S712 BIAHLIESE, HudodM= 23| 35 A
YRS LMl ALSBICE.

0 psexec: Windows A|ABIOA TEMAS 2202 2|stn M £ UTE st HHE =7
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psexec € X&' O|z0l= Xl AGO{7t HABC AL IP FAE 7HH2 0|, O(X|2 SEIT o
US 1 FE 255 7K HESHH H20| 7kstt LR HESAZL EXSH=X| =eleitt, M2 7tset

sist=

e HEYI FAIF SelzH oiet F=A0 HERR M & MJ| HTo| Jes Z00| HHAAHE
“vanlocker.exe” EH= O|EQZ SAISHH, psexec £ &4 LiE UEXKIN HZE PC Lt MHO|
HMAHE MBIt O] wf M3 QIXIZ “--no-mounted”, “--no-network"E AF2SHH, AI2st= AW

I = ofzhet &L

cmd.exe /c $TEMP%psexec.exe -accepteula \${shared_folder} -c -f
${shared_folder}\vanlocker.exe -d --no-mounted --no-network < NUL

E 3. R o gdo

L2 HEI Ao 2oz o2{7X] H¥ QIXIE SshAM mi =3t e Mol 7tsstH 3A o
Zr0, 22 E20|E, HEY3 3§ ECE FE2ECH “--File” QAXE AMESHH X|I™ot 1 749 miot
A SSHH, “--Directory” QUXE ARESHH X|Feh ECQt 1 ot EHE 2=k, “--Driver” XIS
AHESHH X|Me E2to|H MAE L=otetct. fel oottt 2HHEl A QIXIE OFRAL AMESHK| o™
DE C2lo|Het HERA 28] EZEME 2A%shstn, “--no-network” QXIS AR HEQIA 28 Z0
ASotE H|gdst StFALE “--no-local” QUXIE AIBd 2ZH MY AZE Mz £ JOM, “--no-

mounted” 2IXIE A3 UHE 2Z E20|ER ADsdtE A 7SI

olssl CAS MEMO, 7t CIERS 2308 ol 2ol STSH=X| oIl QMFOZ i
CI2E2]7L ool SF=QIx| HolstH, CIE2] stolo| Zyche 2t ClEfalo] ZXshs LU0 ofe
St=0Ix| SQIBIT) Sholst otsst ofle] THANS of2f Eet 2Tt

Eri R ok

.vanlocker, .exe, .dll, .Ink, .sys, .msi, .bat, .bin,
.com, .cmd, .386, .adyv, .ani, .cab, .ico, .bod,
.msstyles, .msu, .nomedia, .ps1, .rtp, .syss, .prf,
.deskthemepack, .cur, .cpl, .diagcab, .diagcfg,
dll, .drv, .hip, .pdb, .hta, .key, .lock, .Idf, .icns,
.ics, .idx, .mod, .mpa, .msc, .msp, .nls, .rom, .scr, .sh

tmp, winnt, temp, thumb, $Recycle.Bin,
$RECYCLE.BIN, System Volume Information, Boot,
Windows, Trend Micro, program files, program

files(x86), tor browser, windows, .
s,. spl, .theme, .themepack, .wpx, boot.ini,

autorun.inf, bootfont.bin, bootsect.bak, desktop.ini,
iconcache.db, ntldr, ntuser.dat, ntuser.dat.log,
ntuser.ini, thumbs.db, GDIPFONTCACHEV1.DAT,
d3d9caps.dat, LOGS.txt, .README.txt

intel, all users, msocache, perflogs,
default, microsoft

B 4. &3} ofe] chat

gl

" SEl: 32HEZ O|R0Zl IP FA0|M 8HIEM ESH HH5}

rr
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Protected Key (326Bytes) Protected Key (326Bytes)

- Poly1 305 MAC (166Bytes)

‘p Poly1305 MAC (16Bytes) g

34 TS - .
:
- B

ChaCha20-Poly1305
Poly1305 MAC (16Bytes) ZAF Il
(|2 27]2] 70%)

ri
e
H
ne

=2 ot (168 0]8H

L= ot ot(168 ZE1h)
J3 1. 37| 8 oiY L3t WA

ol efssl= 1GB Ofstel M2 MMIE f=stst, 1GB Ot 2 AU MA| 3712 30%7H YS3fsict.
Zb oot 2HEHSE 32bytes 712+ 12bytes nonce € THE11, ChaCha20-Poly1305 €112|E2 ArEsH
oRle sttt AssHE IMB THRI2 ZIESHH, ChaCha20-Poly1305 2| E44 ClojE RZAHS

215 ZE(MAC)7t &l Md=E2, AsetEl mHol= 1MB TH|OICH 16bytes 2
MAC 0| &7 MZHEICE

User Vanhelsing
Curve25519 blakezb Curve25519
/l
—’,/
T == -
Curve25519 : Curve25519
I
. |
) JIES [ oo - 7127
’a “Xsalsa20-poly1305 SFHEC i STHEF YSalsa20-polyi305 " ’5
t nonce | 1
L J
S HEC=3FHEF
812, 7] B3 W4
ot Azolof| A2E 7|12 26 mpel M ol MAESH=CI, O] I Curve25519 £ SdiM Mdst 37
U2 w3t 7lot nonce B HEm IS =R £ U= BN IS EH MISHs WAIS
ArZeitt md Azet 7ot EIHE 2Zb miofct HEeh JHRIF|E St Mot g, StERYE

Vanhelsing 2| 3707|1E AtEdH =7 HIZS MY £ QUC} XpAQ| 7Hel7 |2 MThEte| ZI47|=2 oHE
HIZo| Xtrlel 37472t Athetel JHel7|2 PHE & H|Ynt St 22 7HK|= Curve25519 9 £4
0|2%t Zio|Ct. 7| EZ0l= XSalsa20-Poly1305 21Z|ES AMEst=Ol, g 2|52 7| 2oz

nonce 2 A% £7} H|0|E{7} ER3BICE nonce = AF2XIC| 3717|2 Vanhelsing o 2717|E 0|0 £¢l
Ct2 blake2b LTE|EOZ 12bytes 37|9| SHAIS MASH AF2SiCt.

> 0|-J
mo 4o
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___key___
cheb?d1333729859ba427cblb0?8386?f673ca5f462b249c48033543319?92l|
842a830104cd4215cc4f3f480753cabd705ce3cacTcfecf4deibid58£1305d3ed78d945cT7c0be08430634bF461e146c1]

———endkey———

———nonce——-
:DSab28c4cal493fDSlelSef9?3a?b2EGCBdETESSDB444b4d05a2d44l2ffb6?4d

alaf0f662fces673badcd5£59886de4274%ec07acef392F19cTadbac
—--endnoncs———
| Public key 1
| | Protected Encryption key
|| Public key 2
Protected Encryption Nonce

H7let Bl Qe ol ol MAE HelZ MEEICE ---key-—-, -

|2} nonceE FEoHH, S7H7|2t E2E 7|18 &=XHC = XMETITL.

 O|=0fl= ZHM<U0{0l XMEHE O[0[X|2t Ot0|2 miUZ HiEIHIt ASSHE MUl Of0|2E H
ZotCt. HiZSPHE “vhlocker.png”"2 X &E|H, O0|2 O0|O|X|= "vhlockerico"2 XZELCE --no-

wallpaper” QXS AHESHH HiZFetHDt OFO|Z O[0|X| tHE2 H=koict.
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Vanhelsing #A¢ljo] cHSutot

Execution

>
wvy
-
e
Ju
s
-
olm
| rol
12
ox
o
10
2
ra

ED

Discovery

EDR 54 S3 oy 8ol ot
[~

Lateral Movement

gEesuElI 2 A | Impact
YEYI 2% Scioll 2| A o] | S
3 3|so'f E’_ﬁ: BYSE S8 oy B HE
|~ o

12l 15, Vanhelsing 2HA19)0] CHSutot

Vanhelsing ##90{= Windows Ed DTELEES &84l W SALE AMHQL LR HIE <

AASICE [2tA ASR™ A EM3tE EoiA HIFHAMQI TZMAE XIS ot ARIE O

oot MY MEE ZZ2OMZ AN ZSCO| HESHALE MY XHE HEYZ 8 Z040
A

4 [}
SHSH7| W20 Anti-Virus & 83101 ojyAE2 IS H2|H + AT

U FTi EYT 3R BC YSSE SIHM A ALY LR UEYS tiue EptD, 2ol
JHs3 UIEYD FA B Briol HD2 AISSCh ®Ot OLZ IY sl PP BE Calo|=s
SAsH 5 A oIXlol| iz Yeter Sefo|dE PESHd|, EDR 2243 Sof BAXIS o4y #IIS
22 4 QU

B L FIHE R0l MT| H3to] U= B BCIO| BAE § M| Gi2ol, HEel HI Asto|
QCHS Ui MO xjEto| Jpselct mepd HIEYS 3R BC MT S HAMOER Hols AT
Sftel oItk 1 Qlof HIEYS B9 Briet 22 HIE MHIAT TRSHK T, MHIA XIS
HIZHAISE SPILE SMB E(445)8 KHCHsH IsHS E|Astefof sict,

UTIE MAS NS YR BTSHE HS WG| Ach AAHO ERfSHs BE Y =A=g
MRSt §| TUS ASBAICL ASR A BHAES SohM we BAHES MRl DRAIAS TS
YT S AfCHE 4 UCH EOF OfLlzt Wl MAES WTo| UEYILL XN Al wshl,
A0 Sle|Ciats 278t & YT TAIOF BTk,

2 ASR (Attack Surface Reduction): ZZAXI7} A= EX TENAQ} AdH JHsst TEMAE KL BS J|s
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loCs

Hash(SHA-256)

86d812544f8e250f1b52a4372aaab87565928d364471d115d669a8cc7ec50e17

99959¢5141f62d4fbb60efdc05260b6€956651963d29¢36845f435815062fd98
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H i1 AO|E
- BleepingComputer (https://www.bleepingcomputer.com/news/security/microsoft-north-korean-hackers-
now-deploying-qilin-ransomware/)

 Cyber Daily (https://www.cyberdaily.au/security/11919-exclusive-contractor-brighton-australia-listed-on-

safepay-s-ransomware-leak-site)

« S-rm (https://www.s-rminform.com/latest-thinking/camera-off-akira-deploys-ransomware-via-webcam)

- BleepingComputer (https://www.bleepingcomputer.com/news/security/ransomware-gang-encrypted-

network-from-a-webcam-to-bypass-edr/)

+ Trend Micro (https://www.trendmicro.com/en_us/research/25/c/socgholishs-intrusion-techniques-

facilitate-distribution-of-rans.html)
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