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CO.GES.. si & specializzata nel supporto tecnico
amministrativo finalizzato alla definizicne delle
istanze di condono edilizio e delle istanze edilizie
presentate ai sensi del D.o.r. n. 380/2001

Greetings! Today we are pasting here the new
company, “West Penn Allegheny Health System
Inc*. Company Description: West Penn Hospital,
centrallv located in Pittsburah's Bloomfield

B EAKED D W TWITTER > E HOW TO BUY BITCOIN > a CONTACT US 3|
LOCKLEN e PRESS ABOUT US > @ AFFILIATE RULES > 4% MIRRORS |
gruppocogesi.org ahn.org jtu.com.br viacaojacarei.com.br
11D 05h 11m 0O1s PUBLISHED PUBLISHED PUBLISHED

Greetings! Today we are posting here the new
company, “JACARE| TRANSPORTE URBANO LTDA"
Company Description: JACARE TRANSPORTE
URBANO was founded with the coroorate obiective

Greetings! Today we are posting here the new
company, “JACAREI TRANSPORTE URBANO LTDA"
Company Description: JACAREI TRANSPORTE
URBANO was founded with the corporate obiective

gelco-s-a.com.br
PUBLISHED

Greetings! Today we are posting here the new
company, "Gelco Gelatinas do Brasil Ltda"
Company Description: Gelco Gelatinas do Brasil
Ltda. is an enterprise in Brazil. with the main office

fordcountrymotors.mx
PUBLISHED

Greetings! Today we are posting here the new
company, "CMAMERICAS S.A. DE CV". Company
Description: COUNTRY MOTORS specializes in the
retail sale of new passenaer cars and trucks.

candelasyasociados.es
PUBLISHED

Greetings! Today we are posting here the new
company, “CANDELAS Y ASOCIADOS S.L"
Company Description: Advice to SMEs and
individuals. with areas of specialization in the fields

atpformosa.gob.ar
PUBLISHED

Greetings! Today we are posting here the new
company, "Administracion Tribunaria Provincal
(Direccion General de Rentas de Formosa)”
Companv Description: Formosa Tax Administration
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Want a

Deadline: 03 Feb,

lockbit4.com
LockBit 4.0 -

released!

2025 08:03:51 UTC

lamborghini, a ferrari and lots of titty girls? Sign up and start your pentester billionaire journey in 5 minutes with us.
( often times to protect our web sites from ddos attacks we include ACCESS KEY -
ADTISZRLVUMXDJ34RCBZFNOGBNKLEYKYSSFZPNNXK4S2RSHOENUA )
http://lockbitapyx2kr5b7ma7qnéziwqgbrij2czhcbojuxmgnwpkgv2yx2yd.onion
http://lockbitapyum2wks2lbcnrovegxj 7ne3ua7hhcmshh3s3ajtpookohqd.onion
http://lockbitapp24bvbid3n3gmtfcasf2veaeagjxatgbwtxnsh5w32mljad.onion
http://lockbitapo3wkqddx2ka7t4Shejurybzzjposdcpeliudgv3skkizrid.onion
http://lockbitapiahy43zttdhslabjvx4qék24xx7r33qgtcvwgehmnngxy3yd.onion

12! 6. LockBit 4.0 ZA| ol

7 DLS(Dedicated Leak Sites): EH CHACZHE

et

ore
=

Haoil Soix|

Al CIOIEE 371317| 2Igt HAOIE

EQST insight | 8



Cronos HHOZE QI &3] FLXIE LockBit IE2 CHA| 75| 2lst 82lg Ho|7|= iCt 244
11 2oll= 2{A0 2 ZHO|M &Sst= LockBit 2 Xt LockBitSupp 2 HIAIK AEf HAIXIE Sl
LockBit 4.0 Of CHslf HAZAHCt D 24 H 12 Eoll= CI2Y |RF ALO|EM| “lockbitd.com” O[2t= 20|
Y2 =, Y Sol= 4.0 HEUZ ZHS= 242 MEHEZE JiYg &= U= O3 mox| 23
5 747t SIHFICE ol2{st 4.0 HTO|| ciEt SXIU2 oM=L WEAH SQIFICE =2 2 AA| 0|F LockBit
4022 FF&[= UHAOI7F o= LARON, MA| ms AT =ISHCE.
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LockBit 4.0 Ransomware

_ Black: Salsa20 202|202 MY A4531E 511, i 7|S RSAZ BS
Green: ChaCha20 ¢ 2|2 oY &35S 3t ST 7|18 Curve25519 S/ HUE HE

-

Green PRNG ChaCha20 Key B Rt E“‘g"d

Salsa20 / ChaCha20
File Encrypted
S gfosf 7| File
Black cpuid Salsa20 Key RSA—-

Curve25519
Shared Key

" Black: 512KB 0|35} 23| %53}
512KB 22} 5.5MB 0|3}: 2= 512KB ¢T3}
5.5KB =3} 60.5MB 0|3}: 5.5MB O}C} 512KB %53}
60.5MB 23} 253MB 0]3}: 2|= 5MB 2&3} & 15.,5MB OIC} 512KB &3}
253MB 3} 1GB 0|35}: % 5MB %3} £ 31MB OIC} 1MB 253}
1GB 23}: = 15MB &&3} & 102,5MB OiC} 2 5SMB 23}

Green: 1MiB 0|3} || ¢&3}

L 1MiB 23} I MH|e| 27% 0t U453}
_ - al
seoes || wamazay || yeag || EHA0E
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ChaCha20/Salsa20

AJAEH 010] &l Windows Defender|

= HI &5}

>>>>> You must pay us.

M E

r

~~~ You have been attacked by LockBit 4.0 - the fastest, most stable and immortal ransomware since 2019 ~~~~

Tor Browser Links BLOG where the stolen infortmation will be published:
( often times to protect our web sites from ddos attacks we include ACCESS KEY - ADTISZRLVUMXDJ34RCBZFNOGBNKLEYKYSSFZPNNXK4S2RSHOENUA )
http://lockbit3753ekiocyoSepmpy6kimejchjtzddoekjintému3gh4deid.onion/
http://lockbit3g3chd3katajfézashxz4h4cnhmz5t735zpltywhwpc6ay3id.onion/
http://lockbit3olpToetlcdtiSzydneluphh7fvdtSoabarcp2757r7xkutid.onion/
http://lockbitd35xk3ki62yun7z5nhwz6jyjdp2c64j5vge536if2eny3gtid.onion/
}—Ol http://lockbitdlahhluquhoka3t4spgym2m3dhe66d6ir337gimnigg2nndad.onion/
http://lockbitéknrauo3qafoksvi742vieqbujxwirdéofzdtapjbdrrawgad.onion/
http.//lockbit7ouvrsdgtojeojShvubbligtghitekwpdy3bby62ixtsusjqd.onion/

»»>>> What is the guarantee that we won't scam you?
We are the oldest extortion gang on the planet and nothing is more impartant to us than our reputation. We are not a politically motivated group and want

>>>>> Warning! Do not delete or modify encrypted files, it will lead to irreversible problems with decryption of files!

Y7 232 [ Black: [a-zA-Z0-9]{9}
Green: [a-z0-9]{12}
A& elof
)—o{ C/C++
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=

Black: [a-zA-Z0-9]{9}. README .txt
L Green: Restore-My-Files.txt
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12l 8. LockBit 4.0 M0 22 =k

LockBit Black 4.0

LockBit Black 3.0 @ 4.0 2 81%2 RAIZE Ho|1 YoM, AX| 2M ZAu st 7|52 A=
Ao =2 =oIHLE LockBit Black O CHet XtAst 7|5 2AM2 24 A 3 2 Keep up with Ransomware Of|Af
st 2 QICh EESH LockBit Black 4.0 2| 22 PowerShell Script 2 XMEl U8 HEO| Eolgi=r|,
siet PowerShell Script 2| 22 %|ZXo=Z QALY El LockBit Black 4.0 CIO|EE C|ZY &= AMPICE

for ($1 = @; $1 -1t $args.count; $i++ ){$argument += $args[$i] +
$psFile=$PSCommandPath
$global:ProgressPreference = "SilentlyContinue”

$script:threadBody = '$data=%$threadData;’

$data = @(
@(62416317159553766,6171585555684128,573363996940575084,584712651671064208,54959097326818472
64527486453839471,52536872690480837,52766518087147867,57372294081942048,513768291418535539,
62953253871866504 ,51638886326030446,57371478650990806,47108824885965523,18209280467040628,

13 9. LockBit Black 4.0 PowerShell Script

40
40
4>
Ot
62
rlo
oA
4>
BN
mun
o
=
ne
2
Ral
02
il
2
20
|0
=
o
on
in|
o
m
mufn
ot
-
1=
N
Pl
rto

PowerShell Script 2| &
Tl ASCIl X2 Hetsi

A= FEZ O|FOH ULt

—_

EQST insight | 11


https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_Keep%20up%20with%20Ransomware_202403.pdf&r_fname=20240319142734600.pdf

function Do-Exec($Payload, $Len) {
$zipBytes = [ em.Convert]::FromBase64String($Payload)

$ms = New-Object IO.MemoryStream

$ms.Write($zipBytes, @, $zipBytes.Length)

$null = $ms.Seek(©,0)

$ExeImage = New-Object Byte[]($Len)

$ds = New-Object IO.Compression.DeflateStream($ms, [System.IO.Compression.CompressionMode]::Decompress)

$null = $ds.Read($ExeImage, ©, $Len)
$ds.Dispose()

Exec -PEBytes $ExeImage

Do-Exec -Payload '7LVjkC9dskKf7b9u2d9vdu23btmlbu23btm3bxm7bNuY95z13Yu6diDvzcT7ML2pV5qp8amX1lqopKGc@4AAgAAADIZ/

32! 10. LockBit Black 4.0 PowerShell Script 2

%=Z%l PowerShell Script = Base64 £ Q3= LockBit Black 4.0 HIO|E{E C|ZYst T, O HEHZ
X&st= 20| otLfzt HiZ2|o 2ESH F MAZ|A HAo= HHEYHE AAHSITE HiZ2(ofN MAE=

=
o T
HHlo 2 Zut, =X} HE-010|2 HE-HEE S0| 7|&Q| 3.0 H{T1 St A= It

LockBit Black

sample

_ All your important files are stolen and encrypted!
= You must find R4SZPhsIZ.README.txt file

bg.png.R4...

and follow the instruction!

12! 11. LockBit Black 4.0 Ztd s}
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LockBit Green 4.0

LockBit IE2 2023 H0f| Conti HMAHE 7[BtSZ Bt LockBit Green 2 ZA|RUCE. LockBit Green 2
Conti v3 ot &A FE QAEIF 89%Lt & M= MA0 CIXiRITH AL JHZFSH HAO|CE 2t Conti
HALEALE0| Mol ZAlst ZHo=Z OIHCE LockBit 180| 4.0 HXoZ Ho{7IHA LockBit 4.0
Black #2F OfL|2} 247 Green KT EXE AR AE%t LockBit Green 4.0 HEEZ ZHASHT| WZ0,

L
o
71Z2| Green HZTIIO| XO|FI} RAFEE 24let WES SROtLAL St

PE Header PE Header

LockBit Green 4.0 2 M| 24 5l EIXE dislsty|

= o A4E 7|HS AMEdt ATt AHo
dAmAol IE HES YR 7 AT of 4= sHHsh= Al W 7

HE AI23ICE LockBit Green
=

40 2 QELA JHI9l UPX THE AMEPIC P F:o 2XES2 2F QI =2 dzoiE (M2
MY Qo| Y ottt L2 22 S8t & ARSIt

Decrypted Data (Raw): b"~~~ You have been attacked by LockBit 4.0 - the fastest, most stable and immortal ransomware sin
ce 2019 ~~~~#nMn>>>>> You must pay us.Wn#nTor Browser Links BLOG where the stolen infortmation will be published:¥n( oft
en times to protect our web sites from ddos attacks we include ACCESS KEY - ADTISZRLYUMXDJ34RCBZFNOGBNKLEYKYSSFZPNNXKASZ
RSHOENUA )¥nhttp://lockbit3753ekiocyobepmpyBkimejchjtzddoek]IntBmulahdde2id.onion/Mnhttp://lockbit3g3ohd3kataj f6zaehxz4h
Acnhmz5t735zp | tywhwpcBoy3id.onion/Mnhttp: //lockbit3olpToet|cdt|5zydnoluphh?fvdthoabarcp?757r7xkutid.onion/®¥nhttp://ockh
i 1435xk3ki62yun /zHnhwz6j v j dp2c645vges36i f2eny3gtid.onion/Mnhttp:/ /| ockbit4lahhluguhoka3t4dspaymZn3dhe66d61 r337glmn | gg2nn
dad.onion/Mnhttp://lockbitBknrauc3aafoksvl 742vieqbujxwlrd6ofzdtapjb4rrawaad.onion/#nhttp://lockbit7ouvrsdgtojeojshvubhl j

qtohitekwpdy3b6yB2ixtsu5jqd. onion/Hn#n>>>>> What is the guarantee that we won't scam vou?#nWe are the oldest extortion gf
ang on the planet and nothing is more important to us than our reputation. We are not a politically motivated group and
want nothing but financial rewards for our work. |f we defraud even one client, other clients will not pay us. In 5 year
s. not a single client has been left dissatisfied after making a deal with us. |f you pay the ransom., we will fulfill al
| the terms we agreed upon during the negotiation process. Treat this situation simply as a paid training session for vo
ur system administrators, because it was the misconfiguration of your corporate network that allowed us to attack you. O
ur pentesting services should be paid for the same way vou pay your system administrators’ salaries. You can get more in

12! 13.RC4 Decrypt Of|A|
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ZAESl 2 Zolof w2t ARG Aotz FEREC. HELE LHE, A X 2YNEH EAEe Z

0|7t Oi2 2! FR0= Y=st RC4 HN2|FC=Z AN METICL 2otol| AMEet 16HI0|E F|= 2y

Aol MEE[0f AH, HHELE S0 St 7|5 A8 S7etch 10| ghol| o] A 2IXL
=3t ool &= 2

=
S ¢t waloz

P

S H
S HHLE Hlo dUHe=z A2 20X Liele] EArEel HR0l= 0x3AL} XOR At
ola

=

=l
Y| =0 2R mwoict LY = ARSI

.data : Ga00G00 @ gqword_14891E910 dq @B63FGBASH 3 DATA XREF: sub_ 14@8013A9F:loc_l1480143
.data : 6060008 8 dq offset kernelbase GetProcAddress
.data : 68008081 @ dq 2CCBAS26h

.data: 00000081 8 dgq offset ntdll NtUnmapViewOfSection
.data:boposanlid @ dq 26AFE3BDh

.data: 0000008140 8 dq offset ntdll NtProtectVirtualMemory
.data: 3020001408 2 dq BCB585A7h

.data:0e000001400 8 dq offset ntdll NtOpenSection

.data : 0000808148 @ dq @A41FBB62h

.data: BEEEEEE1400 8 dq offset ntdll NtMapViewOfSection
.data: 0000000140 2 7329774Ch

.data:e000000140 8 offset ntdll NtSetInformationProcess
-data:BeeEEEE148 a 9CBBECE7h

.data: 0080008140 B8 offset ntdll_RtlInitUnicodeString
.data : Ge00000] @ BCSFAATF4h

.data: 60080081 8 offset kernelbase GetSystemDirectoryh
.data: 806881 a BBB1B77CEh

.data: poca0ae 8 offset kernelbase CreateFilel

.data: 00000001 a 189BBED3h

.data:BE02028140 8 offset kernelbase_CreateFileMappingh
.data:poooaanlld 38@3FELllh

.data: 0000008140 offset kernelbase MapViewOfFile
.data: 6808008148 592687B5h

.data: 00008148 offset kernelbase UnmapViewOfFile
.data: 0000000140 BBEIF995Fh

2l 14. APl S8 $Z&

M2Ch #M Z2MAM AHESH= DLLE| e+E Stit

2! Flofl gLt DLLO| AlZf FAE METICL &f4-F H|uWsh|

2o HAH SHAl 2nE|ES SOl ==Foll THEE oAl EI% A5k, Aol MEE SHAl 2[AE0| Y
s

AtEeltt. Btof UX[Sh= SHAIZE ZRHSCHA, siE siAl gt ThS

I_

§—|—

wo| & AS
off APIS] =AZE XSt §| AFR3ICE 7|& LockBit GreenOllA= SiA| LT2|E9Z MurmurHash2AS
ALY,

Encryption Modes:

-m local: Local files encryption only
-m net Metwork directories encryption

Additional Parameters:

-p =path=: Specify encryption path

-f. Force encryption{bypass folder name restrictions)
-k Don't delete exe

-q: Enable quiet mode {extensions remain unchanged,
creation/modification times preserved, no notes)
-nomutex: Allow multiple instances

Usage Examples:
LBdGreenexe -nomutex

LB4Greenexe -m local -k
LB4Greenexe -p CHUsers%Documents

12l 15. LockBit Green 4.0 --help HA|X] A
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00l creret A QIX7E EX

@ot 42 XF 42 "p

ZCE XKiMSE &% QIXt= Of2ff Eot ZTH.

41 0

b A QIXtE 2l

E JEZ MFEO ASH, Hlu

2t A QIXE EYStE HAIK
o

MOl “—nomutex"7t &

LockBit Green 4.0

[l

=

Y=ot 22 XIF

all: 24, HE93
local: 24 C|A3 4T3}
net: HER3 MEA Az}

-size <percent>

4Bytes Z0[2| B{A
SHLHM 7 2Lt Custom SHA| 21

I

r2

LockBit Green (2023)
] a ot
Sosl A2 XA -p <path>
all: 22, HEg|3, W
local: 24 C|A3 AT}
. -m [mode]
net: HER3 H&A LT3}
backups: ] o Atx|
S5 A3 9| vjEyel ¢
o -nomutex
(2UX} A2t glo| ahak gHAls))
20 oY Mo
2E Aot Hlg MY
23t Ztap Azt glo] 50% 1)
-f
-h / --help
- -k
-q
H 1. LockBit Green X QIX} H|
ofst & maIY Bt ot
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iptable = (v1316.m128i_is4[@])(v1e1e);// _inet_ntoa
v1316.m128i_i8[4] = @x3A;

v1316.m128i_i32[@] = @x14@86DeB;

v1831 = sub_7FFGEACF1890(&v1316);// decode 172.
v1@32 = sub_7FFGEACE3373(iptable, v1@31);
v1316.m128i_i8[8] = ©x3A;

v1316.m1281_i64[@] = ©x14020C0B1408030Bi64;

v1@33 = sub_7FF6EACF18C@(&v1316);// decode 192.168.
v1034 = sub_7FF6EACE3373(iptable, v1033);
v1316.m128i_i32[@] = ©x3A148A0B;

v1835 = sub_7FF6EACF@95@(&v1316);// decode 18.
v1@36 = sub_7FFGEACE3373(iptable, v1@35);
v1316.m128i_i8[4] = @x3A;

v1316.m128i_i32[@] = ©x14036CeB;// decode 169.
v1037 = sub_7FFGEACF1898(&v1316);

v1838 = sub_7FF6EACE3373(iptable, v1837);

if ( v1@32 == iptable || v1034 == iptable || v1836 == iptable || v1@38 == iptable )

a2zl 16.IP T4 2Xig |3

ro
>

LockBit Green 4.02 &xf A|AHIO| HEQ|T QIEHO|AE EQIst 5| EX |P [HYCZ LR FMIOIE AT

otCt. IP F=A2F MAC 7t HYE ARP H|O|EE2 Z2lot F SiE HIO|IS0AM IP A FFET 7 R2LCL
0|Z LHE IP CHYOZ ERE|= 172.x.x.X, 192.168.x.X, 10.X.X.X, 169.x.x.x 2XIES C|2Y 5, It IP
T4 20| EXSHSK| oISt BhU SHSEHS 1P FATF EXSICIH Set 1P FA0| A% HBS AT

LS TS AlTgiT.

“om” -fr A QIXtol| miEh I s ete| HRIE XM HEE QXE XI™SHK| AL “-m all"g Al
2stH ZZ S2f0|Eet HEY3 2|lAA 2R ATOIE TSIt “-m local"S AMEstH Z2Z E=2to|Hot
A3t “-m net"S AHSSHH HESS 2|AADH A5etsict O MM ALSHE “-m backups”g!
Xt= O O|A AMBEX| gh=Ct. ot 0|2 HEE 4=3} ol ClaE2|et oY &A= HQlstn Ys3tE
ZIAsh=0|, “-f* A QIXIE AtESHH ST ofle] Y=E ZEHA ATAS TIAHSICE 2F HHE ofe o=

2 ot ®eob Zrt.

LockBit Green (2023) LockBit Green 4.0

Windows, $Recycle.Bin, Boot, Windows, $Recycle.Bin, Boot, All Users, Chocolatey,
temp, winnt, temp, thumb, Trend Micro, perflogs, Microsoft Visual Studio,
System Volume Information System Volume Information

2. ¢=3} ol EH

LockBit Green (2023) LockBit Green 4.0

l-Restore-My-Files-!ll, CONTI_LOG.txt, Iconcache.db, thumbs.db,
*exe, *Ink, *dll, *sys, *.msi, *.bat *exe, *Ink, xdll, *sys, *.dpl

E 3. =3t ool o ! eFYxt
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LockBit Green (2023) LockBit Green 4.0

A 3719 10%

24 ol 2| 2710) 36.5%
A3 2719 10%

e 3 2710 10%

_
3 3712 10% A4 dolH A 3719] 36.5%
HA 2712 10%
4 271 10%

1MiB &1} 5MiB 0|5} 5MiB 23} 5MiB Zi} 1MiB =32}
-size QI2} ALE -size 212} DAL
I s s el
FaolE

12! 17. LockBit Green HZF'H 28 oS3} ubAl
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tCr 2Lt 7] B 8 N& ghalofl= Xjo|7t QUL o™ HES ALETh 7|2 RSA &112|EL
02

=
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o
2ozl melo| M Z0f XMESHA|T, LockBit Green 4
£ 2ot § zotE ool oo MFelLt.
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LockBit 4.0 #H¢|of CHSot

Execution

ASR 717 8dstE 85 o " At
Anti-Virus @8310] 2ld 22| oj 2|

@l

&
. S
Persistence F

|
A 718 x| FRY AHES B b W AT E Privilege Escalation

(11547 ]
(11548 |

Defense Evasion ASR 7% E45HE 53 ot W xich

PR AED WA A HLBOD B 32
EDR #RUE B8 24 F9 IFF E[F

Discovery

EDR ERH& 8¢ o4y 99l X

{71057 ]

Lateral Movement

sAE weieg Bo guas 4 s B impact
B A e Mul2 AA |3
III ASR 1% E4SHE S8 240 W Aeh
ClojE] ¥

T1486
T1490
T1489

2| 18. LockBit 4.0 2HA9)o] CiSutot

0x

LockBit 4.0 2HM0{= PowerShell Script € &84 HMHUHE AABIC HEo| M m

Of ofm oz
St

g0l 2| MolM AWots WAS AISSHs FLE QISCL TRtM ASR® FA BNIE
HEME DRNAS AEl o WIS B2 4 YTk TP WMIUOIS X Zoyoz SZap)|
R0l OIF | Jlut BHX| STMS ALSH oA WPIS Kt 4 QUC,

Windows Defender MH|AZ H|2HAMSISIT Windows O|HIE 27 7|5 ESH H|EAMSIE A|ESIC} 0]2{$t
Z2 OHIE 2OE A3to| U= fﬂ o MIe & QUEE ARHo| MHo| F7LE OHIE ZOE A

o

MEAO HE2 KA HESH 4 QICt 0|90 EDR® 28NS 3 ZAXII} AIRSH= EX T2 MAS
Xkt ofd 9IS atg 4 Ut

A E LR HEIO| HISH| 2/8H Windows 2| HERZ 2 API 21 Winsock & &&3liM LHE
(@)

CHEO| IS AI=SHCE S A|ABIM HIERZ IP £4 H0|22 X33 5 R Y AtE3H=
172.x.x.X, 192.168.x.x, 10.x.x.X, 169.x.x.x CHES| FAJI HAZH HERXI HZ Y MM FHOo=

Aottt TR0 2AE YotHs S 22ast SLE Mot = Ak

i dzstof M AERZE e2 FHoks AS XS] fl6 e SAR= =

#E[st= VSS MH[AE Hlgtdelot Fl MY LotE TIMSICH ASR Al 24stE Sl MY FAES

MARSHE Z2AM|Aft mels Aosts AS AHHE o+ QUL

oelE Tdoly| mEo SERY UHESRZ 37 7IsS HEdsoln, Y SAE=Sl 32 ER9
E

T HEA0| A4t HASHOF BTk,

—_ —

8 ASR (Attack Surface Reduction): 2ZXt7t AI28t= EX T2 MAQL Ml JH53E TR2MAZ KIChle ES 7|5

A 8l 3t

HI

°EDR (Endpoint Detection and Response): ZAFE(Q} ZHIY A S THE7|0f|A Lilist= oM I MAIZICRE ZX|stn

me gAS ate 42N
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loCs

Hash(SHA-256)

563cd800e80253a7051ea8albd690d123cf7820c355addeeaaabaa227984d9ch

82d89a75d80e80e4be42c9eb79e401558c9fa3175648cd0c0467f2de1a07a908

3552dda80bd6875c1ed1273ca7562c9ace3de2f757266dae70f60bf204089a4a

20dd91f589ea77b84c8ed0f67bce837d1f4d7688e56754e709d467db0beal03c9

33376f74c2f071ff30bab1c2d19d9361d16ebaa3dee73d3b595f6d789¢c15f620

2f5051217414f6e465f4c9ad0f59c3920efe8ff11ba8e778919bac8bd53d915¢

48e2033a286775c3419bea8702a717de0Ob2aaf1e737ef0e6b3bf31ef6aec00eb5

21e51ee7ba87cd60f692628292e221¢17286df1c39e36410e7a0ae77df0f6b4b

9733092223c428fc0e44a90b01c7f77a97bb1205def8be1224ac68969182638e

a33f21d28bd83a9501257ee727c46486989bdfeabd5ch9f1c12c9a67296b21b1

Oace4e1158ab5b7723493f39d6949309e00e4a71804f0b09e33d5d48a28cb061

36f48ef3776c01d63a2fd594d52dfb7402ea634162fd079b0d942367a2fbed56
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H =30 AO|E

. 0= HEE(https://www.justice.gov/opa/pr/phobos-ransomware-affiliates-arrested-coordinated-
international-disruption)

- BankInfoSecurity (https://www.bankinfosecurity.com/leaked-black-basta-chat-logs-show-banality-
ransomware-a-27573)

« CyberSecurityDive (https://www.cybersecuritydive.com/news/leaked-ransomware-chat-logs-reveal-
black-bastas-targeted-cves/741129/)

« CSO Online (https://www.csoonline.com/article/3822338/authorities-seize-phobos-and-8base-
ransomware-servers-arrest-4-suspects.html)

« The Record (https://therecord.media/oakland-confirms-massive-second-data-leak)
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