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Overview

Nearly every merchant has the same end goal: to increase revenue, which often requires an organization
to rethink the way it does payments. Is your checkout process fast enough? Are you providing the
payment methods your customers are looking for? Is your data security up to par?

Enhancing your checkout process can produce big results. A study of 50 leading websites in the US
found that large ecommerce sites could increase their conversions by up to 35% — just by improving
their checkout process.! There could be as much as $260 billion of recoverable revenue out there, waiting
for enterprises to claim it.?

Numbers like this are the reason that, when it comes to the checkout experience, business objectives
tend to focus on increasing conversion rates. But this way of thinking doesn’t take into account the full
payments process, including what happens behind the scenes.

Ecommerce revenue is often lost to fraudsters and hackers. Excessive interchange fees and high
decline rates can erode more revenue, even on legitimate transactions. But enterprise merchants who
are willing to look in the right places — and work with the right payments partner — can put a stop to
these drains on their revenue.

Ecommerce revenue is often lost to
fraudsters and hackers. But with the right

payments solution, it doesn’t have to be.



https://baymard.com/lists/cart-abandonment-rate
https://baymard.com/lists/cart-abandonment-rate

How can
revenue
be lost?

Enterprise merchants don't have it easy. Shopping
cart abandonment rates across
industries.? say brands fail to
meet their customer experience expectations.*

To drive conversions and help earn customer trust,
organizations must look at three key factors.

KEY FACTORS:

Declines

oooooooooooooooooooooooooooooooooooooooo
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CAUSE OF REVENUE LOSS

Fraud

One primary way enterprises lose revenue
is through fraud — and it’s on the rise.
Fraudsters are targeting more types of
ecommerce merchants than ever before,
and their methods are becoming more
sophisticated. Plus, the rise of mobile
presents even more opportunities for
online fraud.®

o of businesses believe better customer
o recognition could mitigate fraud

o of customers don't feel brands
o recognize them accurately

o of companies reported higher year-over-
o year fraud losses from 2018 to 2019

Infographic source:

2020 Global Identity and Fraud Report, Experian, January 2019.


https://www.experian.com/decision-analytics/global-fraud-report

Despite these numbers, the same report found
that only 67% of businesses think that advanced
techniques like machine learning and Al are
important to help prevent fraud.® But leading
organizations know they must adopt the latest
technologies to keep up with emerging fraud
trends.

Leading organizations
will adopt the latest

technologies to keep
up with emerging
fraud trends.

Online payments are no longer anchored to a
desktop computer - or even to a single location.
In today’s payments landscape, consumers
make purchases from multiple devices,
anywhere in the world. And while many
enterprise merchants think they’ve caught

up with the mobile payments trend, they

may be missing one vital thing: security.

Traditional fraud detection systems flag
suspicious activity by relying on rule-based
filters that need to be updated manually.
But they often have two fatal flaws:

Flagging too many cases, creating
false declines and reducing
authorization rates.

Missing new fraud trends because
the rules they are following don’t
recognize them.

With consumers on the move and on different
devices, it's harder than ever to connect
individuals to their transactions. By the time

an organization recognizes activity that is
legitimately suspicious and changes the rules

to detect it, fraudsters may have already moved
on to their next scheme. Enterprises must make
the switch from outdated fraud detection
systems that use static data points and can’t
adjust to the ways modern consumers pay.

Machine-learning models
work together with

rules-based systems to
help detect changing
fraud patterns.

Top fraud solutions leverage a variety of
data, both internal and external, and analyze
multiple attributes to validate user identity
across locations and devices. And they use
machine-learning models that work together
with rule-based systems to help detect
changing fraud patterns.

A business's risk threshold is always an
individual decision, and any fraud strategy must
include a system for reviewing each transaction.
Through Simility, a PayPal service, PayPal for
Enterprise offers advanced fraud protections
that can help you make your checkout process
secure, as well as a disputes team to help you
argue against chargebacks when they do arise.



Modern fraud tools

Flexible, scalable data

The age of Big Data is here. 65% of retailers used
POS data mining in 2019, an 8-point increase from
the previous year.” But it isn't enough to collect data.
Enterprises that thrive will take advantage of the
latest tools to put that data to work for them. They
need datasets that are large and diverse, yet also
tailored to their specific needs. And they need a
solution that knows how to analyze all that data in

a way that helps optimize fraud detection.

PayPal for Enterprise, through Simility, leverages
third-party data sources and internal feeds and
analyzes multiple device types to help enterprises
validate user identities. And our flexible data lake
technology stores data in a flat, easily scalable
architecture. These top technologies make us a
payments partner that can grow with enterprises
and adapt to changing needs.

Machine-learning models

Fraudsters learn from their mistakes. Fraud detection
systems should do the same if they want to keep up.
That’s where machine learning can help.
Machine-learning models supplement traditional
rule-based systems: They use “the rules” for training,
but are able to evolve by taking into account the latest
data in order to suggest updates to rules or thresholds
that humans might have missed.

PayPal for Enterprise uses Simility to test rule
performance, continuously review historical data

for anomalies, and propose new rules based on the
findings. Enterprises can take the information provided
by machine learning and adjust their processes to fit
changing needs and risk tolerances. It’s the help many
companies need to begin to strike the fine balance
between detecting fraud and providing a seamless
customer experience.


https://cdn.nrf.com/sites/default/files/2019-06/NRSS%202019.pdf

Global best
practices

If you're doing business outside the US, you
should consider enabling 3D Secure. 3D Secure
allows the cardholder to set up a password (or
other verification process) with their card-issuing
bank. When the customer checks out on your
website, they simply enter their password to
verify the transaction.

3D Secure is Important
for two reasons:

It has the potential to shift chargeback liability
from your organization to the card-issuing bank.
The details of the chargeback liability shift are
outlined in our support articles. (Not all cards
are eligible for 3D Secure. If a card is not 3D
Secure-eligible, chargeback liability will remain
with your company.)

Many card-issuing banks outside the US require
3D Secure to be enabled in order to process
debit cards. For example, almost all Malaysian
banks require 3D Secure to be enabled before

a debit card transaction will be approved.



CAUSE OF REVENUE LOSS

Increased
interchange
fees

Depending on your credit card mix, your
transactions could be downgraded by the card
brands (meaning an increase in interchange
fees would ensue) for being high risk. One of
the most common and preventable reasons for
interchange downgrade is not providing billing
address information for transactions created
by US customers. When the billing address
information is not provided, the associated
interchange fees may be higher.

ooooooooooooooooooooooo

One of the most common

reasons for US interchange
downgrade is not providing
billing address information.

oooooooooooooooooooooooooooooooooooooooooooooo



CAUSE OF REVENUE LOSS

Declines

There are two types
of declines:

Expired Insufficient
Funds

Hard declines X Soft declines

Hard declines occur when there is an irreparable Soft declines come from the card-issuing banks.
issue with the customer’s payment method - for These cards are connected to a valid account, but
instance, the card has expired. No matter how there is something preventing the issuing bank
many attempts the customer makes, their provided  from completing the transaction. This is most likely
payment method will not be accepted. caused by:

c Insufficient funds
e The issuing bank’s own fraud rules

When your payments processor receives a generic soft
decline code from the customer’s issuing bank, that
bank is telling your processor they will not honor this
transaction right now. Since this is a temporary issue,
merchants can try providing the payment method
information again. Just be sure not to retry excessively,
as some card brands have strict rules around
transaction retries.
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of all shoppers have had a
purchase declined

G

of those were repeat
customers

1

of customers abandon
their cart when declined

N
6%

2

then take their purchase to
a competing merchant

Consider This

Infographic source:
By the Numbers: How False Declines Cost Merchants,
CardNotPresent, December 2018. 10



https://news.cardnotpresent.com/news/by-the-numbers-how-false-declines-cost-merchants-now-and-in-the-future

The PayPal Difference

Enterprises don’t need to compromise security to create a seamless customer experience. Partnering
with a payments expert like PayPal can help your business limit declines and fraud, without creating
unnecessary friction for customers.

PayPal is the only payments platform that accepts credit and debit, ACH, popular digital wallets,
Venmo (US only), and PayPal, all in one seamless integration. Research shows that PayPal is one of the
most popular payment methods that many consumers look for when completing a purchase.® PayPal
One Touch for mobile and desktop makes it possible for even first-time customers to check out quickly.

Beyond the shopping cart, we offer the latest tools to help enterprises adapt to evolving fraud patterns
and securely store billing information. And our PCl resources help ecommerce companies stay in
compliance and manage interchange fees.

It’s time to uncover new revenue streams you may not even know you have. Reach out to us to learn
more about making the most of your PayPal integration.

LL


https://go.451research.com/2020-mi-digital-wallet-adoption-merchant-consumer-perspectives.html

About PayPal

Fueled by a fundamental belief that having access to financial services creates opportunity, PayPal
(NASDAQ: PYPL) is committed to democratizing financial services and empowering people and
businesses to join and thrive in the global economy.

Our open digital payments platform gives enterprise merchants the confidence to connect and
transact in new and powerful ways, online, on a mobile device, in app, or in person. Through a
combination of technological innovation and strategic partnerships, PayPal creates better ways
to manage and move money, and offers choice and flexibility when sending payments, paying,
or getting paid.

Available in more than 200 markets around the world, the PayPal platform, including Braintree,
Venmo (US only), and Xoom, enables 281+ million consumers and 24+ million merchants® to send
and receive money across borders and payment methods.

Click here to learn how PayPal for Enterprise can help you thwart 3 common revenue killers.

The information in this eBook has been prepared by PayPal and is for informational and marketing purposes only. It does not constitute legal, finan-
cial, business or investment advice of any kind and is not a substitute for qualified professional advice. You should not act or refrain from acting on
the basis of any content included in this whitepaper without seeking the appropriate professional advice. The contents of this whitepaper may not

reflect current developments or address your specific situation.

PayPal disclaims all liability for actions you take or fail to take based on any content in this eBook. Although the information in this whitepaper has
been gathered from sources believed to be reliable, no representation is made as to its accuracy. This eBook is not an endorsement or recommenda-

tion of any third-party products or services of any kind.

©2020 PayPal. All rights reserved.
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