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Integrating Bitwarden SSO / SCIM
with Microsoft Entra ID
using SAML 2.0 e

https://bitwarden.com/help/about-sso/

_ . . _ o https://bitwarden.com/help/about-scim/

With Trusted Devices Encryption and Domain Verification
https://bitwarden.com/help/domain-verification/
https://bitwarden.com/help/about-trusted-devices/

SSO Identifier: bw-saml https://bitwarden.com/help/saml-microsoft-entra-id/
Enterprise App: bw-saml-az

Create Enterprise Application

Azure Portal: go to Microsoft Entra ID

1.1 Select Enterprise applications: 1.2 Select the New application button: 1.4 Give this application a unique name:
= Microsoft Azure £ = Microsoft Azure B Search resources, s . -
Create your own application
Home > Home > Default Directory | Enterprise applications > Enterprise applications
- Default Directory | Overview - FHH Enterprise applications | All applications
Default Directory - Microsoft Entra ID

Microsoft Entra ID

87 Got feedback?

& b ( = New appiicatioﬂ]‘:_) Refresh + Down

-+ Add v ﬁ’:‘ Manage f

- Overview
@ Overview
T ) Astire Aldize ity @ Overview View, filter, and search applications in your orgar If you are developing your own application, using Application Proxy, or want to integrate an
] review reatures ? b 5 3 : d
” =y m— 8 Diigposcondisiepeiblms The list of applications that are maintained by yo application that is not in the gallery, you can create your own application here.
Diagnose and solve problems Verview ontornng
What's the name of your app?
i & Search your tenant Y PP
& Users . . : bw-saml-az] v
= o 1.3 Click Create your own application:
§i External Identities i i ' 1o ?
Name — Micisoht Arira r What are you looking to do with your application:
as. Roles and administrators : : ; . ]
FIl y : Tonant 1) Home > Default Directory | Enterprise applications » Enterprise applications | ¢ l:::‘l CGI‘IfIgLI:I'E' ﬁ@p“[ﬂtlﬂﬂ F"FDH'_':.I' for secure remote access to an On-premises app!tcatmn
a4 ministrative units
b B d kil s Primary domain Browse Microsoft Entra Gallery (:jl Register an application to integrate with Microsoft Entra |D (App you're developing)
[ B Ericopriaappiicition: ] License @ Integrate any other application you don't find in the gallery (Non-gallery)

_ [ -+ Create your own applicatiDnJ & Got feedback?
Devices

=

Alerts
The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to
your users more securely to their apps. Browse or create your own application here. If

&) Identity Governance g Microsoft Entra the process described in this article. Create

8 Application proxy All version 1.x bui

ffrrmnards AAT 7 R — R -

# App registrations

Enable Sigh-On

Prepare your AZ app to

2.1 Click Single sign-on: 2.2 On the Single Sign-On screen, select SAML: 2.3 Click on Edit to edit Basic SAML Configuration:
== Microsoft Azure - = ) _ )
Set up Single Sign-On with SAML
Home » Default Directory | Enterprise applicatiol ® Disablgd . {3 Sl.n.Mi. o
i ; S'”glle;'gnt;lc'” e Imt EEE’:'Ed' Thfe il R":h;_a“‘:_' SEELIE a”t:'e’g;;tl'_ug . An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
mER bw-saml-az I Overview Y08 L BE AR T dtnc e dpp e SpESTHIcRTIAND e S implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Le,
L — My Apps. Assertion Markup Language) protocol.
Enterprise Application more.
&«
) Read the configuration guide & for help integrating bw-saml-az.
i Overview Prog L 1]
Deployment Plan o Basic SAML Confi ti ' l
asic onfiguration 2 Edit

#. Diagnose and solve problems y

@ = s \dentifier (Entity ID) Required

ink to an application in My Apps i : -

Manage andlior Office 365 AnpRCation bemchis R_eply URL (Assertion Consumer Service URL) Required
" Sign on URL Optional
TRl peEses Relay State (Optional) Optional
48 Owners Logout Url (Optional) Optional

Roles and administrators

Ee

Gett
& Users and groups

[—3 Single sign-on ]

= Provisioning

£ Application proxy
C  Self-service

Custom securty attributes

Security

% Conditional Access

[u] o
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e Configure Bitwarden Settings and Azure SAML Configuration

In your Bitwarden instance, navigate to your organization's On Azure - Edit Basic SAML Configuration.
Settings - Single sign-on screen.

Basic SAML Configuration

Single sign-on NV
] g, ] 7
Use the require single sign-on authentication policy to require all members to log in with 550. l:l S M aaicadbackd
Allow SS0 authentication r \dentifier (Entitv 1D )
k.1
Once set up, your configuration will be saved and members will be able to authenticate using their Identity Provider entifier ( Ry P
credentials. The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
: : Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.
S50 identifier {required)
bitwarden-sam| Default
Provide this |D to your members to login with S50. To bypass this step, set up Domain verification (_>| https://sso.bitwarden.com/saml2/9c44474c-f7a6-477d-aa31-b07d0188d60a 2 | E' ) Tel
Add identifier
Member decryption eptiens— - g
() Master password r )
® Trusted devices Reply URL (Assertion Consumer Service URL) * @

Once authenticated, members will decrypt vault data using a key stored on their device. The single organization
policy, SSO required policy, and account recovery administration policy with automatic enrollment will turn on
when this option is used.

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

 — Index Default
Type . .
> https://sso.bitwarden.com/saml|2/9c44474c-f7a6-477d-aa31-b07d0188d60a/Acs 4] © B]
SAML 2.0 b (
Add reply URL
o 7
SAML service provider configuration Sign on URL (Optional)
r Set a unique SP entity ID ) Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
Generate an identifier that is unique to your organization for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.
[<p entity ID ) | https.//vault.bitwarden.com/#/sso e
‘ https://sso.bitwarden.com/saml2/9c44474c-f7a6-477d-aa31-b07d0188de0a ) -/
SAML 2.0 metadata URL Relay State (Optional) ©
‘ https://sso.bitwarden.com/saml2/3c4447Ac-f7a6-477d-aa31-b07d0188d60a Bl m The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.
Assertion consumer service (ACS) URL
) | Enter a relay state
‘ https://sso.bitwarden.com/saml2/9c44474c-f7a6-477d-aa31-b07d0188de0alAcs )
_ s

MName |D format

Logout Url (Optional)

‘ KRG v ‘ This URL is used to send the SAML logout response back to the application.
QOutbound signing algorithm Enter a logout url o
‘ http:/Mwww.w3,.0rg/2001/04/xmlidsig-more#rsa-sha2se hd ‘

Signing behavior

‘ If IdP Wants Authn Requests Signed V‘

Set up Single Sign-On with SAML

Minimum incoming signing algorithm

An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

‘ http://www.w3.0rg/2001 ;D4fmgre#rga_5hag55 v‘ implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learr
maore.

Expect signed assertions . ; ; ;
Read the configuration guide ' for help integrating bw-saml-az.

(1 Validate certificates o
Basic SAML Configuration ﬁ, Edit
i
; ; ; : : |dentifier (Entity ID https://sso.bitwarden.com/saml2/9c44474c-f7ab-477d-aa
SAML identity provider configuration e 311{}?@188116[!3
Entity ID (requireq) Reply URL (Assertion Consumer Service URL)  https://sso.bitwarden.com/saml2/9c44474c-f7a6-477d-aa
31-b07d0188d60a/Acs
& Relay State (Optional) Optional
Binding type Logout Url (Optional) Optional
‘ HTTP POST ¥
Single sign-on service URL ) 9 Attributes & Claims ,;59 Edit
i
‘ https:/flogin.microsoftonline.com/0d3fe087-b3a6-4a28-a29e-1d52bdbb6dal/sami2 " _
givenname user.givenname
Required if Entity ID is not a URL. surname USEr surmanme
_ . emailaddress user.mail
Single o aut service (AL name user.userprincipalname
‘ Unigue User |dentifier user.userprincipalname
71539 public certificate (required) )
MIICBDCCAdigAWIBAZIQSrmULIOXLIdNWkvh TKYnOzANBgkghkiGIwWOBAQSFADAOMTIWMAYDVQQDEYINaWNyb3NvZ 9 SAML Certificates
nQgQXplcmUgRmVKZX|hdGVKIFNTTYBDZX|0aWZpY2F0ZTAeFwOyNDAZMDMwWMDE2ZMTZaFwOyMNzAzMDMwMDEZM
TZaMDQxMjAWBENVBAMTKU1pY3Jvc29mdCBBenVyZSBGZWRICmFOZWQgU 1NPIENIcnRpZmijYXRIMIIBIJANBgkqhkiG Token signing certificate 2 it
SwOBAQEFAAQCAQEAMIIBCgKCAQEAZ4AQxkcnCcxn57apx5MS3TzTmOsk6DNzw2tZiMBTc8rab39DyytPCvreHE0xByVH \ Status Active !
AAmWLowbhzuVYsi)L3LHTKkMupAyirg7ligQM]afEHd 3ivOBtDT3VpWwemHbDPwWMSxC1T7+PFlebSp7MHA4OkO96xZxc+ Thumbprint 9541B758016BF9BAAO3ETCATIER26511E72ADFEC
/STHBVCaaOVzpMYIIt3KZjpGetgzCYsSiUjbdmLvwWadhNr2iKCYo2MuPW+IC7+X]k8Bkdsc1aFcN6sD2DhkFvDhdbPjgW+ ¥ Expiration 3/3/2027 1:16:16 AM
% 2 Motification Email john.smith@email.com
OlrBound Signing Algociim App Federation Metadata Url https://login.microsoftonline com/0d3fe087-b3a6-.. [
http:/Awww.w3.0rg/2001/04/xmidsig-more#rsa-sha256 v L(Certiﬁcate (Basebd) Download )
\ / Certificate (Raw) Download
(] allow outbound logout requests < Federation Metadata XML Download
Sign authentication requests
Verification certificates (optional) ;;5? Edit
i
m Required Mo
Active 0
Expired 0
o Set up bw-saml-az
You'll need to configure the application to link with Microsoft Entra |D.
 Login URL https://login.microsoftonline.com/0d3feD87-b3a6-...

Microsoft Entra Identifier https://sts.windows.net/0d3fe087-b3a6-4a28-a29...

Logout URL https://login.microsoftonline.com/0d3fe087-b3a6-... [

Verify Domain

Once domain’s ownership is verified,
@bitwarden.support accounts will be able to bypass
SSO ID step during login.

Domain verification

VErif:-,f' domain bitwarden.support X

— Domain Name {required) e

[ bitwarden.support

Example: mydomain.com. Subdomains require separate entries to IF
be verified.

DMNS TXT record

bw=6ldzCHIdz4dwfZCvOrdwBYOmePQ47mLzhAINQ 1ImmE! ‘

Copy and paste the TXT record into your DNS Provider.

SCIM Provisioning bw-saml-az | Provisioning
Accept requests from your identity provider (IdP) for user o « [Elsawe X Discar
and group provisioning and de-provisioning. © Overview
A Provision on demand Provisioning Mode
~ Manage Automatic
‘@ Provisioning Use Microsoft Entra to manage the creation and synchronization of user accounts in fer-bw-sso-saml-scim based on user

[s=]s}
[s[s1=1
[EIE TS}

SCIM provisioning

., and group assignment.

EE Expression builder

Automatically provision users and groups with your preferred identity provider via SCIM provisioning — ~  Admin Credentials
onitor
- . .
% Enable SCIM | i [ o Admin Credentials
Set up your preferred identity provider by configuring the URL and 5CIM API Key Microsoft Entra needs the following information to connect to fer-bw-sso-saml-scim's APl and synchronize user
data.
rSI:'ZII".."I URL .
. _ — Tenant URL * (@ )
‘ https://scim.bitwarden.com/v2/9c44474c-f7a6-477d-aa31-b07d0188d60a O | https://scim bitwarden.com/v2/9c44474c f1a6-477d-aa31-b07d0188d60a |
. / : : . 5
.
rSEIM AP| kev . Secret Token
‘ (A AR A R AR ERERRERENERELERERR] @ ':-—-;. E‘ | |J

|| Test Connection ||

\
This APl key has access to manage users within your organization. It should be kept secret.
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