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Summary
In October 2022, Bitwarden engaged with cybersecurity firm Cure53 to perform penetration testing and
source code audit against all Bitwarden password manager software components and aspects,
including the core application, browser extension, desktop application, web application, and TypeScript
library. A total of 19 days were invested to reach the coverage expected for this project.

Over the nineteen days, seven issues were discovered. No critical vulnerabilities were identified. The
breakdown and resolution of the issues is as follows:

● 2 vulnerabilities fixed during the assessment, one by an upstream vendor
● 1 low-severity issue under planning and research
● 3 informational-only issues were fixed post-assessment
● 1 informational-only issue pending fixes by upstream vendors

Given the low number of identified issues, these results are very positive, especially considering the
size and complexity of the code being examined.

This report was prepared by the Bitwarden team to cover the scope and impact of the issues found
during the assessment and their resolution steps. For completeness and transparency, a copy of the
report delivered by Cure53 has also been attached to this report.
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Issues

BWN-04-002 WP4: Arbitrary URL Loadable via duo-connector.html

Bitwarden provides a “duo connector” that is hosted on the web vault domain to enable non-web based
applications to easily invoke the Duo Web SDK APIs via iframe. These APIs are used to support the
Duo service for two-step login. The Duo Web SDK requires that a dynamic hostname be provided from
the Duo application configuration. This hostname value is configured on the user or organization
account settings within Bitwarden and is then passed to the Duo Web SDK through the duo connector.
While this hostname value is validated to only be values hosted on Duo’s official domains,
*.duosecurity.com and *.duofederal.com, it was discovered that a malicious actor could configure Single
Sign-On (SSO) via the Duo admin portal in a way that would allow arbitrary redirects. These redirects
could be used in a manner that could allow arbitrary webpages to be served under the Bitwarden
domain.

Resolution
Status: Issue was fixed during the assessment.

Pull requests:
1. https://github.com/bitwarden/clients/pull/3972

A Content-Security-Policy (CSP) was added to the duo-connector.html page that scopes iframes to only
be served coming from the https://*.duosecurity.com https://*.duofederal.com domains.

Page 4 of 6

https://github.com/bitwarden/clients/pull/3972


BWN-04-005 WP4: DOM-based XSS via postMessage in HubSpot Forms

Bitwarden uses HubSpot as a vendor to serve content on the product website, bitwarden.com. A
discovery was made in the embedded HubSpot Forms JavaScript library that introduced a DOM-based
XSS vulnerability under the Bitwarden domain that allowed arbitrary postMessage messages to be
forged.

Resolution
Status: Issue has been fixed by the upstream vendor, HubSpot.
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Miscellaneous Issues

Other miscellaneous issues were reported as part of Cure53’s official report. Most of these issues were
only informational, however, some changes have been completed to reduce the possibility of these
issues turning into future vulnerabilities.
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