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Agenda
● Bitwarden Terminology/Architecture 
● Implementation Walkthrough 

○ Setting Up an Organization
○ Reviewing Business Policies
○ User Management
○ Creating Collections

● Top Adoptions Drives
● Help and Resources
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Our Mission

To empower individuals, teams and 
organizations to access, store and share 
sensitive data easily and securely
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What this training is all about?
● Provide a framework and methodology to deploy Bitwarden at scale
● Training Objectives

○ Understand Bitwarden
○ Define the scope of your work
○ How set up policies 
○ How to set up collections
○ Set up Active Directory 
○ Know how to set up your clients for successful deployments
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Let’s Jump In
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Bitwarden Terminology
● Vault

○ lists all your Vault items, including Logins, Cards, Identities, and Secure Notes
● Organization

○ relate Bitwarden users and Vault items together for secure sharing of Logins, 
Notes, Cards, and Identities. Organizations have a unique Vault, where 
administrators can manage the Organization’s items, users, and settings

● Collections 
○ gather together Logins, Notes, Cards, and Identities for secure sharing within an 

Organization.
● Groups 

○ relate together individual users, and provide a scalable way to assign permissions, 
including access to Collections and other access controls. When onboarding new 
users, add them to a Group to have them automatically inherit that Group’s 
configured permissions.
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Vault Item Types
Vault Items:

● Logins

● Cards

● Identities

● Secure Notes

● More coming soon!
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Before contacting Bitwarden to enable the Provider Portal, deploy an internal Provider Organization and prepare your Client(s).

Provider Organization
An independent, non-Portal
Organization for internal
Provider employee use

Bitwarden MSP Architecture and Provider Portal sequence

Client Organizations
Provider users have
full access to all
Client Organizations

Client 1 Client 2 Client 3 Client n

Provider Portal
Provider employee access management for Clients 

Provider Admin Service Users
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Provider Organization
An independent, non-Portal
Organization for internal
Provider employee use

When to use your Internal Bitwarden Organization? 
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● Internal Logins and Vault Items

● Mission critical client logins

● Logins you need accessed across all 

devices
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When to use the Bitwarden Provider Portal? 

Client Organizations
Provider users have
full access to all
Client Organizations Client n

Provider Portal
Provider employee access management for Clients 

Provider Admin Service Users
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● Provisioning Bitwarden to your clients

● Off Boarding existing clients

● Administrative task

○ Running Vault Health Reports

○ Setting Up Business Policies



Prescribed Onboarding Path 

1. Create an Organization

3. User Management and onboarding

2. Set up business policies

4. Vault Organization

12



Creating an 
Organization
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Important Details to get started
● MSP Technician 

○ Access to a Provider Portal
○ The technician user needs a Provider Admin Role to create organization
○ Payment details such as credit card or banking information

● Client Details

○ Bitwarden Plan (Teams or Enterprise)
○ Billing Terms
○ Number of Seats
○ Additional Storage
○ Email for the Owner at the client
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Navigating the 
Provider Portal
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Navigate to the Bitwarden MSP Portal
● To access the Bitwarden 

Provider Portal go to 
www.bitwarden.com/msp

● Click log in in the upper right 
corner
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http://www.bitwarden.com/msp


Login into Bitwarden
● Add your master password 
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Navigate to the Provider Portal
● Login into your Account

● Requires Provider Access

● Available in the Web Vault
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Navigate to the Clients Tab
● Pulls all clients related to 

the Provider Portal

● Tip: Selecting the client is 
how to gain access to 
their organization
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Create an Organization
● Select New Client 

Organization

● Reminder that a Provider 
Admin role is required
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Add the organization details 
● Add the organization name
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Add the organization details 
● Add the the billing details

● This should be where you 
want the invoice to get sent
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Add the Client Owner Email
● Back up owner to ensure that 

client has control of their 

organization
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Select the Plan - Teams
● Great for basic password 

sharing
○ Unlimited Users
○ Unlimited Collections
○ User Groups
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Select the Plan - Enterprise
Enterprise Plans include:

● All Teams features, plus:
○ Enterprise supports SSO
○ Enterprise policies

25



Select Billing terms
● Choose the terms of 

payment

○ Annually

○ Monthly
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Select Number of Users and Addons
● Choose the number of user seats

○ Additional seats may be added later

● Choose Additional storage 
(optional)
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Add Payment Details
● Includes 7 day trial

● Reach out to apply your 

discount

● Add your payment details
○ Credit Card

○ Bank Account

○ PayPal

● Click Submit
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Confirm the Owner 
● Navigate to the Manage tab in 

the newly created 

organization

● Invite->Accept->Confirm 

confirmation workflow
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Confirm the Owner 
● Select the Owner and Accept

● If the user status is “invited”  
that means the owner has not 
accepted  the invite 
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The Organization is now created 
● Stop now or keep going!

● Providing guidance drives 
great greater adoption
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Training  and Support
● Trainings

○ Bitwarden Essentials

● Support

○ Bitwarden Help
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https://bitwarden.com/events/categories/bitwarden-essentials
http://bitwarden.com/help/


Prescribed Onboarding Path 

1. Create an Organization

3. User Management and onboarding

2. Set up business policies

4. Vault Organization
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Setting Up Business Policies
● Only available for Enterprise 

Organizations

● Provide greater control for MSPs to 
enforce best practices

● Enable business policies before 
you onboard users

● Policies can be set in one location:

○ Organization > Manage > Policies
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Recommend Enterprise Policies for MSP Clients
● Master Password Requirements

● Password Generator Settings

● Master Password Reset
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Organization Policy: Two-Step Login
● When enabled, users without 

two-step login are removed from 
the Organization 

● New users are automatically 
required to enable two-step 
login.

● Recommended for those who 
do not have another two-step 
method enabled (i.e. via Identity 
Provider for Login with SSO)
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Organization Policy: Master  Passwords
Master Password: will enforce a 
configurable set of minimum requirements 
for users’ Master Password strength

● Minimum Master Password complexity
● Minimum Master Password length
● Types of characters required

Existing non-compliant users will not have 
their Master Passwords changed when this 
policy is enabled, or will they be removed 
from the Organization. 

The next time this group of users changes 
their Master Password, this policy will be 
enforced
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Organization Policy: Password Generator
Password Generator: will enforce a 
configurable set of minimum requirements 
for any user-generated passwords or 
passphrase

● Passwords:
○ Minimum Password Length
○ Minimum Number (0-9) count
○ Minimum Special Character 

(!@#$%^&*) count
○ Types of characters required

● For Passphrases:
○ Minimum number of words
○ Whether to capitalize
○ Whether to include numbers
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Organizational Policy: Single Organization

● Enabling the Single Organization 
policy 

● Removal of Users in multiple 
Organizations 

○ User Notifications
○ Confirming Users
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Organizational Policy: SSO Authentication

● Single Organization policy must be 
enabled before activating this policy

● Enabling the Single Sign-On 
Authentication policy requires all 
non-Owner/non-Admin to login with 
Enterprise SSO

● The Single Sign-On Authentication 
policy cannot be used with Single 
Ownership policy
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Organizational Policy: Personal Ownership

● Requires Single Organization 
Policy prior to enabling.

● Restricts Individual / Personal 
Vaults to read and delete only 
after enabling.

● All new items must be added to 
a collection.
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Organizational Policy: Disable Send
Disable Send:
● Enabling the Disable Send policy will 

prevent non-Owner/non-Admin users 
from creating or editing a Send using 
Bitwarden Send. 

○ Users subject to this policy will still be 
able to delete existing Sends that have 
not yet reached their Deletion Date.

● A banner is displayed to users in the 
Send view and on opening any existing 
Send to indicate that a policy is 
restricting them to only deleting Sends.
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Organizational Policy: Send Options

Send Options:

● Enabling the Send Options policy will 
allow Owners and Admins to specify 
options for creating and editing Sends.

○ Owners and Admins are exempt from 
this policy’s enforcement. 

● Option:
○ Do not allow users to hide their email 

address
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Organizational Policy: Master Password Reset
Master Password Reset:

● Enabling the master password reset 
policy:

○ Allows Owners and Admins to recover 
user accounts and restore access in 
user forgets master password

○ Users need to self-enroll or auto-enroll 
before master password can be reset

○ All master password reset actions are 
reported in the event logs
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Organizational Policy: Vault Timeout
Vault Timeout:

● Determines how your vault will behave 
after a specific period of inactivity

● Option:
○ Log Out 
○ Lock

● Adjust timeout for all clients
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Organizational Policy: Disable Personal Vault Export

Disable Personal Vault Export

● Prohibits users from exporting their 
private vault data.

● Policy does not apply to Owners 
or Admins

Note: Only Owners and Admins can export
          Organization Vault Data
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Questions

47



Prescribed Onboarding Path 

1. Create an Organization

2. Set up business policies

3.User management and onboarding

4. Vault Organization
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Onboarding Users Options 
● Two paths

○ Active Directory 
■ Requires downloading the Bitwarden Directory Connector
■ Can can be hosted on a local client or a server

○ Manually add users 
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Active Directory
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Supported Directories
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● Not highlighting the entire process
● LDAP and SAML 2.0 
● Does require the download of the 

Bitwarden Directory Connector
● Download the connector

https://bitwarden.com/help/article/directory-sync-desktop/


Onboarding Users
● Download the connector
● Select the Directory
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https://bitwarden.com/help/article/directory-sync-desktop/


Onboarding Users
● Add the Tenant ID
● This is generated by the 

directory. 
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Onboarding Users
● Add the Application ID
● This is also grabbed from the 

application object in the 
directory
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Onboarding Users
● Add the Secret Key
● Grabbed from the certificate 

generated in Azure AD
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Onboarding Users
● Set the sync settings
● Data synced from the Directory

○ Groups 
○ Users
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Onboarding Users
● Navigate to the Dashboard 
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Onboarding Users
● Start the Sync
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Manual Onboarding
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Onboarding Users
To manually Onboard Users

● Under the Manage Tab
■ Go to People
■ Click + Invite User
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Onboarding Users
Enter New User Information

● Enter Email Address
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Onboarding Users
Enter New User Information

● Up to 20 Users can be 
manually assigned at one time
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Onboarding Users
Enter New User Information

● Assign UserType
○ User
○ Manager
○ Admin
○ Owner
○ Custom
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Onboarding Users
Enter New User Information

● Assign Access Control
○ Access and Modify All

Collections
○ Access Only Selected

Collections
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Onboarding Users
Enter New User Information

● Collections
○ Assign User to Collections
○ Assign User Access to 

Collections
○ Click Save
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Collections
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Create Collections
To manually create Collections:
● Under the Manage Tab

■ Go to Collections
■ Click + New Collection
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Create Collections
On the Add Collection screen:
● Name the Collection
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  Implementation Example Collection



Create Collections
On the Add Collection screen:
● Name the Collection
● Add External ID (optional)
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  Implementation Example Collection

  Optional External ID



Create Collections
On the Add Collection screen:
● Name the Collection
● Add External ID (optional)
● Set Group Access
● Click Save 
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  Implementation Example Collection

  Optional External ID



Groups
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Create Groups
To manually create Groups:
● Under the Manage Tab

■ Go to Groups
■ Click + New Group
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Create Groups
On the Add Group screen:
● Name the Group
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  Implementation Example Collection
  Implementation Example Collection



Create Group
On the Add Group screen:
● Name the Group
● Add External ID (optional)
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  Implementation Example Collection

  Optional External ID



Create Group
On the Add Group screen:
● Name the Group
● Add External ID (optional)
● Set Group Access
● Click Save 
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  Implementation Example Collection

  Optional External ID



Top Adoption Drivers

76



Top Adoption Drivers 
● Training

○ Bitwarden lead
○ MSP lead 

● Follow up with email 
○ Inform the users
○ Prompt to get started 

● Establish a champion 
● Get started on all clients (I.E. Desktop, Web Browser, Mobile)
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Bitwarden Help 
& Resources
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https://bitwarden.com/help/

Bitwarden Help

https://bitwarden.com/help/


Bitwarden Blog

https://bitwarden.com/blog

https://bitwarden.com/blog


Community

https://community.bitwarden.com/

Tag: industry:msp

https://community.bitwarden.com/


Reddit

Welcome to r/Bitwarden

https://www.reddit.com/r/Bitwarden/com
ments/lqxbcz/welcome_to_rbitwarden/

A story about the Bitwarden 
Subreddit

Watch the video

https://www.reddit.com/r/Bitwarden/comments/lqxbcz/welcome_to_rbitwarden/
https://www.reddit.com/r/Bitwarden/comments/lqxbcz/welcome_to_rbitwarden/
https://youtu.be/DzXlKZqZatc


GitHub

https://github.com/bitwarden

https://github.com/bitwarden


YouTube

https://www.youtube.com/bitwarden

https://www.youtube.com/bitwarden


Twitter

https://twitter.com/Bitwarden

https://twitter.com/Bitwarden


Facebook

https://www.facebook.com/bitwarden/ 

https://www.facebook.com/bitwarden

LinkedIn

https://www.linkedin.com/company/bitwarden1 

https://www.linkedin.com/company/bitwarden1

LinkedIn & Facebook

https://www.facebook.com/bitwarden/
https://www.facebook.com/bitwarden
https://www.linkedin.com/company/bitwarden1
https://www.linkedin.com/company/bitwarden1


Resources Throughout Training
● Download Bitwarden:

○ bitwarden.com/download 
● Download the Directory Connector

○ https://bitwarden.com/help/article/directory-s
ync/

● Creating a Client Organization:
○ https://bitwarden.com/help/article/client-org-s

etup/
● Navigating the Provider Portal:

○ https://bitwarden.com/help/article/getting-sta
rted-providers

● Enterprise Policies:
○ https://bitwarden.com/help/article/policies/

● User Onboarding:
○ https://bitwarden.com/help/article/managi

ng-users/#onboard
● User Types and Access Control

○ https://bitwarden.com/help/article/user-types
-access-control/

● Creating and Sharing Vault Items:
○ https://bitwarden.com/help/article/sharing/

● Bitwarden Resources page:
○ https://bitwarden.com/resources/ 

● Bitwarden Events page:
○ https://bitwarden.com/events/ 

https://bitwarden.com/download/
https://bitwarden.com/help/article/client-org-setup/
https://bitwarden.com/help/article/client-org-setup/
https://bitwarden.com/help/article/getting-started-providers/
https://bitwarden.com/help/article/getting-started-providers/
https://bitwarden.com/help/article/uri-match-detection/
https://bitwarden.com/help/article/custom-fields/
https://bitwarden.com/help/article/custom-fields/
https://youtu.be/AFtPP9bcuYM
https://youtu.be/AFtPP9bcuYM
https://bitwarden.com/help/article/biometrics/
https://bitwarden.com/resources/
https://bitwarden.com/events/


Q&A?
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Thanks for Joining

89


