CYBER SECURITY

Certified Information Systems

Security Professional (CISSP®)

LENGTH PRICE (Excl. GST)

5 days NZD 3995

WHY STUDY THIS COURSE

Accelerate your cybersecurity career with the CISSP certification.

This course is the most comprehensive review of information security
concepts and industry best practices, and focuses on the eight domains of
the CISSP CBK® (Common Body of Knowledge) that are covered in the

ISC2 AT LUMIFY WORK CISSP exam. You will gain knowledge in information security that will

ISC2: The world’s leading cyber increase your ability to successfully implement and manage security

security and IT security programs in any organisation or government entity.

professional organisation.

Lumify Work is one of only a few Earning the CISSP proves you have what it takes to effectively design,

select training providers in implement and manage a best-in-class cybersecurity program. With a CISSP,
Australia with campuses in New you validate your expertise and become an ISC2 member, unlocking a broad

Zealand and the Philippines. We
offer official ISC2 courses and
training materials.

array of exclusive resources, educational tools, and peer-to-peer networking
opportunities.

Please note: The exam is not included in the course fee but can be purchased
separately. Please contact us for a quote.
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Career
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Introducing Certified Information Systems Security Professional (CISSP®)

Can't see the video above? Click here to open it in a new screen.
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WHAT YOU'LL LEARN

T his CISSP training course will help you to prepare for the CISSP
certification. You will gain core knowledge to successfully implement and
manage security programs. You will gain in-depth knowledge of the eight
domains required to prepare for the CISSP exam.

My instructor was great being able
to put scenarios into real world
instances that related to my
specific situation.

| was made to feel welcome from
the moment | arrived and the
ability to sit as a group outside the
classroom to discuss our
situations and our goals was
extremely valuable.

llearnt a lot and felt it was
important that my goals by
attending this course were met.

Great job Lumify Work team.

%

AMANDA NICOL

IT SUPPORT SERVICES
MANAGER - HEALTH WORLD
LIMITED
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COURSE SUBIJECTS

T his ISC2 CISSP certification training course provides in-depth coverage of
the eight domains required to prepare for the CISSP exam. Refer to the
CISSP Exam Outline for a deeper dive into the CISSP domains.

1. Security and Risk Management

« Understand, adhere to, and promote professional ethics
« Understand and apply security concepts

« Evaluate and apply security governance principles

Lumify Work

Customised Training . Determine compliance and other requirements

We can also deliver and customise o Understand legal and regulatory issues that pertain to information
this training course for larger security in a holistic context

groups saving your organisation

time, money and resources. « Understand requirements for investigation types (i.e., administrative,
For more information, please criminal, civil, regulatory, industry standards)

contact us on 0800 835 835.

o Develop, document, and implement security policy, standards,
procedures, and guidelines

o Identify, analyse, and prioritise Business Continuity (BC) requirements
o Contribute to and enforce personnel security policies and procedures
o Understand and apply risk management concepts

« Understand and apply threat modeling concepts and methodologies
o Apply Supply Chain Risk Management (SCRM) concepts

« Establish and maintain a security awareness, education, and training
program

2. Asset Security
o Identify and classify information and assets

« Establish information and asset handling requirements

https://www.lumifywork.com/en-nz/courses/information-systems-security-professional-cissp/

Call 0800 835 835

LU l I I I FY and Speak to a @ nz.training@Ilumifywork.com o facebook.com/lumifyworknz G twitter.com/LumifyWorkNZ

WO rk LU m |fy Work www.lumifywork.com @ linkedin.com/company/lumify-work-nz o youtube.com/@Ilumifywork
Consultant today!


mailto:nz.training@lumifywork.com
https://www.lumifywork.com/
https://www.facebook.com/lumifyworknz/
https://www.linkedin.com/company/lumify-work-nz/
https://twitter.com/DDLSTraining
https://www.youtube.com/@lumifywork
tel:0800 835 835
https://assets.ctfassets.net/82ripq7fjls2/2D57uYE9A4MhPVAV3SBJLk/9673cc81a1649b8d8e1ece6739db6ca2/CISSP-Exam-Outline-English-April-2021.pdf

CYBER SECURITY

Certified Information Systems

Security Professional (CISSP®)

Provision resources securely
Manage data lifecycle

Ensure appropriate asset retention (e.g. End-of-Life (EOL), End-of-
Support (EOS))

Determine data security controls and compliance requirements

3. Security Architecture and Engineering

Research, implement and manage engineering processes using secure

design principles

Understand the fundamental concepts of security models (e.g. Biba,
Star Model, Bell-LaPadula)

Select controls based upon systems security requirements

Understand security capabilities of Information Systems (IS) (e.g.
memory protection, Trusted Platform Module (T PM),
encryption/decryption)

Assess and mitigate the vulnerabilities of security architectures,
designs, and solution elements

Select and determine cryptographic solutions
Understand methods of cryptanalytic attacks
Apply security principles to site and facility design

Design site and facility security controls

4. Communication and Network Security

Assess and implement secure design principles in network architectures
Secure network components

Implement secure communication channels according to design

5.Identity and Access Management (IAM)
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Control physical and logical access to assets

Manage identification and authentication of people, devices, and
services

Federated identity with a third-party service
Implement and manage authorisation mechanisms
Manage the identity and access provisioning lifecycle

Implement authentication systems

6. Security Assessment and Testing

Design and validate assessment, test, and audit strategies
Conduct security control testing

Collect security process data (e.g. technical and administrative)
Analyse test output and generate reports

Conduct or facilitate security audits

7. Security Operations

Understand and comply with investigations
Conduct logging and monitoring activities

Perform Configuration Management (CM) (e.g. provisioning, baselining,
automation)

Apply foundational security operations concepts

Apply resource protection

Conduct incident management

Operate and maintain detective and preventative measures
Implement and support patch and vulnerability management

Understand and participate in change management processes
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Implement recovery strategies

Implement Disaster Recovery (DR) processes

Test Disaster Recovery Plans (DRP)

Participate in Business Continuity (BC) planning and exercises
Implement and manage physical security

Address personnel safety and security concerns

8. Software Development Security

Understand and integrate security in the Software Development Life
Cycle (SDLC)

Identify and apply security controls in development environments
Assess the effectiveness of software security
Assess security impact of acquired software

Define and apply secure coding guidelines and standards
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WHO IS THE COURSE FOR?

T his CISSP training course in NZ is ideal for experienced security
practitioners, managers and executives interested in proving their
knowledge across a wide array of security practices and principles, including
those in the following positions:

o Chief Information Security Officer
o Chief Information Officer

o Director of Security

o IT Director/Manager

o Security Systems Engineer

o Security Analyst

o Security Manager

o Security Auditor

o Security Architect

o Security Consultant

« Network Architect

We can also deliver and customise this training course for larger
groups - saving your organisation time, money and resources. For
more information, please contact uson 0800 835 835

PREREQUISITES

For CISSP training, you should have a minimum of five years of experience
working in IT Infrastructure and Cybersecurity.

CISSP certification requirements: Candidates for the CISSP certification
exam must have a minimum of five years cumulative, paid work experience
in two or more of the eight domains of the CISSP CBK.
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A candidate who doesn’t have the required experience to become a CISSP
may become an Associate of ISC2 by successfully passing the CISSP exam.
An Associate of ISC2 can then accumulate the necessary work experience to
achieve full certification.

The s upply of this cours e by Lumify Workis governed by the booking terms and conditions . Pleas e read the terms and

conditions carefuly before erroling inthis cours e, as enrolment inthe cours e is conditional onacceptance of thes e terms and
conditions .
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