Network Penetration

Testing Essentials

OffSec’s Network Penetration Testing Essentials
is a learning path designed to prepare learners to
begin their penetration testing training journey.

This learning path covers the main concepts of
information security, such as cryptography,
scripting, networking protocols, and working
with shells.

Interns, system administrators, developers, and
other technical practitioners will get exposed to
cybersecurity-adjacent content and tools and
technology needed to begin learning penetration
testing skills.

The PEN-100 Assessment and Badge allows you
to track your team’s progress and understand
the level of assimilated content.

After completing the Network Penetration
Testing Essentials training, learners will gain the
essential skills and confidence to enroll in more
advanced material, namely the Penetration
Testing with Kali Linux (PEN-200) course.

PEN: Network Penetration Testing Essentials is
only available through a Learn subscription.

‘1. OffSec

Partner Program

BENEFITS:

e |dentify and educate promising
security talent within your organization

e Train new staff and IT roles in basic IT
and information security skills

e Provide learners with materials that
help them prepare to enroll in PEN-200

* Get learners started on the preparation
for entry-level security roles

* Use assessments and badges to test
learners’ progress and the level of
preparedness for the PEN-200 course

LEARN:

e Linux Basics

* Windows Basics

* Networking Fundamentals

* Cryptography

* Web Applications

e Introduction to Active Directory

* Working w/ Shells

e Bash, Python and PowerShell Scripting

*Troubleshooting




