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OFFSEC AT LUMIFY
WORK

Security professionals from top

organisations rely on OffSec to

train and certify their personnel.

Lumify Work is an Official

Training Partner for OffSec.

INCLUSIONS

OSWE exam

LENGTH

90 days access

WHY STUDY THIS COURSE

Specialise in web applicat ion security with the updated version of  WEB-300.

From XSS attacks to advanced SQL inject ions and server side request

forgery, learn how to exploit  and secure web apps using white box

pentest ing methods.

T his challenging cert if icat ion program will develop their skills in a white box

and black box environment, with insight and instruct ion f rom top

cybersecurity leaders. T he bulk of  your t ime will be spent analysing source

code, decompiling Java®, debugging DLLs, manipulat ing requests, and more,

using tools like Burp Suite, dnSpy, JD-GUI, Visual Studio, and the trusty text

editor.

Students who complete the course and pass the exam earn the OffSec

Web Expert  (OSWE) cert if icat ion, demonstrat ing mastery in exploit ing f ront-

facing web apps.

T he OSWE is one of  three cert if icat ions making up the OSCE³ cert if icat ion,

along with the OSEP for advanced penetrat ion test ing and the OSED for

exploit  development.

T his self-paced course includes:

10-hour video series

4 10+ page PDF course guide

Private labs

Act ive student forums

Access to virtual lab environment

OSWE exam voucher

https://www.lumifywork.com/
https://www.facebook.com/LumifyWorkPh/
https://www.linkedin.com/company/lumify-work-ph/
https://twitter.com/DDLSTraining
https://www.youtube.com/@lumifywork
https://www.lumifywork.com/en-ph/courses/pen-300-evasion-techniques-and-breaching-defenses-osep-self-paced/
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AMANDA NICOL

IT  SUPPORT  SERVICES

MANAGER - HEALT H WORLD

LIMIT ED

My instructor was great being able

to put scenarios into real world

instances that related to my

specific situation.

I was made to feel welcome from

the moment I arrived and the

ability to
sit as a group outside the

classroom to discuss our

situations and our
goals was

extremely valuable.

I learnt a lot and felt it was

important that my goals by

attending this
course were met.

Great job Lumify Work team.

Introducing Advanced Web Attacks and Exploitat ion

About the OSWE exam:

Learn more about the exam.

WHAT YOU'LL LEARN

T he WEB-300 course and online lab prepares you for the OSWE

cert if icat ion

48-hour exam

Proctored

Performing advanced web app source code audit ing

Analysing code, writ ing scripts, and exploit ing web vulnerabilit ies

Implementing mult i-step, chained attacks using mult iple vulnerabilit ies

Using creat ive and lateral thinking to determine innovat ive ways of

exploit ing web vulnerabilit ies

https://www.lumifywork.com/
https://www.facebook.com/LumifyWorkPh/
https://www.linkedin.com/company/lumify-work-ph/
https://twitter.com/DDLSTraining
https://www.youtube.com/@lumifywork
https://help.offensive-security.com/hc/en-us/articles/360046869951-OSWE-Exam-Guide
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Lumify Work
Customised Tra ining

We can also deliver and customise

this training course for larger

groups
saving your organisation

time, money and resources.

For more information, please

contact us on 02 8286 9429.

COURSE SUBJECTS

T he course covers the following topics:

Cross-Origin Resource Sharing (CORS) with CSRF and RCE

JavaScript Prototype Pollut ion

Advanced Server Side Request Forgery

Web security tools and methodologies

Source code analysis

Persistent cross-site script ing

Session hijacking

.NET  deserialisat ion

Remote code execut ion

Blind SQL inject ions

Data exf ilt rat ion

Bypassing f ile upload restrict ions and f ile extension f ilters

PHP type juggling with loose comparisons

PostgreSQL Extension and User Def ined Funct ions

Bypassing REGEX restrict ions

Magic hashes

Bypassing character restrict ions

UDF reverse shells

PostgreSQL large objects

DOM-based cross site script ing (black box)

Server side template inject ion

https://www.lumifywork.com/
https://www.facebook.com/LumifyWorkPh/
https://www.linkedin.com/company/lumify-work-ph/
https://twitter.com/DDLSTraining
https://www.youtube.com/@lumifywork
tel:02 8286 9429
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View the full syllabus here.

Weak random token generat ion

XML external ent ity inject ion

RCE via database funct ions

OS command inject ion via WebSockets (black box)

https://www.lumifywork.com/
https://www.facebook.com/LumifyWorkPh/
https://www.linkedin.com/company/lumify-work-ph/
https://twitter.com/DDLSTraining
https://www.youtube.com/@lumifywork
https://assets.ctfassets.net/82ripq7fjls2/nTLHFCKuokTtyBZPfafl5/a53154d760f9f3317da7ca44e9195b8f/WEB-300-syllabus.pdf
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WHO IS THE COURSE FOR?

PREREQUISITES

WEB-200 Foundat ional Web Applicat ion Assessments with Kali Linux is a

prerequisite for this course.

Experienced penetrat ion testers who want to better understand white

box web app pentest ing

Web applicat ion security specialists

Web professionals working with the codebase and security

infrastructure of  a web applicat ion

Comfort  reading and writ ing at least one coding language

Familiarity with Linux

Ability to write simple Python / Perl / PHP / Bash scripts

Experience with web proxies

General understanding of  web app attack vectors, theory, and pract ice

The s upply of this  cours e by Lumify Work is  governed by the booking terms  and conditions . Pleas e read the terms  and

conditions  carefully before enrolling in this  cours e, as  enrolment in the cours e is  conditional on acceptance of thes e terms  and

conditions .

https://www.lumifywork.com/
https://www.facebook.com/LumifyWorkPh/
https://www.linkedin.com/company/lumify-work-ph/
https://twitter.com/DDLSTraining
https://www.youtube.com/@lumifywork
https://www.lumifywork.com/en-ph/courses/web-200-foundational-web-application-assessments-with-kali-linux-oswa-self-paced/

