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VMWARE AT LUMIFY
WORK

VMware is the world leader in

server virtualisation

technologies. Lumify Work is a

VMware Education Reseller

Partner (VERP), offering training

in vSphere, vRealize, vSAN,

Horizon, NSX-T, Workspace ONE,

Carbon Black, and other

VMware technologies and

platforms.

LENGTH

5 days

VERSION

5.0

WHY STUDY THIS COURSE

T his course includes instruct ion on the capabilit ies of  VMware Cloud

Foundat ion™ and how to successfully plan, deploy, manage, and operate

hybrid and cloud infrastructures, including customisat ion. T he course

explains the architecture of  VMware Cloud Foundat ion and explains

licensing, cert if icates, and storage and network management. T he course

also covers workload domains, availability, life cycle management, and

troubleshoot ing.





Product  Alignment 


• VMware Cloud Foundat ion 5.0


• VMware vSphere 8.0


• VMware NSX 4 


• vSphere with Tanzu





WHAT YOU'LL LEARN

By the end of  the course, you should be able to meet the following

object ives:

Plan a deployment for VMware Cloud Foundat ion

Understand VMware Cloud Foundat ion and support ing architecture

Conf igure VMware Cloud Foundat ion for VMware Cloud Connect ivity

Understand the VMware Cloud Foundat ion subscript ion licensing model

Perform Day-Zero tasks

Perform VMware Cloud Foundat ion platform onboarding

Manage user credent ials in VMware Cloud Foundat ion

Conf igure NSX networking in VMware Cloud Foundat ion
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AMANDA NICOL

IT  SUPPORT  SERVICES

MANAGER - HEALT H WORLD

LIMIT ED

My instructor was great being able

to put scenarios into real world

instances that related to my

specific situation.

I was made to feel welcome from

the moment I arrived and the

ability to
sit as a group outside the

classroom to discuss our

situations and our
goals was

extremely valuable.

I learnt a lot and felt it was

important that my goals by

attending this
course were met.

Great job Lumify Work team.

Deploy and manage Workload Domains

Deploy vSphere with Tanzu on VMware Cloud Foundat ion

Understand and implement storage solut ions and related policies

Perform maintenance tasks for the VMware Cloud Foundat ion platform

Manage cert if icates for VMware Cloud Foundat ion and connected

technologies

Manage the lifecycle for VMware Cloud Foundat ion

Engage with VMware Cloud Foundat ion Technical Support
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Lumify Work
Customised Tra ining

We can also deliver and customise

this training course for larger

groups
saving your organisation

time, money and resources.

For more information, please

contact us on 02 8286 9429.

COURSE SUBJECTS

1. Course Int roduct ion

2. VMware cloud f oundat ion overview

3 . VMware Cloud Foundat ion+ and VMware Cloud Connect ivit y

4. Day Zero Tasks

Introduct ions and course logist ics

Course object ives

Describe the VMware Cloud Foundat ion solut ion

Describe VMware Cloud Foundat ion architecture

Ident ify VMware Cloud Foundat ion components

Describe the VMware Cloud Foundat ion topology

Describe the VMware Cloud Foundat ion+ architecture

Ident ify the pre-requisites for VMware Cloud Foundat ion+

Describe VMware Cloud Foundat ion+ value added features

Conf igure subscript ion-based licensing parameters

Describe the vCenter Cloud Gateway funct ionality

Ident ify the vCenter Cloud Gateway components

Describe the vCenter Cloud Gateway architecture

Connect the vCenter Cloud Gateway to VMware Cloud

Describe the VMware Cloud platform

Describe the VMware vSphere+ services used in VMware Cloud

Foundat ion+

Demonstrate the capabilit ies of  the VMware Cloud user interface for

VMware Cloud Foundat ion+
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5. Post -Deployment  Operat ions

Ident ify the requirements for deploying VMware Cloud Foundat ion

Describe the VMware Cloud Foundat ion bring-up process

Ident ify the information required for the Planning and Preparat ion

Workbook

Complete the Deployment Parameter Workbook

Describe how VMware Cloud Builder automates the deployment

process

Ident ify the conf igurat ion validat ion process performed by VMware

Cloud Builder

Describe the deployment of  the management domain

Complete the Onboarding Wizard

Understand VMware Cloud Foundat ion integrat ion with VMware Single

Sign-On

Conf igure user access to VMware Cloud Foundat ion

Describe the importance of  user roles in vSphere

Conf igure ident ity sources for VMware Cloud Foundat ion

Perform the SDDC Manager backup and restore process

Ident ify steps in the NSX backup and restore process

Manage passwords in VMware Cloud Foundat ion

Explain the importance of  using VMware Cloud Foundat ion to manage

passwords for vSphere components

Manage and secure a primary password list

Describe the process for rotat ing passwords not managed by VMware

Cloud Foundat ion
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6. VMware Cloud Foundat ion Net working wit h NSX

7. Managing Workload Domains

Describe network virtualisat ion with NSX

Recognise NSX operat ional planes

Ident ify NSX components

Describe logical switching

Describe NSX Data Center deployment in VMware Cloud Foundat ion

Explain how logical rout ing works in NSX

Ident ify NSX Edge funct ions

Describe data plane preparat ion for NSX Edge nodes in a workload

domain

Recognise T ier-0 and T ier-1 gateway topologies

Def ine applicat ion virtual networks

Describe management domain rack opt ions

List  NSX Edge cluster requirements for vSphere with Tanzu

Discuss NSX Edge cluster placement considerat ions

Def ine workload domains

List  the types of  workload domains

Ident ify workload domain prerequisites

Understand the scalability limits for workload domains

Ident ify use cases for mult iple clusters in a workload domain

Create network pools

Size network pools

Commission hosts with SDDC Manager
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8. vSphere wit h Tanzu in VMware Cloud Foundat ion

9. VMware Cloud Foundat ion St orage Management

Create workload domains

Scale workload domains

Decommission hosts f rom a workload domain

Remove workload domains

Describe dist inct ive design decisions for VMware Cloud Foundat ion

components

Explain vSphere with Tanzu

Def ine the role of  the Spherelet

Describe the supervisor cluster control plane

Create vSphere with Tanzu namespaces

Describe the role of  NSX networking components in vSphere with Tanzu

Discuss vSphere with Tanzu networking topology

Describe control plane VM management networking requirements

Plan appropriate IP address ranges for pod, ingress, and egress

networking

Describe prerequisites for vSphere with Tanzu cluster compatibility

Deploy vSphere with Kubernetes

Create a vSphere namespace

Conf igure limits and permissions for a vSphere namespace

Ident ify storage use cases in VMware Cloud Foundat ion

Determine the most appropriate storage opt ion for a workload domain

Describe dif ferent vSphere-nat ive storage design opt ions

https://www.lumifywork.com/
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10. Availabilit y and Business Cont inuit y

11. VMware Cloud Foundat ion Cert if icat e Management

Ident ify vSAN architecture and components

Describe vSAN requirements for the management and workload

domains

Conf igure deduplicat ion and compression

Discuss how to scale vSAN clusters in VMware Cloud Foundat ion

Conf igure storage policies for vSAN

Explain storage policy failure tolerance rules

Ident ify a virtual machine storage policy compliance status

Explain how vSAN storage policies protect VMware Cloud Foundat ion

components

Explain the importance of  external service availability

Describe availability opt ions nat ive to VMware vSphere

Ident ify stretched cluster use cases

Ident ify stretched cluster components

Recognise stretched cluster requirements in VMware Cloud Foundat ion

Prepare and deploy a vSAN stretched cluster using APIs

Learn the basics of  public key inf rastructure (PKI)

Describe the purpose of  cert if icate signing requests (CSRs)

Describe available opt ions in SDDC Manager for cert if icate authorit ies

View cert if icates for VMware Cloud Foundat ion components

Install and replace cert if icates for VMware Cloud Foundat ion

components
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12. VMware Cloud Foundat ion Lif ecycle Management

13 . VMware Cloud Foundat ion Troubleshoot ing

Conf igure the integrated Cert if icate Authorit ies in SDDC Manager

Conf igure a cert if icate template in Microsoft  Cert if icate Authority

server

Conf igure the OpenSSL cert if icate authority in SDDC Manager

Install cert if icates issued by Microsoft , OpenSSL, and third-party

cert if icate authorit ies

Describe VMware Cloud Foundat ion Life Cycle Management

List  the products managed by VMware Cloud Foundat ion Lifecycle

management

Use online and off line bundle downloads using VMware Cloud

Foundat ion Lifecycle management

Understand the role of  vSphere Lifecycle Management in VMware Cloud

Foundat ion

Understand vSphere Lifecycle Manager features

Understand how and when to use cluster images

Describe the importance of  Hardware Support Managers

Describe the upgrade prerequisites

Out line the upgrade precheck process

Describe the order of  upgrade for VMware Cloud Foundat ion

components

Use the SoS command-line tool to create log bundles, perform health

checks, and check password validity

List  VMware Cloud Foundat ion services
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Ident ify VMware Cloud Foundat ion log f iles

Use token IDs to troubleshoot failed workf lows
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WHO IS THE COURSE FOR?

PREREQUISITES

Before taking this course, students should take the following courses or

have equivalent knowledge and experience:

System architects and system administrators

VMware vSphere: Install, Conf igure, Manage

VMware NSX: Install, Conf igure, Manage

VMware vSAN: Install, Conf igure, Manage

The s upply of this  cours e by Lumify Work is  governed by the booking terms  and conditions . Pleas e read the terms  and

conditions  carefully before enrolling in this  cours e, as  enrolment in the cours e is  conditional on acceptance of thes e terms  and

conditions .
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