
� Identify promising defensive security 
talent within your organization

� Equip new employees and technical 
team with introductory cyber defense 
training

� Track learners’ journey with practical 
Learning Module Exercises

� Prepare learners to enroll in SOC-200

� Use assessments and badges to test 
learners’ knowledge, and preparation 
for advanced-level training

� Linux Basics

� Windows Basics 

� Networking Fundamentals

� Linux Networking and Services

� Enterprise Network Architecture

� SOC Management Processes

� Windows Networking and Services

� Introduction to Active Directory

� Troubleshooting

BENEFITS:

LEARN:

OffSec’s Security Operations Essentials learning 
path introduces learners to the cybersecurity 
defense and security operations essentials. 

With more than 10 extensive Learning Modules 
and new content added regularly, as well as 
hands-on exercises to apply learners’ 
knowledge, Security Operations Essentials will 
help your team get familiar with the fundamental 
processes and methodologies needed to start 
learning security operations and defense. 

To demonstrate their skill level and learning 
journey, learners can take assessments and earn 
OffSec badges.

Security Operations Essentials is an ideal prelude 
to the Security Operations and Defensive 
Analysis (SOC-200) course where learners can 
train and get certified for roles such as SOC 
Junior Analyst and Threat Hunter. 

OffSec’s Security Operations Essentials 
learning path is only available through a 
Learn subscription. 

Security Operations 
Essentials


