Model Contractual Terms for contracts between data holders and data recipients on making data available at the request of users of connected products and related services

(Annex III of the Final Report of the Expert Group on B2B Data Sharing and Cloud Contracts)

	About this Document
This document contains the text of the Model Contractual Terms, as published in the Annex III of the “Final Report of the Expert Group on B2B Data Sharing and Cloud Contracts” (2 April 2025).
The content has been prepared by the Expert Group on B2B Data Sharing and Cloud Contracts, established by the European Commission. The text has not been altered in substance. It has been reformatted from PDF to editable Word format by Streamlex.eu to support practical use in contract development and internal governance workflows.
These model terms are non-binding and are intended to serve as a voluntary tool to facilitate fair, balanced, and legally sound B2B data-sharing agreements, in line with the principles of the EU Data Act and related regulatory frameworks.

List of Appendices
· Appendix 1 contains evidence on the request and, if applicable, any mandate
· Appendix 2 contains details of the Data covered by the contract and access arrangements
· Appendix 3 contains details of the calculation of compensation, including the potential status of the Data Recipient as an SME
· Appendix 4 contains details of measures for the protection of trade secrets
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[bookmark: ANNEX_I:_MODEL_CONTRACTUAL_TERMS_for_con][bookmark: _bookmark16][bookmark: (b)_act_as_a_first_contact_point_for_the][bookmark: ANNEX_II:_MODEL_CONTRACTUAL_TERMS__for_c][bookmark: _bookmark67]ANNEX III: MODEL CONTRACTUAL TERMS
for contracts between data holders and data recipients on making data available at the request of users of connected products and related services


1. [bookmark: 1._Parties,_Requesting_User_and_subject_][bookmark: _bookmark94]Parties, Requesting User and subject matter

1.1 [bookmark: 1.1_Parties_to_the_Contract][bookmark: _bookmark95]Parties to the Contract
This contract on the access to and use of data (‘the Contract) is made between
[insert name, contact details and further references] (‘Data Holder’) and
[insert name, contact details and further references] (‘Data Recipient’)
referred to in this document collectively as ‘the Parties’ and individually as ‘the Party’.
The Parties must identify here who is the data holder and who is the data recipient, within the meaning of Article 2 (13) and (14) of the Data Act.

According to the Data Act, ‘data holder’ means a natural or legal person that has the right or obligation, in accordance with the Data Act, applicable Union law or national legislation adopted in accordance with Union law, to use and make available data, including, where contractually agreed, product data or related service data which it has retrieved or generated during the provision of a related service.
According to the Data Act, ‘data recipient’ means a natural or legal person, acting for purposes which are related to that person’s trade, business, craft or profession, other than the user of a connected product or related service, to whom the data holder makes data available, including a third party following a request by the user to the data holder or in accordance with a legal obligation under Union law or national legislation adopted in accordance with Union law.


1.2 [bookmark: 1.2_Requesting_User,_Product_and_Related][bookmark: _bookmark96]Requesting User, Product and Related Service(s)
1.2.1 [bookmark: 1.2.1_This_Contract_is_based_on_the_join]This Contract is based on the joint assumption of the Parties that the Data Holder is obliged under Article 5 of the Data Act to make data available to the Data Recipient when requested to do so by or on behalf of
(insert name, contact details and further references) (‘Requesting User’)
and that the Requesting User is a user (within the meaning of Article 2 (12) the Data Act) of:
(a) the following Product: (insert name and further specifications of the specific connected product or type of products covered by the Contract); and/or
(b) the following Related Service(s): (insert name and further specifications of the specific related services or type of related services covered by the Contract, if applicable).
The Parties must identify here:


(i)
(ii)
who is the user within the meaning of Article 2(12) of the Data Act,
that makes a request to the Data Holder, under Article 5 of the Data Act.
A ‘user’ means a natural or legal person that owns a connected product or to whom temporary rights to use that connected product have been contractually transferred, or that receives related services.
They must also identify which connected product and, if applicable, which related service is used by the Requesting User.
According to the Data Act, ‘connected product’ means an item:
(i) that obtains, generates or collects data concerning its use or environment;
(ii) that is able to communicate product data via an electronic communications service, a physical, connection or on-device access;
(iii) whose primary function is not the storing, processing or transmission of data on behalf of third parties, other than the user.
‘Related service’ means a digital service (other than an electronic communications service, including software) which:
(i) is connected with the product at the time of the purchase, rent or lease in such a way that its absence would prevent the connected product from performing one or more of its functions, or
(ii) which is subsequently connected to the product by the manufacturer or a third party to add to, update or adapt the functions of the connected product.



2 [bookmark: 2_Fundamental_declarations][bookmark: _bookmark97]Fundamental declarations

2.1 [bookmark: 2.1_Quality_of_the_user_and_existence_of][bookmark: _bookmark98]Quality of the user and existence of a valid request
2.1.1 [bookmark: 2.1.1_Each_Party_declares_that,_to_the_b]Each Party declares that, to the best of their knowledge, the Requesting User is a user (within the meaning of Article 2 (12) of the Data Act) of the Product and Related Service specified in in clause 1.2.1.
2.1.2 [bookmark: 2.1.2_Each_Party_declares_that_the_Reque]Each Party declares that the Requesting User has requested that the Data Holder makes available to the Data Recipient the Data specified in clause 3.1. Evidence of the request is attached to this Contract in Appendix 1.
2.1.3 [bookmark: 2.1.3_(If_applicable)_Each_party_declare](If applicable) Each party declares that, to the best of their knowledge, the party acting on behalf of the Requesting User has provided evidence that they have received the necessary authority from the Requesting User to submit this request in accordance with applicable law. Evidence of the authorisation is attached to this Contract in Appendix 1.
Under the Data Act, the request may be made by a third party acting on behalf of the Requesting User. This third party may, for example, be a data broker or any other agent or representative, including the Data Recipient themself.
Obviously, if a third party, including the Data Recipient, claims to have been authorised by the Requesting User, this situation is a potential source of abuse to an even greater extent than the usual request situation. Therefore, the Parties must take reasonable steps to verify that there has been no fraud or manipulation and that this request has been correctly submitted.

2.1.4 [bookmark: 2.1.4_Each_Party_further_declares_that,_]Each Party further declares that, to the best of their knowledge, the request is valid under applicable law, has not been withdrawn and has not expired. In particular, the Data Recipient

declares that it has not made the exercise of choices or rights under the Data Act by the Requesting User unduly difficult, including by offering choices to the Requesting User in a non-neutral manner, or by coercing, deceiving or manipulating the Requesting User, or by impairing the autonomy, decision-making or choices of the Requesting User, including by means of a user digital interface or a part thereof.
If there are indications that the request is invalid or has been withdrawn, the Parties must take reasonable steps to verify that there is still a request that is valid. If this is not the case, the Data Holder may not be allowed to share the data with the Data Recipient and may be liable for doing so. The Data Recipient may also be liable for requesting data they are not entitled to request.
The validity of the request may depend on many factors under applicable law. For example, for a request to be legally valid it should:
· qualify as a freely given, sufficiently informed and explicit indication of the Requesting User’s wishes (which is not the case, in particular, where the Requesting User has been encouraged to make a request by deceptive or coercive means or by subverting or impairing their autonomy );
· be given with the legal capacity required under the applicable laws, including, for personal data, EU and national data protection laws; and
· not be invalid on other grounds.


2.2 [bookmark: 2.2_Eligibility_of_Data_Recipient][bookmark: _bookmark99]Eligibility of Data Recipient
2.2.1 [bookmark: 2.2.1_The_Data_Recipient_declares_that_t]The Data Recipient declares that they have entered into an contract with the Requesting User on the use of the Data. According to this contract, the Data will be used exclusively for (insert purpose(s) according to contract between Data Recipient and Requesting User):
(if the Data may disclose trade secrets) The Data Recipient declares that the Data is strictly necessary for fulfilling this purpose.
The Parties should endeavour to define the purpose in a way that allows the Data Holder to determine whether the use of the data by the Data Recipient is permissible and to apply technical and organisational safeguards to ensure that it is; but not so detailed as to reveal to the Data Holder confidential business ideas belonging to the Data Recipient.
Where the Data Holder's trade secrets are at stake, the full purposes must be disclosed, to enable the Data Holder to assess whether the provision of the data is strictly necessary to achieve the stated purpose.


2.2.2 [bookmark: 2.2.2_The_Data_Recipient_declares_that_i]The Data Recipient declares that is does not qualify as a undertaking designated as a ‘gatekeeper’ under Article 3 of Regulation (EU) 2022/1925 (Digital Markets Act).

2.3 [bookmark: 2.3_Compliance_with_data_protection_law][bookmark: _bookmark100]Compliance with data protection law
2.3.1 [bookmark: 2.3.1_As_far_as_the_Data_qualifies_as_pe]As far as the Data qualifies as personal data, each Party declares that they comply with the Regulation (EU) 2016/679 and, where relevant, Directive 2002/58/EC.
2.3.2 [bookmark: 2.3.2_In_particular,_when_the_Requesting]In particular, when the Requesting User is not the data subject, the Data Holder may only make the Data which are personal data available to the Data Recipient, to the extent permitted under Regulation (EU) 2016/679 and, where relevant, Directive 2002/58/EC.

The concept of ‘personal data’ under the GDPR is very broad. It captures any data that relates to an identified or identifiable person, i.e. a natural person who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
Non-personal data, can become personal data for example when they are part of a mixed dataset, where they are combined with new data and the outcome of this combination allows to link the data to identified or identifiable individual. This can happen also where new data processing capabilities emerge.
The Parties should start by carefully assessing the existence of personal data in the Data as well as their own roles, and that of the User, under the GDPR:
· ‘data subject’ is the identified or identifiable natural person to whom information relates;
· ‘controller’ means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by law, the controller may be provided for by that law;
· ‘processor’ means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller;
· ‘recipient’ means a natural or legal person, public authority, agency or another body, to which the personal data is disclosed, whether a third party or not (not including public authorities, who may receive personal data in the framework of a particular inquiry under the applicable law).
The Parties should consider that a party may have more than one role depending of the processing purpose, and/or may have a role jointly with another party.
When the Requesting User is not the data subject, a legal basis is needed under GDPR to allow the sharing of the Data with the Data Recipient. A possible legal basis could be consent within the meaning of Article 6 (1) (a) or the legitimate interest within the meaning of Article 6 (1) (f) GDPR. To assess the existence of such a legitimate interest, the obligation to make the data available in accordance with Article 5 of the Data Act may be taken into consideration, although this obligation is not a sufficient legal basis in itself.

2.4 [bookmark: 2.4_Incorrectness_of_fundamental_declara][bookmark: _bookmark101]Incorrectness of fundamental declarations
2.4.1 [bookmark: 2.4.1_Any_Party_that_becomes_aware_that_]Any Party that becomes aware that any declaration referred to in clauses 2.1 to 2.3 is not, or is no longer, correct, or will no longer remain correct in the foreseeable future, must, without

undue delay, notify the other Party (unless the other Party is or ought to be already aware of the fact).
2.4.2 [bookmark: 2.4.2_On_becoming_aware_of_this_situatio]On becoming aware of this situation, each of the Parties must take appropriate action and cure the false or incorrect fundamental declaration, to the extent possible. Depending on the circumstances, this may include notifying the Requesting User or any protected third party who is affected or the temporary suspension of the making available of the Data by the Data Holder or the use of the Data by the Data Recipient, if making the Data available or the use of the Data is or has become unlawful.
If any declaration referred to in clauses 2.1 to 2.3 is not or no longer correct, the party should undertake appropriate actions. In particular, if the Requesting User sold the product and ceases to be the User and the Data Holder receives appropriate information, the Data Holder should terminate the Contract with the Recipient with respect to such User. In the termination notice it should indicate the reason of termination. The mere notification would not be sufficient in this case, as there is no way to rectify the situation. If the Data Recipient wants to continue receiving the data, they need to approach the new user. However, in some cases the parties may rectify the infringement of representation. This would be for example the case when the user’s request is issued by unauthorised person (e.g. the employee who had no power to represent the user company). In such case, the local law may allow to validate such action with retroactive effect by the Management Board of the user.



2.4.3 [bookmark: 2.4.3_If_the_situation_is_not_and_cannot]If the situation is not and cannot be cured, this Contract must terminate by means of a written termination notice mentioning the reasons of termination given by either party to the other. The termination has immediate effect. Where the incorrectness affects only part of the data covered by this Contract, termination must take effect only for the relevant part.
[bookmark: Effects_of_termination_are_governed_by_c]Effects of termination are governed by clause 7.3.


3 [bookmark: 3_Making_the_Data_available][bookmark: _bookmark102]Making the Data available

3.1 [bookmark: 3.1_Data_covered_by_the_Contract][bookmark: _bookmark103]Data covered by the Contract
3.1.1 [bookmark: 3.1.1_The_data_covered_by_this_Contract_]The data covered by this Contract consists of the readily available Product Data or Related Service(s) Data within the meaning of the Data Act identified in the request made by the Requesting User on the basis of Article 5 of the Data Act, as well as the relevant metadata necessary to interpret and use that data (‘the Data’).
3.1.2 [bookmark: 3.1.2_The_Data_is_set_out_in_detail_in_a]The Data is set out in detail in appendix 2, which forms an integral part of this Contract.
The Parties should, in a separate appendix, specify the data covered by the Contract, in compliance with the request made by the Requesting User.
In accordance with articles 5 and 2 (15), (16) and (17) of the Data Act, this Data can only be readily available Product or Related Services Data::
(a)	Product data are data generated by the use of the Product that the manufacturer designed to be retrievable, via an electronic communications service, physical connection or on-


device access, by the User, Data Holder or a third party, including, where relevant, the manufacturer;
(b) Related service data, i.e. data representing the digitisation of user actions or of events related to the connected product, recorded intentionally by a user or generated as a by- product of a user’s action during the provision of the related service.
(c) Readily available data are that the Data Holder can lawfully obtain from the product or related service, without disproportionate effort going beyond a simple operation.
As this Contract defines the arrangements for making the Data available to the Data Recipient at the request of the Requesting User, this Data is that identified in the request.
The Data must also include, in accordance with Article 5 (1) of the Data Act, the relevant metadata necessary to interpret and use the data.
The description of the Data must be sufficient to determine which data is covered by a specific regime, if any. In particular, the Parties must set out the details regarding which of the Data qualifies as personal data.


3.2 [bookmark: 3.2_Data_quality_and_access_arrangements][bookmark: _bookmark104]Data quality and access arrangements
3.2.1 [bookmark: 3.2.1_The_Data_Holder_must_make_the_Data]The Data Holder must make the Data available to the Data Recipient, with at least the same quality as it becomes available to the Data Holder, and in any case in a comprehensive, structured, commonly used and machine-readable format as well as the relevant metadata necessary to interpret and use those data.
3.2.2 [bookmark: 3.2.2_The_Data_Recipient_must_receive_ac]The Data Recipient must receive access to the Data
(a)	easily and securely, either [OPTION 1] [by the data being transmitted] [OPTION 2] [by access to the Data where it is stored];
(if applicable) (b) without undue delay after the Data becomes available to the Data Holder;
(if applicable) (c) [OPTION 1] [continuously and in real-time] [OPTION 2] [with appropriate frequency].
3.2.3 [bookmark: 3.2.3_The_Data_Holder_must_provide_to_th]The Data Holder must provide to the Data Recipient the means and information strictly necessary for accessing or receiving the Data in accordance with article 5 of the Data Act.
This includes, in particular, the provision of information readily available to the Data Holder regarding the origin of the Data and any rights which third parties might have with regard to the data, such as rights of data subjects arising under Regulation (EU) 2016/679 (GDPR), or facts that may give rise to such rights.
3.2.4 [bookmark: 3.2.4_In_order_to_meet_the_requirements_]In order to meet the requirements of clauses 3.2.1, 3.2.2 and 3.2.3, the Parties agree on the specifications set out in Appendix 2, which forms an integral part of this Contract.
3.2.5 [bookmark: 3.2.5_If_any_of_the_specifications_conce]If any of the specifications concerning data quality, access arrangements or means and information provided to the Data Recipient are insufficient to meet the requirements referred

to in clauses 3.2.1, 3.2.2 and 3.2.3, the Parties undertake to enter into negotiations in good faith and adapt the specifications so that they meet the agreed requirements.

Parties should agree on all the details of how access is to be provided.
In doing so, they should, as a first step, decide whether they want to provide for:
· full transfer of the Data, i.e. a copy of the Data is transferred to a medium within the Data Recipient’s control:
· by way of transmission triggered by the Data Holder (push), such as online transmission, upload into the Data Recipient’s cloud space or delivery of a tangible medium on which the Data is stored; or
· by way of retrieval triggered by the Data Recipient (pull), such as on being provided with an API, access to the Data Holder’s cloud space or similar tools that enable the Data Recipient to access and extract the Data; or
· access to the Data where it is stored, i.e. the Data is accessed and processed on a medium within the control of the Data Holder or a trusted third party, such as by the Data Recipient logging into a dedicated space on the Data Holder’s or trusted third party’s servers, but the Data is not transferred to a medium within the Data Recipient’s control.
Full transfer gives the Data Recipient maximum liberty, but significantly reduces the Data Holder’s ability to prevent abuse.
Access where the data is stored increases risks for Data Recipients that their business ideas become known, but significantly increases the Data Holder’s ability to prevent abuse.
Apart from full transfer and access where the data is stored, there are further technical possibilities, including access on the Requesting User’s device.
If Parties go for access where the Data is stored, there are a number of details to solve, including how to make sure that the Data Recipient’s business ideas are not disclosed and which data the Data Recipient is allowed to transfer to a medium within their own control (e.g. derived or inferred data resulting from the Data Recipient’s processing activities).
Generally speaking, conditions for access where the data is stored must not undermine any of the rights afforded to the Requesting User or Data Recipient under the Data Act or other applicable law.
Access where the data is stored on a medium controlled by a trusted third party will often be preferable over access on a medium controlled by the Data Holder. Access where the Data is stored should normally still mean remote access, and on-site access should be restricted to extreme situations with the highest degree of sensitivity.
The parties must also determine the timing of the access to the Data. According to Article 5 (1) of the Data Act, when the user so requests, the Data must be made available without undue delay and, where relevant and technically feasible, continuously and in real-time.
However, such access is not always needed to achieve the purposes agreed between the Data Recipient and the Requesting User in a specific case. Therefore, the parties must agree on questions relating to the timing of the access to the Data such as whether access is provided in real time, and if not during which periods.
In addition to the basic questions of full transfer or access where the data is stored, and the timing of access, the Parties must consider a range of further issues, such as which access credentials are required, and which and how many employees of the Data Recipient may access the Data.

Last, the Data Holder must provide for free the means and information strictly necessary for the exercise of the right to access Data in accordance with article 4. This could also be specified in Appendix 2.
The parties remain free to agree on any additional support, going beyond the requirements of the Data Act, free of charge or for a fee.

3.2.6 [bookmark: 3.2.6_The_Data_Holder_undertakes_not_to_]The Data Holder undertakes not to keep any information on the Data Recipient’s access to the data requested beyond what is necessary for:
(a) [bookmark: (a)_the_sound_execution_of_(i)_the_Reque]the sound execution of (i) the Requesting User’s access request and (ii) this Contract;
(b) [bookmark: (b)_the_security_and_maintenance_of_the_]the security and maintenance of the data infrastructure; and
(c) [bookmark: (c)_compliance_with_legal_obligations_on]compliance with legal obligations on the Data Holder to keep such information.

3.3 [bookmark: 3.3_Feedback_loops][bookmark: _bookmark105]Feedback loops
3.3.1 [bookmark: 3.3.1_If_the_Data_Recipient_identifies_a]If the Data Recipient identifies an incident related to clause 3.1 on the Data covered by the Contract or to clause 3.2 on the Data quality and access arrangements and if the Data Recipient notifies the Data Holder with a detailed description of the incident, the Data Holder and the User must cooperate in good faith to identify the reason of the incident. If the incident was caused by a failure of the Data Holder to comply with their obligations, they must remedy the breach [OPTION 1] [within a reasonable period of time] [OPTION 2] [within a time period of (specify)]. If the Data Holder does not do so, it is considered as a fundamental breach and the Data Recipient is entitled to invoke clauses 8 of this Contract (remedies for breach of contract).
3.3.2 [bookmark: 3.3.2_If_any_of_the_specifications_agree]If any of the specifications agreed in accordance with clause 3.2 are impossible or unreasonable to achieve because of a change of circumstances, the Data Holder must notify the Data Recipient with a detailed description of this and the Parties will enter into negotiations in good faith and adapt the specifications so that they meet the requirements defined in these clauses. In particular, each Party must provide to the other with sufficient information to assess, discuss and resolve the particular situation. This clause does not affect the right of the Data Recipient to invoke remedies in accordance with clauses 8.

3.4 [bookmark: 3.4_Unilateral_changes_by_the_Data_Holde][bookmark: _bookmark106]Unilateral changes by the Data Holder
3.4.1 [bookmark: 3.4.1_The_Data_Holder_may,_in_good_faith]The Data Holder may, in good faith, unilaterally change details regarding the specifications for the Data and access arrangements, if this is objectively justified by the general conduct of business of the Data Holder – for example by a technical modification due to an immediate security vulnerability in the line of products or related services offered by the Data Holder or a change in the Data Holder’s infrastructure. Any change must meet the requirements of the clauses 3.2.
3.4.2 [bookmark: 3.4.2_The_Data_Holder_must_in_this_case_]The Data Holder must in this case give notice of the change to the Data Recipient [OPTION 1] [without undue delay] [OPTION 2] [within (specify a reasonable period of time)] after deciding on the change. Where the change may negatively affect data access and use by the Data Recipient, the Data Holder must give notice to the Data Recipient at least (indicate a

reasonable period of time longer than the period in the first sentence) before the change takes effect.
[bookmark: A_shorter_notice_period_may_only_suffice]A shorter notice period may only suffice where such notice would be impossible or unreasonable in the circumstances, such as where immediate changes are required because of a security vulnerability that has just been detected.
Where the change has detrimental impact on the Data Recipient, the Data Recipient is entitled to terminate the (relevant part of the) Contract without any compensation being due to the Data Holder, this notwithstanding any other rights or remedies the Data Recipient may have.


4 [bookmark: 4_(if_the_Data_must_be_protected_as_trad][bookmark: _bookmark107](if the Data must be protected as trade secrets) Trade secrets

1. Trade secrets sharing – Data holders cannot, in principle, refuse a data access request under the Data Act solely on the basis that certain data is considered to be protected as a trade secret, as this would subvert the intended effects of the Data Act.
See clauses 4.1.1, 4.1.2, 4.1.3, 4.1.4 and 4.4.1.
2. Trade secrets – However, if the Data Holder identifies that certain Data covered by this Contract are protected as trade secrets, they are entitled to certain rights, primarily to continue to preserve the confidentiality of the secrets in question by implementing reasonable steps as provided for by the Trade Secrets Directive (EU) 2016/943.

To see which Data is protected as a trade secret and how to define a ‘trade secret holder’, see Article 2(1) of the Trade Secrets Directive.
See clause 4.1.1.
3. Initial identification of trade secrets – the data holders’ rights in respect of trade secrets are
- initially – only applicable if and to the extent the Data protected as trade secrets is identified in the Contract. The data holder must therefore inform the data recipient prior to concluding the Contract with the data recipient.
If yes, see clause 4.1.2 and the other clauses hereunder cater for that.
4. During the Contract – the data holders’ rights in respect of trade secrets could however also apply during the Contract, regarding new data to be made available thereunder.
For such cases, clause 4.1.3 and the other clauses hereunder cater for that.
5. Audit rights - In order to preserve the confidentiality of the Data protected as trade secrets, while not interfering with each other’s activities, certain audit rights by means of involving independent third parties are to be considered, including mechanisms in case of disagreements related to the results of the audit report.
See clause 4.2.3.
6. Trade secret holder rights (1/4) – the Data Holder (or third-party trade secret holder) may agree with the Data Recipient on requirements to preserve the confidentiality of the trade secrets as a condition for sharing those identified trade secrets – such as taking certain proportionate technical and organisational measures.
See clauses 4.2, 4.3 and the trade secret appendix.

7. Trade secret holder rights (2/4) – if the initial measures do not suffice, the trade secrets holder may, on a case-by-case basis, for specific and identified Data protected as trade secrets, either unilaterally increase the level of the measures, or request that additional measures are agreed with the Data Recipient. If there is no agreement on the necessary measures, the Data Holder may suspend the sharing of specific data protected as trade secrets, under the conditions set out in the Data Act.
See clause 4.4.2.
8. Trade secret holder rights (3/4): The trade secrets holder may also, on a case-by-case basis, refuse to share specific, identified trade secrets, solely in exceptional circumstances and under the conditions set out in the Data Act.
See clause 4.4.3.
9. Trade secret holder rights (4/4) – the trade secret holder may withhold or suspend data sharing, if the Data Recipient breaches their obligations related to the protection of trade secrets.
See clause 4.4.4.
10. Retention of Data containing Identified Trade Secrets - if the Data Holder withholds or suspend data sharing in accordance with clauses 5.4.2, 5.4.3 or 5.4.4, the Data Holder will still be obliged to keep the related Data containing Identified Trade Secret readily available by retaining it up to the moment that it can be shared within scope of the Contract.
See clause 4.5.
11. Third party identified trade secret holder – if the trade secrets holder is a third party, the Data Holder must make sure that Clause 5 also protects their trade secrets and obtain all relevant authorisations by said third party trade secrets holder.
See clause 4.1.2.


4.1 [bookmark: 4.1_Applicability_of_trade_secret_arrang][bookmark: _bookmark108]Applicability of trade secret arrangements
4.1.1 [bookmark: 4.1.1_The_protective_measures_agreed_in_]The protective measures agreed in clauses 4.2. and 4.3. of this Contract, as well as the related rights agreed in clauses 4.4, apply exclusively to data or metadata included in the data to be shared by the Data Holder with the Data Recipient, which are protected as trade secrets (as defined in Article 2 (1) of the Trade Secrets Directive (EU) 2016/943), held by the Data Holder or another Trade Secret Holder (as defined in Article 2 (2) of said Directive).
4.1.2 [bookmark: 4.1.2_The_data_protected_as_trade_secret]The data protected as trade secrets (hereafter these will be referred to as ‘Identified Trade Secrets’) and the identity of the Trade Secret Holder(s) are set out Appendix 4, which forms an integral part of this Contract.
[bookmark: The_Data_Holder_herewith_declares_to_the]The Data Holder herewith declares to the Data Recipient that they have all relevant authorisations and other rights of the third party Identified Trade Secrets holders to enter into this Contract regarding the applicable Identified Trade Secrets and all the related rights and obligations under this Contract.

	According to Article 2(1) of the Trade Secret Directive, the term ‘Trade Secret’ means information

	which meets all of the following three (3) requirements: (a) it is secret in the sense that it is not, as a

	body or in the precise configuration and assembly of its components, generally known among or



	readily accessible to persons within the circles that normally deal with the kind of information in question, and (b) it has commercial value because it is secret, and (c) it has been subject to reasonable steps under the circumstances, by the person lawfully in control of the information, to keep it secret. A ‘Trade Secret Holder’ means any natural or legal person lawfully controlling such a Trade Secret.
Data can only be protected as Trade Secrets if the Data Holder or the Trade Secret Holder took such steps before from any request made in accordance with article 5 of the Data Act.


4.1.3 [bookmark: 4.1.3_If,_during_this_Contract,_new_data]If, during this Contract, new data are made available to the Data Recipient that is protected as trade secrets as set forth in clause 4.1.1, at the request of the Data Holder, Appendix 4 will be amended accordingly.
[bookmark: Until_the_Trade_Secret_Appendix_has_been]Until the Trade Secret Appendix has been amended and agreed between the Parties, the Data Holder may temporarily suspend the sharing of the specific newly Identified Trade Secret(s) by giving notice to the Data Recipient and the competent authority designated under Article 37 of the Data Act, with a copy of this sent to the Data Recipient.
4.1.4 [bookmark: 4.1.4_The_declarations_and_obligations_s]The declarations and obligations set out in clauses 4.2 and 4.3 remain in effect after any termination of the Contract, unless otherwise agreed by the Parties.

4.2 [bookmark: 4.2_Protective_measures_taken_by_the_Dat][bookmark: _bookmark109]Protective measures taken by the Data Recipient
4.2.1 [bookmark: 4.2.1_The_Data_Recipient_must_apply_the_]The Data Recipient must apply the protective measures set out Appendix 4 (hereafter these are referred to as ‘Identified Trade Secrets DR Measures’).

	Parties should, in a separate appendix, which forms part of the Contract, include all the details of these measures. Measures may be both technical (e.g. encryption, firewalls, split storage, etc.) and organisational (e.g. internal governance, appropriate identity management and access controls, involvement of a trusted third party).
As the measures need to be proportionate, their content will vary, depending on the nature of the trade secret(s). The measures will also depend on whether (i) access is to be provided where the data is stored or (ii) the data is to be fully transferred to the Data Recipient. In the former case, the Data Holder has a higher degree of control and can apply part of the protective measures themself, whereas the Data Recipient may have a lower level of use for the Data. In any case, both parties will need to focus on achieving the intended effects of the Data Act. For this reason, the various interests need to be balanced, while not subverting those intended effects.



4.2.2 [bookmark: 4.2.2_If_the_Data_Recipient_is_permitted]If the Data Recipient is permitted to make Data protected as trade secrets available to a third party, the Data Recipient must inform the Data Holder of the fact that Identified Trade Secrets have been or will be made available to a third party, specify the data in question, and give the Data Holder the identity and contact details of the third party.
4.2.3 [bookmark: 4.2.3_[OPTION]_[In_order_to_verify_if_an][OPTION] [In order to verify if and to what extent the Data Recipient has implemented and is maintaining the Identified Trade Secrets DR Measures, the Data Recipient agrees to either (i) annually obtain, at Data Recipient’s expense, a security conformity assessment audit report from an independent third party chosen by the Data Recipient, or (ii) to annually allow, at Data Holder’s expense, a security conformity assessment audit from an independent third party chosen by the Data Holder – subject to such independent third party having signed a confidentiality agreement as provided by the Data Recipient. Such security audit report must demonstrate Data Recipient’s compliance with availability, integrity, confidentiality principles

as further described in the Trade Secrets Appendix as applicable at that time. The results of the audit reports will be submitted to both Parties without undue delay.
[bookmark: The_Data_Recipient_may_choose_between_(i]The Data Recipient may choose between (i) and (ii). If the Data Recipient opts for a security audit from an independent third party at Data Holder’s expense as set forth above, it retains the right to obtain security audit report from an independent third party at Data Recipient’s expense if it deems the security audit report from an independent third party at Data Holder’s expense is not correct. If this right is exercised, both independent third-party auditors, together with Parties, will discuss any difference between those two reports and aim to resolve any pending materials matters while observing good faith.]

4.3 [bookmark: 4.3_Protective_measures_taken_by_the_Dat][bookmark: _bookmark110]Protective measures taken by the Data Holder
4.3.1 [bookmark: 4.3.1_The_Data_Holder_may_apply_the_meas]The Data Holder may apply the measures set out in detail in appendix 4 to preserve the confidentiality of the shared and otherwise disclosed Identified Trade Secrets (hereafter these are referred to as ‘Identified Trade Secrets DH Measures’.
4.3.2 [bookmark: 4.3.2_The_Data_Holder_may_also_add_unila]The Data Holder may also add unilaterally appropriate technical and organisational protection measures, if they do not negatively affect the access to and use of the Data by the Data Recipient under this Contract.
4.3.3 [bookmark: 4.3.3_The_Data_Recipient_undertakes_not_]The Data Recipient undertakes not to alter or remove such Identified Trade Secrets DH Measures unless otherwise agreed by the Parties.

4.4 [bookmark: 4.4_Obligation_to_share_and_right_to_ref][bookmark: _bookmark111]Obligation to share and right to refuse, withhold or terminate
4.4.1 [bookmark: 4.4.1_The_Data_Holder_must_share_the_Dat]The Data Holder must share the Data with the Data Recipient, including Identified Trade Secrets, in accordance with this Contract and must not refuse, withhold or terminate the sharing of any Identified Trade Secrets, except as explicitly set forth in clauses 4.4.2, 4.4.3 and 4.4.4 respectively.
4.4.2 [bookmark: 4.4.2_Where_the_Identified_Trade_Secrets]Where the Identified Trade Secrets DR Measures and the Identified Trade Secrets DH Measures do not materially suffice to adequately protect a particular Identified Trade Secret, the Data Holder may, by giving notice to the Data Recipient with a detailed description of the inadequacy of the measures:
(a) unilaterally increase their Identified Trade Secrets DH Measures regarding the specific Identified Trade Secret in question, providing this increase is compatible with their obligations under this Contract and does not negatively affect the Data Recipient, or
(b) request that additional, necessary technical or organisational measures be agreed. If there is no agreement on such measures after a reasonable period of time and if the need of such measures is duly substantiated, e.g. in a security audit report, the Data Holder may suspend the sharing of the specific Identified Trade Secret by giving notice to the Data Recipient and the competent authority designated under Article 37 of the Data Act, with a copy of this sent to the Data Recipient.
The Data Holder must continue to share any Identified Trade Secrets other than these specific Identified Trade Secrets and is not entitled to terminate the Contract.
4.4.3 [bookmark: 4.4.3_If,_in_exceptional_circumstances,_]If, in exceptional circumstances, the Data Holder is able to demonstrate that they are highly likely to suffer serious economic damage from disclosure of a particular Identified Trade

Secret to the Data Recipient despite the Identified Trade Secrets DR Measures and, if applicable, the Identified Trade Secrets DH Measures having been implemented, the Data Holder may stop sharing the specific Identified Trade Secret in question.
[bookmark: They_may_do_this_only_if_they_give_duly_]They may do this only if they give duly substantiated notice to the Data Recipient and the competent authority designated under Article 37 of the Data Act (with a copy being sent to the Data Recipient).
[bookmark: However,_the_Data_Holder_must_continue_t]However, the Data Holder must continue to share any Identified Trade Secrets other than those specific Identified Trade Secrets.
Refusal or discontinuation of data sharing under Article 5 of the Data Act is limited to exceptional circumstances. Therefore the notice must be duly substantiated. Aspects to be taken into account can be e.g. the lack of enforceability of trade secrets protection in non-EU countries, the nature and level of confidentiality of the Identified Trade Secret in question or the uniqueness and novelty of the relevant connected product.


4.4.4 [bookmark: 4.4.4_If_the_Data_Recipient_fails_to_imp]If the Data Recipient fails to implement and maintain their Identified Trade Secrets DR Measures and if this failure is duly substantiated by the Data Holder e.g. in a security audit report from an independent third party, the Data Holder is entitled to withhold or suspend the sharing of the specific Identified Trade Secrets, until the Data Recipient has resolved the issue as described in the following two paragraphs.
[bookmark: In_this_case,_the_Data_Holder_must,_with]In this case, the Data Holder must, without undue delay, give a duly substantiated notice to the Data Recipient and the competent authority designated under Article 37 of the Data Act, with a copy sent to the Data Recipient.
[bookmark: On_receiving_this_notice,_the_Data_Recip]On receiving this notice, the Data Recipient must address the issue without undue delay (i.e. they must (i) assign the appropriate priority level to the issue, based on its potential detrimental impact and (ii) resolve the issue in consultation with the Data Holder and otherwise in accordance with the applicable proceedings set out in the trade secrets appendix).
4.4.5 [bookmark: 4.4.5_Clause_4.4.2_does_not_entitle_the_]Clause 4.4.2 does not entitle the Data Holder to terminate the Contract. Clauses 4.4.3 or 4.4.4 entitle the Data Holder to terminate the Contract only with regard to the specific Identified Trade Secrets, and if (i) all the conditions of clause 4.4.3 or clause 4.4.4 have been met, (ii) no resolution has been found by Parties after (insert a reasonable period of time), despite an attempt to find an amicable solution, including after intervention by the competent authority designated under Article 37 of the Data Act; and (iii) the Data Recipient has not been awarded by a competent court with court decision obliging the Data Holder to make the Data available and there is no pending court proceedings for such a decision.

4.5 [bookmark: 4.5_Retention_of_Data_protected_as_Ident][bookmark: _bookmark112]Retention of Data protected as Identified Trade Secrets
4.5.1 [bookmark: 4.5.1_Where_the_Data_Holder_exercises_th]Where the Data Holder exercises the right to withhold, suspend or in any other way end or refuse the data sharing to the Data Recipient in accordance with clauses 4.4.2, 4.4.3 and 4.4.4, it will need to ensure that the particular Data that is the subject matter of the exercising of such right is retained, so that said Data will be made available to the Data Recipient:
(a) once the appropriate protections are agreed and implemented, or

(b) a binding decision by a competent authority or court is issued requiring the Data Holder to provide the Data to the Data Recipient.
Above retention obligation ends where a competent authority or court in a binding decision allows the deletion of such retained data or where the contract terminates in accordance with 4.4.5.
4.5.2 [bookmark: 4.5.2_The_Data_Holder_will_bear_the_nece]The Data Holder will bear the necessary costs for retaining the data under clause 4.5.1. However, the Data Recipient will cover such costs in part or in full where and to the extent the withholding, suspension or refusal to provide data was caused by the Data Recipient acting in bad faith.


5 [bookmark: 5_Use_of_the_Data_and_sharing_with_third][bookmark: _bookmark113]Use of the Data and sharing with third parties

5.1 [bookmark: 5.1_Permissible_use_by_Data_Recipient][bookmark: _bookmark114]Permissible use by Data Recipient
[bookmark: The_Data_Recipient_undertakes_to_process][bookmark: _bookmark115]The Data Recipient undertakes to process the data made available to them under the Contract only for the purposes and under the conditions agreed with the Requesting User.
The Data Recipient must erase the Data when they are no longer necessary for the agreed purpose, unless otherwise agreed with the Requesting User in relation to Data that are non- personal data.

5.2 [bookmark: 5.2_Sharing_of_Data_with_third_parties][bookmark: _bookmark116]Sharing of Data with third parties
5.2.1 [bookmark: 5.2.1_The_Data_Recipient_must_not_make_t][bookmark: _bookmark117]The Data Recipient must not make the Data available to another third party, unless it is contractually agreed with the Requesting User, compatible with any protection measures agreed with the Data Holder and compatible with applicable EU or national law.
The Data Recipient must in any case not make the data they receive available to an undertaking designated as a gatekeeper under Article 3 of Regulation (EU) 2022/1925 (Digital Markets Act).
5.2.2 [bookmark: _bookmark118]Where the Data Recipient is permitted to make data available to a third party, the Data Recipient must take appropriate contractual, technical and organisational measures to make sure that:
(a) (if applicable) the third party applies at least the same technical and organisational protection measures as the Data Recipient must apply under clause 4.2 and respects the protection measures taken by the Data Holder under clause 4.3;
(b) the third party uses the data exclusively in a way compatible with clause 5.1 and 5.3;
(c) the Data Holder has at least the same remedies against the third party as against the Data Recipient for use or disclosure of data prohibited under clause 5.3 and that the third party is liable towards the Data Holder for any harm caused by such unauthorised use or disclosure of the data.

5.2.3 [bookmark: 5.2.3_The_Data_Holder_may_always_use_pro]The Data Holder may always use processing services, e.g. cloud computing services (including infrastructure as a service, platform as a service and software as a service), hosting services, or similar services to achieve the agreed purposes under clause 5.1.

5.3 [bookmark: 5.3_Unauthorised_use_or_sharing_of_data][bookmark: _bookmark119]Unauthorised use or sharing of data
5.3.1 [bookmark: 5.3.1_The_Data_Recipient_must_not:]The Data Recipient must not:
(a) (for the purposes of obtaining data) provide false information to the Data Holder, deploy deceptive or coercive means or abuse gaps in the Data Holder’s technical infrastructure designed to protect the data; or
(b) fail to maintain the protective technical or organisational measures agreed under clause 4.2; or
(c) alter or remove, without the agreement of the Data Holder, any protective measures applied by the Data Holder under clause 4.3; or
(d) use the data they received for unauthorised purposes, in violation of clause 5.1; or
(e) use the Data to develop a product that competes with the Product;
(f) use the Data to derive insights about the economic situation, assets and production methods of the Data Holder, or their use of the Data;
(g) use the Data in a manner that adversely impacts the security of the Product or any Related Service;
(h) notwithstanding Article 22 (2) points (a) and (c) of the GDPR, use Data for the profiling of natural persons, unless this is necessary to provide the service requested by the Requesting User.
(i) disclose the data to another third party unlawfully or in violation of clauses 5.2.1 and 5.2.2.
If the Data Recipient does any of these things, this constitutes fundamental non-performance as described in clause 8.1.1 and has the additional consequences described in clause 5.3.2.
5.3.2 [bookmark: 5.3.2_The_Data_Recipient_must_comply,_wi][bookmark: _bookmark120]The Data Recipient must comply, without undue delay, with requests by the Data Holder, the holder of the relevant trade secret (if this is not the same as the Data Holder) or the Requesting User to:
(a) inform the Requesting User of the unauthorised use or disclosure of the data and measures taken to put an end to this;
(b) erase the data made available by the Data Holder under this Contract, or obtained in an unauthorised or abusive manner, and any copies of it;
(c) compensate the Data Holder, the Requesting User or protected other third party for any harm suffered from the unauthorised use or disclosure; and

(d) end the production, offering, placing on the market or use of goods, derivative data or services produced on the basis of knowledge obtained through this data, or the importation, export or storage of infringing goods for those purposes;
(e) destroy any infringing goods, if there is a serious risk that the unlawful use of the Data will cause significant harm to the Data Holder, trade secret holder or User – or where this measure would not be disproportionate, given the interests of the Data Holder, trade secret holder or User.


6 [bookmark: 6_Compensation_for_providing_data_access][bookmark: _bookmark121]Compensation for providing data access

6.1 [bookmark: 6.1_(Applicable_if_the_Data_Recipient_qu][bookmark: _bookmark122](Applicable if the Data Recipient qualifies as an SME/non-profit research organisation)
6.1.1 [bookmark: 6.1.1_The_Data_Recipient_declares_that_t]The Data Recipient declares that they are an SME, as defined in Recommendation 2003/361/EC or a non-profit research organisation. They further declares that they do not have partner or linked companies (‘enterprises’) as defined in Article 3 of the Annex to Recommendation 2003/361/EC which do not qualify as an SME.
[OPTION] [Evidence of the foregoing is provided in Appendix 3.]
6.1.2 [bookmark: 6.1.2_The_Parties_agree_that_the_Data_Re]The Parties agree that the Data Recipient will compensate the Data Holder [OPTION 1] [as follows: (specify)] [OPTION 2] [as specified in Appendix 3].
The Parties should, in the Contract itself or in a separate appendix, determine details on compensation.
They should agree, at least, on the following:
· the amount of compensation due, and the currency;
· the time when payment is due; and
· the arrangements for payment.

6.1.3 [bookmark: 6.1.3_The_Data_Holder_declares_that_the_]The Data Holder declares that the agreed compensation does not exceed the costs directly related to making the data available to the Data Recipient and which are attributable to the request. These costs include the costs necessary for data reproduction and dissemination via electronic means and storage, but not of data collection or production.

[OPTION] [Information setting out the basis for calculating the compensation, enabling the Data Recipient to verify that these requirements are met, is provided by the Data Holder in Appendix 3.]
6.1.4 [bookmark: 6.1.4_The_Data_Recipient_will_inform_the]The Data Recipient will inform the Data Holder immediately of any changes that call into question their categorisation as an SME.
Where the Data Recipient ceases to qualify as an SME, the Parties undertake to enter into negotiations about the amount of reasonable compensation. If there is no agreement after a reasonable period of time, the Data Holder may suspend the sharing of the Data by giving notice to the Data Recipient. In this event, clause 4.5 shall apply accordingly.

The Data Recipient must compensate the Data Holder for any economic harm suffered because the Data Recipient failed to inform the Data Holder.

6.2 [bookmark: 6.2_(Applicable_if_the_Data_Recipient_do][bookmark: _bookmark123](Applicable if the Data Recipient does not qualify as an SME/non-profit research organisation)
6.2.1 [bookmark: 6.2.1_The_Data_Recipient_declares_that_t]The Data Recipient declares that they do not qualify as a micro, small or medium enterprise (SME) under Recommendation 2003/361/EC. The Data Recipient is aware that, if they meet the qualifications to be classed as an SME at some point in the future, this may influence the compensation due under this Contract.
[bookmark: In_this_case,_it_is_the_responsibility_o]In this case, it is the responsibility of the Data Recipient to inform the Data Holder and to provide evidence that they meet the criteria relevant for being an SME.
6.2.2 [bookmark: 6.2.2_The_Parties_agree_that_the_Data_Re]The Parties agree that the Data Recipient will compensate the Data Holder [OPTION 1] [as follows: (specify)] [OPTION 2] [as specified in Appendix 3].
The Parties should, in the Contract itself or in a separate appendix, determine the details of compensation.
They should agree, at least, on the following:
· the amount of compensation due and the currency;
· the time when payment is due;
· the arrangements for payment.
The Data Holder must provide information setting out the basis for the calculation of the compensation in sufficient detail, enabling the Data Recipient to assess whether statutory requirements are met.

6.2.3 [bookmark: 6.2.3_The_Parties_confirm_that_they_cons]The Parties confirm that they consider the agreed compensation to be non-discriminatory and reasonable.
The Data Holder further confirms that the amount does not go beyond:
(a) the costs incurred for making the data available, including, in particular, the costs necessary for formatting the data, disseminating it via electronic means and storing it;
(b) the investment in the collection and production of data, where applicable, taking into account whether other parties contributed to the obtaining, generating or collecting of the data in question; and
(c) a margin.

[bookmark: [OPTION]_[Information_setting_out_the_ba][OPTION] [Information setting out the basis for calculating the compensation, enabling the Data Recipient to verify that these requirements are met,is provided by the Data Holder in Appendix 3.]
6.2.4 [bookmark: 6.2.4_(applicable_in_case_of_monetary_co](applicable in case of monetary compensation) In case of delay with payment of compensation, the Data Recipient should pay Data Holder interest on overdue compensation from the time when payment is due to the time of payment as required by the applicable law.


7 [bookmark: 7_Date_of_application,_duration_of_the_C][bookmark: _bookmark124]Date of application, duration of the Contract and termination

7.1 [bookmark: 7.1_Date_of_application_and_duration][bookmark: _bookmark125]Date of application and duration
7.1.1 [bookmark: 7.1.1_This_Contract_[OPTION_1]_[comes_in]This Contract [OPTION 1] [comes into effect on (specify date)] [OPTION 2] [comes into effect on (specify date) and is made for the period of (specify period)] [OPTION 3] [comes into effect on (insert date) and is concluded for an indeterminate period], subject to any grounds for expiry or termination under this Contract.
In considering the duration of the Contract, the Parties should be guided primarily by the User’s request and the contract concluded between the User and the Data Recipient. If the request is for a one-off supply of data, it is sufficient to agree on the data of application in clause 8.1.
If the request is for a continuous supply of data, the Parties will need to agree on the duration of the Contract and choose either the first or second option in clause 8.2, depending on whether the Requesting User has specified a particular time period.



7.1.2 [bookmark: 7.1.2_The_Data_Holder_must_start_making_]The Data Holder must start making the Data available to the Data Recipient [OPTION 1] [without undue delay after the Contract has come into effect] [OPTION 2] [on (specify date and, where applicable, further details as to timing)].
Normally, the Parties will want performance to start right after the contract has come into effect, but not necessarily so, in particular not if one or both Parties still have to prepare for performance to start.


7.2 [bookmark: 7.2_Termination][bookmark: _bookmark126]Termination
7.2.1 [bookmark: 7.2.1_Irrespective_of_the_contract_perio]Irrespective of the contract period agreed under clause 7.1.1, and without prejudice to clause 2.4.3, this Contract terminates:
(a) upon the destruction of the Product or permanent discontinuation of the Related Service, or when the Product or Related Service is otherwise put out of service or loses its capacity to generate the Data in an irreversible manner; or
(b) when both Parties so agree, with or without replacing this Contract by a new Contract.

7.2.2 [bookmark: 7.2.2_The_Data_Recipient_may_terminate_t]The Data Recipient may terminate the Contract at any time the contract period by giving the Data Holder a notice of (insert period). The Data Recipient must notify the Requesting User that the Contract has been terminated.
[bookmark: (OPTION)_Where_the_Data_Recipient_termin](OPTION) Where the Data Recipient terminates the Contract under this clause before (insert point in time or minimum contract period), they must compensate the Data Holder for the costs incurred by the Data Holder for making the data available, as follows: (specify)
There may be cases where the Data Holder incurs expenses to make the Data available to the Data Recipient, such as by adapting their digital infrastructure, trusting these expenses will be amortised over time.
In this case, the Data Holder may want to make sure that they receive compensation from the Data Recipient.


7.3 [bookmark: 7.3_Effects_of_expiry_and_termination][bookmark: _bookmark127]Effects of expiry and termination
7.3.1 [bookmark: 7.3.1_Expiry_of_the_contract_period_or_t]Expiry of the contract period or termination of this Contract releases both Parties from their obligation to effect and to receive future performance but does not affect the rights and liabilities that have accrued up to the time of expiry or termination.

Expiry or termination does not affect any provision which is to operate even after the contract has come to an end, in particular any limitations on the permissible use and sharing of the Data by the Data Recipient under clause 5, clause 4 on trade secrets, clause 9.1 on confidentiality, clause 9.3 on applicable law and clause 9.7 on dispute resolution.
7.3.2 [bookmark: 7.3.2_On_termination_of_this_Contract_a_]On termination of this Contract a Party may recover money paid for a performance which they did not receive or which they properly rejected.
A Party that has rendered performance which can be returned and for which they have not received payment or other counter-performance may recover the performance.
A Party that has rendered a performance which cannot be returned and for which they have not received payment or other counter-performance may recover a reasonable amount for the value of the performance to the other Party.
7.3.3 [bookmark: 7.3.3_The_Parties_must_take_appropriate_]The Parties must take appropriate and reasonable steps to prepare for expiry of the contract period or termination of this Contract. [OPTION 1] [This may, depending on the circumstances, include such exit support measures as the Data Recipient may reasonably expect.] [OPTION 2] [This includes the following exit support measures: (specify)]
Parties may consider whether the Data Recipient requires any exit support measures.
This will be relevant, for example, if the Data Recipient was allowed to extract data from a medium controlled by the Data Holder but had not yet extracted the data because they did not expect the Contract to be terminated.


8 [bookmark: 8_Remedies_for_breach_of_contract][bookmark: _bookmark128]Remedies for breach of contract
Parties may wish to agree not only on the data-specific rights and obligations (many of which follow already from the Data Act) but also on matters of general contract law – such as the rights and remedies of a contracting party where there is non-performance on the part of the other contracting party.
For such matters of general contract law, the Parties may wish to rely on statutory default rules, or on other contract templates.
If they wish to use these model contractual terms, they should make sure they are compatible with any mandatory national law that may be applicable to the Contract.


8.1 [bookmark: 8.1_Cases_of_non-performance][bookmark: _bookmark129]Cases of non-performance
8.1.1 [bookmark: 8.1.1_A_non-performance_of_an_obligation]A non-performance of an obligation by a Party is fundamental to this Contract if:
(a) strict compliance with the obligation is of the essence of this Contract, in particular because non-compliance would cause significant harm to the other Party, the Requesting User or other protected third parties; or
(b) the non-performance substantially deprives the aggrieved Party of what it was entitled to expect under this Contract, unless the other Party did not foresee and could not reasonably have foreseen that result; or
(c) the non-performance is intentional.
8.1.2 [bookmark: 8.1.2_A_Party’s_non-performance_is_excus]A Party’s non-performance is excused if the non-performing Party proves that it is due to an impediment beyond its control and that it could not reasonably have been expected to take the impediment into account at the time of the conclusion of this Contract, or to have avoided or overcome the impediment or its consequences.
Where the impediment is only temporary the excuse has effect for the period during which the impediment exists. However, if the delay amounts to a fundamental non-performance, the other Party may treat it as such.
The non-performing Party must ensure that notice of the impediment and of its effect on its ability to perform is received by the other Party within a reasonable time after the non- performing Party knew or ought to have known of these circumstances. The other Party is entitled to damages for any loss resulting from the non-receipt of such notice.

8.2 [bookmark: 8.2_Remedies_for_breach_of_contract][bookmark: _bookmark130]Remedies for breach of contract
8.2.1 [bookmark: 8.2.1_In_the_case_of_a_non-performance_b]In the case of a non-performance by a Party the aggrieved Party shall have the remedies listed in the following clauses, without prejudice to any other remedies available under applicable law.
8.2.2 [bookmark: 8.2.2_Remedies_which_are_not_incompatibl]Remedies which are not incompatible may be cumulated.
8.2.3 [bookmark: 8.2.3_A_Party_may_not_resort_to_any_of_t]A Party may not resort to any of the remedies to the extent that its own act or state of affairs caused the other Party’s non-performance, such as where a shortcoming in its own data infrastructure did not allow the other Party to duly perform its obligations. A Party may also

not rely on a claim for damages for loss suffered to the extent that it could have reduced the loss by taking reasonable steps.
8.2.4 [bookmark: 8.2.4_The_aggrieved_party_can:]The aggrieved party can:
(a) request that the non-performing Party comply, without undue delay, with its obligations under this Contract, unless it would be unlawful or impossible or specific performance would cause the non-performing Party unreasonable effort or expense;
(b) withhold their own performance under this Contract, unless this would foreseeably cause a detriment to the non-performing Party that is obviously disproportionate in the light of the gravity of the non-performance (if applicable) [provided that, where applicable, all conditions set out in clause 4.4.4 are met];
(c) terminate the contract with immediate effect if:
(i) the non-performance is fundamental; or
(ii) in the case of non-performance which is not fundamental, the aggrieved Party has given a notice fixing a reasonable period of time and the period has lapsed without the other Party remedying the breach. If the period stated is too short, the aggrieved Party may nevertheless terminate the Contract, but only after a reasonable period from the time of the notice;
(if applicable) [provided that, where applicable, all conditions set out in clause 4.4.5 are met;]
(d) claim damages for pecuniary loss caused to the aggrieved Party by the non-performance which is not excused under clause 8.1.2. The non-performing Party is liable only for loss which it foresaw or could reasonably have foreseen at the time of conclusion of this Contract as a likely result of its non-performance, unless the non-performance was intentional or grossly negligent.
8.2.5 [bookmark: 8.2.5_[OPTION]_Where_a_Party_fails_to_pe][OPTION] Where a Party fails to perform its obligations under this Contract it shall, in any case, pay the penalties set out in detail in Appendix 5, which the Parties deem to be damages within the meaning of clause 8.2.4 (d). The non-performing Party has the right to request that the penalty is reduced to a reasonable amount where it can prove that the penalty is grossly

excessive in relation to the loss resulting from the non-performance and the other circumstances.
The Parties may wish to define penalties for defined types of non-performance as it may be excessively onerous for the Data Holder to prove the amount of actual damage caused by, e.g., failure to supply Data. Penalties must be proportionate.



9 [bookmark: 9_General_provisions][bookmark: _bookmark131]General provisions

9.1 [bookmark: 9.1_Confidentiality][bookmark: _bookmark132]Confidentiality
9.1.1 [bookmark: 9.1.1_The_following_information_must_be_]The following information must be considered confidential:
(a) information referring to the trade secrets, financial situation or any other aspect regarding the operations of the other Party unless the other Party has made this information public;
(b) information setting out the basis for the calculation of the reasonable compensation;
(c) information referring to the Requesting User and any other protected third party, unless the protected third party has made this information public;
(d) information referring to the performance of this Contract and any disputes or other irregularities arising in the course of its performance;
(e) [OPTION] [the existence of this Contract and the identity of the Parties;]
(f) [OPTION] the terms and conditions of this Contract].
9.1.2 [bookmark: 9.1.2_Both_Parties_agree_to_take_all_rea]Both Parties agree to take all reasonable measures to store securely and keep in full confidence the information referred to in clause 9.1.1 and not to disclose or make available such information to any third party, unless one of the Parties:
(a) has a legal right or is under a legal obligation to disclose or make available the relevant information, e.g. in order to comply with the obligation to provide information showing that there has been no discrimination in accordance with Article 8 (3) of the Data Act; or
(b) has to disclose or make available the relevant information to meet its obligations under this Contract, and the other Party (or the party providing the confidential information or affected by its disclosure) can reasonably be considered to have accepted this; or
(c) has obtained the prior written consent from the other Party or the party providing the confidential information or affected by its disclosure.
9.1.3 [bookmark: 9.1.3_In_any_case,_the_Data_Holder_may_d]In any case, the Data Holder may disclose or make available [OPTION 1] [the Contract to the Requesting User] [OPTION 2] [such information to the Requesting User as is necessary for the Data Holder to demonstrate compliance with its obligations (i) in respect of the Data

Recipient under Article 5 of the Data Act or (ii) resulting from a contract made with the Requesting User under Article 4 (6) of the Data Act].
9.1.4 [bookmark: 9.1.4_These_confidentiality_obligations_]These confidentiality obligations remain applicable after the termination of the Contract for a period of (specify the period).
9.1.5 [bookmark: 9.1.5_These_confidentiality_obligations_]These confidentiality obligations do not remove any more stringent obligations under (i) the GDPR, (ii) the provisions implementing Directive 2002/58/EC or Directive (EU) 2016/943 or
(iii) any other EU or Member State law.

9.2 [bookmark: 9.2_Non-discrimination][bookmark: _bookmark133]Non-discrimination
The Data Holder declares that – with the terms of this Contract and any practices related to its fulfilment – when making data available, they do not discriminate between comparable categories of data recipients, including any of their partner or linked (‘enterprises’), as defined in Article 3 of the Annex to Recommendation 2003/361/EC.
If the Data Recipient considers the conditions under which data has been made available to them to be discriminatory, the Data Holder must, on request by the Data Recipient, demonstrate that there has been no discrimination.

9.3 [bookmark: 9.3_Applicable_law][bookmark: _bookmark134]Applicable law
This Contract must be governed by the law of (specify State).

9.4 [bookmark: 9.4_Means_of_communication][bookmark: _bookmark135]Means of communication
Any notification or other communication required by this Contract must be in writing and may be delivered by hand, sent by prepaid post, or transmitted by electronic means, including email, provided that the sender retains proof of sending to the addresses listed below:

	Party
	Contact Person
	Email
	Phone
	Address

	User
	[Name]/[Position]
	[Email]
	[Phone]
	[Address]

	Data Recipient
	[Name]/[Position
	[Email]
	[Phone]
	[Address]



Any such notice or communication will be deemed to have been received:
(a) if delivered by hand, on the date of delivery;
(b) if sent by prepaid post, on the third business day after posting;
(c) if sent by electronic means, on the date of transmission, provided that no error message indicating failure to deliver has been received by the sender.

9.5 [bookmark: 9.5_Entire_Contract,_modifications_and_s][bookmark: _bookmark136]Entire Contract, modifications and severability
9.5.1 [bookmark: 9.5.1_This_Contract_(together_with_its_a]This Contract (together with its appendices and any other documents referred to in the Contract) constitutes the entire Contract between the Parties with respect to the subject of this

Contract and supersedes all prior Contracts and understandings between the Parties, oral or written, as regards the subject of this Contract.
9.5.2 [bookmark: 9.5.2_Any_modification_of_this_Contract_]Any modification of this Contract will be valid only if agreed to by the Parties in writing, including in any electronic form that is considered to meet the requirements of a written document (in line with good commercial practices).
9.5.3 [bookmark: 9.5.3_If_any_provision_of_this_Contract_]If any provision of this Contract is found to be void, invalid, voidable or unenforceable for whatever reason, and if this provision is severable from the remaining terms of the contract, these remaining provisions will be unaffected by this and will continue to be valid and enforceable. Any resulting gaps or ambiguities in this Contract must be dealt with according to clause 9.6.

9.6 [bookmark: 9.6_Interpretation][bookmark: _bookmark137]Interpretation
9.6.1 [bookmark: 9.6.1_This_Contract_is_concluded_by_the_][bookmark: _bookmark138]This Contract is concluded by the Parties against the background of the Parties’ rights and obligations under the Data Act. Any provision in this Contract must be interpreted so as to comply with the Data Act and other EU law or national legislation adopted in accordance with EU law, as well as any applicable national law that is compatible with EU law and cannot be derogated from by agreement.
9.6.2 [bookmark: 9.6.2_If_any_gap_or_ambiguity_in_this_Co]If any gap or ambiguity in this Contract cannot be resolved in the way referred to in clause
9.6.1 this Contract must be interpreted in the light of the rules of interpretation provided for by the applicable law (see clause 9.3) and, in any case, according to the principle of good faith and fair dealing.

9.7 [bookmark: 9.7_Dispute_settlement][bookmark: _bookmark139]Dispute settlement
9.7.1 [bookmark: 9.7.1_The_Parties_agree_to_use_their_bes]The Parties agree to use their best efforts to dissolve disputes amicably and, before bringing a case before a court or tribunal, to submit their dispute to (insert name and contact details of a particular dispute settlement body OR, for disputes within its competence, refer to any dispute settlement body in a Member State that meets the conditions of Article 10 of the Data Act).
9.7.2 [bookmark: 9.7.2_Submission_of_a_dispute_to_a_dispu]Submission of a dispute to a dispute settlement body according to clause 9.7.1 does not, however, affect the right of the Data Recipient to lodge a complaint with the national competent authority designated in accordance with the Data Act; nor the right of any Party to seek an effective remedy before a court or tribunal in a Member State.
9.7.3 [bookmark: 9.7.3_[OPTION,_if_the_User_is_a_business][OPTION, if the User is a business] [For any dispute that cannot be settled according to clause 9.7.1, the courts of (specify state) will, to the extent legally possible, have exclusive jurisdiction to hear the case.]

Appendix 1 (evidence on the request and, if applicable, any mandate)

Appendix 2 (details of the Data covered by the Contract and of access arrangements)

In this appendix, the Parties should give the details of the data covered by the Contract, of access arrangements and of the means and information necessary to access and use the Data, as agreed in clauses 3.1 and 3.2.
This appendix contains a mere list of key elements that the Parties should agree on. Both its form and its content is to be adapted by the Parties, so that it fits to their needs. The Parties can in particular add to this list.


A. Specification of data points
The Appendix should sort and list the Product Data and Related Service Data covered by the Contract, with the indication of the content of the Data and of the collection frequency.

B. Duration of retention
The appendix should indicate the duration of retention, so that the User is informed about the duration of the availability of the Data. They may do so in a granular manner for each data points or group of data points.

C. Classification / Data Type
The appendix could specify here whether all or part of the Data is particular data regulated by a specific regime. The appendix could e.g. indicate whether and what Data qualifies as personal data.

D. Data structure and format

The appendix should specify here in what structured, commonly-used and machine-readable format the Data is made available.

E. Transfer/Access Medium
The appendix should specify here via which secure-convenient electronic medium will the Data be made available by Data Holder to Data Recipient, either by transfer, access or otherwise, while catering for the rights and related due interests of Data Recipient under the Contract.

F. Timing to Access of Data
The appendix should specify what is the rate, frequency, and other time-related parameter of access to the Data, such as for instance real-time, near-real-time, continuously, without undue delay, in a certain frequency.

G. Starting Date
The appendix should specify the starting date on which the Data Holder will make the Data available to the Data Recipient.

H. Means and information necessary for the exercise of the Data Recipient’s access rights
The appendix can specify here the means and information that are necessary for the exercise of the User’s access rights. It may include a contact person to solve technical issues, in the Data Holder’s side as well as in the Data Recipient’s side.

Appendix 3 (evidence on the size of the Data Recipient and details of the calculation of compensation)

Appendix 4 (Trade Secrets)

In this Appendix that is an integral part of the Contract, Parties should include all the operational, organisational and contractual details as deemed necessary for the protection of Identified Trade Secrets. This can include the elements listed below.


In any case, this (i) shall not be at a higher level than how the Identified Trade Secrets Holder itself preserves the confidentiality of the Identified Trade Secrets and (ii) should cater for the rights and related due interests of Data Recipient under the Contract and by law (in particular the Data Act) as well.



A. Identified Trade Secrets Holder(s)

The appendix should identify who is or are the Identified Trade Secrets Holder(s).

B. Identified Trade Secrets

The appendix should identify the data points protected as trade secrets.

C. Security

The appendix should specify how the Identified Trade Secrets will be secured, while catering for the rights and related interests of Data Recipient under the Contract.

Special attention and consideration should be given to:

i. data integrity;
ii. resilience to all known vulnerabilities when making data available for retrieval;
iii. encryption signatures;
iv. special multi-factor access management;
v. verification of identity, including authorisation;
vi. security of system, portal, platform and related Application Programming Interfaces (APIs) and the like;
vii. Data Holder-side security;
viii. provision and assurance of the Data Recipient side;
ix. network activity;
x. brute force registration;
xi. Transport Layer Security (TLS), and other in-transit security;
xii. Distributed denial-of-service (DDOS)protection; and
xiii. Continuous assurance monitoring and incident handling policies and capabilities.

D. Transfer/Access Medium

The appendix could specify special arrangements related to the means of transfer of or access to the Data.

E. Secure Use

The appendix should specify here in what common secure manner the Data Recipient can use the Identified Trade Secrets.

F. Identified Trade Secrets DH Measures

The appendix should specify the appropriate technical and organisational protection measures implemented during the Contract by the Data Holder to preserve the confidentiality of the Identified Trade Secrets (‘Identified Trade Secrets DH Measures’).

G. Identified Trade Secrets DR Measures

The appendix should specify the appropriate technical and organisational protection measures to be implemented during the Contract by the Data Recipient to preserve the confidentiality of the Identified Trade Secrets (‘Identified Trade Secrets DR Measures’).

H. Accountability

The appendix should specify the accountability tools, procedures or methodologies the Data Recipient can demonstrate continuous compliance their obligations related to the Identified Trade Secrets, to the extent not already stated in the Contract and not conflicting with terms thereof.

I. Key Contact Details

The appendix should identify who is the key contact person(s) in the Data Holder’s and Data Recipient’s side, including technical contact person(s).

