Standard Contractual Clauses for Cloud and Data Processing Services
(Based on the Final Report of the Expert Group on B2B Data Sharing and Cloud Contracts)

	About this Document
This document contains selected Standard Contractual Clauses (SCCs),  as published in the “Final Report of the Expert Group on B2B Data Sharing and Cloud Contracts” (2 April 2025).
The content has been prepared by the Expert Group on B2B Data Sharing and Cloud Contracts, established by the European Commission. The text has not been altered in substance. It has been reformatted from PDF to editable Word format by Streamlex.eu to support practical use in contract development and internal governance workflows.
The SCCs are non-binding and intended as best practice guidance to assist parties in drafting fair, reasonable, and non-discriminatory contracts for cloud computing and other data processing services, in line with the principles of the EU Data Act and related regulatory frameworks. They address commonly negotiated areas such as termination, service continuity, switching, liability, and security.
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For Data Processing Services
including without limitation: cloud computing services
SCCs General
A. Explanatory notes for users of the SCCs General



SCCs General provide for a generic structure and components to cater for, include, combine or otherwise refer to the specific SCCs. It also includes other relevant topics that generally need to be part of an agreement for cloud computing and other data processing services.

These SCCs General also comprise of the main definitions of each of the SCCs, which can be found in the Annex Definitions, which is an integral part of these SCCs General.
The SCCs General assist both Customer and Provider (collectively: ‘Parties’) to create and validate a complete, coherent set of SCCs that are fair, reasonable and non-discriminatory.
Please note there may be additional requirements applicable to cloud computing in specific sectors which should also be considered (for example, in the financial, health, telecom, industry, energy or public sector, to name a few). Also for that reason, it is recommended that the Customer identifies, establishes and indicates in the Agreement if and to what extent they are a customer that is subject to the NIS2 Directive (EU) 2022/2555 (NIS2), Critical Entities Resilience Directive (EU) 2022/2557 (CER), and/or the Digital Operational Resilience Act (EU) 2022/2554 (DORA).

Please keep in mind the obligation of good faith on the parties (including the destination providers of data processing service providers) throughout the relation and legal life cycle between Customer and Provider, both before entering into an Agreement, during as well as after. This is explicitly mentioned in Article 27 Data Act.

Please also note that the Data Act provides for certain exceptions to certain obligations related to the SCCs Switching & Exit. Reference is made to Article 31 Data Act. Further explanations can be found in the SCCs Switching & Exit.

[bookmark: SCCs_General][bookmark: _bookmark188]SCCs General

Agreement
1. Customer and Provider agree that Provider will make available to Customer certain Services on and in accordance with the terms of this Agreement, which – amongst other – consists of the following documents (hereinafter collectively referred to as the ‘Agreement’):

A. SCCs General, with Annex Definitions [link];
B. SCCs Switching & Exit [link], with Annex Switching & Exit Plan [link];
C. SCCs Termination [link];
D. SCCs Security & Business Continuity [link];
E. SCCs Non-Dispersion [link];
F. SCCs Liability [link];
G. SCCs Non-Amendment [link].
2. The aforementioned SCCs separately and collectively form an integral part of the Agreement. Any reference to the Agreement shall be deemed to include a reference to said documents.
3. The agreement between Parties on the above supersedes and replaces any previous arrangement, understanding or agreement, whether written or oral, between the Parties with respect to the subject matter in the aforementioned documents. Changes or other amendments or supplements to the Agreement are only valid and effective if these are agreed upon in writing between Parties, except as otherwise expressly set forth in the SCC Non-Amendment.

Definitions
4. The definitions used and applicable in these SCCs General, the other SCCs as well as the other documents that are part of the Agreement are set forth in the Annex Definitions, hereunder.

Order of precedence
5. In the event of any conflict or inconsistency between these SCCs General and the other SCCs on the one hand, and on the other hand any other applicable contractual arrangements, terms, conditions or other (parts of) applicable agreements related to the topics of these SCCs– including any policies, information, documentation, schedules, exhibits, annexes or the like pertaining to them –, these SCCs General and the other SCCs will take precedence with regard to the topics related to them.

Miscellaneous
6. This Agreement is governed by the national laws of [ insert name of Member State].
7. In case of any conflict or other dispute between Parties under or related to this Agreement, Parties will discuss and aim to amicably settle the matter at hand in good faith in line with Article 27 Data Act but without prejudice to any rights and remedies each Party may have.
8. On the latter, Parties can resort to the remedies by applicable law or under the Agreement and – if needed – refer the dispute to the competent court in [insert competent court in a Member State.]

[bookmark: _bookmark189]Info points - General
The Data Act itself also caters for additional possibilities, being (A) Customer and the Provider

have access to a dispute settlement body designated by Member States in accordance with Article 10.4 Data Act, and (B) each of the Parties can lodge a complaint with the competent authority in their Member State in accordance with Article 37.5 (b) Data Act.
However, please do note that the Member States define the tasks and powers of the competent authority designated by the relevant Member State, and these may vary to a certain extent. It is therefore possible that such authority is not competent to settle disputes between the Customer and the Provider. The Parties must, therefore, assess the most appropriate way to oblige the other party to fulfil its legal and contractual obligations, and how to settle disputes.

[bookmark: Annex_Definitions][bookmark: _bookmark190]Annex Definitions
The following definitions in these SCCs General, the other SCCs as well as the other parts of the Agreement (including its Annexes) as agreed between Parties, will have the following meaning:
1. Agreement means the written agreement between Parties in respect of the provision of Services, any amendment thereof or supplement thereto, as well as all acts related to performance of the Agreement(s), including without limitation its Annexes;

2. Annex means an annex, schedule or exhibit explicitly referenced in the Agreement;

3. Customer as defined in Article 2(30) Data Act: a natural or legal person that has entered into a contractual relationship with a Provider of Data Processing Services with the objective of using one or more Data Processing Services.

For purposes of this Agreement, said Customer is the legal entity, person or organisation with whom Provider wishes to enter into, enters into or has entered into a legal relationship regarding providing Services by Provider, as well as related matters. There is no sectorial limitation under the Data Act, whether a Customer is part of the private, public, public-private or any other sector;

4. Data as defined in Article 2(1) Data Act. For easy reference: any digital representation of acts, facts or information and any compilation of such acts, facts or information, including in the form of sound, visual or audio-visual recording;

5. Data Act means Regulation (EU) 2023/2854 (‘DA’);

6. Data egress charges as defined in Article 2(35) Data Act. For easy reference: data transfer fees charged to Customers for extracting their data through the network from the ICT infrastructure of the Provider of Data Processing Services to the system of a different provider or to on-premises ICT infrastructure;

7. Data Processing Service as defined in Article 2(8) Data Act. For easy reference: a digital service that is provided to a Customer and that enables ubiquitous and on-demand network access to a shared pool of configurable, scalable and elastic computing resources of a centralised, distributed or highly distributed nature that can be rapidly provisioned and released with minimal management effort or service provider interaction.

For purposes of this Agreement, the said data processing services regard those provided or to be provided by Provider to Customer as agreed under the Agreement, not being Other Services;


8. Destination Provider as mentioned in Article 2(34) Data Act, means the destination provider of data processing services, whereby the Customer changes from using the Data Processing Services from Provider to using another data processing service of the same service type, or other service, offered by such different provider of data processing services, or to an on-premises ICT infrastructure, including through extracting, transforming and uploading the data;
9. Digital assets defined in Article 2(32) Data Act. For easy reference: elements in digital form, including applications, for which the Customer has the right of use, independently from the contractual relationship with the Data Processing Service it intends to switch from;

10. Exportable data as defined in Article 2(38) Data Act. For easy reference: the input and output data, including metadata, directly or indirectly generated, or cogenerated, by the Customer’s use of the Data Processing Service, excluding any assets or data protected by intellectual property rights, or constituting a trade secret, of the Provider or third parties;

11. Functional Equivalence as defined in Article 2(37) Data Act. For easy reference: re-establishing on the basis of the customer’s exportable data and digital assets, a minimum level of functionality in the environment of a new data processing service of the same service type after the switching process, where the destination data processing service delivers a materially comparable outcome in response to the same input for shared features supplied to the Customer under the Agreement;

12. Interoperability as defined in Article 2(40) Data Act. For easy reference: the ability of two or more data spaces or communication networks, systems, connected products, applications, Data Processing Services or components to exchange and use data in order to perform their functions;

13. Maximum Notice Period as defined in Article 25(2)(d) Data Act, and within that meaning further defined in the SCC Switching and Exit, as agreed between Parties under the Agreement;

14. Mandatory Maximum Transitional Period md as defined in Article 25(2)(a) Data Act, and within that meaning further defined in the SCC Switching and Exit, as agreed between Parties under the Agreement;

15. Metadata as defined in Article 2(2) Data Act . For easy reference: a structured description of the contents or the use of data facilitating the discovery or use of that data;

16. Minimum Period of Data Retrieval as defined in Article 25(2)(g) Data Act, and within that meaning further defined in the SCC Switching and Exit, as agreed between Parties under the Agreement;

17. Non-personal Data as defined in Article 2(4) Data Act. For easy reference: data other than Personal Data;

18. On-premises ICT infrastructure as defined in Article 2(33) Data Act. For easy reference): ICT infrastructure and computing resources owned, rented or leased by the customer, located in the data centre of the customer itself and operated by the customer or by a third-party;

19. Other Services means all professional services of whatever nature to be provided by Provider to Customer under the Agreement as defined therein, that are not Data Processing Services;

20. Party or Parties means Customer or Provider, respectively Customer and Provider;

21. Personal Data as defined in Article 4, point (1), of Regulation (EU) 2016/679 (General Data Protection Regulation (‘GDPR’));

22. Plan means the switching and exit plan referred to in the SCC Switching and Exit, as agreed between Parties under the Agreement;
23. Processing as defined in Article 2(7) Data Act. For easy reference) being: any operation or set of operations which is performed on data or on sets of data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination, or other means of making them available, alignment or combination, restriction, erasure or destruction;

24. Provider (or as also mentioned in Article 2(34) Data Act, Source Provider) means the source provider of data processing services being the legal entity with whom Customer wishes to enter into, enters into or has entered into a legal relationship regarding providing data processing services and other Services by Provider under the Agreement;

25. Same Service Type as defined in Article 2(9) Data Act. For easy reference) being: a set of Data Processing Services that share the same primary objective, data processing service model and main functionalities;

26. Services means both the Data Processing Services as well as all Other Services as agreed by Parties under the Agreement;

27. Service Fee means the fees due and owed by Customer to Provider as consideration for the provision of Services as agreed by Parties under the Agreement;

28. Switching as defined in Article 2(34) Data Act. For easy reference : the process involving the (source) Provider, a Customer of a data processing services and, where relevant, a destination provider of data processing services, whereby the customer of a data processing service changes from using one data processing service to using another data processing service of the same service type, or other service, offered by a different provider of data processing services, or to an on-premises ICT infrastructure, including through extracting, transforming and uploading the data;
29. Switching charges as defined in Article 2(36) Data Act. For easy reference: charges, other than standard service fees or early termination penalties, imposed by a provider of data processing services on a customer for the actions mandated by the Data Act for switching to the system of a different provider or to on-premises ICT infrastructure, including data egress charges.



[bookmark: Info_points_-_General][bookmark: _bookmark191]Info points - General
The Data Act itself also caters for additional possibilities, being (A) Customer and the Provider have access to a dispute settlement body designated by Member States in accordance with Article 10.4 Data Act, and (B) each of the Parties can lodge a complaint with the competent authority in their Member State in accordance with Article 37.5 (b) Data Act.
However, please do note that the Member States define the tasks and powers of the competent authority designated by the relevant Member State, and these may vary to a certain extent. It is therefore possible that such authority is not competent to settle disputes between the Customer and the Provider. The Parties must, therefore, assess the most appropriate way to oblige the other party to fulfil its legal and contractual obligations, and how to settle disputes.





Standard contractual clauses (SCCs) for Data Processing Services
including without limitation: cloud computing services
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[bookmark: _bookmark193]Explanatory notes for users of the SCCs on Switching and Exit



Background – switching between cloud service Providers

The Data Act’s main aims include enabling Customers of data processing services (cloud computing and edge services) to: (i) switch between Providers offering the same service type, (ii) switch to on- premise ICT infrastructure; or (iii) make use of multiple services from different providers simultaneously. Therefore, the Data Act specifies the obligations of the source Provider which should make it possible. Even so, the Customers should also assess their goals related to switching and, in particular, specific needs, additional expenditures or timing. Both the Source Provider, the Customer and Destination Provider shall cooperate in good faith to make the switching process effective, enable the timely transfer of data and maintain the continuity of the data processing services.

The Data Act requires Providers to provide Customers with a written contract setting out the switching process when moving to another Provider or from cloud to on-premises infrastructure. Terms must also cover timelines for switching (Maximum Transitional Period of 30 days) and details of any costs involved (including termination fees and egress charges). There are also obligations in relation to the switching process itself. These include providing reasonable assistance to the customer (and any third parties authorised by the customer), maintaining business continuity and ensuring a high level of security throughout the switching process.
The switching charges: As per the Data Act, Provider can maintain switching charges up to 12 January 2027 but these cannot exceed costs incurred by the Provider that are directly linked to the switching process (Article 29). For switching after 12 January 2027, the Provider is not allowed to request switching charges. The switching charges for instance also include costs of automated switching tools or testing tools or assistance in the scope agreed with the customer.
Where a data processing service is being used in parallel with another data processing service, the Providers may pass on egress costs incurred to the Customer (Article 34), otherwise, the data egress charges will be regarded as switching charges.
Professional services required by the switching process: Article 25(2)(a)(i) of the Data Act specifies that “... the provider shall... (i) provide reasonable assistance to the customer and third parties authorised by the customer in the switching process.” This “reasonable assistance” is part of the switching charges that will be eliminated over time as mentioned in Article 29. The labour time is highly dependent on the quality of the tools provided. If the Provider does not want to provide a lot of man- days of professional services for the support of Customer’s switching process, the Provider has to provide an efficient and easy-to-use tool to export and transfer the Data and Digital Assets outside of its environment. This can drastically reduce the volume of professional IT services required by the switching process. The cost of the professional IT services required to import and implement the solution in the environment of Destination Provider will be borne by Customer.
The Data Act specifies cases where a standard approach is not possible:
· Article 29(5) stipulates “Where relevant, providers of data processing services shall provide information to a customer on data processing services that involve highly complex or costly switching or for which it is impossible to switch without significant interference in the data, digital assets or service architecture,”
· and Article 29 (6): ” ... providers ...shall make the information ...publicly available..”.

What should these Provider’s switching and exit contract terms look like?

The standard contractual clauses on switching and exit provided here are intended to be a model for best practice, putting into effect the obligations to have a contract as set out in the Data Act. These are recommended clauses for use by the Parties. They are intended to give you concrete examples of what should be included in the switching and exit contract terms, especially if you have never seen this type of clause before. There is no legal obligation to use these clauses and you are free to vary them because they are intended to help the parties to agree fair and reasonable contract terms. You have the right to negotiate the contract before signing it.

What is included in these Switching and Exit terms? Definitions
To understand the terms used in these standard clauses, we recommend that you consult first the SCC General, Annex ‘Definitions’, applicable for all SCCs. Key terms in these SCCs are defined there and start with a capital letter.

Exceptions:

Please note that the Data Act provides for certain exceptions to certain obligations related to SCCs Switching & Exit. For instance, in accordance with Article 31 Data Act exemptions apply to switching data processing services if:

A. most of the main features of the data processing service have been custom-built for the specific needs of an individual customer OR all components have been developed for the purposes of an individual customer,

B. AND those data processing services are not offered at broad commercial scale via the Provider’s service catalogue,

C. AND where the Provider has duly informed the Customer of these particular services before the Agreement/contract is concluded.

For such custom-built or highly individualised services, the Customer’s right to switch continues to apply, but the parties need to agree on how (including the cost) such switching could take place.

Depending on the particular exemption, certain legal obligations may not apply. However, it is up to the negotiations between the Customer and the Provider whether to include these in their Agreement/contract. While these standard contractual clauses were not drafted to cover such situations, they can still serve as an inspiration for the parties to an Agreement/contract concerning such services. The Provider should duly inform prospective customers, well-before the conclusion of an Agreement, about specific services to which the switching obligations laid down the Data Act do not apply.
Nothing prevents the Provider from eventually deploying such services at scale, in which case that Provider would have to comply with all obligations for switching laid down in the Data Act, and the related SCCs below.

Switching scenarios

There are different types of data processing services. An increasing number of Providers offer self- service switching tools for both data ingress when you start using a service, and data egress when you stop using a service and switch either to an on-premise system or to a new (Destination) Provider. For some services, there may not be such tools, or they may not enable complete switching. Below we present basic two approaches for planning the switching and exit: (i) switching with the use of automated tools and (ii) switching based on the switching and exit plan. These options are not exclusive of each other and may be combined (for example, in the switching and exit plan in an annex, the parties may also envisage the use of automated tools which may apply for some service types or some data).

In both scenarios the Providers have obligations to remove obstacles to effective switching. Some are laid out in Article 26(a) “The provider of data processing services shall provide the customer with: information on available procedures for switching and porting to the data processing service, including information on available switching and porting methods and formats as well as restrictions and technical limitations which are known to the provider of data processing services”;
and Art 30(1)….The source provider of data processing services shall facilitate the switching process by providing capabilities, adequate information, documentation, technical support and, where appropriate, the necessary tools”.

Is the Data Act applicable for any model of cloud services (e.g. to PaaS or SaaS contracts)?
Yes, these SCCs are applicable to all types of models of cloud services contracts (in particular for PaaS or SaaS contracts).
Article 30 “Technical aspects of switching” makes the difference between:
1. Providers of data processing services that concern scalable and elastic computing resources limited to infrastructural elements such as servers, networks and the virtual resources necessary for operating the infrastructure, but that do not provide access to the operating services, software and applications that are stored, otherwise processed, or deployed on those infrastructural elements …. - This defines clearly IaaS
and

2. Providers of data processing services, other than those referred to in paragraph 1,…. This also includes, amongst other Data Processing services, such as PaaS and SaaS
Recital 81 of the Data Act specifies that the generic concept “data processing services” covers a substantial number of services with a very broad range of different purposes, functionalities and technical set-ups and they are commonly understood to fall into one or more of the three data processing service delivery models i.e. IaaS, PaaS and SaaS.

Are there differences between IaaS, PaaS and SaaS ?

In IaaS the Provider does not know the content of the data nor the structure of the data and digital assets. The Customer uses the IaaS as servers, CPU (Central Processing Unit), memory, disk space and network lines to run his data processing services.
In PaaS and SaaS, the Provider does not know the content of the Customer’s data . These data will eventually be encrypted. Yet, the Provider must know the structure of the database to provide services such as space allocation, optimization, reorganization and backups. Thus, without knowing the Customer data, the Provider can develop tools to export and transport Exportable Data. For example, each data table can be exported as a flat file with the corresponding metadata. The Providers of IaaS,

PaaS and SaaS have an important role during the switching process because they must allocate sufficient resources (servers, CPU, memory, I/O, bandwidth…) for a successful switching process.
Info Point 1

Clauses

The clauses are drafted so that it is clear what happens and when, and who has the relevant contractual obligations, including the timings, during the switching and exit process.

Clauses on actions during the Maximum Notice Period and Transitional Period

Initiating switching. The Data Act requires that contracts provide for a Maximum Notice Period for initiating the switching process, which must not exceed 2 months. This clause sets out what information the Provider should provide to the Customer in that period and what actions the Provider will take after initiating the switching process.

Transitional Periods. The Data Act requires that contracts include provision for the Customer to be able, on request, to switch to another data processing service or transfer all exportable data to on- premises ICT infrastructure without undue delay, and in any event no longer than the mandatory Maximum Transitional Period of 30 calendar days starting with the end of the Maximum Notice Period.

The Data Act also requires that the contract contain a Minimum Period of Data Retrieval of at least 30 calendar days, starting after the termination of the transition period.

Where the Maximum 30-day Transitional Period for switching is technically unfeasible, the Provider must notify the Customer within 14 working days after the switching request has been made, explain the technical unfeasibility, and indicate an alternative Transitional Period, which may not exceed 7 months. The Customer has the right to extend the Transitional Period once, by a period that the Customer deems more appropriate.
[image: ]


The data processing agreement is considered terminated upon completion of successful switching or at the end of the Maximum Notice Period, if Customer does not want to switch but to erase its exportable

data and digital assets upon service termination. No termination notice from Customer is needed, as the Agreement will terminate automatically. The Provider is obligated to notify the customer of contract termination (Art. 25(2)(c) of the Data Act).
What will be switched?
[image: ]
Option A: Switching and exit plan as an Annex to the Agreement

We recommend that, especially in case of complex data processing services, Parties consider before concluding the contract a detailed plan for switching and exit. The switching and exit plan is intended to give parties a clear vision from the beginning of the relationship with the Provider on the switching process, and what types of information, data and processes will need to be shared between the parties in order to switch without any delay or impact on Customer’s services or business.
Examples when the switching and exit plan may be useful
Example: A SaaS system used to manage a warehouse of car spare parts with more than 100.000 different references from 1.000 different suppliers and picking of 10.000 items daily. How should the sequence of export be defined? What will be the timing?
Example: An insurance broker with 5.000 customers, 8.000 contracts, 1.200 claims, 10 employees,
10.000 (historical) agenda items and 200.000 (historical) documents. How should the sequence of export be defined and how will be the timing?


The switching and exit plan template in the annex is only an example of a such a plan that gives the Customer some idea of what questions they will need to ask their Provider and how to structure those discussions.
The division of responsibilities during execution of the switching process is an example, and the parties may agree to regulate it differently and in greater detail.
For this reason, the plan is unlike a standard contract term. One option is to keep it as a separate technical Annex to the contract, to be amended and updated by the Parties separately. Alternatively, the Parties may want to make the Annex part of the contract itself if they find that this makes it easier to enforce or update it. This is the Parties’ choice and depends on how they organise and manage their contracts.

This annex could be a standard switching and exit plan proposed by the Provider and agreed by the Customer or it could be a customised switching and exit plan proposed by the Provider for the Customer.

We recommend that the switching and exit plan be updated during the Agreement as required by the evolution of the Data Processing Services and the data covered by the Agreement, and at least regularly, at a time interval agreed by the parties.
This update could also affect the agreed transitional period – for example, within the limits set by the Data Act (see the information provided in the explanatory notes for users of the SCCs on switching and exit).
This Annex would be useful only for exportable data if the customer switches providers and exits the current agreement and not if the Customer initiated the process with a request to have their data deleted at the end of the notice period (i.e. when the data is not transferred).


Option B: Self-service automated switching tools
Though it is more and more popular, such automation may come with some challenges. A particular concern is that in SaaS model, some databases and their setups may not be migrated properly and/or completely, triggering the need for manual intervention by the Provider. In case the Provider relies on such a self-service solution, these clauses (Option B) allow the Customer to make sure in the Agreement that sufficient information about the process and the tool itself is made available. The elements included in Option A (Switching and exit plan as Annex to the Agreement) may serve as inspiration in this respect.

[bookmark: Standard_Contractual_Clauses_on_Switchin][bookmark: _bookmark194]Standard Contractual Clauses on Switching and Exit


[bookmark: Option_A:_Switching_and_exit_with_a_plan][bookmark: _bookmark195]Option A: Switching and exit with a plan as an Annex to the Agreement


1. Information

1.1. Before placing the order for the Data Processing Services, the Provider has provided the Customer with clear information about:
1.1.1. their standard service fees and, where applicable, early termination penalties;
1.1.2. the Switching Charges;
1.1.3. services that involve highly complex or costly switching, or for which it is impossible to switch without significant interference in the Data, Digital Assets or service architecture, where relevant;
1.1.4. specific services where the obligations on switching and exit do not apply, where relevant.
Info point 2: Article 31 of the Data Act

Info point 3: Article 30(6) of the Data Act

1.2. Annex […] to the Agreement includes:
1.2.1. an exhaustive specification of Categories of Data and Digital Assets that can be transferred, including at a minimum all Exportable Data;
1.2.2. an exhaustive specification of categories of Data specific to the internal functioning of the Provider’s Data Processing Service that will be exempted from the obligation to export data where there is a risk of breach of the Provider’s trade secrets.
Info point 4
1.2.3 clear information concerning known risks to continuity in the provision of the functions or services on the part of the source Provider.
1.3. The Provider’s on-line register with data structures and formats, relevant standards and open interoperability specifications for Data is available at [….].


2. [bookmark: 2._Switching_and_Exit_Plan]Switching and Exit Plan

2.1. The Parties agree on a switching and exit plan (the “Plan”), which will be included as an Annex to the Agreement and will be implemented by the Parties. The Plan must include:
2.1.1. details regarding switching and exit assistance, including the porting methods and formats, and steps required to carry out the switching process;
2.1.2. the contact designated respectively by the Customer and the Provider to carry out the Plan;
2.1.3. an estimate of the time needed to export and transfer the Data and Digital Assets out of the source Provider’s environment;
Info point 5
2.1.4. restrictions and technical limitations, including those arising from storage of Data outside of EU;

2.1.5. a description of the sequence of operations proposed by the Provider;
2.1.6. a description of the testing method proposed by the Provider if tests are carried out.

2.2. If required by the Customer, the Provider must provide information explaining relevant procedures to the Customer’s designated personnel (or such other third parties as the Customer may authorise)
2.3. If requested by the Customer, the Provider either will undertake to arrange a test or will support Customer in its testing, to check that the Plan works in practice for exportable data and digital assets. If problems appear during the test, the Parties will in good faith analyse the causes and agree on solutions.
2.4. The Provider and the Customer undertake to update the Plan whenever necessary and at least to check, at the Customer’s request, if changes are required.
Info point 6


3. [bookmark: 3._Initiation_of_the_switching_process]Initiation of the switching process

3.1. The Customer must give the Provider a switching notice that it initiates the switching, observing the Notice Period. If the Customer wishes to switch only with regard to certain Services, Data or Digital Assets, it must specify that in the notice. The examples of such notices are stated in Annex [2a and 2b]
Info point 7
3.2. In such switching notice the Customer may inform whether it intends:
3.2.1. to switch to a different Provider of Data Processing Services. In this case the Customer should provide necessary details of the Destination Provider;
3.2.2. to switch to an on-premises ICT infrastructure of the Customer; or
3.2.3. not to switch but only erase their exportable Data and Digital Assets.
3.3	The Provider should confirm to the Customer the receipt of the switching notice not later than [within 3 working days] using the same way of communication as the one used by the Customer.


4. [bookmark: 4._Transitional_Period]Transitional Period

4.1. When the Provider cannot respect the agreed [mandatory maximum] Transitional Period because this is not technically feasible, the Provider undertakes to:
4.1.1. notify in writing including by adequate electronic means, the Customer within 14 working days after receiving the notice for switching;
4.1.2. indicate an alternative Transitional Period, which must not exceed seven (7) months from the date of the Customer’s switching notice; and
4.1.3. give proper justification for the technical unfeasibility.
The Customer should then confirm the receipt of such extension notice [within 3 working days].
4.2. The Customer may extend the Transitional Period once, for a period they consider more appropriate for their own purpose, for no longer than [xx months]. In that case, the Customer must notify the Provider in writing, including by adequate electronic means, of their intention

until the end of the original Transitional Period and indicate the alternative Transitional Period. The Provider should confirm the receipt of such extension notice [within 3 working days].

5. [bookmark: 5._Obligations_of_the_Provider_during_th]Obligations of the Provider during the switching process

5.1. The Provider undertakes to provide reasonable assistance to the Customer and third parties authorised by the Customer once the switching process starts and throughout its duration so that the Customer can switch within the Mandatory Transitional Period. To this effect, the Provider must, in particular:
5.1.1. Provide capabilities, adequate information (including documentation necessary to complete switching) and technical support. If problems are detected, the Provider and the Customer will in good faith analyse the causes and agree on solutions.
5.1.2. Act with due care to maintain business continuity and continue to provide the functions or services under the Agreement .
5.1.3. Maintain a high level of security throughout the switching process, in particular for the security of the data during their transfer.


6. [bookmark: 6._Customer’s_obligations]Customer’s obligations

6.1. The Customer undertakes to take all reasonable measures to achieve effective switching. The Customer undertakes to be responsible for the import and implementation of Data and Digital Assets in their own systems or in the systems of the Destination Provider.

6.2. The Customer or third parties authorised by them, including the Destination Provider, undertake to respect the intellectual property rights of any materials provided in the switching process by the Provider, as well as Provider’s trade secrets. The Customer undertakes to provide access to and if necessary to sublicense the use of these materials to third parties or to the Destination Provider only insofar as necessary to complete the switching process until the end of the agreed Transitional Period, including the alternative Transitional Period, respecting at the same time the confidentiality commitments, as well as the intellectual property rights granted by the Provider.
Info point 8


7. [bookmark: 7._Data_retrieval_and_erasure_of_data]Data retrieval and erasure of data

7.1. The Customer could retrieve or erase their data during the agreed Period of Data Retrieval, which is […] days.
7.2. At the end of the agreed Retrieval Period, and if the switching process has been completed successfully, the Provider undertakes to erase all Exportable Data and Digital Assets generated by the Customer or related to the Customer directly and confirm to the Customer that it has done so, except for the personal Exportable Data which the Provider is obligated to store under EU or local laws.
Info point 9

8. [bookmark: 8._Charges_for_the_switching_process_and]Charges for the switching process and egress charges

The charges to be paid by the Customer for switching are as follows…
Info point 10

9. [bookmark: 9._Termination_of_the_switching_process]Termination of the switching process

9.1. As soon as the Customer notifies the Provider that the switching process is successfully completed, the Provider undertakes to notify the Customer immediately of the termination of the Agreement. This corresponds to Clause 5.1 in the SCCs on Termination. [If the Customer does not notify the Provider about successful switching or the lack thereof, while the Provider has justified grounds to believe that the switching was successfully completed by the Customer, the Provider may send the Customer the request for confirmation whether the successful switching took place. If the Customer will not confirm successful switching within 30 working days from such request, it is deemed that the switching was not successful and the Agreement will not be terminated and will continue on its existing terms.]
9.2. If the Customer does not want to switch but to erase their Exportable Data and Digital Assets, at the end of the agreed Notice Period the Provider undertakes to notify the Customer of the termination of the Agreement. See Cl. 6.2.3 of SCC Termination
Info point 11

[bookmark: Option_B:_Switching_and_exit_with_Self-s][bookmark: _bookmark196]Option B: Switching and exit with Self-service automated switching tools


1. [bookmark: 1._Information]Information

1.1. Before placing the order for the Data Processing Services, the Provider has provided the Customer with clear information about:
1.1.1 available self-service automated switching tools for such Services (“Switching Tools”) and the conditions of their use;
1.1.2 their standard service fees and, where applicable, early termination penalties;
1.1.3 the Switching Charges, including the fees for use the switching tools;
Info point 12
Info point 13
1.2. Annex [to option B] to the Agreement includes:
1.2.1. an exhaustive specification of categories of Data and Digital Assets that can be transferred with the use of Switching Tools, including at a minimum all Exportable Data;
1.2.2. an exhaustive specification of categories of Data specific to the internal functioning of the Provider’s Data Processing Service that will be exempted from the obligation to export data where there is a risk of breach of the Provider’s trade secrets.
1.2.3. information on procedures for switching and porting with the use of Switching Tools, including methods and formats, restrictions and technical limitations , including those arising from storage of Data outside of EU, procedures, instructions, documentation, as well when applicable, best practices, capabilities, technical support which the Provider will make available to the Customer (especially during testing, preparation for switching and switching), including any hotlines available for the Customers during the switching or alternative communication channels, tests scenarios. This information must explain how to switch all Exportable Data and Digital Assets in a coherent and consistent way fast enough for an effective switching.
1.2.4. an estimate of the time needed to export and transfer the Data and Digital Assets out of the source Provider’s environment, when the Switching Tools are used in accordance with the Provider’s documentation;
1.2.5. clear information concerning known risks to continuity in the provision of the functions or services on the part of the source Provider;

1.2.6. the resources, such as servers, CPU, memory, I/O, bandwidth (“IT Resources”) which will be ensured by the Provider for an effective switching and the procedure for obtaining additional IT Resources, if required by the Customer.

1.3. The Provider’s on-line register with data structures and formats, relevant standards and open interoperability specifications for Data is available at [….].

2. [bookmark: 2._Initiation_of_the_switching_process]Initiation of the switching process

2.1. The Customer must give the Provider a switching notice that it initiates the switching, observing the Notice Period. If the Customer wishes to switch only with regard to certain Services, Data or Digital Assets, it must specify that in the switching notice. The examples of such notices are stated in Annex [2].
Info point 14
2.2. In the switching notice the Customer may inform whether it intends:
2.2.1. to switch to a different Provider of Data Processing Services; in this case The Customer should provide necessary details of the Destination Provider;
2.2.2. to switch to an on-premises ICT infrastructure of the Customer; or
2.2.3. not to switch but only erase their exportable Data and Digital Assets.
2.3 The Customer may also indicate in the switching notice the time window(s) for switching (i.e. a period, for example a weekend, during which the Customer intends to make its systems unavailable for the users and no update occur so that the data are frozen and Customer may carry out the switching) and the additional IT Resources required by the Customer in such time windows. If the Provider is not able to ensure such IT resources in the indicated time-windows, it should object not later than [3 working days] of notice with due justification and propose several alternative “time-windows” to the Customer ensuring at the same time that the Maximum Transitional Period is respected.
2.4 The Provider should confirm to the Customer the receipt of the switching notice not later than [within 3 working days] using the same way of communication as the one used by the Customer.
Info Point 15

3. Transitional Period
3.1. When the Provider cannot respect the agreed [mandatory maximum] Transitional Period because this is not technically feasible, the Provider undertakes to:
3.1.1. notify in writing including by adequate electronic means, the Customer within 14 working days after receiving the notice for switching;
3.1.2. indicate an alternative Transitional Period, which must not exceed seven (7) months from the date of the Customer’s switching notice; and
3.1.3. give proper justification for the technical unfeasibility
The Customer should then confirm the receipt of such extension notice [within 3 working days].
3.2 The Customer may extend the Transitional Period once, for a period they consider more appropriate for their own purpose, for no longer than [xx months]. In that case, the Customer must notify the Provider in writing including by adequate electronic means, of their intention until the end of the original Transitional Period and indicate the alternative Transitional Period. The Provider should confirm the receipt of such extension notice [within 3 working days].

4. [bookmark: 4._Obligations_of_the_Provider_during_th]Obligations of the Provider during the switching process

4.1. Provider undertakes to provide reasonable assistance to the Customer and third parties authorised by the Customer once the switching process starts and throughout its duration so that the Customer can switch within the Mandatory Transitional Period. To this effect, the Provider must, in particular:

4.1.1 Act with due care to maintain business continuity and continue to provide the functions or services under the Agreement .
4.1.2. Maintain a high level of security throughout the switching process, in particular for the security of the data during their transfer.
4.1.3. if problems are detected during the switching and cannot be resolved through technical support, together with the Customer, analyse the causes and agree on the solutions.
Info Point 16


5. [bookmark: 5._Customer’s_obligations]Customer’s obligations

5.1. The Customer undertakes to take all reasonable measures to achieve effective switching. The Customer undertakes to be responsible for the import and implementation of Data and Digital Assets in their own systems or in the systems of the Destination Provider.
5.2. The Customer or third parties authorised by them, including the Destination Provider, undertake to respect the intellectual property rights of any materials provided in the switching process by the Provider. The Customer undertakes to provide access to and if necessary to sublicense the use of these materials to third parties or to the Destination Provider only insofar as necessary to complete the switching process until the end of the agreed Transitional Period, including the alternative Transitional Period, respecting at the same time the confidentiality commitments, as well as the intellectual property rights granted by the Provider
Info point 17


6. [bookmark: 6._Data_retrieval_and_erasure_of_data]Data retrieval and erasure of data

6.1. The Customer could retrieve or erase their data during the Agreed Period of Data Retrieval, which is […] days.
6.2. At the end of the Agreed Retrieval Period, and if the switching process has been completed successfully, the Provider undertakes to erase all Exportable Data and Digital Assets generated by the Customer or related to the Customer directly and confirm to the Customer that it has done so, except for the Exportable Data which the Provider is obligated to store under mandatory EU or EU Member States laws as long as the Provider notifies the Customer, if allowed by the law, what Exportable Data it will retain, for how long and on what grounds.
Info point 18

7. [bookmark: 7._Charges_for_the_switching_process_and]Charges for the switching process and egress charges

The charges to be paid by the Customer for switching are as follows…
Info point 19

8. [bookmark: 8._Termination_of_the_switching_process]Termination of the switching process

8.1. As soon as the Customer notifies the Provider that the switching process is successfully completed, the Provider undertakes to notify the Customer immediately of the contract’s termination. This corresponds to Clause 5.1 in SCCs Termination. [If the Customer does not notify the Provider about successful switching or the lack thereof, while the Provider has justified grounds to believe that the switching was successfully completed by the Customer, the Provider may send the Customer the request for confirmation whether the successful switching took place. If the Customer will not confirm successful switching within 30 working days from such request, it is deemed that the switching was not successful and the Agreement will not be terminated and the Agreement will continue on its existing terms]
8.2. If the Customer does not want to switch but rather to erase their Exportable Data and Digital Assets as per point 3.2.3 Initiation of the switching process above, at the end of the agreed Notice Period the Provider undertakes to notify the Customer of the termination of the contract.
Info point 20

[bookmark: Annex_1_for_option_B_(referred_to_in_Cla][bookmark: _bookmark197]Annex 1 for option B (referred to in Clause 1.2)
Either the information required is explicitly mentioned hereunder or the information required can be found at […..]
1. Categories of Data and Digital assets that can be transferred including at a minimum all Exportable Data: ...

1. Categories of Data and Digital Assets specific to the internal functioning of the Provider’s data processing service, with risk of a breach of the provider’s trade secrets, which are exempted from switching : ....

2. Data and Digital Assets protected by the intellectual property rights of Provider or third parties, which are exempted from switching: ....

3. Information on procedures for switching and porting with the use of switching tools:...

4. Estimate of the time needed to export and transfer the Data and Digital assets: ....

5. Known risks to continuity in the provision of the functions or services of the Source Provider: ...
6. IT Resources which will be ensured by the Provider for an effective switching:....

[bookmark: Annex_2_for_option_B_(referred_to_in_Cla][bookmark: _bookmark198]Annex 2 for option B (referred to in Clause 2.1)


Annex 2a – applicable if customer wants to switch [Provider’s name and address for communication] [Date]
Switching notice
Name of Customer: […]
Contract: name and details of Contract [e.g. name of contract, its number, date of execution, as required by the contract]
Switched Services: [All covered by the Contract] or [provide explicit Services or Digital Assets subject to switching if only part of the services are to be covered by switching]

On behalf of the Customer, I/we inform you that the Customer initiates switching of the Switched Services as of [starting date]. The notice period is [the customer to specify: maximum 2 months, may be shorter at the Customer discretion].
[Optional wording:
The Customer informs you that it intends to switch to [details of new provider/on premise infrastructure of Customer].
For automated switching. The Customer would like to switch in the following time window(s): [provide dates and details]. The Customer requests following IT Resources to be available in such time windows [to be completed by the Customer]
Contact details of person responsible for switching: [details of Customer’s representative responsible for switching process.]



[signature of Customer’s authorized representative]











Annex 2b – applicable if Customer does not want to switch but only to erase its exportable Data or Digital Assets
[Provider’s name and address for communication][Date]


Exit notice
Name of Customer: […]
Contract: name and details of Contract [e.g. name of contract, its number, date of execution, as required by the contract]
Erased Data/ Digital Assets : [All covered by the Contract] or [provide explicit Data or Digital Assets subject to erasure]

On behalf of the Customer, I/we inform you that the Customer initiates switching consisting solely on erasure of Erased Data/Digital Assets as of [starting date]. The notice period is [the customer to specify: maximum 2 months, may be shorter at the Customer discretion].
[Optional wording:
Contact details of person responsible for switching: [details of Customer’s representative responsible for switching process.]



[signature of Customer’s authorized representative]


[bookmark: Annex_to_the_Agreement_(Option_A)–_Switc][bookmark: _bookmark199]Annex to the Agreement (Option A)– Switching and Exit Plan
1. Contact persons
· Provider’s contact for switching and exit: …
· Customer’s contact for switching and exit: …

2. The Customer must provide the following information in the written notice:
· Data concerned by the Notice, according to the agreed identification in the Annex on Data
· Destination of the Data: Customer’s on-premises ICT infrastructure or a Destination Provider, including relevant technical specifications about the destination site.
· Location where the Data should be exported and transported.

3. Provider’s obligations to react to the written notice

Within …. days, the Provider will reply to the Customer in writing, with the following information:

· 	confirmation of categories of data to be transferred during the switching process (2.1) Exportable Data
· All data imported by the Customer at the beginning of the Service Agreement including metadata (input data)
· A, with metadata: ….. in format ….
· B, with metadata: ….. in format ….
· C, with metadata: ….. in format ….….
· All data directly or indirectly co-generated by the Customer’s use of the data processing service:
· D, with metadata: ….. in format ….
· E, with metadata: ….. in format ….
· F, with metadata: ….. in format ….
Digital Assets:
· L, in format ….
· M, in format …..


· Provider’s list of categories of data that are exempted

· Categories of Data specific to the internal functioning of the Providers’ data processing service where a risk of breach of the Provider’s trade secrets exists: ...
· Data and Digital Assets protected by intellectual property rights of Providers or 3rd parties : ...
· Data and Digital Assets constituting trade secrets of the Provider or 3rd party :...

4. Confirmation of the data to be switched
The Customer will reply which Data and Digital Assets they want to receive within the agreed (or alternative) Transitional Period.

5. Order, timing and testing

During the Transitional Period:

· The agreed order and timing for exporting and transferring the chosen Data and Digital Assets is as follows: …..
· Description of the testing method proposed by the Provider: ....
· The Provider or the Customer using the Provider’s tools and processes will test the export and transfer to the agreed location with a part of the agreed Data and digital assets, to confirm or adapt the order and timing.
· The Customer will test the import and implementation of the agreed Data and Digital Assets in their own systems or the systems of the Destination Provider.
· If there are problems with the testing or the results of the testing, the Source Provider and the Customer will determine whether they arise from the export of the agreed Data and Digital Assets and transfer processes under the Provider’s responsibility or from their import and implementation processes under the Customer’s responsibility.

6. Execution of the switching process
· The Provider must export and transport by electronic or physical means the Data or Digital Assets to the location specified by the Customer and the Customer (or any third parties the Customer has authorised) must import and implement the Data or Digital Assets into their own systems or in the systems of the Destination Provider.
· The Customer (or any third parties the Customer has authorised) must test the functionalities in their environment or the environment of the Destination Provider and document for the Provider any problems that arise from (i) the quality of the Data or Digital Assets exported or (ii) insufficient information given by the Provider.
· The Provider must react without undue delay so that the Customer can switch within the Mandatory Transitional Period.

7. Successful switching

As soon as the Customer notifies the Provider that the switching process is successfully completed, the Provider undertakes to notify the Customer immediately of the contract’s termination. [If the Customer does not notify the Provider about successful switching or the lack thereof, while the Provider has justified grounds to believe that the switching was successfully completed by the Customer, the Provider may send the Customer the request for confirmation whether the successful switching took place. If the Customer will not confirm successful switching within 30 working days from such request, it is deemed that the switching was not successful and the Agreement will not be terminated.]

[bookmark: Info_Points_–_Switching_and_Exit][bookmark: _bookmark200]Info Points – Switching and Exit

Info point 1:

In practice the situation is different in case of IaaS, PaaS and SaaS: Among other elements, the knowledge of the structure of the data and the relationship between data is required to define the sequence of operations for exporting the exportable data.

IaaS: The Customer knows the structure of the database that he has defined. The IaaS Provider does not know the structure of the database.

The IaaS Provider must give details regarding the porting methods and, where appropriate, the necessary tools, The Customer will define the sequence of operations, a time window (1) and the required IT resources.
The Provider must confirm the availability of the required IT resources during the time window. The Customer initiates the switching at the agreed time.
The Customer is responsible for importing and implementing the data in the destination environment.

PaaS

The Customer knows the structure of the database that he has defined.

The PaaS Provider also knows characteristics of the database because the Customer asked him to provide services such as space allocation, optimization, reorganization and backups.

The PaaS Provider has a practical experience of the procedures for operations such as backups. He knows the resources required and the elapsed time

The PaaS Provider must give details regarding the porting methods and, where appropriate, the necessary tools and information and information about the timing and required IT resources.

The Customer defines the sequence of operations, a time window (1) and the required IT resources. The Provider must confirm the availability of the required IT resources during the time window.
The Customer initiates the switching at the agreed time.

SaaS

The Customer doesn’t know the structure of the database.

The SaaS Provider is the one who knows the structure of the database that he has defined.

The SaaS Provider knows the procedures and the time required for operations like backups, optimizations and reorganizations.

Moreover in case of installation of a new version of the SaaS software with a new version of the structure of the database, it is not unusual to have a full export from the old structure followed by a full import into the new structure. This procedure gives the SaaS Provider a practical view on the procedure, resources and time required to export the data.

The SaaS Provider must give details regarding the porting methods and, where appropriate, the necessary tools,

and information about the timing and required IT resources

and propose the exporting methods and formats and the sequence of operations

The Customer is responsible for importing the data in the destination environment and might have requirements and remarks on the proposed sequence.

The SaaS Provider and the Customer must agree on the sequence of operations, the time window (1) and the required IT resources

The Provider must confirm the availability of the required IT resources during the time window.

Depending on the tool and the sequence agreed, the Provider or the Customer initiate the switching at the agreed time.

The Customer is responsible for importing the data in the destination environment.

(1) time window: a period, for example a weekend, during which the Customer intends to make its systems unavailable for the users and no update occur so that the data are frozen and Customer may carry out the switching.


Info Point 2: Article 31 of the Data Act lays down specific regime for certain Data Processing Services. For custom-built or highly individualised services, the Customer’s right to switch continues to apply, but the Parties would need to agree on how such switching could take place (including the cost). For data processing services provided as a non-production version for testing and evaluation purposes and for a limited period of time the obligations for switching shall not apply. While these standard contractual clauses were not drafted to cover such situations, they can still serve as inspiration for the parties to an Agreement concerning such services.

Info point 3: According to Article 30(6) of the Data Act Providers will not be required to develop new technologies or services or disclose or transfer to a Customer or different Provider of Data Processing services digital assets that: (i) are protected by intellectual property rights; or (ii) constitute a trade secret or (iii) compromise the Customer’s or Provider’s security and integrity of service.

However, under Article 25 (1) of the Data Act, the rights of the Customer and the obligations of the Provider of data processing services in relation to switching must be clearly set out in a written contract, in particular with respect to the limits of the switching process.

Info Point 4: Article 25.2(e) of the Data Act requires that the contract includes an exhaustive specification of all categories of data and digital assets that can be ported during the switching process. The Provider should define categories of data in a way that allows for evolution of the content into the defined categories.
Info point 5: Estimation of the switching time: The Source Provider is responsible to estimate the time to export and transport the exportable data outside of its environment based on the time required to import the data, the estimated volume, network capacity and previous experiences or tests. The responsibility of the Customer is to estimate the time required to import and implement the data in the destination environment. Usually the volume of data used is available on the detailed reports available to customers (eg in the administrator’s portal or similar tools). The customers/providers also have information about the services they use and the level of complication of such services.
There may be very different cases, this is why a switching and exit plan is important. The example of switching and exit plan includes an info point “Definition and execution of the switching process – Responsibilities for export”.
Info point 6 on Clause 2.4: When you update the Plan, please check the SCCs on Non-amendment, in particular the clauses on ‘Permitted Unilateral Change’.

Info point 7: Subject to the terms of the Agreement, the Customer may choose only a certain subset of applications hosted by the Source Provider. In that case, the switching obligations concern only such applications and the corresponding Data and Digital Assets; for the rest, the previously agreed contractual terms still apply.
Info point 8: In addition to the obligations in this Agreement, all Parties involved, including Destination Providers of Data Processing Services, have a legal obligation, laid down in Article 27 of the Data Act, to cooperate in good faith to make the switching process effective, enable the timely transfer of data and maintain the continuity of data processing services.
Info point 9: Data Retrieval starts after the agreed Transitional Period is terminated and must be at least 30 days after … (see Article 25(2)(g) of the Data Act and the SCCs on term and termination). The Customer does have the right to decide that it will not retrieve the data. In such case either it will erase it on its own (and may inform about it the Provider as stated in Article 25.3.(c) of the Data Act or the Provider will erase such non-retrieved data as stated in Clauses 7.2 of option A and 6.2 of Option B.
Info point 10: If relevant, in the event of in-parallel use of a Data Processing Service (multi-cloud deployment scenario), the Data Egress charges will be agreed between the parties. The testing tools for switching and Provider’s reasonable support of the Customer in testing as agreed in the Plan should be regarded as falling into switching process and consequently, the charges for such services should be gradually withdrawn in accordance with Article 29.
Info point 11: It may happen that the switching process is not completed successfully and that the Customer’s datasets / Digital Assets are not transferred, either completely or partially. In that case, all Parties involved must act in good faith and agree on the necessary measures to successfully complete the switching and exit process. In the event of failure of the switching process, the Data Processing Services continue to be provided and the Customer’s data are not erased. SCCs on Termination section I of the Introduction and cl.1.3.

Info point 12: The costs of using the Switching Tools provided by the Provider are the switching charges. Thus, after 12 January 2027, no fees for use of such switching tools will be allowed.

Info point 13: Where a Data Processing Service is being used in parallel with another Data Processing Service, the Providers of such Services may impose Data Egress Charges. However, this is only to pass on egress costs incurred, without exceeding such costs, according to Article 34(2) of the Data Act. In this way, the Data Act accounts for multi-cloud deployment scenarios and allows the Provider to be fairly compensated for extracting their data through the network from the ICT infrastructure of a provider to the system of a different provider or to on-premise ICT infrastructure (such as outbound data transmission and the associated network traffic when workflows cross the respective cloud boundaries).
Info point 14: The switching notice is a different instrument from contract termination notice. Subject to the terms of the Agreement, the Customer may choose only a certain subset of applications hosted by the Source Provider. In that case, the switching obligations concern only such applications and the corresponding Data and Digital Assets; for the rest, the previously agreed contractual terms still apply.
Info Point 15: The Customer may need to carry out the switching in the specific time, to make it as little disruptive to its business as possible. Moreover, switching may require additional resources on the part of the Source Provider. Therefore, if needed, the Customer should indicate the time windows during which it intends to carry out switching and additional resources (in accordance with information provided by the Source Provider). If the Source Provider is not able to provide such resources within these time windows due to justified reasons (e.g.” schedule maintenance of services which would severely affect the availability of resources during that time), it should provide the Customer with alternatives which would ensure effective switching by the end of the Maximum Transition Period.
Info Point 16: Even in option B “self service automated switching tools” the Provider has its part of responsibility in the timing of the switching. For example, if the tools are too slow to ensure successful switching or if the Provider reacts with undue delay when the Customer detects a problem that requires the Provider’s assistance.
Info point 17: In addition to the obligations in this Agreement, all Parties involved, including Destination Providers of Data Processing Services, have a legal obligation, laid down in Article 27 of the Data Act, to cooperate in good faith to make the switching process effective, enable the timely transfer of data and maintain the continuity of data processing services.
The reasonable measures to achieve effective switching on the part of the Customer include in particular:

· preparing to the switching internally (e.g. stopping all access to the data and informing the user of the unavailability of the system. If a third party is entrusted with switching, providing appropriate instructions to such third party so that it respects the agreement between the Customer and the Provider )
· Monitoring the switching process (e.g. check the exported data and digital assets during the switching to immediately identify any problems).
· Appropriate contractual arrangements with the Destination Provider or ensuring appropriate resources for on-premises switching.


Info point 18: Data Retrieval starts after the agreed Transitional Period is terminated and must be at least 30 days after … (see Article 25(2)(g) of the Data Act and the SCCs on termination).
Info point 19: If relevant, in the event of in-parallel use of a Data Processing Service (multi-cloud deployment scenario), the Data Egress charges will be agreed between the parties.
Info point 20: It may happen that the switching process is not completed successfully and that the Customer’s datasets /Digital Assets are not transferred, either completely or partially. In that case, all parties involved must act in good faith and agree on the necessary measures to successfully complete the switching and exit process. In the event of failure of the switching process, the Data Processing Services continue to be provided and the Customer’s data are not erased. SCCs on Termination section I of the Introduction and cl.1.3.

Standard Contractual Clauses (SCCs) for Data Processing Services
including without limitation: cloud computing services

[bookmark: SCCs_Termination][bookmark: _bookmark201]SCCs Termination
[bookmark: Explanatory_notes_for_users_of_SCCs_Term][bookmark: _bookmark202]Explanatory notes for users of SCCs Termination

Background: Termination of the Agreement in relation to a particular Service
The Data Act enables customers of data processing services (including cloud and edge computing services) to switch between providers or to transfer their data to their own on-premises ICT infrastructure. To facilitate the implementation of the switching requirements under the Data Act, the Expert Group has drafted a set of standard contractual clauses (“SCCs”) dealing with different aspects that are relevant for the switching process.
In particular, the SCCs below deal with the termination of the Agreement between the Customer and the Provider in relation to a particular service.
Please keep in mind that the Agreement with the Provider may cover several services. If these SCCs are added to the Agreement and then the Customer switches one service to a Destination Provider while the other services remain with the Source Provider, the agreement is terminated only in relation with this specific service, unless the parties agree otherwise.
What is included in SCC Termination? Possible scenarios
Scenarios provided by the Data Act: The Agreement will be terminated in specific circumstances once the switching has been concluded successfully (Event A) or if the Customer does not wish to switch but requires all data to be erased and such erasure is successful (Event B). Clauses 4.1 and 6.1 lay out the cumulative conditions under which the termination will occur for each of those events. Please note that in such cases the Agreement will be considered terminated upon successful completion of switching (Event A) or et the end of the Maximum Notice Period (Event B). There will be no need to serve the termination notice or follow termination procedure from the Agreement, as the Agreement will terminate automatically. The Provider is however obligated to notify the Customer that the contract is considered terminated (Article 25.2(c). This notification is of informative nature, as the Agreement is already terminated. Thus, even if Provider delays the notification, it cannot charge any fee under terminated contract.
However, as the Provider may not be aware that switching was completed successfully, the Customer should inform the Provider about it. If the Providers has reasons to suspect that the Customer already successfully switched (e.g. the Customer is not logging into the service, does not have any data at rest stored in the service), the Provider may contact the Customer and request confirmation of successful switching. In the absence of reply from the Customer, it is deemed that switching was not successfully completed and the contract continues (i.e. it is not terminated) on its existing terms.
The Data Act does not define successful switching. In principle, it is up to the Customer to decide whether the switching was successful. However, the Customer, or the Customer and Provider may agree to set certain criteria to assess whether the switching is successful. In particular, to assess:
a. Completion of data transfer i.e. whether all exportable Data and if applicable, Digital Assets have been transferred to the Destination Provider’s, as well as whether accuracy,

integrity and completeness of such was maintained. The exported Data and Digital Assets should match the original Data and Digital Assets and there should be no loss thereof and no corruption therein or related thereto.
b. Deployment of Digital Assets (if applicable). If switching included transfer of Digital Assets, such as Customer’s own or licensed applications, the Customer should verify whether such Digital Assets are installed, configured and running in the Destination Provider’s environment.
c. Testing of new service. In this phase, the Customer should verify whether the services offered by the Destination Provider work as planned before switching. In particular, the Customer should carry out the performance, functionality and operational testing of Destination Provider’s service including switched Data or Digital Assets to assess whether its switching verification criteria are met.
In case of fixed term contract, the switching may end before the scheduled term of such contract or after that (for latter, see Event D). If the switching ends before the scheduled term, the agreement will also expire, however, there may be early termination penalties due in such case.
Please note that the Providers of Data Processing Services must not impose any obstacles (technical, pre-commercial, commercial, contractual, organisational) to switching and even if such obstacle exists, they must remove them.
Reference to: Articles 23 (a), 25.2(c) and 29.4 of the Data Act.
What if switching is unsuccessful? Clause 3.1 caters for the situation that the switching is not successful by spelling out the escalation and related steps that the Customer (and its Destination Provider) and the Source Provider will need to take, in good faith, together with the Provider to achieve a successful switching and/or to prompt the option of data erasure provided by the Data Act.
Example: The Source Provider proposes SaaS solution A and the Destination Provider proposes SaaS solution B. The Customer asks the Source Provider to help them switch to the Destination Provider via exporting and transferring its exportable data to a specific server. The following scenarios could occur:
· The Source Provider does not propose effective tools and procedures for exporting and transferring all exportable data to the specific server;
· Data has been delivered to the specific server but the Customer or the Destination Provider are unable to upload the data properly.
Data seem to be correctly transferred to the specific server, but when trying to upload it in SaaS solution B, problems occur. This may be due to:
· the Source Provider if, for instance, data is transferred incompletely or is of bad quality; or
· the Customer or the Destination Provider – if, for instance, the tools and procedures for importing all data are not effective.
For a swift resolution of the situation where the switching is unsuccessful and the Agreement cannot be terminated (thus, obliging the parties to extend it), the Expert Group suggests submitting a complaint to the competent authority under the Data Act, so that it takes a decision. However, it should be understood that the parties can also use any legal means available under their jurisdiction (e.g. submitting a claim, requesting injunctions from civil courts, etc.) See SCC General, points 7 and 8.

Two (2) other – optional – scenarios: Clauses 7.1 and 8.1 are optional, and present two other possible scenarios for the Parties to consider. While not expressly mentioned in the Data Act, they are likely to occur and as such are included in the clauses to help the parties resolve them. These scenarios are:
· The Customer wishes to extend the availability of their data from the Source Provider or maintain the contract giving option for buying new services in place for a longer period, whether or not this is preceded by service switching or by a simple service termination without any switching; the Customer needs only a service of limited functionality i.e. ensuring availability of their data for this longer period or a contract in place to have the possibility to order new service (Event C).
In this case, as the data will be available through a service of limited functionality, the Provider and the Customer should conclude a new agreement for this additional service (see Clause 7.1 below) or amend the existing agreement or otherwise. In particular, the parties should agree on an Alternative Data Retrieval Period, which will start at the end of the Agreed Period of Data Retrieval. In case of general (framework) agreements the customer may wish to keep the contractual relationship in place to be able to buy fast new services without going through the contract conclusion process, which in larger organizations may be lengthy and quite complicated.
· A fixed-term contract expires before the switching process has occurred or has been completed (Event D).
Examples for Event C: The Customer has exported and transferred its data successfully from the Source Provider to the Destination Provider in whose environment the data was deployed successfully. Alternatively, the Customer decides to terminate the service with the Source Provider without subsequently migrating to another provider. The Customer, however, does not wish its data to be erased and rather prefers to have it backed up safely with the Source Provider extending beyond the agreed Data Retrieval Period.
Any such additional service enabled by the Source Provider does not prevent the termination of the original agreement and the provision of the service based on a new or amended agreement.
Example for Event D (fixed-term contract): An example of this situation may be when the Customer does not provide notice sufficiently in advance. In this case, the data has not been transferred to the Destination Provider on the date the agreement with the Source Provider expires.




The parties should be aware that a suspension of services may occur during the switching process. In this case, the general clause on suspension of services included in the Agreement applies.
Termination under mandatory applicable law as indicated under Clause 2.1. below. Clause 2.1 explicitly makes it clear that even in case of termination under a mandatory applicable law, the Agreement will be in force and the services and functions under the Agreement will continue in full until any of the events described under Clause 1.1 occurs.
Exemptions for certain custom-built services exist: Data processing services which are fully or partially (the majority of their main features) custom-built to respond to the specific demands of an individual customer are exempted from some – but not all – legal obligations applicable to switching. Services, which the Provider offers at a broad commercial scale, are however subject to the switching legal obligations. The Provider should duly inform prospective customers, well-before the conclusion of an Agreement, about specific services to which the switching obligations laid down the Data Act do

not apply. The parties can always agree in the Agreement to include switching provisions for such services, too.
Nothing prevents the Provider from eventually deploying such services at scale, in which case that Provider would have to comply with all obligations for switching laid down in the Data Act, and the related SCCs below.
These SCCs are also applicable to the above-mentioned services that are subject to exemptions, unless they are directly related to achieving functional equivalence in the use of the new Data Processing Service in the ICT environment of a different Provider of Data Processing Services of the same type.
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Definitions

To understand the key terms used in these SCCs, we recommend that you first consult the section on “Definitions”, which are applicable for all SCCs. The terms in this SCC starting with capital letter are defined in the section “Definitions”.
Termination

1.1 The Agreement will be considered terminated between the Parties when one of the following events has occurred in full:

1.1.1 Where applicable, on the successful completion of the switching process (‘Event A’). Should Event A occur before the agreed duration of the Agreement expires, then the early termination fees set out in this Agreement will apply, or;
1.1.2 At the end of the Maximum Notice Period where the Customer does not wish to switch but to erase its exportable Data and Digital Assets on termination of the service (‘Event B’).

Termination of the Agreement if the switching process is successfully completed, will be further detailed and otherwise arranged for in Clauses 4.1 and 5.1.

2.1 If the Agreement contains any terms regarding termination subject to statutory law or related cases such as those mentioned here below:

a. A Party is applying for moratorium, suspension of payments, or a Party has been declared bankrupt;

b. A Party has still not met, in a timely fashion, any material or other obligation arising from the Agreement that results or could result (either by contract or law) in a termination of the Agreement;
c. A Party has experienced a change of ownership or control that, by contract or law, results or could result in the termination of the Agreement,

d. The Agreement is declared null and void as per a breach of or change in the applicable mandatory law, or;

e. Similar or identical situations, or any other situations that, by contract or law, result or could result in the termination of the Agreement,

the Agreement together with the agreed Services and functions will not be terminated or expire before any of the situations described in the Clauses 1.1.1 or 1.1.2 (Events A or B) have clearly occurred. For the avoidance of doubt, this does not affect any other rights or remedies a Party may have available towards the other Party.

The Customer may agree its successful switching metrics, as well switching milestones with the Source Provider and report the status of their achievement during the switching process. In any

case, the Customer should inform the Provider of its successful switching as set forth in Clause 5.1.

3.1 If the completion of the switching process set forth in Clause 1.1.1 is not successful, Parties must cooperate in good faith to identify and resolve the matter at hand to improve the switching process and achieve successful completion, enable a timely transfer of data and maintain continuity of the Services. In particular, upon Customer request the Provider should support the Customer in identifying the reasons for unsuccessful switching and advise how identified obstacles could be removed or worked around. If the Customer relied on the automated tools offered by the Provider, which have not ensured successful switching, the Customer may demand that the Provider agree the detailed Switching and Exit Plan, as referred in SCCs on Switching and Exit to carry out the switching process within [xx] days from the Customer’s request. The rules applicable to switching charges apply to support and other Provider’s services referred to in this section.
3.1.1. At its discretion, Customer will involve the Destination Provider on Customer’s behalf.
3.1.2. Without prejudice to other legal remedy available under applicable law, the Agreement will not be terminated or expire before successful completion of the switching process, or before a relevant decision taken by a competent court or by a between Parties chosen and agreed forum.
3.1.3. If there is any conflict or inconsistency between these Clauses and any other agreement on termination between the Parties, these clauses shall take precedence.

I. Termination Process


4.1. Successful completion of the switching process set forth in Clause 1.1.1 can only occur and will be (deemed) completed, after:
4.1.1. the [Maximum] agreed Notice Period has expired, and

Info point 1
4.1.2. the Transitional Period has commenced after the Notice Period has elapsed, Clause 1.1.1 applies, and the Switching and Exit Assistance set out in that clause must be initiated and completed;

Info point 2
4.1.3. the Data Retrieval Period has commenced after the termination of the Transitional Period, and;

4.1.4. the data erasure has been completed successfully after the expiry of the Data Retrieval Period or after the expiry of an alternative agreed period following the successful completion of the switching process.
Info point 3

5.1. As soon as the Customer notifies the Provider that the switching process is successfully completed, the Provider undertakes to notify the Customer immediately of the termination of the Agreement. [If the Customer does not notify the Provider about successful switching or the lack thereof, while the Provider has justified grounds to believe that the switching was successfully completed by the Customer, the Provider may send the Customer the request for confirmation whether the successful switching took place. If the Customer will not confirm successful switching within 30 working days

from such request, it is deemed that the switching was not successful and the Agreement will not be terminated and will continue on its existing terms.]

6.1. If the Customer does not wish to switch but rather to erase its Exportable Data and Digital Assets set forth in Clause 1.1.2 can only occur and will be deemed completed, if:

6.1.1. the [Maximum] agreed Notice Period has expired, and;
6.2.2. the Customer has unconditionally and clearly asked the Provider to execute the Data Erasure, and in response the Data has been successfully erased and this has been confirmed by the Provider.
6.2.3. At the end of the agreed Notice Period the Provider undertakes to notify the Customer of the termination of the Agreement.

Other Options [*Optional clauses to be considered]

7.1. If at the end of the Transitional Period the Customer decides not to erase all its exportable data and digital assets at the end of the [Minimum]/Agreed Period of Data Retrieval and wishes to ensure that they will be available in the service of limited functionality for a specified additional time or the Customer and Provider agreed to maintain the Agreement in place without providing any specific services, unless ordered explicitly by the Customer (Event C), such can only occur, after:

7.1.1. the [Maximum] agreed Notice Period has expired, and;

7.1.2. the Transitional Period is completed, and;

7.1.3. an Alternative Period of Data Retrieval and other terms and conditions for the service of limited functionality or maintaining the Agreement in place have been agreed between the Customer and the Provider (in particular, allowing the Provider to delete the data after the Alternative Period of Data Retrieval, and/or specifying the remuneration for such additional term).

If the Alternative Period of Data Retrieval and other conditions of service during such time are proposed by the Provider, the Agreement must not terminate or expire before the Customer has (at their sole discretion) accepted the solution and unambiguously confirmed that the Agreement is terminated.
8.1. If the Agreement has been explicitly concluded for a fixed duration and the expiry date is reached before the switching process is completed, and the Customer has not requested its exportable data and digital assets to be erased (Event D), then:

8.1.1. the Transitional Period begins on the Agreement expiry date, and the Provider shall provide reasonable assistance as set out in SCC Switching and Exit;
8.2.2. on successful completion of the switching process, the Clauses 1.1.1 and 2.1 above applies (Event A is triggered), and;

8.2.3. on unsuccessful completion of the switching process, Clause 3.1 above applies .

[bookmark: Info_Points_-_Termination][bookmark: _bookmark204]Info Points - Termination
Info point 1: Reference is made to SCC General, Annex Definition, Article 25.2(d) of the Data Act.

Info point 2: Transitional Period as defined in the SCC General, Annex Definition, and set forth in clause 4 Option A and clause 3 Option B of the SCC on Switching and Exit for the possibility for it to be extended by either the Customer or the Provider.
Info point 3: Data retrieval clause 7 in Option A and clause 6 in Option B the SCCs on Switching and Exit and Article 25.2(h) of the Data Act.

Standard Contractual Clauses (SCCs)
For Data Processing Services
including without limitation: cloud computing services
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[bookmark: _bookmark206]Explanatory notes for users of the SCCs on Security and business continuity



Background
The first sentence of Recital 94 of the Data Act reads:
‘Throughout the switching process, a high level of security should be maintained.’
While the topics of security and business continuity are normally included in the services agreement, the Data Act focuses on the importance of security and business continuity with relation to the switching and exit process (collectively ‘switching process’). In this context, the Data Act lays down obligations for the Provider to ensure a high level of security throughout said process. In particular, this concerns the security of data during their transfer and the continued security of the data during the retrieval period (Art. 25(2)(a) (iv).
In order to do so, the high level of security already will need to be in place well-before the switching process, and at least to be sustained at that high level during the switching process.
The Data Act also obliges the Provider to act with due care to maintain business continuity and ensure the provision of the functions or services under the contract (Art. 25(2)(a) (ii). The provider is also obliged to provide clear information concerning known risks to continuity in the provision of the functions or services on the part of the source provider of data processing services (Art. 25(2)(a) (iii).
Explanatory notes
These standard contractual clauses (SCCs) combine clauses on specific issues of business continuity and security throughout the switching process. This approach is chosen because of the similar context and spirit of both security and business continuity. Although provisions on security and business continuity are included in the services agreement, there are some specificities related to the switching process that must be reflected. Furthermore, the same legal framework applies.
These SCCs use the term ‘significant impact’ in relation to both security and business continuity. It is highly recommended that before entering a services agreement with the Provider, the Customer assesses and maps such possible ‘significant impact’ related to the Agreement, the Customer’s use of the services and the need for security and business continuity, especially during the switching phase (see Clauses 1.5 and 1.9).
The switching process involves particular security risks to which special attention needs to be given. Such risks include:
i. data processing;

ii. identity management and access control;
iii. data transfer;
iv. data retrieval;
v. ongoing data confidentiality, integrity and availability; and
vi. other risks concerning and otherwise related to preparing for and executing an effective switching phase.
Risk-based security and business continuity: Where the SCCs provide for contractual arrangements, a risk-based, respectively all-hazards approach regarding security implies a dynamic and contextual approach to applicable services and deployment models and related use, needs and risks. It is up to the Customer and Provider to jointly identify, agree upon, implement and monitor the related measures and controls in order to ensure improved overall service resilience and integrity accessible to all Customers.
For instance, special attention and consideration will need to be given without limitation to continuous appropriate and accountable levels of:
i. data integrity;
ii. resilience to all known vulnerabilities when making data available for retrieval;
iii. encryption signatures;
iv. special multi-factor access management;
v. verification of identity, including authorisation;
vi. security of website, portal, platform and related Application Programming Interfaces (APIs) and the like;
vii. Provider-side security;
viii. provision and assurance of the Customer side, including the relevant Destination Provider(s)’ security;
ix. network activity;
x. brute force registration;
xi. Transport Layer Security (TLS), and other in-transit security;
xii. Distributed denial-of-service (DDOS) protection; and
xiii. strong data erasure policies and practices, and the like.
The Provider should also demonstrate, for the Customer’s benefit, that the technical, operational and organisational measures on security and data protection are provided in a continuous and appropriate manner.
This idea is the same or similar to the structure and approach as set out in (i) Article 25 GDPR and Article 32 GDPR [Regulation - 2016/679 ] respectively; (ii) the NIS2 Directive [EUR-Lex)], (iii) the Cybersecurity Act (EU) 2019/881 and related (existing or upcoming) cybersecurity certification schemes.

Examples of what the Provider should demonstrate include:
i. internal security, assurance monitoring and security breach or other incident handling policies
ii. compliance with certain open, non-proprietary standards as commonly used in the relevant sector;
iii. certification or other assurance in accordance, or other compliance, with the either relevant applicable national law or relevant European cybersecurity certification schemes developed under Regulation (EU) 2019/881 (the Cybersecurity Act); or
iv. regulatory technical standards, if and where applicable in the relevant sector(s).
Risk-based regulations: For many Providers operating in the EU, as well as for some Customers, certain risk-based respectively all-hazard-based regulations may apply. This generally results in increased levels of security obligations and responsibilities, with breaches and other incidents resulting in more severe legal, reputational and other consequences. Therefore, consideration of these risk-based regulations is highly recommended before entering into a services agreement and during its execution.
Some examples of risk-based regulations that may apply are, without limitation: the NIS2 Directive (NIS2), Critical Entities Resilience Directive (CER), the Digital Operational Resilience Act (DORA), Cyber Resilience Act (CRA), Cybersecurity Act and General Data Protection Regulation (GDPR) as well as possible rules under national laws.
Business continuity risks: ensuring business continuity throughout the switching process deserves special attention and consideration in a similar spirit to security. The same regulatory framework applies.
For instance, risks pertaining to business continuity can concern:
i. maintaining business continuity to ensure a high level of service security;
ii. continuing the provision of the services under the Agreement;
iii. providing clear information concerning known risks to continuity in the provision of said services.
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General

1.1. In accordance with applicable EU or national law, while providing the services the Provider undertakes to apply the most appropriate technical and organisational measures to ensure the level of security and resilience appropriate to the risks presented by the services and their intended and reasonably foreseeable use.
1.2. Furthermore, the Provider undertakes to avoid service disruptions and maintain continuity of the services. This includes having and maintaining adequate business continuity management that comprises, without limitation, contingency planning and disaster recovery measures based on established best practice and market standards. These measures must be kept up to date and periodically reviewed and tested by the Provider.

Security

1.3. Further to clause 1.1, in accordance with the applicable EU and national law, the Provider must implement appropriate technical and organisational measures to ensure that a high level of security is maintained during the switching process. This relates, in particular, to the security of data during their transfer and the continued security of the data during the retrieval period.
1.4. The Provider must implement appropriate technical and organisational measures to ensure that a level of security appropriate to the level of risks is maintained during the switching process. This includes, but is not limited to:
A. relevant risks related to the security of data processing, identity management and access control, data portability, data retrieval, ongoing data confidentiality, integrity and availability; and
B. any other risks concerning and otherwise related to effective switching.
1.5. Such measures as laid down in clauses 1.1 and 1.3 must – for any service model and any deployment model – at least ensure, without limitation:
A. ongoing confidentiality, integrity, availability of the data and resilience of the services, exportable data and digital assets;
B. restoration of the availability and integrity of the data and access to them in a reasonably timely manner in the event of a physical, technical or organisational security breach, incident or similar event (collectively: ‘incident’); and
C. continuous monitoring and regular testing, assessment and evaluation of the effectiveness of technical and organisational measures to ensure the security of the services, of the exportable data and the digital assets.
1.6. The Provider must notify the customer of any incident that may significantly impact the Customer’s use of the services, the Customer’s exportable data and digital assets. The Provider must give the notification without undue delay – but in any event not later than 48 (forty- eight) hours from becoming aware of the incident, unless regulatory obligations require an early warning or similar notification within 24 (twenty-four) hours.
The Provider’s notification must include the information required for the Customer to be able to thoroughly investigate the incident and related consequences. The Provider must promptly,

effectively, reasonably and at no additional cost, assist and otherwise cooperate with the Customer (including with third parties authorised by the Customer) regarding any investigation action the Customer is entitled to undertake in accordance with applicable EU and national law.
Info point 1
1.7. The notification as referred to in clauses 1.6 and 1.10 must be made by the Provider to the Customer as follows:
[Parties to specify the mean(s) of notification. These may include – without limitation – a specific notification on the service portal used by the Customer, and/or via email to a contractually agreed email account of a duly authorised representative of the Customer regarding such notifications)].
1.8. Where the Provider is affected or is likely to be affected by an incident that may have an impact on the Customer’s operations, including their ongoing use of the services, the provider must take the most appropriate action necessary to minimise the impact of such incidents and prevent these from recurring. This does not affect other rights that the Customer may have by Agreement or by applicable EU or national law.

Business continuity
1.9. Further to clause 1.2, the Provider must in particular:
A. act with due care to maintain business continuity and continue to provide the services under the agreement;
B. provide clear information concerning known risks to continuity in the provision of the services; and
1.10. The Provider must ensure that they notify the Customer as laid down in clause 1.6, without undue delay and not later than 48 (forty-eight) hours – unless regulatory obligations require an early warning or similar notification within 24 (twenty-four) hours – of any business continuity incidents or similar events (collectively: ‘business continuity incident’) that may have a significant impact on the Customer’s use of the services, exportable data and digital assets. The deadline for the notification as indicated above starts from the moment the Provider becomes aware of any such incident.
The Provider must ensure that any such notification includes the information required for the Customer to be able to thoroughly investigate such event(s) and related consequences. The Provider must promptly, effectively, reasonably and at no additional cost assist and otherwise cooperate with the Customer (including with third-party suppliers of the Customer) regarding any investigation and action the Customer is entitled to undertake in accordance with applicable EU and national law.
1.11. Where the Provider is affected or is likely to be affected by a business continuity incident that may have an impact on the Customer’s operations and the Customer’s ongoing use of the services, the provider must take appropriate action necessary to minimise the impact of such events and prevent them from recurring. This does not affect other rights the Customer may have as provided in the Agreement or by applicable EU or national law.

Miscellaneous
1.12. At the Customer’s request, the Provider must, without undue delay, provide the Customer with a summary of the key elements of the Provider’s security measures and related security management, and of its business continuity and related contingency management and of any material changes to any of the above.

1.13. At the Customer’s request, the Provider must without undue delay also provide the Customer with additional details complementing the above-mentioned summary, such as test results and assurance evidence. In this case, the Provider may require a non-disclosure arrangement to be concluded with the Customer before sharing such details. Such an arrangement must however include customary exceptions and be without any effect on the other terms of this paragraph, the Agreement or applicable EU or national law. The Provider has the right to request that the details be shared on a need-to-know basis only, including with its Designated Provider(s) or other relevant third-party suppliers of the Customer.
Info point 2
1.14. Subject to the terms of the SCC Non-Amendment and SCC Non Dispersion, the Provider must as soon as reasonably possible make any changes to security measures and related security management, as well as to their business continuity measures and related contingency management as provided for in these SCCs, as necessary to ensure ongoing compliance as laid down in these two clauses.

[bookmark: Info_Points_–_Security_and_business_cont][bookmark: _bookmark208]Info Points – Security and business continuity
Info point 1: An example of regulatory obligations to notify the Customer within 24 hours is NIS2, Article
23.4 ‘.. without undue delay and in any event within 24 hours of becoming aware of the significant incident.’ However, the time windows mentioned above (24 respectively 48 hours) should not be read as a minimum. In security service level agreements for instance, shorter terms are not uncustomary, depending on the sector, risk classification and related possible impact.
Info point 2: Such customary exceptions shall include, without limitation, any (relevant part of such) information (i) that is already in the public domain, (ii) the Customer is obliged to disclose where it is mandatory to do so (a) by applicable law, or (b) by any governmental or other regulatory authority (the latter two including without limitation court order, GDPR, NIS2 or the like).

Standard Contractual Clauses (SCCs) for Data Processing Services
including without limitation: cloud computing services
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Background

The Data Act requires the providers of data processing services to remove contractual obstacles before switching to a new Provider or to an ICT premises. The Agreements for data processing services often comprise various other documents, which refer to additional materials and information, that can be widely dispersed across different repositories. This is a source of information asymmetry, limiting the trust between the Provider and the Customer and making it difficult for a prospective Customer to find all the information they need to assess the parties’ contractual and legal obligations and their implications.
In the context of the switching process, transparency is also very important. A prospective Customer needs easy access to relevant, updated information, documents, materials and contact details, even before they conclude a contract with the Provider. The Data Act also stipulates the Provider’s obligation to cooperate in good faith for the switching and to provide reasonable assistance to the Customer and third parties.
Explanatory notes
Under Article 41 of the Data Act, these standard contractual clauses (SCCs) aim to enable and facilitate a fair contractual relationship between the Customer and Provider and help the Customer to negotiate with the Provider an appropriate level of transparency in the contractual conditions and their documentation.
It aims to create an environment of transparency between the parties, starting well before the Agreement is signed. The inclusion of this SCC in the Agreement ensures that there are no contractual obstacles to switching, by allowing the Customer to find all relevant and updated information about their rights and obligations in the Agreement. This will contribute to fair and balanced legal relationships between the Customer and the Provider and, in general, to contractual fairness, as advocated by the Data Act.
For a Customer to know, at any given time during the duration of Agreement and even after its termination, which contractual conditions apply or used to apply, the Customer need to have easy access to accurate, complete and up to date documentation and information, which also includes performance reports, notifications and the like.
In this spirit, the relevant contractual documentation must be available at any time to give the Customer a quick and easy overview.
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Introductory conditions & arrangements
1.1 The Provider undertakes that all contractual arrangements, as defined below, will be easily, readily and continuously findable, available and accessible for the Customer (a) in one dedicated secure online location, and (b) in a comprehensible, human-readable as well as machine- readable manner. In addition, the Provider will ensure that the contractual arrangements are downloadable or otherwise exportable for the Customer in a complete and structured manner.
1.2 Contractual arrangements must include, without limitation:
a. Name & address: the Provider’s full official corporate name as a legal entity, including, without limitation, its official legal form, national registration number, full official address and a VAT registration number;
b. Up--to--date Agreement: the then current, time-stamped (and where available execution copies of the) Agreement, including any and all terms, accepted offers, conditions, policies, information, documentation, schedules, exhibits, annexes or the like that are applicable between the Provider and the Customer;
c. Historical overview: the historical overview of the time-stamped Agreements, terms, conditions, including any policies, information, documentation, schedules, exhibits, annexes or other that have been applicable between the Provider and the Customer, including evidence of Permitted Unilateral Changes and the respective Permitted Unilateral Change Effective Dates.
Info point 1
d. Data processing & supply ecosystem: the then up--to--date as well as historical overview and detailed list of subcontractors (data processors and/or other relevant supply chain ecosystem stakeholders of the Provider, including names and addresses as in clause1.2 (a) above;
e. Contact details: the then current contact details of the Provider including details of functions of the primary key contact, primary technical contact and primary contract and administrative contact, including, without limitation, the respective function titles, phone numbers and email addresses – or similar contact details proposed by Provider and accepted by Customer;
f. Operational performance reporting: an up--to--date as well as historical overview and details of the operational performance reporting by the Provider on the service provided and other obligations under the Agreement, in particular [*], and;
g. Notification: any and all legal and other relevant time-stamped notifications between parties or to a party concerning or related to the contractual arrangements as in clause 1.2
(a) and (b), above.
1.3 The Provider undertakes that all information rights that Customer has under the Data Act in general and these SCCs in particular will be met in a timely, accurate, correct, comprehensive, and, where possible, continuous manner. These information rights are further detailed in the respective SCCs.
Info point 2
1.4 To make the switching process effective, enable timely transfer of data and ensure the continuation of the services for the benefit of Customer, the parties must cooperate in good

faith. These cooperation rights are further detailed in the relevant, subject-specific chapters and paragraphs of these SCCs.
Info point 3
1.5 Order of precedence. These SCCs form an integral part of the Agreement. In the event of any conflict or inconsistency between these SCCs and any other applicable contractual arrangements, terms, conditions or other (parts of) applicable agreements – including any policies, information, documentation, schedules, exhibits, annexes or the like pertaining to them – these SCCs will take precedence.

[bookmark: Info_Points_–_Non-dispersion][bookmark: _bookmark212]Info Points – Non-dispersion
Info point 1: For Permitted Unilateral Changes and the respective Permitted Unilateral Change Effective Dates
see SCCs Non-Amendment [link]
Info point 2: In several situations the Data Act obliges the Provider to provide required information to the Customer. These obligations are reflected in the relevant SCCs. For example, information regarding the available procedures for switching and transferring data (Article 26 of the Data Act) are included in SCCs Switching and Exit [link]; the obligation to provide clear information concerning known risks to the continued provision of functions/services is reflected in SCC Security and business continuity [link].
Info point 3: See point A)d of SCC General.

Standard Contractual Clauses (SCCs)
For Data Processing Services
including without limitation: cloud computing services
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[bookmark: _bookmark214]Explanatory notes for users of the SCCs on Liability



Background
One of the main aims of the Data Act is to facilitate the switching process. To ensure that the switching is effective, the Data Act provides for the removal of obstacles, including contractual obstacles.
How to achieve a more balanced relationship between the Customer and the Provider?
The Data Act recognises the importance of fairness in contractual relations, including those related to the cloud computing contracts and the switching process.
While the Expert Group acknowledges that a clause on liability is usually included in the general Agreement between the Customer and the Provider, it believes it is useful to include provisions on liability in the SCCs. In particular, small and mid-size companies and other organisations may find these SCCs helpful when they negotiate and/or draft liability provisions in their Agreements. The clauses also flag up issues that organisations, irrespective of their size, may not have thought of.
Before concluding an agreement, the Customer may check the insurance market for the most appropriate insurance product for their needs and for insurance cover specific to liability issues that may arise during the switching process. Seeking advice from an expert specialised in insurance is recommended.
During the switching process the responsibilities are shared between the Source provider, the Customer and, where relevant, the Destination Provider. The SCC Switching and Exit describes in detail the possible scenarios and the responsibilities of each Party.
What is included in these liability terms?
The definitions
To understand the terms used in these standard clauses, we recommend you consult first SCC General, Annex ‘Definitions’ applicable for all SCCs [hyperlink].

The explanatory notes included in these SCCs provide more detail on the clauses and clarify certain drafting choices. They also provide explanations of the approach and logic for specific provisions (for example, the two approaches to limitation of liability, or why ‘intent’ and ‘wilful’ misconduct are separated). The explanatory notes describe exceptions to the obligations under Article 31 of the Data Act. They also draw Customers’ attention to certain issues they should consider and avoid, as explained,
e.g. in the note on the non-production environment.

The clauses
These SCCs are intended to give an example of liability clauses for fairer, more balanced, and non- discriminatory cloud contracts. The Customer and the Provider are also free to agree on additional rights and obligations in their contract, for instance in the case of services where the majority of the main features have been custom-built (see Article 31 of the Data Act). Likewise, the Customer and the Provider may include unlimited liability for breach of obligation to defend against third-party

intellectual property rights. They may also agree to increase the thresholds of certain liability of either party (‘Party’) or both parties to the Agreement (‘Parties’), etc.
The parties can use the ‘Annex to clause 4.6 Approach A’ to these SCCs to clarify what they can include in a risk assessment before concluding the contract. The Annex suggests some risks that especially the Customer may consider.
I. Definitions
The key terms in these SCCs starting with a capital letter are defined in SCC General, Annex ‘Definitions’.
II. Explanatory notes
1. General rules of liability for breach of agreement: As a rule, each Party to the Agreement should bear unlimited liability in cases of intent, wilful misconduct or gross negligence. The same applies where the Provider breaches confidentiality or obligations not to use data for purposes other than those agreed with the Customer. The SCCs recommend separating cases where the breach is intentional and where it is due to wilful misconduct and making it clear that all intentional actions are covered, irrespective of the law governing the contract. In some jurisdictions, wilful misconduct may be synonymous with intent. In such cases, the parties may decide not to differentiate between wilful misconduct and intent.
Reference to clauses 4.1, 4.2 and [Optional clause.4.3].

2. Confidentiality & non-use: This clause ensures that the confidentiality of the Customer’s data for generally available services is protected, and that the Provider is not allowed to use such data for their own purposes unless clearly agreed with the Customer. The Provider may wish to use certain Customer’s data in order to provide the services as ordered by the Customers or to settle them (e.g. in pay as you use models). The Agreement should clearly indicate these rights of use – if any - and purposes of using said Customer data by the Provider, if and to the extent agreeable to Customer and such use complies to applicable law. If there is a breach of such obligations the Provider is fully liable.
Reference to clause 4.2 and [Optional clause 4.3].

3. Non-production environment: Non-production versions of Data Processing Services for testing and evaluation purposes that are made available for a limited time, as provided for in Article 31(2) of the Data Act, are not intended for the processing of sensitive data (for instance, trade secrets, personal data or actual production data). Such non-production versions are generally not sufficiently developed for such processing and lack capabilities, controls and configuration that could reasonably be expected in the production version. The Customer is strongly discouraged from processing actual production or sensitive data in such non-production versions. If the Customer decides to do so, this is at their own risk; the Provider cannot be held fully liable if a breach of data confidentiality occurs in such cases. In this situation, the liability arrangements agreed by the Parties will apply.
Reference to clause 4.4.

4. Other exceptions: The Data Act envisages situations when certain switching obligations do not apply, i.e. for services where most of the main features have been custom-built, where all components have been developed for an individual customer, or for services provided in a non- production environment.
Reference to clause 4.5.

5. Limited liability: It is current business practice that the parties agree to limit the Parties’ (especially, Provider’s) liability in some cases. In these SCCs, two main approaches for such limitations are proposed, being – in no particular order – certain limitations of the liability of a Party:
Approach A: One Party is liable only for the risks identified together with the other Party based on risk assessment(s),
Approach B: By means of a pre-agreed amount, annual fees, insurance or other formula.
In principle, Parties should jointly opt for either Approach A or B. However, it is possible that only one Party’ liability is set based on Approach A, while the other Party’s - based on Approach B. In particular, Approach A may be easier to apply for the Customer to determine Provider’s liability for breach of the Agreement.
Approach B may be more commonly known and used. However, Parties are encouraged in any case to familiarise themselves with the Annex to Approach A so that they are aware of the risks related to data processing services for their particular business.
Reference to clause 4.6.
Approach A: Under this approach, each Party has to perform a risk/impact assessment and provide it to the other Party in the pre-contractual phase. The other Party has the right to reject the risk assessment received by the one Party but must give reasonable justification for doing so. If the risk assessment is rejected, Parties could consider Approach B.
The Parties should keep in mind that where a service is provided within a contractual framework there may be changes in the volume of services received from the Provider, as well as a change of scope (adding new services or removing some services). This may require the Party to revisit its risk assessment, with the Parties having to adapt the liability limit to reflect the actual risk situation.
Reference to clause 4.6 Approach A.
Approach B: This approach is based on limiting both Parties’ liability to: (i) a pre-agreed amount and/or (ii) annual fees (paid and due) by the Customer to the Provider, (iii) the insurance coverage as taken out by Provider related to the Services , or (iv) a variety of other formulas.
Under this approach, in a series of connected events considered as one event, the party’s liability can be limited to aggregated liability for direct damage per one event. Here is a non-exhaustive list of examples of options that could be used in this case:
a. a pre-agreed amount, e.g. ‘EUR 500 000 (in words five hundred thousand Euro)’;
b. a formula linked to the services’ monetary value, such as ‘[#] ([*numeric factor in words]) times the amount equal to the annual overall fees (either paid or (not yet) due under the Agreement) for the services’;
c. a formula linked to the Providers ‘s general professional liability insurance, such as ‘the maximum amount as covered by the Provider general professional liability insurance’. The Provider will make such insurance policies and related documentation available for the Customer consideration before entering into the Agreement.
Reference to clause 4.6 Approach B.
6. Indemnification: The SCCs on Liability below currently do not include an indemnification paragraph and clauses. It is however encouraged to consider whether and if so to what extent the party may need to undertake to indemnify and hold the other party harmless from any claims of third parties caused by or otherwise relating to a material breach of obligations under the

Agreement caused by acts or omissions of the liable party, its employees, representatives or Subcontractors. In case of Customers, the indemnification may apply, for instance to Provider’s breach of its confidentiality obligations non-use or infringement of third-party’s intellectual property rights. For Providers, the indemnification may cover the Customer’s breach of third party’s intellectual property rights or third party’s claims to Provider related to hosting of illegal content by the Customer.
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A. Unlimited liability
4.1. In cases where the obligations under this Agreement is breached by a Party, in particular but not limited to breaches of the switching and related obligations or breaches of the confidentiality of the Customer’s data, due to intent, wilful misconduct or gross negligence, such Party is liable for any and all damages, without limitation. The previous sentence is subject to clause 4.5.
4.2. The Provider is only allowed to use Customer data for purposes explicitly described in the Agreement, unless the Provider obtains the Customer’s explicit written agreement to process such data for certain other purposes. In cases where said non-use obligation is breached, the Provider is liable for all damages, without limitation.
[OPTION] [*Optional clause to be considered; if parties opt for this clause this will also entail amendment of clause 4.1, while clause 4.4 could also then apply]
*4.3. All Customer data processed under the Agreement must be qualified as confidential and are therefore subject to the confidentiality obligations as laid down in the Agreement. Except as stated in clause 4.4, in cases where such obligation is breached, the Provider is liable for all damages, without limitation.
Info point 1
Info point 2
B. Waivers of unlimited liability
*4.4. The provider's unlimited liability as stated in the [Optional] clause 4.3 does not apply to Customer data in a non-production version of the provider’s data processing services. Non- production versions are intended for testing and evaluation by the Customer and are only made available to the Customer for a limited period of time.
Info point 3
4.5. The Provider is not liable for:
A. a breach of the Provider’s obligations as set out in: (i) Article 23(d) of the Data Act (achieving functional equivalence); (ii) Article 29 (gradual withdrawal of switching charges); or (iii) Articles 30(1) and (3) Data Act (technical aspects of switching). This applies in all cases (i) – (iii) only if most of the main features in the Provider’s data processing services are custom-built to accommodate the Customer's specific needs or where all components have been developed for the Customer's purposes, and where those data processing services are not offered at broad commercial scale via the service catalogue of the data processing services, provided that before the Agreement for such services is concluded, the Provider informs the Customer that the above-listed provisions of the Data Act do not apply to said services; or
B. a breach of the obligations set out in Chapter VI of the Data Act (switching between data processing services) to data processing services provided as a non-production version for testing and evaluation purposes, and for a limited period of time.
C. Limited liability for any other breaches of the Agreement
4.6. Except as otherwise set forth in the clauses 4.1 through 4.5, a Party:
[Approach A: Liability cap: risk assessment or maximum amount]

… is only liable in the event of a negligent breach of obligations under this Agreement. The liability for such negligence is limited to the amount determined by the aggrieved Party in good faith in a risk assessment it performed and provided to the other Party [in reasonable time] or [at least # days] before the Agreement is concluded. For the risk assessment, each Party will use the format set out in [Annex to clause 4.6 Approach A].
Where (A) the one Party chooses not to conduct a risk assessment or will not provide it to the other Party as laid down in the previous paragraph, (B) the other Party has explicitly rejected the provided risk assessment before the Agreement is concluded, or (C) where the risk assessment was not conducted by the one Party in good faith as demonstrated by the other Party, such other Party is only liable for any direct damage caused. This includes, but is not limited to: (i) costs incurred to determine the cause and extent of the damages; (ii) costs to prevent or limit direct damages, provided that those costs actually led to their being prevented or limited;
(iii) damage on account of corrupted, unavailable or lost data; and (iv) [out-of-pocket of other][documented] costs incurred by the aggrieved Party to ensure that its use of the Services is compliant with the Agreement, if the other Party has not cured such breach within the agreed time. Consequential damages such as loss of profit, missed savings or loss of revenue are excluded. Where a series of connected events apply as one event, the one Party's aggregated liability per event towards the other Party for such direct damages as set out in the previous sentence is limited to EUR [*amount].
Info point 4

[Option]
The Customer may re-assess the risks to reflect changes in the risk situation with regard to the Services at any time. Where the re-assessment results in an increase or decrease of the risk for the Customer, after the second anniversary of the Agreement, each year and to the extent substantiated by the Customer, it may request to negotiate the liability cap for the Services to reflect the change in the risk associated with the Services or additional conditions that should be met, which may include the pricing or amendments to the agreed service-level agreement. If no agreement is reached within [3 months from the Customer’s request] the initially agreed liability cap will remain unchanged, where the Customer then has the right to terminate the part of the Services connected with the increase of risk without any penalties, where the risk cannot reasonably be borne solely by the Customer.

[Approach B: Limited liability cap: direct damages and maximum amount]
… is only liable for any direct damage caused. This includes, but is not limited to: (i) costs incurred to determine the cause and extent of the damages; (ii) out-of-pocket or other costs incurred by aggrieved Party to prevent or limit direct damages, provided that those costs actually led to their being prevented or limited; (iii) damage on account of corrupted, unavailable or lost data; and (iv) out-of-pocket of other [documented] costs incurred by the Customer to ensure that the Services meet the levels of use as agreed in the Agreement, if Provider has not cured such breach within the agreed time. Consequential damages such as loss of profit, missed savings or loss of revenue are excluded. Per event, where a series of connected events apply as one event, the one Party's aggregated liability towards the other Party for such direct damages as laid down in the previous sentence is limited to EUR [*amount].
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To determine the risks associated with the Service, a Party conducts an assessment taking into account the specific risks of negligent non-performance by the other Party under the Agreement.
This risk assessment has to be made in good faith. It should realistically reflect potential damages. Where the amounts are estimated too low, liability for higher damages will be excluded. Where the estimated is too high, the other Party may refuse to accept liability or require higher costs.
Additional risks may be included where necessary.

	Risk description
	
	Damage estimate

	Business interruption
	EUR
	

	Data recovery
	EUR
	

	Government fines
	EUR
	

	Loss of business secrets
	EUR
	

	Breach of personal data and remediation actions
	EUR
	

	Loss of reputation
	EUR
	

	Third-party liability
	EUR
	

	Total risk of potential damages (sum)
	EUR
	



Info point 5
Info point 6 on the risk description in the table
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Info point 1: If the Parties choose to include this Option in their agreement than clause 4.1 should not refer to breaches of confidentiality of Customer’s data.
Info point 2: The possible optional clause reflects a situation where normally the Providers are not aware of the content of the Customer’s data and should not use the Customer’s data intentionally for their own purposes. The intention of this option is to guarantee the confidentiality of all Customer data in accordance with the confidentiality obligations – and rights – if and to the extent agreed in the Agreement. On the latter rights, as per applicable law (such as for instance GDPR, NIS2 or the like), a recipient of confidential information may have certain obligations to disclose certain information to certain persons respectively organisations). In contrast, clause 4.2 reflects a situation where the parties agree that the Provider may use some Customer data for pre- agreed and explicitly described purposes.
Info point 3: See Article 31(2) of the Data Act and Explanatory Note 3: Non-production environment of this SCC.
Info point 4: Some examples of how to limit the Party’s liability in the event of a series of connected events considered as one event are included in Explanatory Note 5 on Approach A
Info point 5: As data processing services are provided in a scalable and elastic manner, both the use of the service provided by the provider and the liability risk may vary over the course of the agreement, often within the range in the service-level agreements. When assessing the risks at the time the agreement is concluded or on a recurring basis, the parties are advised to reflect the changing nature and volume of the services in addition to the potential maximum theoretical damages. This would allow for a more realistic value for average or expected use of service. Parties should also align the assessment with their internal planning. Not all risks categories listed may equally apply to Customer and Provider or for Customer’s specific line of business. You are free to modify it accordingly.
Info point 6 on the risk description in the table:
· Business interruption: Loss of turnover caused by a breach of contract. You can consider a potential service downtime and its implications on your business or operations.
· Data recovery: Assumed costs for recovery of lost, unavailable or corrupted data. Keep in mind that you can be required to implement measures to mitigate your risks, e.g. by having backup data at another provider or on premise.
· Government fines against your business are, for instance, fines for violation of data protection laws or regulatory provisions resulting from the provider’s operation of the service. Business secrets are protected under law. Disclosure of business secrets can result in loss of business opportunities for your business. Such damages may be recoverable by law.
· Loss of business secrets: their disclosure can result in loss of business opportunities. Such damages may be recoverable by law.
· You can consider what the impact on your company’s reputation will be and what measures will be necessary (e.g. advertising and campaigning to compensate the reputational impact). Such costs may be difficult to recover fully in court proceedings.
· Third-party liability covers your potential liability, for instance towards suppliers, customers, subcontractors and third parties.

Standard Contractual Clauses (SCCs)
For Data Processing Services
including without limitation: cloud computing services
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Background

The Data Act requires providers of data processing services to remove contractual obstacles that might prevent or dissuade a Customer from switching to a new Provider or to an ICT premises. It is important that the parties can rely on the rights and obligations they agreed to contractually and that these rights and obligations are not changed unilaterally, unless otherwise agreed. This is especially true for small and mid-size companies or other organisations, which may not have sufficient resources to assess the possible impact of these unilateral changes on their activities and mission. By considering the inclusion of these standard contractual clauses (SCCs) in their agreement, a Customer may feel more confident when faced with unilateral changes proposed by the Provider. As these standard contractual clauses address relevant scenarios and possible contractual arrangements associated with them, using these SCCs can help ensure such unilateral changes are never detrimental to the interests of either party.
Explanatory notes
As a general rule, the Agreement (including the SCCs) cannot be unilaterally amended by either party in any way. Only under strict conditions as provided in these SCCs are certain specific unilateral amendments exceptionally allowed.
This is to avoid possible loopholes or unjustified unilateral changes of the agreement. This is reflected in Clauses 1.1 and 1.2 of these SCCs.
These SCCs acknowledge that in certain circumstances the Provider should be able to propose unilateral changes. These are called Permitted Unilateral Change(s) and are set out in Clauses 1.2 and 1.5 of these SCCs. A Permitted Unilateral Change(s) can only be proposed once and should meet the following conditions:
1. They do not cause any material (contractual, financial, organisational, operational, service- level, legal compliance or other) detrimental effect for the Customer and their use of the Services; and
2. They are notified to the Customer as soon as possible (and in any case, as a rule, no later than 30 days) before to any such proposed Permitted Unilateral Change(s) will be effective for the Customer.
The notification period will allow the Customer to assess the information, as well as the feasibility and impact for the Customer and the Customer’s stakeholders, systems and services.
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I. Definitions

The key terms in these SCCs starting with capital letter are defined in SCC General, Annex ‘Definitions’.


II. Amendment
1.1. Any amendment, revision, update, improvement, supplement or other change to the Agreement (collectively ‘Change’) must be made in writing and will be subject to the explicit prior mutual consent, including adequate electronic means that guarantee integrity and non-repudiation of the authorised representative(s) of both the Provider and the Customer, except if and to the extent as explicitly provided in Clause 1.2.
1.2. The Provider is only entitled to propose a unilateral Change to the Services, provided that:
A. such Change is clearly beneficial for the Customer, either (A) consists of material enhancement updates of the Services, and/or (B) is necessary for demonstrated security reasons, and/or (C) is required to comply with mandatory applicable law not already in force before the effective date of the Agreement, where items A and B (i) do not breach mandatory law applicable to Customer, and (ii) do not degrade (or other negatively impact the quality or service level of) the Services and the use thereof by Customer, and;
B. all the conditions set out in Clauses 1.3 through 1.5 below (‘Permitted Unilateral Change’) have been met.
1.3. No proposed Unilateral Change under Clause 1.2 may ever be used by the Provider to directly or indirectly enforce retroactive changes, or to change clauses in the Agreement pertaining to one or more of the following aspects regarding:
a. choice of law and choice of forum;
b. amendments or procedure for changing the Agreement;
c. term and termination;
d. liability;
e. representations and warranties, including those set as or in service level(s);
f. confidentiality;
g. methods for the use of subcontracting and methods for the change of subcontractors;
h. access and information rights;
i. qualitative service level objectives;
Info point 1
j. Pricing rules or other financial rules;
Info point 2
k. the location where the data are processed, if the change would result in data processing or storage outside the EU;
1.4. In the event of a proposed Permitted Unilateral Change, the Provider must:
A. notify the Customer as soon as possible (and in any case no later than 30 days) before any such proposed Permitted Unilateral Change takes effect for the Customer (see ‘Permitted Unilateral Change Effective Date’), to allow sufficient time to assess such information and

the internal impact and other potential feasibility and impact it will have or may have for the Customer and their stakeholders, systems and services;
B. provide the Customer, in a complete, correct, and accurate manner, with sufficient and easy-to-understand information and related primary sources of such information, including:
i. the scope, details and timelines of the proposed Permitted Unilateral Change;
ii. why the proposed Permitted Unilateral Change is required;
iii. what the clear benefits are for both Customer and Provider;
iv. what the outcome of the Provider’s impact assessment and explanation is of the impact between (a) the prevailing situation and (b) the situation proposed by the Provider after the proposed Permitted Unilateral Change. This must include, without limitation, the short-term, mid-term and long-term contractual, financial, organisational, operational, service-level and legal compliance-related consequences for the Customer, if any. It must also explain why such a Change is clearly beneficial to the Customer as per Clause 1.2.
Info point 3
v. the envisaged timeline for deployment and implementation, and the related effective date of the proposed Permitted Unilateral Change entering into force (the ‘Permitted Unilateral Change Effective Date’).
C. confirm and demonstrate to the Customer that the proposed Permitted Unilateral Change is not in breach of Clauses 1.2, 1.3 and 1.4.
The mandatory notifications and provisions of information set out under this Clause 1.4 must be made in writing and by adequate electronic means.
1.5. Notwithstanding Clause 1.6, if the Provider is able to demonstrate it has complied with Clause
1.4 and the Customer has not explicitly rejected the Permitted Unilateral Change in writing (including without limitation by adequate electronic means) in a substantiated manner before the Permitted Unilateral Change Effective Date, the Customer will be deemed to have accepted the proposed Permitted Unilateral Change at said Permitted Unilateral Change Effective Date. In case the Customer rejects such Permitted Unilateral Change as set forth in the previous sentence, Parties will discuss and aim to settle the matter at hand in good faith, in line with Article 27 Data Act.
1.6. If the provider breaches Clauses 1.1 through 1.5, the Customer will have the right to either obtain from the Provider the Services’ restoration to a state prior to the changes, unless duly justified technical unfeasibility by the Provider, or to terminate the Agreement, and at no additional cost. This does not affect the Customer’s other rights and remedies, including without limitation the right to seek injunctive relief in any applicable competent court to order Provider to remain providing the Services as agreed, and the right to obtain compensation for the damage suffered (if any).
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Info point 1: Changes regarding already agreed upon quantitative and qualitative service performance targets within the agreed service levels, with associated penalties and/or service credits may be proposed as a Permitted Unilateral Change as per clause 1.2.
Info point 2: Changes in agreed fees and other financial arrangements including price indexation, other than the underlying rules such as for instance the price indexation methodology itself, may be proposed as a Permitted Unilateral Change as per Clause 1.2.
Info point 3: clause 1.4 B(iv) refers to the detailed explanation of, and information on, the notified Unilateral Changes and to the general implications for the Customer. Such assessment should address the expected impact with respect to the relevant types of existing customers, taking into account the categories indicated under clause 1.4(B)(iv). This is to ensure that the most likely implications of such a notified Unilateral Change are visible to and understood by the Customer. In this respect, no assessment tailored to individual Customers is provided for under this clause.
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