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1. SUMMARY  

This data protection impact assessment has been prepared by the Danish Agency for Governmental Dig-

italisation as an impact assessment that the public authorities responsible for data processing (the "Data 

Controllers") can use to assess the legality and ri sks associated with the processing of personal data under 

the rules of the General Data Protection Regulation when using Microsoft Copilot for Microsoft 365 (here-

inafter "Copilot 365") .  

 

This impact assessment covers the use of Copilot 365 for the following use cases:  

 

1) Assistance with general case processing for internal use . This refers to tasks that are not directed 

at citizens as part of case processing or employees as part of personnel matters, e.g. preparation 

of contract material in tender cases, summary of a report or preparation of a draft speech, etc.  

2) Administrative assistance ( internal support chat) . This means that employees can ask questions 

to the support chat within, for example, HR or finance and receive general guidance on, for exam-

ple, holiday rules, collective agreement issues, help with accounting, etc. Thus, Copilot 365 is not 

used as part of citizen -oriented case processing or personnel matters, nor is the support solution 

aimed at citizens.  

3) Assistance with citizen -oriented case processing (external use). This use case concerns citizen -ori-

ented case processing, including the drafting of letters and decisions as part of decision -making . 

However, this does not involve citizens using Copilot  365.  

 

The impact assessment only covers the use cases mentioned and cannot be used in relation to Copilot 365 

being used for other purposes/use cases, including , for example, the use of Copilot 365 to make automatic, 

individual decisions covered by Article 22 (1) of the Data Protection Regulation , profiling of data subjects 

as defined in Article  4(4) of the GDPR , or where citizens themselves interact directly with Copilot 365 , 

including citizen chat and similar . 

 

The impact assessment below concludes that, overall, the processing of personal data by public authorities 

using Copilot 365 within the scope of the use cases mentioned and this impact assessment can be carried 

out within the framework of the rules of the General Data Protection Regulation.  

 

The impact assessment identifies and assesses the following risks to the rights and freedoms of data 

subjects:  

 

1) Risk of inadequate distribution of roles and responsibilities, resulting in no one in the organisa-

tion taking ownership of the risks associated with the use of AI.  

2) Risk of scope creep due to a lack of clarity about the purpose(s) for which the AI solution is to be 

used. 
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3) Risk of misuse or incorrect use of the AI solution due to a lack of knowledge about the solution's 

capabilities and limitations.  

4) Risk of factually incorrect answers and hallucinations leading to incorrect decisions and/or guid-

ance. 

5) Risk of unfair discrimination due to bias , leading to incorrect decisions and/or guidance . 

6) Risk of lack of meaningful human review due to automation bias or lack of explainability.  

7) Risk of de facto automatic, individual decisions.  

8) Risk of unlawful disclosure of personal data to Microsoft for use in training AI models . 

9) Risk of misuse or incorrect use of Copilot 365 for profiling users or other data subjects.  

10) Risk of changes to terms and functionality in a way that is detrimental to the rights and freedoms 

of data subjects . 

 

The impact assessment concludes that these risks can be mitigated by effective measures, so that the 

overall risk is assessed to be low -medium for data subjects .  

 

Against this background, the impact assessment concludes that there is no obligation to consult the Data 

Protection Authority on the processing of personal data when using Copilot 365 for the use cases covered 

by the impact assessment , pursuant to Article 36 of the Data Protection Regulation.  

 

This impact assessment is based on general use cases. Therefore, the assessment must also be supple-

mented by each Data Controller supplementing and completing the impact assessment, taking into ac-

count the specific processing of personal data when using Copilot  365, as each of them intends to do. 

However, this analysis contains a comprehensive and structured review of the general risks and therefore 

provides a good starting point. The limitations of this analysis are described in sections 2.4 and 2.5.  

 

This data protection impact  assessment also supplements and builds on the "Data protection impact as-

sessment ð Use of selected applications and cloud services in Microsoft 365 and related support services", 

version 1.0 of 26 September 2024, which the Danish Agency for Governmental Management has pre pared 

in collaboration with Statens It. 1 Please refer to sections 2.4.1 and 2.4.2 below. 

 

The Danish Agency for Governmental Management has consulted with the  agency's data protection of-

ficer (DPO), who has commented on the impact assessment, as set out in section 11, and , which the 

Danish Agency for Governmental Management has taken into account. The data controllers must each 

consult their own respective data protection officers.  

 

 
1 The impact assessment and its appendices are published on the Danish IT Agency's website here:  https://statens -it.dk/services/ud-

vikling -af-faelles-services/sia365/. 

https://statens-it.dk/services/udvikling-af-faelles-services/sia365/
https://statens-it.dk/services/udvikling-af-faelles-services/sia365/
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This impact assessment will be updated on an ongoing basis as deemed necessary. In addition to the 

impact assessment, Microsoft's processes will be audited on an ongoing basis.  

 

2. BACKGROUND, PURPOSE AND SCOPE  

2.1 Background  

Copilot 365 is a cloud -based productivity application based on artificial intelligence (AI) that enables 

users to use large language models (LLMs) in real time to generate content when using Microsoft 365 

applications such as Word, Excel, PowerPoint, Outlo ok, Teams, etc. The solution works by responding to 

users' prompts, which are questions or commands to Copilot 365 to perform a specific task, such as gen-

erating meeting minutes, answering a question, summarising a report, or drafting a decision or letter,  

etc. Copilot 365 is thus a solution based on generative AI.  

 

Copilot  365 licences are purchased for Statens It's customers through the government's licence partner 

Crayon A/S, which supplies Microsoft products, among other things , to data controllers who are customers 

of Statens It in accordance with an agreement entered into with the Danish Agency for Governmental 

Management. This is regulated by framework agreements 1D1 and 1D2 between the Danish Agency for 

Governmental Management and Crayon A/S, which the Danish Agency for Governm ental Management 

has entered into on behalf of the data controllers who are customers of Statens  It , in addition to being a 

party to the agreements. As Crayon A/S is a licensing partner, invoicing is handled by Crayon A/S, with 

Microsoft sending invoices to Crayon A/S for the state's consumption, after which Crayon A/S forwards 

the invoices to the state . Crayon A/S's processing of information relates to aggregated data 2 , which Mi-

crosoft has explained is aggregated to a level where the information is not personally identifiable (anon-

ymous data).  

 

Framework Agreement 1D1, clause 10, and 1D2, clause 9, refer to the fact that the customer's rights of 

use for the software products are governed by the software manufacturer's standard licence terms with 

the modifications set out in, among other things, A ppendix 6. Appendix 6 refers to a number of sub -

appendices, including standard terms and conditions from Microsoft Ireland, e.g. the Master Business 

Service Agreement (hereinafter "MBSA") and amendments  to the standard terms and conditions , e.g. an 

amendment to the MBSA. These addenda with amendments have been entered into directly between 

Microsoft Ireland and the Danish Agency for Governmental Management on its own behalf and on behalf 

of the customers covered by the agreement with Crayon A/S.  

 

When the Data Controllers use Copilot  365, Microsoft Ireland , as data processor, processes personal data 

on behalf of the Data Controllers. Statens It enters into a sub-processor agreement with Microsoft Ireland 

 
2 Microsoft data protection and security terms for products and services: Business operations, p. 13. 
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on behalf of the customers covered by the agreement with Crayon A/S. The Data Controllers who are 

customers of Statens It do not themselves enter into a data processing agreement directly with Microsoft 

Ireland.  Instead, Statens It's customers enter into a data processing agreement with Statens It. Statens 

It and Microsoft Ireland will enter into Microsoft Ireland's standard data processing agreement "Microsoft 

Products and Services Data Protection Addendum", the latest version of which is dated 2 January 2 024 

(hereinafter "Microsoft Ireland's data processing agreement") . 

 

Crayon A/S will not be included in this impact assessment due to its role in the agreement structure and 

because Crayon A/S's processing of information only concerns aggregated data. 3  

 

Data controllers who are not customers of Statens It will instead enter into agreements, including Mi-

crosoft Ireland's data processing agreement, with Microsoft Ireland themselves.  

 

Statens It  

Statens It is considering offering data controllers the use of Copilot 365, which is offered by Microsoft 

Ireland Operations, Ltd. (hereinafter "Microsoft Ireland") as a contracting party. Statens It provides IT 

operations and services to affiliated government ministries, agencies and independent educational insti-

tutions. This comprises a total of approximately  42,000 users, the majority of whom are within  24 minis-

terial areas. 4 

 

Responsibility for the operation of the government authorities' basic IT systems has been (and continues 

to be, in connection with the addition of new customers) transferred from the respective ministers to the 

Minister of Finance by royal decree. 5 This also entails a transfer of responsibility for contracts and infor-

mation security. The Danish Agency for Governmental Management is responsible for the State Procure-

ment Programme and, in this context, offers, among other things, a framework agreement on standard 

software, whereby the state can purchase standard software from Microsoft, currently through the dis-

tributor Crayon A/S. However, the affiliated institutions (the Data Controllers) decide for themselves 

which of the products and services offered they wish to use. The Data Controllers are also responsible for 

the processing of personal data in connection with the use of products and service s, which means that the 

Data Controllers are each data controllers under the rules of the Data Protection Regulation.  

 

The use of Copilot 365 is a natural extension of ð and builds on ð the use of Microsoft 365 and enables 

even better utilisation of the applications in Microsoft 365 . , the Danish Agency for Governmental Man-

agement and the Danish Agency for Governmental IT have prepared an impact assessment regarding 

 
3 Microsoft data protection and security terms for products and services: Business operations, p . 13. 

4 For more details on who is specifically covered, please refer to the list on the Danish Government IT Agency's website:  https://sta-

tens-it.dk/om -os/hvem-leverer -vi -til/ / (last accessed on 7 October 2024). 

5 For an example of a royal resolution, see Executive Order No. 110 of 4 February 2020.  

https://statens-it.dk/om-os/hvem-leverer-vi-til/
https://statens-it.dk/om-os/hvem-leverer-vi-til/
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data protection for the processing of personal data when using selected applications and cloud services in 

Microsoft 365, as well as related support services, dated 26 September 2024. For information on the rela-

tionship between the impact assessment for Copilot 365 and for Microsoft 365, see section 2.4.2 below. 

 

Statens It is the administrator of the shared tenant for both Microsoft 365 and Copilot 365 , which is 

created for all of Statens It's customers. Statens It creates the users and ensures that they have access to 

the tenant. Statens It is thus the data processor for the data controllers who are customers of Statens It , 

and a data processing agreement has been entered into between Statens It and the data controllers, which 

will either also apply or be updated in connection with the implementation of Copilot  365. 

 

2.2 The obligation to prepare a data protection impact assessment  

According to Article 35(1) of the Data Protection Regulation, a data protection impact assessment is only 

mandatory if the processing is likely to result in a high risk to the rights and freedoms of natural persons. 

Article 35(3) of the GDPR lists a number  of cases where an impact assessment is particularly required. 

The Article 29 Working Party (now the European Data Protection Board, hereinafter referred to as 

"EDPB") has set out criteria in its guidelines on this subject 6 to help identify the processing operations 

that will require an impact assessment.  

 

The guidelines state that in most cases, a data controller must consider carrying out an impact assess-

ment where two of the criteria are met, but that in some cases this may also be considered for processing 

operations that meet only one of the criteria.  The Danish Data Protection Agency has also published a 

list of the types of processing activities that are subject to the requirement for a data protection impact 

assessment, cf. Article 35(4) of the General Data Protection Regulation. 7 It appears from point 4 on page 

1 of the list that a data protection impact assessment must always be carried out when using new tech-

nologies in conjunction with at least one additional criterion from the Article 29 Working Party's guide-

lines.  

 

Copilot 365 is to be used for three different use cases, which involve different processing of personal data 

for different purposes and with different risks for the data subjects. As the processing of personal data 

using Copilot  365 will take place as part of the performance of statutory tasks, including decision -making, 

actual administrative activities and personnel administration, as well as certain administrative - 

 
6 Article 29 Working Party, now EDPB, Guidelines on Data Protection Impact Assessment (DPIA) and determining whether pro-

cessing is ôlikely to result in a high riskõ under Regulation (EU) 2016/679, WP 248, rev. 01, revised and most recently adopted on 4 

October 2017, p. 12. 

7 The Danish Data Protection Agency's list of the types of processing activities subject to the requirement for a data protecti on 

impact assessment pursuant to Article 35(4) of the Data Protection Regulation, published on 28 January 2019, available on the  

Danish Data Protection Agency's website here: https://www.datatilsynet.dk/presse -og-nyheder/nyhedsarkiv/2019/jan/se -listen -

hvornaar -skal -der-laves-konsekvensanalyse  (last accessed on 14 October 2024). 

https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2019/jan/se-listen-hvornaar-skal-der-laves-konsekvensanalyse
https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2019/jan/se-listen-hvornaar-skal-der-laves-konsekvensanalyse
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purposes, the processing by the Data Controllers will be continuous and regular, and will concern a large 

number of data subjects. Depending on the Data Controllers and the processing carried out by the indi-

vidual data controllers, it may also concern a large amou nt of personal data. Furthermore, it cannot be 

ruled out that personal data will be transferred to recipients in third countries, including the United 

States, as a number of the sub -processors used by Microsoft Ireland to provide services are locat ed outside 

the EU/EEA. The processing is therefore considered to be extensive in accordance with the EDPB's guide-

lines for conducting data protection impact assessments, see p. 10 ff. Furthermore, depending on the 

circumstances, the processing may concern sensitive personal data covered by Article 9 of the Data Pro-

tection Regulation, and the processing may concern vulnerable persons. In addition, Copilot 365 is a so-

lution based on generative AI, which must be considered a so -called "new technology", which i s one of the 

criteria in the Danish Data Protection Agency's list of activities that are always subject to the requirement 

for an impact assessment. 8 

 

This means that at least four out of nine criteria, including criterion 4 (sensitive or highly personal infor-

mation), criterion 5 (extensive processing) , criterion 7 (information about vulnerable data subjects) and 

criterion no. 8 (innovative use or application of new technology) are met according to the EDPB's guide-

lines, which, according to the EDPB, means that a data protection impact assessment must be carried 

out. Similarly , according to the Danish Data Protection Agency's list, there will be an obliga tion to carry 

out an impact assessment, as the criterion on the use of new technology in combination with one of the 

criteria from the Article 29 Working Party's guidelines is met.  

 

The Danish Agency for Governmental IT and Finance has therefore decided to prepare an impact assess-

ment regarding data protection for the processing of personal data when using Copilot 365 for the three 

use cases in accordance with Article 35 of the General Data Protection Regulation .  

 

2.3 Purpose of the impact assessment  

The purpose of this data protection impact assessment is to describe the processing of personal data that 

the Data Controllers will carry out in connection with the possible use of Copilot 365 for the three selected 

use cases, if this solution is implemented.  

 

 
8 See the Danish Data Protection Agency's guide Public authorities' use of artificial intelligence ð Before you start , October 2023, p. 

37. 
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The impact assessment also contains an assessment of the lawfulness of the processing, i.e. whether the 

processing complies with the rules of the General Data Protection Regulation 9 and the Data Protection 

Act. 10 

 

The impact assessment also aims to identify risks to the rights and freedoms of natural persons associated 

with the Data Controllers' processing of personal data using Copilot 365 for the selected use cases and to 

help manage these risks. This is done by assessing the risks and establishing robust and effective 

measures to mitigate them.  

 

If the impact assessment shows that the processing of personal data using Copilot 365 for the selected 

use cases will lead to a high risk for data subjects in the absence of measures taken by the Data Control-

lers to mitigate the risk (residual risk), the Data Protection Authority must be consulted on the processing 

before it is carried out, cf. Article 36(1) of the D ata Protection Regulation.  

 

Finally, the impact assessment is a prerequisite for compliance with the fundamental principle of ac-

countability (documentation of compliance with the rules of the Regulation) in the General Data Protec-

tion Regulation, cf. Articles 5(2) and 24 of the Regul ation. The impact assessment also has a natural 

connection with the rules on data protection by design and by default and can provide valuable input for 

assessing the solution design, including setup and configuration as well as mitigating measures.  

 

2.4 Scope of the impact assessment  

2.4.1 Subject matter and scope of the impact assessment  

The impact assessment concerns the processing of personal data carried out by the Data Controllers when 

using Copilot  365 in the three use cases mentioned above in section 2.1 and described in more detail in 

section 4 below. 

 

Copilot 365 is used as an integrated part of Microsoft 365 and the services and applications that the Data 

Controllers use therein. The analysis should therefore be read in close connection with the impact assess-

ment for Microsoft 365, see below for further details.  

 

 
9 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons 

with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (Gener al 

Data Protection Regulation).  

10 Executive Order No. 289 of 8 March 2024 on supplementary provisions to the Regulation on the protection of natural persons 

with regard to the processing of personal data and on the free movement of such data (Data Protection Act).  
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The use of Copilot 365 , particularly in use case 3 (Assistance with citizen -oriented case processing (exter-

nal use) ), requires that Copilot 365 has access to relevant case material . This material can be found, for 

example, in OneDrive and Sharepoint , which are part of Microsoft 365, but in many cases will be found 

in the data controllers' respective ESDH systems or other specialist systems outside Microsoft 365 . Using 

Copilot 365 in combination with such external systems requires the establishment of access /integrations 

to the systems, e.g. via "connectors" or "plug -ins". Such connectors and plug -ins are not covered by this 

impact assessment , but are described in and covered by the impact assessment for Copilot Studio, Azure 

OpenAI Service and Azure Copilot Studio, see section 2.4.3 . However, the processing of information re-

trieved through such connectors and plug -ins is basically the same as for information in Microsoft 365. 

When using Copilot 365 in combination with information from external systems , this impact assessment 

therefore forms the basis for the assessment, which must, however, be supplemented with information 

from the impact assessment for Copilot Studio with regard to the actual establishment of "connectors" 

and "plug -ins" and the security measures that apply specifically to these.   

 

The scope can be illustrated as follows:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Copilot 365 is used as a standard solution , i.e. without the data controller having to carry out design, 

development/training or testing of the solution. The impact assessment therefore only covers the data 

controller's processing of personal data in connection with the operation of the solution, including so -

called "grounding" . 

 

The impact assessment covers both the data controllers' processing of personal data when using Copilot 

365, including the input of personal data in prompts, etc., and the data processing carried out by Microsoft 

Ireland as a data processor for the data controllers for the purpose of providing the service.  
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At the same time, the impact assessment covers the processing carried out by sub -processors for Microsoft 

Ireland for the purpose of providing the service, including transfers to third countries. The impact assess-

ment also includes a description and assess ment of the role played by OpenAI Ireland Ltd, registered in 

Ireland, and OpenAI L.L.C., registered in San Francisco, USA, in the use of Copilot 365.  

 

The impact assessment also covers the use of the output from Copilot  365 in relation to the data subjects. 

However,  the processing that otherwise takes place at the data controllers in other systems, including 

browsers and the ESDH system, is not covered by this impact assessment, see also section 2.5 below.  

 

As mentioned , the impact assessment is based on the assumption that Copilot 365 is not used for other 

use cases, including the use of Copilot 365 to make automatic, individual decisions covered by Article 

22(1) of the General Data Protection Regulation or profiling of citizens or employees as defined in Article  

4(4) of the General Data Protection Regulation . 

 

The impact assessment covers situations where the users of Copilot  365 are employees of the Data Cont-

rollers, e.g. case workers or other system users. It concerns the processing carried out by employees of the 

Data Controllers in connection with case processing and personnel administration, as specified in the 

three use cases covered. The impact assessment does not therefore cover situations where other groups 

of people are users, e.g. students , patients and citizens in general . Nor does it cover cases wher e Copilot 

365 is to be used for citizens to interact directly with Copilot 365 in a citizen -oriented solution (citizen 

chat) or for the automatic completion of application forms, etc. by citizens.  

 

This impact assessment does not cover the processing of personal data in the following case types/areas:  

 

- Cases where the processing of personal data is wholly or partly covered by the Law Enforcement 

Act ( 11 ), including criminal cases.  

- Systematic processing of health information and genetic and biometric data in, for example, na-

tional health registers and databases, including those of the Danish Health Data Authority and 

the National Genome Centre.  

- Immigration cases involving information that would have serious consequences for the data 

subjects if outsiders gained access to it, including , for example, asylum cases within the remit of 

the Ministry of Immigration.  

- Cases based on personal data concerning significant social circumstances, abuse, etc. relating to 

vulnerable data subjects, which may include, for example, child welfare cases and cases at the 

National Social Appeals Board.  

- Special areas within the Armed Forces where information about security personnel and national 

security is processed in accordance with applicable classification rules.  

 
11 Act No. 410 of 27 April 2017 on the processing of personal data by law enforcement authorities (as amended). 
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Finally , it should  be noted that users can provide feedback on Copilot 365 to Microsoft. Feedback is used, 

among other things, to improve Copilot 365. The feedback option is enabled by default, but can be changed 

by administrators, including being disabled. This impact assessment is based on Copilot 365 being set up 

by default so that this feedback option is not enabled.  

 

If Copilot 365 is to be used for the above -mentioned case types/areas and/or for automatic individual 

decisions or profiling , etc., the authorities concerned must therefore supplement this impact assessment 

with an assessment of the lawfulness of the processing and an analysis of the risks associated with it.  

 

This impact assessment has been updated in relation to Microsoft's terms and conditions up to and 

including 10 November 2024. It should be noted that the terms and conditions are expected to be changed 

and updated by Microsoft on an ongoing basis as Copilo t 365 is (further) developed. Data controllers must 

therefore be aware of the need to update this impact assessment in light of such changes in technology 

and terms and conditions, cf. also section 13 below on maintenance and updating of the impact asses-

sment.  

 

2.4.2 Relationship to the impact assessment concerning Microsoft 365  

Copilot 365 is closely related to Microsoft 365, as Copilot 365 builds on and is integrated into the appli-

cations in Microsoft 365 , allowing users to get the full benefit of these applications.  

 

As mentioned, the Danish Agency for Governmental Management and the Danish Government IT Agency 

have prepared an impact assessment concerning data protection for the processing of personal data when 

using selected applications and cloud services in Microsoft 365, as well as related support services, dated 

26 September 2024. The impact assessment covers the use of the  following applications from the Microsoft 

365 licence: 

 

¶ Word 

¶ Excel 

¶ Outlook  

¶ PowerPoint  

¶ Teams 

In addition, the following cloud services will also be used in connection with the applications:  

 

¶ Exchange Online  

¶ OneDrive  

¶ SharePoint  
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¶ Teams Online  

¶ Entra ID.  

The impact assessment describes the intended processing of personal data using Microsoft 365 for case 

processing and personnel administration by government authorities , and addresses a number of key data 

protection issues , including Microsoft's use of personal data for its own purposes and the legality of trans-

fers to third countries, etc.  

 

As mentioned, Copilot 365 builds on and is integrated into the applications in Microsoft 365. Furthermore, 

Copilot 365 is built on the same cloud infrastructure as the Microsoft 365 applications and applies the 

same principles of confidentiality and data protection to Customer Data. In addition, Copilot 365 complies 

with all existing obligations regarding the protection of personal data , security and compliance that apply 

to Microsoft 365, including Microsoft's data protection obligations as set out in Micr osoft's "Data Protec-

tion Addendum" and obligations regarding the EU Data Boundary on the storage of personal data in the 

EU. 12 

 

This data protection  impact assessment for the processing of personal data when using Copilot 365 should 

therefore be read in close conjunction with and viewed as a supplement to the impact assessment for the 

use of Microsoft 365. This impact assessment concerning Copilot 365 will therefore refer to the relevant 

assessments in the impact assessment for Microsoft 365, as the impact assessment concerning Copilot 

365 will describe and assess the areas where there are changes in process ing activities in relation to 

Microsoft 365.  

 

2.4.3 Relationship to other AI solutions, including Azure OpenAI Service, Azure AI Studio 

and Copilot Studio  

It should also be noted that a separate impact assessment has been prepared regarding data protection 

for the processing of personal data in connection with the use of the Azure OpenAI Service, Azure AI 

Studio and Copilot Studio tools.  

 

2.5 Particular point of attention in relation to the impact assessment  n  ð need to sup-

plement the impact assessment  

This data protection impact assessment covers the processing of personal data when using Copilot 365 

for the three general use cases covered and will describe the conditions, including processing, lawfulness, 

necessity and risks, that are general and common to the Data Controllers. The impact assessment addres-

ses significant and key issues and risks associated with the use of Copilot  365, including the risk of 

 
12 Microsoft, GDPR & Generative AI ð A Guide for the Public Sector, April 2024, p. 17. 



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page18 / 224 

 

 

automation bias (i.e. that the output is uncritically relied upon) the risk of incorrect outputs in violation 

of the principle of data quality, the risk of unlawful disclosure of personal data to Microsoft for use in 

training the models in Copilot  365, transfers to third countries, etc.  

 

The impact assessment covers the entire state (the Data Controllers), each of which has varying statutory 

tasks. There are therefore differences in the processing of personal data carried out by each of the Data 

Controllers, including the specific purpose of the processing and the type of personal data processed about 

citizens and employees in the various administrative areas.  

 

Similarly, there may be differences in the configuration for the Data Controllers, and the functions that 

are selected and deselected may vary. In addition, the technical and organisational security measures 

established by each of the Data Controllers may vary.  

 

In other words, the impact assessment must be supplemented by each of the data controllers in light of 

their individual, varying processing of personal data using Copilot  365, including the following cir-

cumstances: 

1. The specific processing of personal data, including which personal data is processed by 

each of the Data Controllers in connection with their statutory tasks, including compli-

ance with the basic principles in Article 5 of the Data Protection Regulation, e. g. estab-

lishing deletion policies, etc., as well as compliance with the requirement for a legal basis 

for the processing of personal data in light of the specific legislation in this area.  

2. The Data Controllers' fulfilment of the duty to provide information and the rights of data 

subjects. 

3. The data controllers' own analysis of the browser(s) they use.  

4. Configuration restrictions and internal guidelines for each of the Data Controllers that 

limit the use of Copilot 365 .  

5. How each of the Data Controllers ensures that Copilot 365 has  continuous access to the 

necessary data of the right quality to support the three use cases . This includes, among 

other things, data management and data governance processes developed with Copilot 

365's mode of operation in  mind , including determining whether there is data that Copilot 

365 should not have access to , such as data marked with specific data labels or specific 

content in Sharepoint .   

6. Information about transfers of personal data to third countries in cases where the Data 

Controllers themselves intentionally transfer personal data to a recipient in a third coun-

try ð e.g. by sending the output from Copilot 365 containing personal data to a recipient 

in an authority or company in a third country ð just as the Data Controllers themselves 

ensure that any measures, such as guidelines, are explained.  
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7. How each of the Data Controllers has restricted access to personal data so that only rele-

vant persons with a work -related need have access to it. 

8. Risk assessment in accordance with Article 32 of the Data Protection Regulation and im-

plementation of appropriate security measures for the processing associated with the use 

of Copilot  365, including secure use of the solution, role and access management and log-

ging, so that only persons with a work -related need have access to personal data in the 

solution, as well as assessment of risks associated with the use of browsers and networks.  

9. Exit strategy for discontinuing the use of Copilot 365 in the event that Copilot 365, due to 

changes in terms or functionality, is considered to involve unlawful processing of personal 

data, including if new risks to the rights and freedoms of data subjects are identified that 

cannot be mitigated to a satisfac tory level.  

 

2.6 Relationship to other legislation, including the AI Regulation  

This data protection impact assessment has been prepared in accordance with the rules set out in Article 

35 of the Data Protection Regulation. It does not cover other legislation, including specific legislation in 

the various areas of administration where Copil ot 365 is to be used by the data controllers . The impact 

assessment therefore does not cover the relationship to the rules in the Public Administration Act 13 and 

general administrative law.  

 

The AI Regulation ( 14 ) aims to improve the functioning of the internal market and promote the deploy-

ment of human -centric and trustworthy artificial intelligence (AI), while ensuring a high level of protec-

tion of health, safety and fundamental rights enshrined in the Charter,  including democracy, the rule of 

law and environmental protection, against the harmful effects of AI systems in the Union and to support 

innovation, as referred to in Article 1(1).  

 

According to Article 1(2), the Regulation lays down:  

 

1) harmonised rules for the placing on the market, putting into service and use of AI systems in the 

Union  

2) a prohibition on certain AI practices  

3) specific requirements for high -risk AI systems and obligations for operators of such systems  

 
13 Consolidated Act No.  433 of 22 April  2014 (as amended). 

14 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 on harmonised rules for artificial 

intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 

and (EU) 20 19/2144, and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (the Regulation on artificial intelligence) (he-

reinafter referred to as the "AI Regulation").  
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4) harmonised transparency rules for certain AI systems  

5) harmonised rules on the marketing of AI models for general use  

6) rules on post -marketing surveillance, market surveillance, governance and enforcement  

7) measures to support innovation with a particular focus on SMEs, including start -ups. 

 

It follows from Article 2(1)(a) and (b) of the AI Regulation that the Regulation applies, inter alia, to (a) 

providers who place AI systems on the market or put them into service or place AI models for general use 

on the market in the Union, regardless of whether these providers are established or located in the Union 

or in a third country, and (b) operators of AI systems established or located in the Union.  

 

An AI system is defined in Article 3(1) as a machine -based system designed to operate with varying de-

grees of autonomy and capable of exhibiting adaptability after deployment, which, for explicit or implicit 

objectives of the input it receives, it receives , to generate outputs such as predictions, content, recommen-

dations or decisions that may affect physical or virtual environments . 

 

A general -purpose AI system can be defined, in accordance with Article 3(66), as an AI system that is 

based on a general-purpose AI model and has the capacity to fulfil a variety of purposes, both for direct 

use and for integration into other AI systems.  

 

A general -purpose AI model is an AI model, including when such an AI model is trained with a large 

amount of data using large -scale self-supervision, which exhibits significant generality and has the com-

petence to perform a wide range of different tasks, regardless of how the model is placed on the market, 

and which can be integrated into a range of downstream systems or applications, except for AI models 

used for research, development and prototyping activities before being placed on the market , as referre d 

to in Article 3(63).  

 

A provider is defined as a natural or legal person, public authority, agency or other body that develops or 

has developed an AI system or AI model for general use and places it on the market or puts the AI system 

into service under its own name or trademar k, whether for payment or free of charge, as referred to in 

Article 3(3).  

 

An operator is a natural or legal person, public authority, agency or other body that uses an AI system 

under its authority, unless the AI system is used in the course of a personal non -commercial activity, cf. 

Article 3(4).  

 

The AI Regulation requires companies and authorities that provide and/or operate (use) AI systems to 

train their employees in "AI skills", cf. Article 4 of the Regulation, which reads as follows:  
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"Providers and operators of AI systems shall take measures to ensure, to the greatest extent 

possible, an adequate level of AI skills among their staff and other persons involved in the 

operation and use of AI systems on their behalf, taking into account t he technical knowledge, 

experience and training of those persons and the context in which the AI systems are to be 

used and the persons or groups of persons to whom the AI systems are to be applied."  

 

The legal definition in Article 3(56) of the AI Regulation states that AI skills are understood to mean the 

following:  

 

"skills, knowledge and understanding that enable providers, operators and affected persons, 

taking into account their respective rights and obligations under this Regulation, to deploy 

AI systems on an informed basis and to raise awareness of the opportuni ties and risks of AI 

and the potential harm it may cause."  

 

The AI Regulation also applies a risk -based approach, whereby the scope and nature of the obligations 

under the Regulation reflect the risks involved in the use of AI systems.  

 

Accordingly, Article 5 of the AI Regulation lists a number of prohibited AI practices that pose an unac-

ceptable risk. These prohibitions include, inter alia, the placing on the market, putting into service or use 

of an AI system that (a) uses manipulation and subliminal techniques, (b) exploits people's vulnerabilities 

based on age, disability or a particular social or economic situation, (c) constitutes certain forms of social 

scoring, (d) perform risk assessments of natural persons to assess or predict th e risk of a natural person 

committing a criminal offence, based solely on profiling of a natural person or an assessment of their 

personality traits and personal characteristics; and (f) used for emotion recognition in the workplace and 

in educational institutions, unless done for medical or safety reasons .  

 

The AI Regulation also classifies a number of AI systems as so -called high -risk AI systems, for which the 

Regulation sets out a wide range of obligations for, among others, providers and operators for the marke-

ting, putting into service or use of such AI systems.  

 

According to Article 6 of the AI Regulation, these high -risk AI systems include the AI systems referred to 

in Annex III to the Regulation , cf. Article 6(2). Annex III classifies the following AI systems, among others, 

as high -risk:  

 

- Education and vocational training , as referred to in point 3 of the Annex , including  

 

(a) AI systems intended to be used to determine the access to or admission of natural persons to, 

or their distribution within, educational institutions at all levels;  
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(b) AI systems intended to be used to evaluate learning outcomes, including where those outcomes 

are used to guide the learning process of natural persons in educational institutions at all levels ;  

 

(c) AI systems intended to be used to assess the level of education that an individual will or could 

access in connection with or within educational institutions at all levels ; and 

 

(d) AI systems intended to be used to monitor and detect prohibited behaviour among students 

during examinations in connection with or within educational institutions at all levels.  

 

- Employment, management of workers and access to self -employment , as referred to in point 4 of 

the Annex , including  

 

(a) AI systems intended to be used for the recruitment or selection of natural persons, in particu-

lar for placing targeted job advertisements, analysing and filtering job applications and evalua-

ting candidates ; and  

 

(b) AI systems intended to be used to make decisions affecting the terms and conditions of em-

ployment, promotion or dismissal in employment -related contractual relationships, to allocate 

tasks on the basis of individual behaviour or personality traits or perso nal characteristics, or to 

monitor and evaluate the performance and behaviour of persons in such relationships.  

 

- Access to and use of essential private services and essential public services and benefits , as refer-

red to in point 5 of the Annex, including , inter alia  

 

(a) AI systems intended to be used by or on behalf of public authorities to assess the eligibility of 

natural persons for significant public benefits and services, including health services, and to 

grant, reduce, withdraw or recover such benefits and services .  

 

Recital 58 states that such essential public benefits and services include, in particular, health 

services, social security benefits, social services providing protection in the event of maternity, 

sickness, industrial accidents, dependency or old age and loss of employment, as well as social 

assistance and housing benefits . 

 

Section 2 of the Regulation sets out a number of requirements for high -risk AI systems, which are cha-

racterised in particular by requirements for how these high -risk AI systems must be trained, developed 

and monitored throughout their life cycle. This also  includes specific requirements for the design of the 

systems. Thus, requirements are laid down for, among other things, a risk management system (Article 

9), data quality and data management (Article 10), the preparation of technical documentation (Articl e 

11), the recording of events ("log files") (Article 12), transparency and communication of information to 
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operators, including the preparation of user instructions (Article 13), human oversight (Article 14), accu-

racy, robustness and cybersecurity (Article 15).  

 

The obligations of providers of high -risk AI systems are set out in Article 16 of the Regulation, according 

to which providers must:  

 

a) ensure that their high -risk AI systems comply with the requirements set out in Section 2  

b) indicate their name, registered trade name or registered trade mark and contact address on the 

high -risk AI system or, where this is not possible, on its packaging or in the accompanying docu-

mentation, as appropriate  

c) have a quality management system in place that complies with Article 17  

d) keep the documentation referred to in Article 18  

e) keep the logs automatically generated by their high -risk AI systems, where those logs are under 

their control, as referred to in Article 19  

f) ensure that the high -risk AI system undergoes the relevant conformity assessment procedure 

referred to in Article 43 before the system is placed on the market or put into service  

g) draw up an EU declaration of conformity in accordance with Article 47  

h) affix the CE marking to the high -risk AI system or, where that is not possible, to its packaging or 

accompanying documentation, to indicate conformity with this Regulation in accordance with Ar-

ticle 48  

i)  comply with the registration obligations referred to in Article 49(1)  

j) take the necessary corrective actions and provide the information required under Article 20  

k)  upon reasoned request by a national competent authority, demonstrate that the high -risk AI sy-

stem complies with the requirements set out in Section 2  

l)  ensure that the high -risk AI system complies with the accessibility requirements in accordance 

with Directives (EU) 2016/2102 and (EU) 2019/882.  

 

The obligations of operators of high -risk AI systems are set out in Articles 26 -27 of the AI Regulation. 

Among the key obligations for these operators , the following should be highlighted in this context , alt-

hough the list is not exhaustive :  

 

- The obligation to take appropriate technical and organisational measures to ensure that they use 

these systems in accordance with the instructions for use accompanying the systems, cf. Article 

26(1). 

- the obligation to assign human oversight to natural persons who have the necessary competence, 

training and authority, as well as the necessary support, as referred to in Article 26(2)  

- the obligation to ensure that the input data is relevant and sufficiently representative for the 

intended purpose of the high -risk AI system, as referred to in Article 26(4);  
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- the obligation to monitor the operation of the high -risk AI system on the basis of the instructions 

for use and certain notification obligations, as referred to in Article 26(5);  

- the obligation to inform employee representatives and affected employees that they will be subject 

to the use of the high -risk AI system before it is put into service or used in the workplace, as 

referred to in Article 26(7); and  

- the obligation to inform natural persons that they are subject to the use of high -risk AI systems 

when using the high -risk AI systems referred to in Annex III that make decisions or assist in 

making decisions concerning natural persons.  

 

Article 25 of the AI Regulation lays down rules on liability throughout the AI value chain. It follows from 

Article 25(1) that, inter alia, any operator is considered to be a provider of a high -risk AI system under 

the Regulation and is subject to the obli gations for providers, cf. Article 16, in the following cases:  

 

a) they affix their name or trademark to a high -risk AI system that has already been placed on the 

market or put into service, without prejudice to contractual arrangements whereby the obligati-

ons are distributed differently  

b) they make a substantial change to a high -risk AI system that has already been placed on the 

market or put into service in such a way that it remains a high -risk AI system within the meaning 

of Article 6  

c) they change the intended purpose of an AI system, including an AI system for general use that is 

not classified as high -risk and has already been placed on the market or put into service, in such 

a way that the AI system becomes a high -risk AI system in ac cordance with Article 6.  

 

Article 25(2) states that if the circumstances referred to in paragraph 1 occur, the provider who initially 

placed the AI system on the market or put it into service is no longer considered to be the provider of that 

specific AI system within the meaning of the AI Regulation. That original provider shall cooperate closely 

with new providers and provide the necessary information and technical  access and other assistance that 

can reasonably be expected and is required to fulfil the obligations under this Regu lation, in particular 

with regard to compliance with the conformity assessment of high -risk AI systems. This paragraph shall 

not apply in cases where the original provider has clearly specified that its AI system is not to be modified 

into a high -risk AI s ystem and is therefore not subject to the obligation to provide the documentation.  

 

The AI Regulation has entered into force and applies from 2 August 2026, although rules have been laid 

down for both earlier and later dates of application, cf. Article 113 of the AI Regulation. It should be noted 

that, among other things, the rules on AI skills under Artic le 4 of the Regulation and the rules on prohi-

bited AI practices in Article 5 already apply from 2 February 2025.  
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Furthermore, certain transitional rules have been laid down in Article 111 of the Regulation concerning 

AI systems that have already been placed on the market or put into service and AI models for general use 

that have already been placed on the market .  

 

It follows from the provision in Article 111(2) that the Regulation only applies to, among others, providers 

and operators of high -riskAI systems referred to in Annex III and placed on the market or put into service 

before 2 August 2026, if these systems undergo significant changes to their design from that date. Howe-

ver, the prohibition in Article 5 shall apply from 2 February 2025. In any case, providers and operators 

of high -risk AI systems intended for use by public authorities shall take the necessary steps to comply 

with the requirements and obligations of this Regulation by 2 August 2030.  

 

Furthermore, it follows from the provision in Article 111(3) that providers of AI models for general use 

placed on the market before 2 August 2025 shall take the necessary steps to comply with the obligations 

laid down in this Regulation by 2 August 2027 at the latest.  

 

This data protection impact assessment does not address compliance with the rules of the AI Regulation. 

However, it is assumed that Copilot 365 will not be used by Data Controllers in the areas of prohibited 

AI practices in Article 5 of the AI Regulation , which will apply from 2 February 2025.  Furthermore, this 

data protection impact assessment will describe how Data Controllers can comply with the obligation to 

ensure AI skills, including supervision of the use of Copilot 365, among their employees, as thi s is closely 

related to the parallel requirement in Articles 24, 25 and 32 of the Data Protection Regulation to ensure 

training and awareness of the processing of personal data among employees, including when this proces-

sing takes place through the operati on of AI systems.  

 

It should be noted that, under the AI Regulation , Copilot 365 may generally be considered to constitute a 

so-called AI system for general use, i.e. an AI system based on an AI model for general use and capable 

of fulfilling a range of different purposes, both for direct use and for integration into other AI systems.  

 

Under the AI Regulation , the Data Controllers will , as a starting point , be considered operators of this AI 

system for general use when they use Copilot 365 as described in this impact assessment.  

 

However , it should be noted that Controllers, as operators , may be considered providers if they change 

the intended purpose of this AI system for general use, which is not classified as high -risk and has already 

been placed on the market or put into service, in such a way that the AI system in question becomes a 

high -riskAI system in accordance with Article 6, cf. Article 25(1)(c) . Data controllers may also be required 

to carry out a fundamental rights impact assessment for high -risk AI systems under Article 27 of the AI 

Regulation if they deploy Copilot 365 in such a way that it becomes a high -risk AI system.  
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In addition to this data protection impact assessment, an assessment of the Data Controllers' roles and 

obligations under the AI Regulation will be carried out when using Copilot 365 for the three use cases 

mentioned. This also includes an assessment of wh ether the Data Controllers need to prepare a impact 

assessment on fundamental rights for high -risk AI systems under Article 27 of the AI Regulation.  

 

3. THE PROCESS FOR CONDUCTING THE IMPACT ASSESSMENT  

3.1 Methodology  

The Data Protection Regulation sets out the following minimum requirements for the content of the im-

pact assessment, cf. Article 35(7) of the Regulation:  

 

a) A systematic description of the envisaged processing operations and the purposes of the proces-

sing, including, where applicable, the legitimate interests pursued by the controller.  

b) An assessment of whether the processing activities are necessary and proportionate to the pur-

poses. 

c) An assessment of the risks to the rights and freedoms of data subjects.  

d) The measures envisaged to address those risks, including safeguards, security measures and me-

chanisms to ensure the protection of personal data and demonstrate compliance with the Data 

Protection Regulation, taking into account the rights and legitimate in terests of data subjects and 

other persons concerned.  

 

A number of criteria for an acceptable impact assessment are also set out in Annex 2 to the Article 29 

Working Party (now: EDPB) guidelines on impact assessments. 15 This impact assessment has been pre-

pared in accordance with these requirements.  

 

The Data Protection Regulation does not specify in detail the procedure to be followed by the data cont-

roller when preparing the impact assessment. This impact assessment has been prepared using the me-

thod set out in the international standard for conducti ng data protection impact assessments, ISO/IEC 

29134:202316 , with the necessary adjustments to reflect the nature of the case.  

 

The impact assessment is structured so that it first contains a description of the purpose, nature, context 

and scope of the data processing (Article 35(7)(a) of the Data Protection Regulation) and an assessment 

of the necessity and proportionality (Articl e 35(7)(b) of the General Data Protection Regulation). It then 

 
15 Article 29 Working Party (now the European Data Protection Board, hereinafter referred to as the "EDPB"): Guidelines on Data 

Protection Impact Assessment (DPIA) and determining whether processing is ôlikely to result in a high riskõ under Regulation (EU) 

2016/679, WP 248, rev. 01, revised and finally adopted on 4 October 2017.  

16 ISO/IEC 29134:2023 "Information technology ñ Security techniques ñ Guidelines for privacy impact assessment".  
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identifies and evaluates the risks and measures for managing those risks (Article 35(7)(c) and (d) of the 

General Data Protection Regulation). Furthermore, this impact assessment contains an assessment of 

whether the Danish Data Protection Agency should be  consulted, documentation of the data protection 

officer's views and management's position on whether the impact assessment can be approved. Finally , 

an implementation plan has been established , see Appendix A.  

 

This impact assessment has been prepared with the participation of representatives from the Danish 

Agency for Governmental IT and Finance, who have contributed to ensuring the necessary description of 

the processing and to identifying and managing risks. I n addition, the data protection officer from the 

Danish Agency for Governmental IT has been involved in the process and has also reviewed the impact 

assessment and provided comments. Meetings have also been held with Microsoft Denmark ApS (here-

inafter "Mic rosoft Denmark") on behalf of Microsoft Ireland, where the processing has also been reviewed, 

discussed and elaborated on, and Microsoft Denmark has provided material regarding Microsoft's proces-

sing of personal data in Copilot  365. The impact assessment was prepared with the assistance of the 

Chamber Advocate.  

 

3.2 Involvement of data subjects  

On behalf of the Data Controllers, it is assessed that it is not relevant to obtain the views of the data 

subjects or their representatives regarding the processing of personal data in connection with the use of 

Copilot  365, cf. Article 35(9) of the Data Protection Regulation.  

 

The Danish Agency for Governmental Management and the Danish Government IT Agency have empha-

sised that the majority of the processing of personal data will be carried out in accordance with the law. 

At the same time, it has been assessed that involving the data subjects is impossible or disproportionately 

difficult, given that the data subjects are essentially all citizens of society or employees of the data cont-

rollers . In addition, emphasis has been placed on the fact that this impact assessment will be published 

in the same way as the impact assessment concerning the use of Microsoft 365.  
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4. DESCRIPTION OF THE PROCESSING ACTIVITIES  

4.1 Overview of use cases and general information about the processing of personal 

data  

The three use cases for the processing of personal data using Copilot 365 can be summarised as follows , 

with a detailed description of the processing of personal data in each case provided below in sections 4.2 -

4.4: 

 

Use case  Description  Target group  Categories of data 

subjects  

1. Use of Copilot 

365 to assist with 

general case proces-

sing (internal use)  

Tasks that are not aimed at citi-

zens as part of case processing or 

employees as part of personnel 

matters, e.g. preparation of cont-

ract material in tender cases, mi-

nutes or summary of a report or 

preparation of a draft speech, pre-

paration of a PowerPoint p resenta-

tion or minutes of a meeting, etc.  

 

The purpose of using Copilot 365 is 

to facilitate case processing and to 

assist employees in preparing the 

aforementioned material.  

 

Employees in a 

broad sense 

Employees (current 

and former employees 

of the authority)  

Any secondary per-

sons included in mate-

rial that the employee 

has downloaded from 

the internet, e.g. the 

name of a civil servant 

in a report.  

2. Use of Copilot 

365 as administra-

tive assistance (in-

ternal support chat)  

To support government employees 

with administrative assistance, e.g. 

in HR or finance, where employees 

can ask questions to the support 

chat within, for example, HR or fi-

nance, and receive general gui-

dance on, for example, holiday 

rules, collective agreeme nt issues, 

help with accounting and bookkee-

ping, and other administrative gui-

dance, etc. This also applies to their 

own circumstances.  

 

Employees in a 

broad sense 

Employees (current 

and former employees 

of the authority)  
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Must also be used for an IT support 

chat for support staff, where no 

personal data is processed and 

where the response from the sup-

port chat is reviewed/checked by a 

human before it is sent as a re-

sponse to the support staff mem-

ber. 

3. Use of Copilot 

365 to assist with ci-

tizen -oriented case 

processing (external 

use) 

To be used, among other things , for 

citizen -oriented case processing, 

including the preparation of draft 

decisions as part of decision -ma-

king activities. Also to be used as 

part of personnel administration, 

including personnel matters.  

Employees who 

perform legal 

case processing 

Employees, including 

case workers and 

lawyers (current and 

former employees of 

the authority)  

Citizens  

 

Any secondary per-

sons, including advi-

sors, relatives, etc.  

 

For information on the processing of personal data by the Data Controllers' use of the applications and 

services in Microsoft 365 to perform their statutory tasks relating to case processing and personnel ad-

ministration , please refer to the impact assessment of 26 September 2024 concerning the use of selected 

applications and cloud services in Microsoft 365 and related support services , section 4.4.1. 

 

With regard to the use of Copilot 365 for all three use cases, it should be noted that non -sensitive personal 

data about users' ð i.e. government employees' ð interaction with Copilot 365 is processed in accordance 

with Article 6 of the Data Protection Reg ulation in the form of metadata and log files. This personal data 

may essentially be assumed to describe only a function that users perform as part of their employment 

in order to carry out their tasks.  

 

Reference is also made to sections 5-6 below, which contain a detailed description of how Copilot 365 

works and what personal data is processed when using the solution in the three use cases mentioned, 

including about the users of the solution.  

 

4.2 More about use case 1: Use of Copilot 365 to assist with general case processing (in-

ternal use)  

Copilot 365 is intended to be used to prepare initial drafts of covers, notes, minutes, summaries of reports, 

presentations and emails for use by employees of the Danish Agency for Governmental Administration, 
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who can use the prepared products as a basis for further (manual) processing. The purpose of using Co-

pilot  365 is thus to facilitate case processing and to assist employees in preparing the aforementioned 

material.  

 

In addition, Copilot  365 is expected to be able to transcribe meetings held via Teams into text, and to use 

this to prepare meeting minutes, draft PowerPoint presentations, etc.  

 

Furthermore, Copilot  365 must be able to be used by employees to prepare draft VBA code for Microsoft 

Excel, to clean data, to find trends in data, to prepare formulas in Excel in general, etc.  

 

In this use case , the use of Copilot  365 is not intended to process personal data about citizens as part of 

case processing, e.g. when preparing minutes, letters or draft decisions. Furthermore, the use of Copilot  

365 is not intended to process personal data about employees as part of personnel matters.  

 

The data subjects are employees and former employees of the Data Controllers who are involved in case 

processing, including, for example, meeting minutes, etc.  

 

It is also assumed that non -sensitive personal data that has been made public may be processed, e.g. 

personal data such as the names and contact details of civil servants in a report , etc., i.e. where the data 

subjects appear in a work -related context.  

 

It is not the purpose of this use case to process sensitive personal data, information about criminal of-

fences or information about CPR numbers. However, it cannot be ruled out that sensitive personal data 

may be processed if it is included in material that the employee has obtained from the internet and which 

is already publicly available information, e.g. information about a member of parliament's party mem-

bership.  

 

4.3 More about use case 2: Use of Copilot 365 as administrative assistance ( internal sup-

port chat)  

The purpose of this use case is to use Copilot 365 to provide administrative assistance to government 

employees, e.g. in HR or finance, where employees can ask questions to the support chat before contacting, 

for example, HR or finance and receive general guidance on, for example, holiday rules, collective agree-

ment issues, help with accounting and bookkeeping, and other administrative guidance, etc. HR or fi-

nance and receive general guidance on, for example, holiday rules, collective agreement issues, help  with 

accounting and bookkeeping, and other administrative guidance, etc. It is therefore expected that the use 

of Copilot 365 will result in government employees spending less time searching for basic information 

about the organisation's rules and procedures , including on the intranet.  
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Copilot 365 is also intended to be used for an IT support chat for support staff, where no personal data is 

processed and where the response from the support chat is reviewed by a human supervisor before being 

sent as a response to the support staff member . 

 

In this use case , the use of Copilot  365 is not intended to process personal data about citizens as part of 

citizen -oriented case processing, nor is the support solution aimed at citizens.  

 

The use of Copilot  365 is also not intended to process personal data about employees as part of personnel 

matters. However , it is intended that employees should be able to use the solution to find information 

about their rights, e.g. in relation to maternity leave, holiday entitlement, etc., as well as in connection 

with salary negotiations, etc.  

  

In other words, this use case distinguishes between the following three cases:  

 

a. Copilot  365 is used by government employees (internal users) as a chat support function to pro-

vide users with answers to general questions (i.e. without personal data) and to formulate 

answers that are for internal use only.  

b. Copilot  365 is used by government employees (internal users) as a chat support function to pro-

vide answers where the user has entered information about their own specific situation (i.e. with 

personal data) in the prompt function and formulates answers that are for th e user's use only.  

c. Copilot  365 is used as an IT chat support function where external users (support staff who, for 

example, are interested in knowing the operational status of one of the systems operated by the 

Danish Agency for Governmental Management) can get quick answers about gener al and publicly 

available information (i.e. without personal data) ð but with human review carried out internally 

at the Danish Agency for Governmental Management before the response is given.  

 

The data subjects are employees and former employees of the Data Controllers who use the support chat 

for their own purposes.  

 

The personal data processed will include non -sensitive personal data pursuant to Article 6 of the Data 

Protection Regulation, including in the form of employees' questions (prompts) and Copilot 365's respon-

ses/guidance regarding employees' rights, including the right to holiday and maternity leave, etc.  

 

As a general rule , sensitive personal data, information about criminal offences or CPR information will 

not be processed, as Copilot 365 is not used in connection with citizen -related case processing or decision -

making or in connection with personnel matters.  

 

However , it cannot be ruled out that sensitive information will be processed in the form of, for example, 

health information or information about trade union membership, where an employee using the chat 
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support function in the prompt enters information about their own circumstances. This could be the case, 

for example, where an employee wishes to prepare for a meeting with the organisation's HR department 

and, in order to prepare for the meeting, asks the  chat support function about the person's legal position 

because they have a specific type of chronic illness. In this case, the chat support function will be able to 

process sensitive personal data about the user in order to provide an appropriate respons e. 

 

4.4 More about use case 3: Use of Copilot 365 to assist with citizen -oriented case proces-

sing (external use)  

In this use case , Copilot  365 is to be used to support the agency in preparing drafts of various legal ma-

terials that can be used by case workers or lawyers employed by the agency. The materials will primarily 

include tender materials, various legal notes within tenders, HR/agreements , including personnel admi-

nistration, data protection, interpretation of contracts, administrative and public law, etc.  

 

Copilot  365 will be used in a variety of contexts for case processing and decision -making, and will also be 

used in the processing of personnel cases. Copilot  365 will thus also assist in preparing citizen - and busi-

ness-oriented material, e.g. letters, draft decisions on access to documents, etc., based on existing case 

material in the agency. Copilot 365 will also be able to be used as part of personnel administration, i.e. 

for preparing notes and documents concerning employees, e.g. in connection with job  interviews, perfor-

mance reviews, etc. in personnel matters.  

 

The purpose of using Copilot  365 is to facilitate case processing and to enable case workers and lawyers 

to obtain knowledge based on existing material that can be included in products for further processing by 

the agency.   

 

The basis for Copilot  365 will, as a starting point, be existing material produced by the agency. In parti-

cular, legal material will be used for this purpose, e.g. legal texts, reports and texts on legal practice and, 

where applicable, customary practice in the area. Supplementary data from previous cases will also be 

included, e.g. previous tender material, decisions on access to documents, citizen enquiries, memos, agre-

ements, etc. It should be noted that, for example, in cases where the authority has to respond to enquiries 

from citizens, all kinds of information may be received from the citizen, and it cannot therefore be ruled 

out that the citizen may disclose one or more of the sensitive types of personal data (e.g. about health or 

political orientation) as well as their CPR number.  

 

Data from other sources, including the Danish Parliament's website, local websites or similar, may also 

be included.  

 

Specifically, in relation to the use of Copilot  365 in the Microsoft Word product, the above would involve 

the use of Copilot  365 in the following two cases:  
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a. Copilot  365 is used as an aid in the preparation of products where the case worker or lawyer uses 

case material selected specifically by the case worker or lawyer as a data basis.  

b. Copilot  365 is used as an aid in the preparation of products where Copilot  365 is given access to 

entire systems as a data basis, and Copilot  365 thus autonomously selects relevant references.  

 

Information about the following categories of data subjects is processed:  

 

¶ Employees, including case workers and lawyers (current and former employees of the authority).  

¶ Citizens whose information is included in the case material and/or to whom the material is 

addressed, e.g. addressees of decisions.  

¶ Citizens whose information is included in previous cases and/or to whom material has previously 

been addressed (e.g. older decisions) and which Copilot 365 uses for grounding . 

¶ Any secondary persons, including advisors, relatives, etc.  

 

The processing activities in this use case include the processing of non -sensitive personal data within the 

broad meaning of Article 6 of the Data Protection Regulation .  

 

As Copilot 365 is used for citizen -oriented case processing in a broad sense, including decision -making 

and personnel administration, sensitive personal data, etc. will also be processed as follows:  

 

Ἠ CPR number or other identification number (confidential personal data)  

ἦ Race or ethnic origin (sensitive personal data)  

Ἠ Political, religious or philosophical beliefs (sensitive personal data)  

Ἠ Trade union membership (sensitive personal data)  

Ἠ Health information, including genetic data (sensitive personal data)  

ἦ Biometric data for the purpose of unique identification (sensitive personal data)  

ἦ Sexual relations or sexual orientation (sensitive personal data)  

Ἠ Criminal offences.  

 

 

5. COPILOT  365'S FUNCTION AND RELATIONSHIP TO MICROSOFT 365   

5.1 General information about Microsoft 365 and Copilot 365  

Microsoft 365 is described in "Impact assessment regarding data protection ð Use of selected applications 

and cloud services in Microsoft 365 and related support services" (hereinafter "M365 impact assessment"), 

section 4.1.  
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Copilot 365 is a service in Microsoft 365. It is characterised by the fact that it can be used in combination 

with the other tools in Microsoft 365 covered by the M365 impact assessment .  

 

Copilot 365's relationship to the M365 impact analysis can be illustrated as follows:  

 

 

 

 

 

 

 

 

 

 

 

 

Copilot 365, the features supported therein and the terms and conditions applicable to its use are descri-

bed in more detail below.  

 

5.2 More about Copilot 365  

According to Microsoft, Microsoft 365 Copilot is an AI -powered productivity tool 17 . 

 

It provides real -time intelligence that, according to Microsoft , enables users to perform tasks more effici-

ently, improve their productivity and skills, and enhance their overall work experience. The goal is to 

provide users with content relevant to their tasks, such as drafting, summarising and answering questi-

ons, all in the context of their work within their Microsoft 365 app.  

 

Microsoft 365 Copilot :  

  

¶ Uses and coordinates large language models (LLMs). LLMs are a type of artificial intelligence 

(AI) algorithm that uses deep learning techniques and data sets to understand, summarise, pre-

dict, and generate content.  

 

 
17 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -overview  (published on 16 September 2024 ð last ac-

cessed on 26 October 2024). 

Microsoft 365  

Microsoft 365 tools in the M365 impact analysis  

Copilot 365  

Microsoft infrastructure  

(Azure) 

 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-overview
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These LLMs include pre -trained models in the Microsoft Azure OpenAI Service 18 , such as Gene-

rative Pre -Trained Transformers (GPT) (such as GPT -4), which are designed to excel at these 

tasks.  

 

¶ Uses content in Microsoft Graph, such as emails, chats, and documents that users are authorised 

to access. 

 

¶ Combines with Microsoft 365 productivity apps , such as Word, Excel, PowerPoint, Outlook, Te-

ams, and others.  

 

Microsoft 365 Copilot works as illustrated here:  

 

 

 

Microsoft explains th 19 's processing as follows:  

 

1. Copilot  365 receives an input prompt from a user in a Microsoft 365 app, such as Word or Power-

Point.  

 
18 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -overview (published on 16 September 2024 ð last ac-

cessed on 26 October 2024). 

19 Ibid.  
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2. Copilot  365 pre-processes the input prompt using grounding 20 . 

 

Grounding improves the accuracy of your prompt and helps you get answers that are relevant 

and actionable for your specific task. The prompt may include text from input files or other con-

tent that Copilot  365 has access to. 

 

Copilot  365 respects underlying security and compliance settings and can be configured not to 

access or use certain data , just as Copilot  365 only has access to data that an individual user is 

authorised to access, based on, for example, existing Microsoft 365 role -based access controls. 

Copilot  365 does not access data that the user is not authorised to access.  

 

3. Copilot  365 sends the grounded prompt to the LLM. The LLM uses the prompt to generate a 

response that is contextually relevant to the user's task . 

 

4. Copilot  365 takes this response from the LLM and post -processes it. 

 

5. This post -processing includes multiple grounding calls to Microsoft Graph, responsible AI checks, 

security, compliance, and privacy reviews, and command generation . 

 

Copilot  365 returns the response to the app, where the user can review and evaluate the response.  

 

The user's prompt and Copilot 365's response to the prompt are the content of the interactions . The re-

cording of these interactions is in the user's Copilot 365 interaction history. This allows users to review 

and reuse their previous prompts.  

 

The various parts of the process are described in more detail below.  

 

5.3 Grounding  

21Microsoft defines "grounding" as follows :  

 

"A preprocessing technique where Copilot retrieves additional data that's contextual to the 

user's prompt, and then sends that data along with the user's prompt to Azure OpenAI in 

order to generate a more relevant and actionable response."  

 
20 See further below in section5.3 . 

21 https://learn.microsoft.com/en -us/fabric/get -started/copilot -privacy -security  (published 16 July 202 ð last accessed 26 October 

2024).  

https://learn.microsoft.com/en-us/fabric/get-started/copilot-privacy-security
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In Microsoft's tech community, a simple model of grounding is illustrated 22 . 

 

 

 

The model begins with an input prompt ( trigger ), such as a user query or instruction. This input prompt 

is sent to a retrieval function that fetches relevant content based on the input prompt . The retrieved 

content is then merged back into the context window of the LLM (Large Language Model), along with the 

input prompt and retrieved content that can provide additional context or information to help the LLM 

understand and respond correctly to the input prompt . 

 

Finally, the LLM generates an output based on the combined input and retrieved content.  

 

Grounding is thus a query in which the input prompt is enriched by retrieving "additional data" before it 

is sent to the LLM.  

 

The architecture called "grounding" in Copilot 365 , which optimises the performance of LLMs by connec-

ting them to external knowledge bases , is also called " RAG (retrieval augmented generation) ".   

 

Microsoft explains itself 23 that grounding is achieved using a semantic index generated from the content 

of Microsoft Graph. The semantic index is created at tenant level and includes the most common file 

 
22 https://techcommunity.microsoft.com/t5/fasttrack -for -azure/grounding -llms/ba -p/3843857 (published 9 June  2023 ð last accessed 

on 26 October 2024).  

23 https://learn.microsoft.com/en -us/microsoftsearch/semantic -index -for -copilot  (last accessed on 12 November 2024). 

https://techcommunity.microsoft.com/t5/fasttrack-for-azure/grounding-llms/ba-p/3843857
https://learn.microsoft.com/en-us/microsoftsearch/semantic-index-for-copilot
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types, such as 'user mailbox', Word documents, PowerPoints, PDF files and websites. The semantic index 

is updated as changes, new files , etc. occur.24       

 

Semantic index helps with graph -grounded data based on an understanding of the purpose of the input 

prompt (" understanding the intent of your query ") by adding additional information to the input prompt.  

 

Semantic indexing makes it possible to find relevant content based on keywords, personal preferences 

and social connections. This is achieved by using vectors . A vector is a numerical representation of a word, 

image pixel, or other data point. The vector is arranged or mapped so that similar numbers are placed 

close to each other to represent similarity. Vectors are stored so that semantically similar data points are 

grouped together in vector space, enabling Microsoft 365 Copilot to handle a broader set of  search queries 

beyond "exact match" . 

 

This is illustrated in the following way by showing text examples (instead of numbers used by vectorised 

indexes) of similarities between data points:  

 

 
24 https://learn.microsoft.com/en -us/microsoftsearch/semantic -index -for -copilot  (published 28 August 2024 (last accessed 11 Novem-

ber 2024). 

https://learn.microsoft.com/en-us/microsoftsearch/semantic-index-for-copilot
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The illustration shows how semantically related words are grouped based on meanings and relationships 

between concepts rather than keyword matches . 

 

Semantic indexing enables searching for similarities and retrieving data based on their vector distance 

or similarity. This means that, in addition to using traditional lexical methods for queries based on exact 

matches or predefined criteria, a semantic index can find the most similar or relevant data based on 

semantic or contextual meaning.  

 

At a workshop on 11 November 2024, Microsoft stated that Copilot 365 cannot take metadata about do-

cuments and files into account in the grounding process. It is therefore unclear how Copilot 365 selects 

between conflicting information and multiple copies o f the same document with minor variations,  for 

example.   
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5.4 Microsoft Graph  

According to Microsoft 25 , Microsoft Graph is a gateway to data in Microsoft 365.  

 

In connection with Microsoft 365 Copilot , Microsoft Graph thus plays a central role in providing the 

necessary data and context that Copilot  365 uses. For example:  

 

¶ Access to documents and communication: Copilot  365 uses Microsoft Graph to retrieve relevant 

emails, chats and documents that Copilot  365 and the user are authorised to access, enabling 

Copilot  365 to provide context -specific responses and recommendations.  

¶ Integration with productivity apps: By working with Microsoft Graph, Copilot  365 can integrate 

and interact with apps such as Word, Excel, PowerPoint, and Teams to help users perform tasks 

more efficiently.  

 

5.5 Specific information about Copilot 365's access to data  

As stated above, Copilot  365 respects the user identity -based access limits and policies that apply in 

Microsoft Graph and thus also in Microsoft 365.  

 

This means that Copilot  365 only accesses content that the current user is authorised to access in relation 

to that specific user. 26  

 

In addition, Copilot  365 respects any data labels and the policies that apply to them. 27 Data labels and 

associated policies are created through the product 'Microsoft Purview' (hereinafter 'Purview'). Microsoft 

describes Purview as a comprehensive set of solutions that can be used to control, protect and manage 

data in an organisation. 28 Purview supports the ability to classify data and assign predefined or customi-

sed data labels to data, such as "Public", "Internal", "Confidential" or "Personal Data". These labels can 

be configured to enforce specific protection and access policies. The labels can be attached to content 

manually or automatically when certain types of content are identified in a document. However, it is 

unclear whether Copilot 365 and data labels in Purview can be combined in such a way that it is possible 

 
25 https://learn.microsoft.com/en -us/graph/overview#whats -in -microsoft -graph  (published 16 March 2023 , last accessed 26 October 

2024). 

26 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (published 18 October 2024 , last accessed 26 

October 2024). 

27 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy (published 18 October 2024 , last accessed 26 

October 2024) and  https://learn.microsoft.com/en -us/purview/sensitivity -labels (published on 21 October 2024 , last accessed on 26 

October 2024) and  https://learn.microsoft.com/en -us/purview/ai -microsoft -purview  (published on 21 October 2024 , last accessed on 

26 October 2024). 

28 https://learn.microsoft.com/en -us/purview/ai -microsoft -purview  (published on 21 October 2024 , last accessed on 26 October 2024). 

https://learn.microsoft.com/en-us/graph/overview#whats-in-microsoft-graph
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https://learn.microsoft.com/en-us/purview/sensitivity-labels
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview
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to differentiate Copilot 365's access to data according to function or case processing area, e.g. so that when 

Copilot 365 is used to generate a draft contract (use case 1), it does not access data on a case that forms 

the basis for administrative law decisions on the circumstances of individuals, or so that Copilot 365 does 

not access data on a case type (use case 3) when it is used for another case type.   

 

In addition to the above, it is possible to restrict Copilot  365's access to content in SharePoint through 

the "Disable Restricted SharePoint Search29 " function.  It is not clear whether this functionality can be 

used to differentiate Copilot 365's access to SharePoint based on the function or case handling area for 

which a specific user is using Copilot 365 in a specific situation.    

 

5.6 Copilot 365's function in Microsoft 365  

The applications in Microsoft 365 work with Copilot 365 by assisting users with the content of their work. 

Copilot 365 is thus integrated into the various applications and services in Microsoft 365.  

 

Microsoft 30 explains part of this functionality in the following schematic way:  

 

Microsoft 365 App  Feature  

Word Draft ñGenerate text with and without formatting in new or existing docu-

ments. Word files can also be used for grounding data.  

 

ChatñCreate content, summarise, ask questions about your document, and 

do light commanding.  

 

PowerPoint  Draft ñCreate a new presentation from a prompt or Word file using enterprise 

templates. PowerPoint files can also be used for grounding data.  

 

Chat ñSummary and Q&A  

 

Light commanding ñAdd slides, pictures, or make deck -wide formatting 

changes. 

 

Excel Draft ñGet suggestions for formulas, chart types, and insights about data in 

your spreadsheet.  

 

 
29 https://setup.cloud.microsoft/copilot -for -microsoft -365/setup-guide and https://learn.microsoft.com/en -us/SharePoint/restricted -

sharepoint -search (last accessed on 12 November 2024). 

30 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -overview#copilot -features -in -microsoft -365-apps 

(last accessed on 12 November 2024). 

https://setup.cloud.microsoft/copilot-for-microsoft-365/setup-guide
https://learn.microsoft.com/en-us/SharePoint/restricted-sharepoint-search
https://learn.microsoft.com/en-us/SharePoint/restricted-sharepoint-search
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-overview#copilot-features-in-microsoft-365-apps
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Outlook  Coaching tips ñGet coaching tips and suggestions on clarity, sentiment, 

tone, and an overall message assessment and suggestions for improvement.  

 

SummariseñSummarise an email thread to quickly understand the discus-

sion.  

 

Draft ñPull from other emails or content across Microsoft 365 that the user 

already has access to. 

 

Teams ChatñCopilot can summarise up to 30 days of chat content before the last 

message in a chat. Copilot uses only the single chat thread as source content 

for responses. It cannot reference other chats or data types, such as meeting 

transcripts, emails, and fi les. Users can select prewritten prompts or write 

their own questions. Responses include clickable citations that direct users to 

the relevant source content that was used. Conversations with Copilot take 

place in a side panel and allow users to copy and p aste. Copilot conversations 

close when the side panel closes.  

 

MeetingsñUsers can invoke Copilot in meetings or calls within the same ten-

ant. Copilot uses the transcript in real -time to answer questions from the user. 

It only uses the transcript and knows the name of the user typing the question. 

Users can type any qu estion or use predetermined prompts. Copilot answers 

questions only related to the meeting conversation from the transcript. The 

user can copy/paste an answer and access Copilot after the meeting ends.  

 

Copilot ñUsers access data across their Microsoft 365 Graph and use LLM 

functionality. Copilot can be accessed in Teams and when signed in to Bing 

with an Active Directory account.  

 

CallsñAutomates important administrative tasks of a call, like capturing key 

points, task owners, and next steps. It supports voice over Internet Protocol 

(VoIP) and public switched telephone network (PSTN) calls.  

 

Whiteboard ñUse natural language to generate ideas, organise ideas into 

themes, create designs based on ideas, and summarise whiteboard content.  
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5.7 Copilot  365's response/output  

Before Copilot  365 returns a response to the user's prompt, Copilot  365 performs "responsible AI checks, 

security, compliance, and privacy reviews, as well as command generation." 31 

 

This is done, among other things, through a content filtering system that works with the base models in 

Microsoft Azure OpenAI Services. 32 The content filtering system checks input and output within the ca-

tegories of hate, sexual content , violence, and self -harm . The content filtering systems in Azure OpenAI 

Services have been tested in a number of languages, but not Danish, which, according to Microsoft, may 

affect the quality of the system. The content filtering system is set up to categorise output as " safe", "low", 

"medium " or "high ". If the output falls under one of the categories screened by the content filtering system, 

the user will receive a warning, or the output will  not be generated or modified. Individual customers can 

configure the content filtering system and customise the associated security policies.   

 

Copilot 365 also has built -in "Metaprompting" to ensure that Copilot  365 "behaves" responsibly and in 

accordance with user expectations .33 Microsoft itself gives as an example that there is a built -in me-

taprompt that includes a line such as "communicate in the user's preferred language."  It is not clear which 

specific metaprompts are built into Copilot 365, but metaprompts can generally be used to avoid specific 

topics and follow certain guidelines, including guidelines  on not sharing personal or confidential informa-

tion about individuals or organisations , as well as observing ethical guidelines such as inclusion and 

respect. 

 

As far as the answers provided by Copilot  365 are concerned, they are not guaranteed to be 100% factually 

correct 34 . According to Microsoft, it is a known risk with LLMs (including Copilot  365) that they can 

generate unfounded content ð content that appears correct but is not present in the source material .35 

Copilot 365 can also make erroneous conclusions when Copilot 365 appears to have access to correct 

 
31 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (published on 18 October 2024 , last accessed 

on 26 October 2024). 

32 See https://learn.microsoft.com/en -us/azure/ai -services/openai/concepts/content -filter?tabs=definitions%2Cuser -prompt%2Cpy-

thon#harm -categories (last accessed on 8 October 2024). 

33  https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -transparency -note (published on 16 September 

2024, last accessed on 26 October 2024). 

34 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (published on 18 October 2024 ð last acces-

sed on 26 October 2024). 

35 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -transparency -note (published on 16 September 2024 

ð last accessed on 26 October 2024). 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https://learn.microsoft.com/en-us/azure/ai-services/openai/concepts/content-filter?tabs=definitions%2Cuser-prompt%2Cpython#harm-categories
https://learn.microsoft.com/en-us/azure/ai-services/openai/concepts/content-filter?tabs=definitions%2Cuser-prompt%2Cpython#harm-categories
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-transparency-note
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-transparency-note


1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page44 / 224 

 

 

information. 36 To mitigate the potential impact of errors, output references the sources used, and Copilot  

365 alerts the user that there may be errors in the content 37 . It is not clear how Copilot 365 selects which 

sources to refer to, and whether these are all sources used in some way, or only those sources that Copilot  

365 finds most relevant, including how this is determined.  

 

5.8 Software as a Service and distribution of responsibility  

Copilot 365 is delivered as Software as a Service, i.e. a ready -made software solution that users can access 

and use, while Microsoft handles the more operational aspects of both the software solution/application 

and the underlying infrastructure . The distribution of responsibility between the customer (the Data 

Controllers) and Microsoft in the use and implementation of AI solutions is illustrated as follows 38 (where 

Copilot 365 is covered by the right -hand column labelled "SaaS"):  

 

 
36 The Norwegian Data Protection Authority's report, "Copilot med personvernbriller på" (Copilot with privacy glasses on), Novem-

ber 2024, p. 22. 

37 Ibid . 

38 https://learn.microsoft.com/en -us/azure/security/fundamentals/shared -responsibility -ai (published 29 September 2024 ð last ac-

cessed 12 November 2024). 

https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility-ai


1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page45 / 224 

 

 

 

 

5.9 Responsible AI Standard  

Microsoft has developed a "Responsible AI Standard" consisting of a set of guidelines and principles that 

Microsoft applies with the aim of ensuring that AI is developed and used in an ethical and responsible 

manner. 39  

 

The standard is based on six fundamental principles:  

 

1. Fairness: Ensure that AI systems treat all users equally and avoid bias and discrimination.  

 

2. Reliability and safety: Develop AI technologies that are robust, reliable and function safely in all 

conditions.  

 

 
39 The Responsible AI Standard is described in Microsoft's Responsible AI Transparency Report , May  2024.  
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3. Privacy and data security: Protect personal information and ensure that data is handled in accor-

dance with applicable laws and user expectations.  

 

4. Inclusion: Make AI accessible and usable for people with different abilities and backgrounds.  

 

5. Transparency: Ensure that the functioning and decisions of AI systems are understandable and 

can be explained to users.  

 

6. Accountability: Take responsibility for the results of AI systems and have mechanisms in place 

to deal with unintended consequences.  

 

The standard also contains practical guidelines for implementing these principles, including risk asses-

sments, documentation and ongoing monitoring of AI systems.  

 

Microsoft uses several methods to "measure" or monitor AI systems in order to identify risks and the 

impact of mitigating measures 40 , including through "threat modelling, responsible AI impact asses-

sments, customer feedback, incident response and learning programmes, external research, and AI red 

teaming 41 ". "AI red teaming" is a security and risk management method used to test and evaluate AI 

models by simulating realistic attacks and challenges against the system.  

 

As far as the mitigating measures built into Copilot 365 are concerned, they have been dealt with in the 

main above.  

 

In addition, Copilot 365 has a built -in "Prompt Shield" to protect against " user prompt attacks ", also 

known as " Jailbreak ". Jailbreaks are designed to "provoke" the model into deviating from the security 

settings, e.g. content filtering systems and meta prompts, that the model contains.  

 

5.10 Built -in control options  

When using Copilot 365, the content of the interactions is stored. This means that input, output and 

information about data used in the grounding process are stored. The same applies to the user's interac-

tions with Copilot 365 in an audit log. See sections 7.4 and7.6 for more information.  

 

 
40 Microsoft's Responsible AI Transparency Report, May 2024 , p. 7.  

41 Microsoft's Responsible AI Transparency Report, May 2024 , p. 9.  
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Microsoft customers have various options for controlling users' use of Copilot 365 based on the informa-

tion that is stored .42  

 

Data controllers (administrators) can perform analysis of audit logs . This can be done, for example , to 

determine which applications Copilot 365 is used in and to check which data and documents have been 

accessed using Copilot 365.   

 

It is also possible to perform analysis and control in input (prompts) and output (responses), e.g. to ensure 

that Copilot 365 is not used in violation of the guidelines for use. Such checks are performed using an 

eDiscovery tool in Microsoft Purview. The eDiscovery tool can be used, for example, to search for specific 

activities, activities performed by specific users, and activities within a date range.  

 

5.11 Example of use of Copilot 365 (use case 3)  

Below is a fictional example of how Copilot 365 might work in relation to use case 3, based on the infor-

mation made available by Microsoft and discussed above.  

 

The example is based on the process illustrated by Microsoft:  

 
42 https://learn.microsoft.com/en -us/training/modules/purview -ai-data -compliance/audit -copilot  (last accessed on 31 October 2024), 

https://learn.microsoft.com/da -dk/copilot/microsoft -365/microsoft -365-copilot -setup (published on 2 October 2024) and  

https://learn.microsoft.com/en -us/purview/ediscovery -search-and-delete-copilot -data  (published 1 April 2024 ð last accessed 31 Oc-

tober 2024) . 

https://learn.microsoft.com/en-us/training/modules/purview-ai-data-compliance/audit-copilot
https://learn.microsoft.com/da-dk/copilot/microsoft-365/microsoft-365-copilot-setup
https://learn.microsoft.com/en-us/purview/ediscovery-search-and-delete-copilot-data
https://learn.microsoft.com/en-us/purview/ediscovery-search-and-delete-copilot-data
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Case: Decision support in the form of a draft decision in a case concerning access to documents . 

 

Data basis: Copilot 365 has access to the relevant case, the relevant legal basis and decisions in similar 

cases.  

 

The process could then be as follows, for example:  

 

1a: The user creates a prompt for Copilot 365:  

 

E.g.: "Write a draft decision on a request for access to documents".  

 

2a. Copilot  365 bases its response on data in the Microsoft 365 environment and searches for additional 

information in available data to better understand the context . Copilot  365 recognises that the prompt is 

too general , after which Copilot 365 helps the user make it more precise :   

 

For example:  

"To give you the most relevant draft, can you provide more details about the case?  

E.g.: 

Who is requesting access to the documents? 

What specifically is being requested? 



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page49 / 224 

 

 

What legal basis should be taken into account? 

Are there specific aspects you would like to see highlighted in the decision?"  

 

1b: The user improves the prompt.  

 

For example: " Journalist Anna Kristensen from Dagbladet has requested access to all documents 

and reports concerning identified errors and security breaches in our new IT system 'DataFlow'. 

She specifically wants to see error reports, internal communications about the p roblems and plans 

for remediation. I need you to identify all this material for me in a list, where you assess for each 

document whether the journalist has the right of access and justify your assessment based on the 

Public Information Act. P ay particular attention to the exceptions regarding internal working do-

cuments and security considerations . Check the decisions in similar cases concerning access to our 

IT systems. On that basis , prepare a draft decision, including the relevant sections of the law and 

justifying the decision. Ensure clear and professional communication.  

 

2b. Copilot 365 bases its work on data in the Microsoft 365 environment and searches for additional 

information in available data to better understand the context. Based on the detailed prompt, Copilot 365 

retrieves relevant documents, legal basis and comparable cases to which the user has access.  

 

3. Copilot 365 sends the detailed and contextual prompt to the LLM, which generates a draft response. 

 

4. Copilot  365 receives the LLM's response and processes it with additional grounding calls to ensure that 

the information in the draft is accurate , responsible AI checks and compliance have been completed, i.e. 

there is no harmful content in the response, and relevant compliance policies in Purview have been follo-

wed.   

 

5. Copilot 365 returns the response from the LLM based on the user's prompt and the material that 

Copilot 365 has grounded.    

 

5.12 Specifics regarding the implementation  process  

The Data Controllers will ensure responsible and gradual implementation of Copilot 365 by launching a 

pilot project over a period of two months. In the pilot project, Copilot 365 will be used to a limited extent 

on the three selected use cases. The tool will be made available to a project group of selected employees, 

who will have the opportunity to test the features and share their experiences. The project will be evalu-

ated afterwards. The main points of a generic implementation plan are briefly presented below.  
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Phases of the implementation plan  

 

1. Success criteria and goals  

Before the project starts, specific goals and success criteria will be defined. These goals will create 

a clear basis for evaluating the success of the pilot project and ensure that the implementation 

meets the organisation's expectations.  

 

2. Initial testing  

Prior to the start of the project, the data controllers will ensure that Copilot 365 is tested in the 

selected use cases. The test will ensure that Copilot 365 works as expected, that defined data 

protection measures are in place, that security requirements are met , and that the error rate in 

the output is acceptable.  

 

3. Training and education plan ð pilot users  

The selected pilot users will receive targeted training in the use of Copilot 365 . 

 

4. Feedback and ongoing evaluation  

During the pilot project, a feedback mechanism will be established where the user group can 

regularly provide feedback via , for example , surveys, workshops and meetings. This feedback will 

be used to continuously adapt the use of Copilot  365 and to quickly resolve any challenges.  

 

5. Risk assessment and data security  

Throughout the pilot project, regular risk assessments and tests will be carried out as described 

in point 2 .  

 

6. Transition to full implementation  

The experiences from the pilot project are carefully evaluated and used to adjust the plans for the 

full implementation of Copilot 365 in the organisation. This may include adapting usage scena-

rios, adjusting guidelines and measures , and training materials . Prior to full implementation, the 

Data Controllers will ensure that Copilot 365 is tested in all usage scenarios in accordance with 

point 2.  

 

7. Training and education plan ð all users  

All users will receive targeted training in the use of Copilot 365 . 

 

8. Hypercare and intensive monitoring during start -up  

The Data Controllers will ensure increased support and assistance (hypercare) and perform in-

tensive monitoring during the start -up period to support the correct use of Copilot 365.   
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6. MICROSOFT'S PROCESSING OF PERSONAL DATA, DATA PROCESSING AGREE-

MENT AND TERMS AND CONDITIONS  

6.1 General  

Copilot 365 is classified in Microsoft's Product Terms 43 as an "Office 365 Service ", "Online Service ", "Core 

Online Service " and an "EU Data Boundary Service ", see also the M365 impact analysis section, 4.1. In 

addition, Copilot 365 is a "Microsoft Generative AI Service".  

 

Furthermore , the Copilot 365 documentation states that " Microsoft 365 Copilot is built on top of Mi-

crosoft's current commitments to data security and privacy in the enterprise. There's no change to these 

commitments" and "This data [content of interactions red.] is processed and stored in alignment with 

contractual  

commitments with your organisation's other content in Microsoft 365 44 ." 

 

The classification of Copilot 365 as a "Core Online Service" , an "Online Service" and an "EU Data 

Boundary Service" in the Product Terms means, in general, that the same terms apply to Copilot 365 as 

to the Microsoft 365 tools covered by the M365 impact analysis. This means that the provisions of the 

M365 impact analysis regarding the data processing agreement, section 5.2, and Microsoft's business 

operations white paper , section 5.3, also apply to Copilot 365.   

 

"Input" to Copilot 365 and "Output Content" from it is "Customer Data" according to the data categories 

used by Microsoft in the data processing agreement 45 . See section 5.1 of the M365 impact assessment for 

more information.  

 

Microsoft processes Customer Data in accordance with Microsoft Ireland's data processing agreement , 

which is described in the M365 impact assessment , section 5.2.  

 

Microsoft does not process Customer Data in Copilot 365 in any way other than Customer Data in the 

other Office 365 Services . See also section6.3 below.  

 

 
43 Microsoft Product Terms,  1 October 2024, Programme: EA/EAS/SCE . 

44 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (published on 18 October ð last accessed on 

28 October 2024). 

45 Product Terms, Programme: EA/EAS/SCE, published 1 October 2024, p. 13 on "Output Content" and pp . 180-181, definition of 

"Input" and " Output Content ". 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
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6.2 Microsoft's processing of personal data when using Copilot 365  

6.2.1 Personal data in input data  

Microsoft uses the terms "Input" and "Output Content" to refer to data that is "provided" to Copilot 365 

and generated by Copilot 365. Input is defined as follows in the Product Terms:  

 

"Input means all Customer Data that Customer provides, designates, selects, or inputs for use by 

a generative artificial intelligence technology to generate or Customise an output".  

 

The data that is "provided" to Copilot 365 in connection with its use will depend on the specific action 

taken by the user and the prompt entered by the user.  

 

In the above example, section " 5.11 ", the prompt contains the name of the journalist who requested access 

to the documents, so that the draft from Copilot 365 is addressed to her.   

 

The prompt may potentially contain all types of personal data, including sensitive information. This 

would be the case, for example, if Copilot  365 is used as a decision support tool in a case (use case 3) 

where sensitive information is processed and where the user considers it necessary to use this information 

in the prompt in order to identify similar cases or ensure that it is given the necessary w eight in the draft.   

 

6.2.2 Personal data in connection with grounding  

In the grounding process, Copilot 365 accesses the data, including personal data, to which the user and 

Copilot 365 have access in the Data Controllers' respective Microsoft 365 environments through Microsoft 

Graph, see section5.4 .    

 

The user's prompt will determine which specific information is accessed in response to a query, as Copilot 

365 grounds using a semantic index , as described in section5.3 .  

 

6.2.3 Personal data in output  

Output Content is defined as follows in the Product Terms 46 :  

 

"Output Content means any data, text, sound, video, image, code, or other content generated by a 

Microsoft Generative AI Service in response to Input".  

 

 
46 Microsoft Product Terms, 1 October 2024, Programme: EA/EAS/SCE . 
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Output may contain personal data to the extent that Copilot 365's detailed and contextual prompt to the 

LLM contains such data. As described above , this will depend on the user's prompt and the data that 

Copilot 365 grounds on in the respective Microsoft 365 environment in which it is used.  

 

It cannot be ruled out that Copilot 365 may infer new information about a person based on the information 

in the detailed and contextual prompt on which the LLM bases its response.  

 

The following fictional example can be given:  

 

An employee writes to Copilot 365 for help in preparing a presentation for an upcoming team meeting. In 

their prompt, the employee includes the following details:  

 

"Hi Copilot, I need to prepare a presentation for our team meeting next week. I would like to 

include an overview of our 'Alpha' project, which is led by Maria Larsen. The project started in 

March last year and has been very successful in increasing our sa les figures. Can you help me 

gather this information and present it in an engaging way?"  

Based on this prompt, Copilot 365 could, for example, deduce and potentially include the following new 

personal information in the output:  

 

¶ That Maria Larsen is the project manager for the 'Alpha' project.  

¶ Her responsibility in leading a successful project that has increased sales figures.  

¶ That the project has had a positive impact on sales figures, which can be indirectly related to 

Maria's performance.  

 

6.2.4 Personal data in the models in Copilot 365  

Copilot 365 uses pre -trained and ready -made language models from Microsoft Azure OpenAI Service. 

Attached as Appendix B is a memo dated 2 April 2025 concerning the anonymity of AI models and the 

data protection obligations of government data controllers when using Microsoft Copilot 365. The memo 

contains an assessment of whether the AI models used in Microsoft 365 contain  personal data.  

 

6.2.5 Personal data about Copilot 365 users  

As stated in section 6.1 , the provisions of the M365 impact assessment on the data processing agreement, 

section 5.2, and Microsoft's business operations white paper, section 5.3, also apply to Copilot 365. The 

Copilot 365 documentation does not contain any information indicating that Microsoft would register or 

process more or different information about users of Copilot 365 than about users of other "Products" 
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and/or "Online Services" in Microsoft 365, as stated in section2.4.1 on the scope of the impact assessment , 

it is assumed that the Data Controllers do not use the feedback function.  

 

6.3 Microsoft's use of personal data for its own purposes, including for training  

See above, section6.2.5 . The Copilot  365 documentation does not contain any information indicating that 

Microsoft would use information about Copilot 365 users in any other way than it does for users of other 

"Products" and/or "Online Services" in Microsoft 365 . Therefore, please refer to sections 5.2 and 5.3 of the 

M365 impact assessment.  

 

Furthermore, Microsoft does not use "Input" and "Output Content" to train AI models in Copilot 365. 

Microsoft's documentation of Copilot 365 states the following in this regard: 47  

 

"Our customers' data belongs to our customers. Microsoft does not claim ownership of any cus-

tomer prompts or output content created by Microsoft's generative AI solutions. In addition, no 

Customer Data (including prompts or output content) is used to train  foundation models with-

out customer permission."  

The above quote applies in general to Microsoft's generative AI solutions .  

 

Specifically for Copilot 365, the following applies 48 :  

 

òMicrosoft 365 Copilot uses pretrained LLM models hosted by Microsoft; it doesnõt use Customer 

Data to train these models. In addition, prompt and grounding data isnõt used to train AI mod-

els and is never shared with OpenAI or other third parties ó.  

 

And the following: 49  

 

òPrompts, responses, and data accessed through Microsoft Graph aren't used to train founda-

tion LLMs, including those used by Microsoft 365 Copilot ó. 

 
47 GDPR & Generative AI; A Guide for the Public Sector, April 2024 and  https://learn.microsoft.com/en -us/copilot/microsoft -365/mi-

crosoft-365-copilot -ai-security  (published on 24 October 2024 ð last accessed on 26 October 2024). 

48 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -ai-security  (published on 24 October 2024 ð last ac-

cessed on 28 October 2024). 

49 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (published on 18 October  2024 ð last acces-

sed on 28 October 2024). 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-ai-security
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-ai-security
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-ai-security
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
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And further on data generated about user interactions with and responses from Copilot 365 50 :  

 

òThis data is processed and stored in alignment with contractual commitments with your or-

ganisationõs other content in Microsoft 365. The data is encrypted while it's stored and isn't 

used to train foundation LLMs, including those used by Microsoft 365 Cop ilot.ó 

Finally , the Product Terms , programme EA/EAS/SCE , published on 1 October 2024, p. 13 , state that :  

 

òMicrosoft Generative AI Services do not use Input or Output Content to train, retrain, or im-

prove Azure OpenAI Service foundation modelsó.  

6.4 Transfers of personal data to third countries when using Copilot 365  

As stated in the M365 impact assessment, personal data may potentially be transferred from Microsoft 

365 to third countries . These cases are described and assessed collectively in a transfer impact assessment 

(TIA) in Appendix F to the M365 impact assessment . Reference is made to this , as according to Microsoft's 

documentation for EU Data Boundary 51 , there are no specific transfer scenarios that apply specifically 

to Copilot 365. However, with regard to the transfer scenario concerning "Network Transit" in Annex F, 

it should be noted that Microsoft states in the Copilot 365 documentation that calls to the LLM are routed 

to the nearest data centres and that EU traffic remains within the EU Data Boundary. 52  

 

7. ASSESSMENT OF LAWFULNESS  

7.1 Data responsibility for the processing of personal data  

7.1.1 The role of the data controllers  as independent data controllers  

Copilot 365 is a service in Microsoft 365 that can be used to support users in performing their tasks using 

applications in Microsoft 365. In this case, Copilot 365 is used in combination with these applications.  

 

Data responsibility for the use of selected applications (Word, Excel, Outlook, PowerPoint and Teams) in 

Microsoft 365 is assessed in section 6 of the M365 impact analysis. It has been assessed that the Data 

Controllers, each , are independently responsible for their respective processing of personal data when 

 
50 Microsoft documentation for Copilot 365,  https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  

(published on 18 October 2024 ð last accessed on 26 October 2024). 

51 https://learn.microsoft.com/en -us/privacy/eudb/eu -data -boundary -transfers -for -all -services (published on 2 January 2024 ð last 

accessed on 26 October 2024). 

52 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy#microsoft -365-copilot -and-the-eu-data -

boundary  (published 18 October 2024 ð last accessed 26 October 2024). 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https://learn.microsoft.com/en-us/privacy/eudb/eu-data-boundary-transfers-for-all-services
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy#microsoft-365-copilot-and-the-eu-data-boundary
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy#microsoft-365-copilot-and-the-eu-data-boundary
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using the selected applications and cloud services in Microsoft 365. The Data Controllers are public aut-

horities that use Microsoft 365 licences purchased by the state. This applies to the processing carried out 

by users at the Data Controllers from the moment they receive personal data from citizens and employees 

via one of the applications or cloud services used, or when users themselves enter collected information 

into these. It also applies when Microsoft Ireland, as a data processor, generates and processes personal 

data on behalf of each of the Data Controllers , e.g. System-Generated Logs . 

 

Furthermore, it has been assessed that there is no joint data responsibility between the Data Controllers 

and Microsoft . At the same time, it has been assessed that Statens It is a data processor for the Data 

Controllers in connection with access management.  

 

This assessment is based on the processing of personal data that takes place in the applications and cloud 

services in question , as well as the terms and conditions that apply to them.  Copilot 365 is provided by 

Microsoft Ireland to the Data Controllers , as is the case for the  other applications  and cloud services .  

 

Copilot 365 is provided by Microsoft Ireland to the Data Controllers, as is the case for the other applica-

tions and cloud services. The processing of personal data takes place when users use Copilot 365 to fulfil 

the Data Controllers' purposes, and it is t he Data Controllers who have decided which essential tools to 

use to process the personal data by choosing Copilot 365.  

 

The processing carried out by Microsoft Ireland through Copilot 365 is based on the user's prompt, where 

Microsoft Ireland is instructed to deliver an output based on the user's prompt and any additional data 

that the user's prompt is enriched with before Copilot 365 delivers the output. The user can then choose 

to use this output in their work. This applies to each of the three use cases, regardless of whether the 

output is a draft decision or email, guidance and insight into data about an employee or othe r information.  

 

Content of interactions is stored by Microsoft Ireland in the user's Copilot interaction history, which can 

be reviewed by the user and administrators at the Data Controllers. For example, it can be used by a user 

to review previous responses or to reuse p revious prompts. Administrators may need to see how users are 

using Copilot 365 and how Copilot 365 is responding. Microsoft does not use this Customer Data for its 

own purposes. The personal data is stored for the purposes of the Data Controllers. No pers onal data is 

stored in the LLM 53 where the output is generated.  

 

The processing of personal data contained in the Content of interactions is done for the purposes of the 

Data Controllers, and as mentioned, the prompt itself is the user's instruction to Microsoft Ireland to 

prepare a response (output) based on the prompt and any other relevant data retrieved from the organi-

sation itself.  

 
53 GDPR & Generative AI; A Guide for the Public Sector, April 2024, p . 17. 
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7.1.2 Microsoft Ireland's role as data processor for the Data Controllers  

Microsoft Ireland processes personal data on behalf of the Data Controllers for the Data Controllers' pur-

poses using a tool that the Data Controllers have decided to use. Microsoft Ireland is therefore a data 

processor for the Data Controllers. In relation to Copilot  365, reference can also be made to the M365 

impact assessment , section 6.3.1, for considerations and assessment of Microsoft Ireland's role as a data 

processor. Cloud providers will usually be considered data processors.54 In assessing Microsoft Ireland's 

role as a data processor, emphasis has been placed on the fact that Microsoft Ireland, on the instructions 

of the Data Controllers, collects, records, receives and generates personal data through the use of the 

selected applications and cloud services in Microsoft 365, and that this is done in the interests of the Data 

Controllers and for the purposes of the Data Controllers. This view has been confirmed by Microsoft Den-

mark in its response to questions for the M365 impact assessment , as well as elaborated on in Microsoft 

Ireland's data processing agreement , p. 7, which states, among other things, that : 

 

"Customer and Microsoft agree that Customer is the controller of Personal Data and Microsoft is 

the processor of such data, except (a) when Customer acts as a processor of Personal Data, in which 

case Microsoft is a subprocessor; or (b) as stated otherwise  in the Product -specific terms or this 

DPA."  

 

Microsoft thus processes personal data on behalf of the Data Controllers in connection with the delivery 

of the agreed products and services. Microsoft Ireland will not ð as also noted by the Danish Data Protec-

tion Agency in its statement of 15 February 2024 to the Region of Southern Denmark regarding the use 

of Microsoft 365 ð  

 

"use or otherwise process Customer Data, Professional Services Data or Personal Data in the deli-

very of Products and Services in connection with: (a) user profiling, (b) advertising or similar com-

mercial activities, or (c) market research for the purpose o f creating new features, services or pro-

ducts or any other purpose, unless such use or processing is in accordance with the Customer's 

documented instructions."  

 

Finally, emphasis is placed on the fact that Microsoft does not collect personal data for its own use through 

the delivery of products and services. Microsoft only uses data that has already been collected and aggre-

gated for Microsoft Ireland's business purposes , including invoicing.  

 

 
54 EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR, Version 2.1, Adopted on 7 July 2021, paras.  

30 and 84, EDPB report ò2022 Coordinated Enforcement Action ð Use of cloud-based services by the public sectoró, adopted on 17 

January 2023, pp. 12 f and 19 f, and Article 29 Working Party òOpinion 05/2012 on Cloud Computingó, WP 196, adopted on 1 July 

2012, pp. 7 f.  
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7.1.3 Microsoft Ireland's role as an independent data controller  

Copilot 365 is classified by Microsoft Ireland as an "Office 365 Service", "Online Service", "Core Online 

Service" and an "EU Data Boundary Service", which means that, as a starting point, the same terms and 

conditions apply to Copilot 365 as to the select ed Microsoft 365 applications with which Copilot 365 is 

used in combination and which are covered by the M365 impact analysis. The only terms that apply 

specifically to Copilot 365 relate to the use of "Internet -connected services"55 , which, however, is not an 

option covered by this impact analysis. Similarly, Microsoft Ireland's data processing agreement 56 bet-

ween the parties  applies when using Copilot 365.   

 

Content of interactions is defined by Microsoft as Customer Data. 57 The terms and conditions and the 

data processing agreement state that Microsoft Ireland, as with the other selected applications, is prohi-

bited from using Customer Data, including Personal Data, processed through the use of Copilot 365 for 

its own purposes. In this connection , reference is made to the description of terms, data processing agre-

ement and data responsibility in sections 5 and 6 of the M365 impact assessment.  

 

The fact that Microsoft Ireland is prohibited from using the Data Controllers' Customer Data, including 

personal data, for its own purposes, including training the models in Copilot 365, is repeated in several 

places in Microsoft's terms and other document s. Microsoft Ireland's publication on the use of generative 

AI in the public sector from April  202458 states the following:  

 

òOur customersõ data belongs to our customers. Microsoft does not claim ownership of any customer 

prompts or output content created by Microsoftõs generative AI solutions. In addition, no Customer 

Data (including prompts or output content) is used to train  foundation models without customer 

permission.ó  

  

Furthermore, the documentation for Copilot 365 states that :59  

 

òThis data is processed and stored in alignment with contractual commitments with your organi-

sationõs other content in Microsoft 365. The data is encrypted while it's stored and isn't used to 

train foundation LLMs, including those used by Microsoft 365 Cop ilot.ó 

 
55 Microsoft Product Terms, 1 October 2024, Programme: EA/EAS/SCE , p. 160. 

56 Microsoft Products and Services Data Protection Addendum, 2 January 2024 . 

57 Product Terms, 1 October 2024, Programme: EA/EAS/SCE, pp. 13, 180 and GDPR & Generative AI ; A Guide for the Public Sector , 

April 2024 , p. 18. 

58 GDPR & Generative AI ; A Guide for the Public Sector , April 2024 . 

59 Microsoft documentation for Copilot 365,  https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  

(last accessed on 15 October 2024). 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
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Similarly , Product Terms p. 22 states that : 

 

òMicrosoft Generative AI Services do not use Input or Output Content to train, retrain, or improve 

Azure OpenAI Service foundation modelsó.  

 

Microsoft Ireland thus only accesses additional data in the form of the Data Controllers' own data via 

Microsoft Graph in connection with Microsoft Ireland being instructed to do so by the Data Controllers , 

when a user sends a prompt and asks Microsoft Ireland to provide a response. Microsoft Ireland thus does 

not use inputs (or outputs) for purposes other than those of the Data Controllers and thus not for Microsoft 

Ireland's own purposes.  No parts of the Content of interactions are disclosed to Microsoft Ireland , and 

Microsoft Ireland is not independently responsible for processing them.  

 

Furthermore , it is stated in many places in the terms and documentation 60 that Microsoft does not use 

data for training. For the avoidance of doubt, it is also emphasised in this context that grounding is not 

training or development of the models in Copilot 365, but rather simply the enrichment of additional 

relevant information that  can be used to generate the best and most useful output for the user , cf. sec-

tion 7.2 . 

 

As Copilot 365 is an "Online Service" , as with the other cloud services described in the M365 impact 

analysis, System -Generated Logs are generated. These are described in Microsoft's business operations 

white paper as data that " are generated as users interact with the online services. These records, logs and 

data are essential to cloud operations and the services customers have instructed Microsoft to provide. They 

constitute a factual record of the activity of the online services on the customer's behalf and as instructed 

by the customer's users and administrators. System -Generated Logs help Microsoft maintain quality, per-

formance and capacity of the services ."61 In other words, this is data , including personal data, that is 

generated when users interact with the solutions, including Copilot 365.  

 

As Copilot 365 is an Online Service , this  means that Diagnostic Data  is not collected , as is the case with 

applications such as Word and Excel.  

 

As described in the M365 impact assessment, Microsoft Ireland aggregates and anonymises System-Ge-

nerated Logs for its own purposes ( business activities ). It is assessed here that Microsoft Ireland is solely 

the data controller for the anonymisation of the pseudonymous personal data that Microsoft has col-

lected/generated as a data processor, but neither the data processor nor the data controller under the 

Data Protection Regulation with regard to the subsequent use of the anonymised data for Microsoft's own 

 
60 See references to this above in section  6. 

61 See also section 5.3 of the  M365 impact assessment.  
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business operations (business operations), as the rules of the Data Protection Regulation do not apply to 

this subsequent use of the now anonymous information . Reference is made to the assessment of this in 

section 6.3.2 of the M365 impact assessment, which applies similarly to Copilot 365.  

 

7.2 The principle of purpose limitation  

It follows from Article 5(1)(b) of the GDPR that personal data must be collected for specified and legiti-

mate purposes and may  not be further processed in a manner incompatible with those purposes . In order 

to assess whether a purpose other than that for which the personal data were collected is incompatible 

with that purpose, Article 6(4) of the Regulation provides that a compatibility test must be carried out. 

In this context, the following must be taken into account:  

 

a) any link between the purpose for which the personal data were collected and the purpose of the 

intended further processing  

b) the context in which the personal data have been collected, in particular the relationship between 

the data subject and the data controller  

c) the nature of the personal data, in particular whether special categories of personal data are 

processed, cf. Article 9, or whether personal data relating to criminal convictions and offences are 

processed, cf. Article 10  

d) the possible consequences of the intended further processing for data subjects  

e) the existence of appropriate safeguards, which may include encryption or pseudonymisation. 62 

  

The principle of purpose limitation is also described in the M365 impact assessment , section 8.1.2, to 

which reference is made. The following will therefore only describe the circumstances that are particu-

larly relevant to Copilot 365.  

 

7.2.1 Processing of personal data for the purpose of performing the Data Controllers' sta-

tutory tasks and personnel administration  

The Data Controllers' processing of personal data using Copilot 365 generally follows the purpose for 

which the Data Controllers perform their statutory tasks, , including actual administrative and decision -

making activities and personnel administration as  defined in the three use cases described in more detail 

in section 5 of this impact assessment:  

 

1) Use of Copilot 365 to assist with general case processing (internal use).  

2) Use of Copilot 365 as administrative assistance (internal support chat).  

3) Use of Copilot 365 to assist with citizen -oriented case processing (external use).  

 
62 See also recital 50 of the Data Protection Regulation.  
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The processing of personal data in Copilot 365 is thus generally done with a view to enabling users to get 

help from Copilot 365 to perform their work tasks more efficiently and effectively by receiving answers to 

questions, guidance, and drafts and sugges tions for letters, decisions, minutes, etc., which users can use 

or work with as part of solving their work tasks.  

 

For these purposes, the Data Controllers already process personal data using Microsoft 365 applications 

and cloud services, such as Word, Excel or Outlook. This could be, for example, a case worker preparing 

a draft decision or an HR employee responding to  an internal email. The use of Copilot 365 is a tool to 

help with this, providing the user with support by, for example, answering questions or preparing draft 

content that can be used and further developed. The use of Copilot 365 is a tool that supports t he user by, 

for example, answering questions or drafting content that can be used and/or worked on in connection 

with the user's work, if the output is usable, instead of the user having to spend time on it themselves. 

Copilot  365 thus simply performs the work that the user or a colleague would otherwise have to perform. 

Copilot 365 thus functions as an accessory to the applications and cloud services that the user already 

uses to perform their work and solve tasks.  

 

It is the opinion of the Danish Data Protection Agency that the processing of personal data for the opera-

tion of an AI solution often does not constitute a separate purpose, and that it will not  usually constitute 

a separate purpose where the authority wishes to solve a specific task and where the use of the AI solution 

is linked to the solution of this task. 63 This view is also reflected in the practice of the Danish Data Pro-

tection Agency, where the use of an AI solution for the performance of public authority tasks has not been 

considered to constitute an independent purpose alongside the purpose for which th e AI system is used 

to support, e.g. decision support for making a decision, etc. Reference is made to the Danish Data Protec-

tion Agency's statement of 17 November 2024 to the City of Copenhagen regarding the legal basis for the 

development and operation of an AI solution in the health and care sector (ref. no. 2023 -212-0015) and 

the Authority's opinion of 18 May 2022 to the Danish Agency for Labour Market and Recruitment (STAR) 

concerning the legal basis f or municipalities' use of the AI profiling tool Ast a (ref. no.  2022-212-3676). 

 

Similarly, the following is stated in the Danish Data Protection Agency's decision of 27 June 2024 on IDA 

Insurance's use of artificial intelligence to analyse recorded telephone conversations (ref. no. 2023 -431-

0018): 

"IDA Forsikring has stated that the recordings ð as part of quality assurance ð are sent for 

analysis by a data processor who converts the files into text using proprietary speech recognition 

technology. 

 
63 The Danish Data Protection Agency's guidance "Public authorities' use of artificial intelligence ð Before you start", October 2024, 

pp. 29 ff. and 35.  
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In this connection, it is the opinion of the Danish Data Protection Agency that the analysis of 

the recorded telephone conversations for quality assurance purposes should not be considered a 

separate purpose. IDA Forsikring can thus base the analysis on th e same basis as the recording 

of the conversation itself [...] " 

In its decision, the Danish Data Protection Agency thus emphasises once again that the use of an AI 

system to solve an operational task should not be considered a separate purpose, but rather an accessory 

to the operational purpose that the AI solution sup ports.  

 

Similarly, the Norwegian Data Protection Authority states the following on page 20 of its report on Copi-

lot 365 64 :  

"When assessing the purpose of the processing, it is important to remember that M365 Copi-

lot is a tool or function ð a means ð to achieve the purpose of the processing. The use of M365 

Copilot is not a purpose in itself."  

 

In the use cases mentioned, Copilot 365 also merely serves to support the authority's existing statutory 

tasks, and the processing of personal data using Copilot 365 serves these operational purposes of public 

authority. It is therefore assessed that the p rocessing of personal data in the operation of Copilot 365 does 

not constitute a separate purpose.  

7.2.2 No processing of personal data for the purpose of developing/training the models in 

Copilot 365  

As mentioned above in section  6.3, Microsoft does not process personal data from the Data Controllers for 

training the models in Copilot 365. Therefore, no personal data is disclosed to Microsoft for its own 

training/development purposes.  

 

With regard to the processing of personal data for the development and operation of AI systems, the 

following is stated in the Danish Data Protection Agency's guidelines on the use of artificial intelligence 

by public authorities from October 2023, p. 35: 

 

"In a static model, the operational phase is clearly separated from the development phase, and once 

the model is in use, it only processes the personal data necessary for the operational purpose. There 

will be a need for regular monitoring to ensure that th e model continues to process and generate 

 
64 The Norwegian Data Protection Authority's report "Copilot med personvernbriller på" (Copilot with privacy glasses on), November 

2024. 
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correct personal data, but the model itself does not change during use, and therefore full control is 

maintained over its processing of personal data. If, in connection with the monitoring, there is a 

need to retrain the model, it is taken out of operation  and retrained in a closed test environment on 

selected training data. The two purposes of development and operation are thus not present at the 

same time, and it is only necessary to identify a basis for processing for one purpose at a time.  

 

A dynamic model, on the other hand, is continuously (re)trained on the new data it processes while 

in use, and you will have less control over the processing of personal data, as the model itself is 

constantly changing. This requires more extensive monitor ing to prevent the model from developing 

in an inappropriate direction, and the necessary legal basis must be in place both to process citi-

zens' data for the purpose of retraining and developing the solution and to process their data as 

part of the authori ty's operation, as the two purposes are present simultaneously ." 

 

Copilot 365 is a static model that does not continuously evolve based on the data, including personal data, 

processed by the Data Controllers' use of Copilot 365. The Data Controllers therefore do not process per-

sonal data for development purposes when using Copilot 365.  

 

Microsoft continuously develops the models included in Microsoft 365, including expected training in the 

processing of personal data, but this does not take place on the Data Controllers' personal data , and the 

processing of other personal data is thus carried out under Microsoft's own data responsibility, which is 

outside the scope of this impact assessment.  

7.2.3 Specifically regarding grounding  

The question then is whether the processing of personal data for grounding purposes when using Copilot 

365 constitutes an independent purpose.  

 

Grounding involves the collection and enrichment of the user's prompt with additional data , including 

personal data . This information is retrieved from the Data Controllers' files, emails, documents , etc., to 

which the user has access. Each user's use of Copilot 365 takes place in the data controller's own defined 

Microsoft 365 environment, and thus no additional data is obtained from the internet ("internet -con-

nected services"). Grounding aims to create a better picture for the language model (LLM) involve d of 

what the user wants an answer to by adding further examples through additional data. This gives the 

user a better and more useful answer.  
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Copilot 365's enrichment of a prompt with additional personal data is therefore not done to develop or 

train the static models used in Copilot 365 .65  

 

The models have therefore not acquired new knowledge or characteristics that they can use to solve and 

answer the next prompt ð including in relation to other customers ð and do not change on the basis of the 

additional data that has been processed for the  user's specific prompt. Nor is Copilot 365 being further 

developed by collecting relevant and contextual additional data for use in the specific case. The input data 

on which Copilot 365's responses are based relate to the specific prompt and are forgotte n once the output 

has been provided.  

 

Instead, grounding corresponds to the traditional IT -based workflow, where a case worker is tasked with, 

for example, drafting a decision for a citizen as part of the processing of that citizen's case, and where the 

case worker, in order to complete the ta sk, searches for and finds previous decisions within the same case 

type or other cases in an ESDH system that can serve as inspiration and examples of how such a type of 

document can be prepared, just as the employee can obtain knowledge and inspiration on  how the specific 

case can be decided. Similarly , as part of the case processing, a case worker will often need to investigate 

on what basis and according to which rules and internal practices a previous task/case was resolved, 

which is also obtained for use in the specific case. Most case workers today make use of knowledge from 

previous cases, including how they resolved the tasks , and reuse formulations that they have previously 

prepared, just as they reuse knowledge that has been formulated and used in one case to subsequently 

assess and resolve other similar tasks.  Such processing of personal data in connection with searches a nd 

reuse of previous cases as inspiration for solving new cases has not previously been considered an inde-

pendent purpose alongside the case processing purpose, but is considered to be integrated into the case 

processing purpose. In addition, it should be noted that the processing of personal data from other cases 

for grounding has  no direct consequences for the citizens  concerned by the personal data.  

 

On this basis, it is assessed that grounding does not constitute a separate purpose ð neither training, 

testing nor education. Grounding is considered to be part of Copilot 365's operational purpose, which is 

to provide a relevant, useful and contextual re sponse to the user's specific prompt for solving the user's 

task , which is improved and enhanced by using already prepared material as a starting point.  

 

However, this assessment that the processing of personal data for grounding does not constitute a sepa-

rate purpose is not beyond doubt, as the issue has not been clarified in case law or administrative practice. 

It cannot therefore be ruled out that, for e xample, the Danish Data Protection Agency, the Court of Justice 

of the European Union or the EDPB/EDPS will conclude that, although the operation of an AI system 

does not in itself constitute a separate purpose, but merely supports the operation of the AI system, the 

 
65 Microsoft article "Data, Privacy, and Security for Microsoft 365 Copilot" of 4 October 2024 and GDPR & Generative AI; A Guide 

for the Public Sector, April 2024, p. 17. 



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page65 / 224 

 

 

processing of personal data for grounding does constitute a separate purpose. In that case, the question 

will arise as to whether the separate purpose of further processing can be considered compatible with the 

purpose for which the data was originally col lected.  

 

In that case, the question will arise as to whether the separate purpose of the further processing can be 

considered compatible with the purpose for which the data was originally collected and processed, in 

accordance with Article 6(4 ) of the Data Protection Regulation , as reproduced above in section 7.2 .  

 

The Danish Data Protection Agency's guidelines on the use of artificial intelligence by public authorities 

from October 2023 , p. 11, state the following in this regard : 

 

"Incompatible with the original purpose  

When you ð or the authority that is to disclose information to you ð assess whether your (re)use of 

the identified data sets is compatible with the purpose for which the data was originally collected, 

the following must be taken into account, among other t hings:  

a) any connection between the purpose for which the information was collected and the 

purpose of your intended use  

b) the context in which the personal data was collected, in particular the relationship bet-

ween you and the citizens  

c) the nature of the personal data, including in particular whether it concerns special cate-

gories of data or data relating to criminal offences  

d) the possible consequences for citizens of your intended use 

e) the presence of so-called necessary safeguards, such as pseudonymisation.  

 

In general, public authorities have a relatively broad scope for further processing data for other 

purposes, unlike private actors, where the scope is narrower in practice. In most cases, there will 

be no obstacle to disclosing data to other authorities th at need the data for their case processing.  

 

[é] 

 

In the opinion of the Danish Data Protection Agency, authorities ð subject to the administrative 

law principles of objectivity and equal treatment ð have broad discretion as to the extent to which 

the authority may reuse its own or other authorities' data or obtain data from other authorities as 

part of the exercise of its authority ."11 

 

In footnote 11 to the Danish Data Protection Agency's guidelines, the Danish Data Protection Agency 

states the following:  
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"However, it is unclear ð and disputed in legal literature ð to what extent the rules on purpose 

limitation set limits on the (re)use by authorities of their own data and data obtained from other 

authorities. See Niels Fenger, Forvaltningsloven med kommenta rer (2013), p. 782ff . 

 

The Danish Data Protection Agency also provides examples of the limits of the "broad framework" , see p. 

13 ff . of the guidelines : 

 

"Example 2  

Under the Service Act, a municipality is obliged to provide support for body -worn aids such as 

corsets, prostheses, orthopaedic footwear, etc. to citizens who have a permanent physical or mental 

disability.  

 

The municipality receives many applications from citizens every year, and citizens experience long 

processing times. In order to alleviate the long processing times, the municipality decides to develop 

an AI solution that can search for previous similar cases to support the case processing.  

 

The municipality's processing of citizens' personal data, as stated in the applications, is carried 

out for the purpose of performing the municipality's official duties in accordance with the Service 

Act.  

 

Since the development of an AI solution must be considered an end in itself, the municipality must 

assess whether the processing of citizens' data for the purpose of developing an AI solution is com-

patible with the municipality's original purpose for the processing, which is to receive and process 

applications for body -worn assistive devices.  

 

It is the Danish Data Protection Agency's assessment that the purposes in this case will be compa-

tible. This is due, among other things, to the connection between the purposes, as the AI solution 

will be used to assist in the processing of the same type of  cases for which the information was 

originally collected. Similarly, the use of historical information for the development of the solution 

has no direct consequences for citizens who have already received a decision on assistive devices. 

  

[é] 

 

Example 5  

A municipality decides to develop an AI solution to improve its handling of requests for access to 

documents in terms of response time, quality and consistency. The solution must be able to effici-

ently search for files and documents and identify informatio n that needs to be anonymised, and 

must support case processing.  
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The AI solution is trained using data from historical access to information cases.  

 

This means that the municipality will further process personal data that was originally collected 

for one purpose (case processing of requests for access to documents) for a new purpose (development 

of an AI solution).  

 

The municipality must therefore assess whether the new purpose is compatible with the original 

one. In the opinion of the Danish Data Protection Agency, there is a natural connection between the 

processing of personal data as part of the processing of requ ests for access to documents and the 

development of a tool to support the same case processing. In addition, the further processing is 

carried out by the same authority that originally collected the information.  

 

The new purpose ð the development of the AI solution ð can therefore be considered compatible with 

the original purpose . 

 

Reference can also be made to the Danish Data Protection Agency's decision of 19 January 2024 concer-

ning a municipality's publication of data sets and an AI model (ref. no. 2023 -212-0021). The case concer-

ned a municipality entering into an inter -municipal collaboration on the development and use of an AI 

tool to support the municipal processing of access to information requests. The purpose of the collabora-

tion was to develop language models that could identify information in case files that might need to be 

extracted as part of responding to access to information requests. The Danish Data Protection Agency 

found that the collection and processing of personal data as part of the establishment of a dataset for the 

development of the AI solution could be carri ed out with reference to the provisions on access to docu-

ments in the Public Information and Administration Act, cf. Article 6(1)(e) and Article 9(2)(g) of the Ge-

neral Data Protection Regulation in conjunction with Article 6(2) and (3). The Danish Data Pro tection 

Agency emphasised that the establishment of the dataset and the development of the solution were other-

wise carried out in connection with the tasks that the municipality is obliged to perform, in particular the 

notification of access to documents, and that the processing of personal data in question did not have any 

direct consequences for citizens, as it concerned the development of a solution. The Danish Data Protec-

tion Agency does not expressly comment on the principle of purpose limitation, but it can be stated that 

the Danish Data Protection Agency would hardly recognise the development of the AI solution to support 

the municipal processing of access to documents cases if the solution could not be put into operation 

because the purpose of its de velopment and use was considered incompatible . In that case, it would not 

be data minimising to initiate the processing of personal data for development if the solution could never 

be implemented legally, cf. also the Danish Data Protection Agency's statem ent of 17 November 2023 on 

the legal basis for the development and operation of AI solutions in the health and care sector , which 

states that as part of the assessment of whether an AI solution should be developed, authorities should 

conduct an overall assessment of the entire life cycle of the AI solution to ensure that the authorities have 
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also identified a possible legal basis for subsequently putting the solution into operation , cf. section 3.4.1 

of the decision.  

 

It  is the overall opinion  of the Danish Agency for Governmental IT and Finance that the processing of 

personal data in the use cases referred to for the purpose of grounding ð if, contrary to expectations, 

grounding is legally considered to be a new purpose and thus constitutes further processing of personal 

data ð cannot be considered in compatible with the original purpose of the case processing, cf. Article 6(4) 

of the Data Protection Regulation. The Danish Agency for  Governmental IT and Finance has in particular 

emphasised that the further processing of personal data for grounding has no direct consequences for the 

data subjects to whom the personal data relate. Emphasis has also been placed on the fact that the origi-

nal purpose of the processing and the subsequent grounding purp ose must generally be considered to 

have a natural connection, as the entire purpose of the grounding process is precisely to retrieve output 

from previous cases that match the user's context; in other words, if a user, for example, wishes to draft 

a decision on access to documents using Copilot 365, the grounding process will expectably process per-

sonal data from previous access to documents cases and thus the same case area/case type, which in light 

of the above-mentioned practice and guidance from the Da nish Data Protection Agency must be conside-

red compatible purposes.  If the  user's prompt  is sufficiently specific, this will mean that the data found 

relates to the same case type within the same authority, so that no information in documents from a 

differ ent authority is processed. This is described in more detail above in section 6.2, where grounding 

and semantic indexing are explained in more detail. If the  user's prompt is sufficiently specific, the data 

found will relate to the same case type within the same authority, so that information in documents from 

another citizen's case relating to a completely different case area or type will not be processed, as this will 

not be identified by Copilot 365 as relevant or within context. In this context, it is t herefore also important 

that Copilot 365 users specify their prompt sufficiently so that the grounding does not result in an overly 

broad search that includes data that is outside the scope of the purpose. The grounding process may take 

place in several ro unds if, after the first round of grounding, Copilot 365 identifies unanswered questions 

that are relevant to the user's prompt. A broad prompt may therefore result in previously collected per-

sonal data being further processed for an incompatible purpose i f the user's prompt is not sufficiently 

specific. This requires that users are trained in and understand how to write and specify their prompt. 

This is also addressed below in section 7.11.1 and risk no. 6 and measure no. 2 thereto.  

As there are differences in the processing of personal data in the three use cases, including the purposes 

of the processing and the personal data being processed, the three use cases are dealt with in turn below 

in relation to the above question of compatibility of purposes in the event that grounding, contrary to 

expectations , should be considered a separate purpose.  

 

Use case 1 ð Use of Copilot 365 for assistance with general case processing (internal use)  

In use case 1, personal data is processed to a lesser extent , and in this case it is expected that this will 

only be non -sensitive personal data related to work tasks that are not directed at citizens as part of case 
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processing or employees as part of personnel matters. When preparing a first draft of covers, notes, mi-

nutes, summaries of reports, presentations and emails , it cannot be ruled out that Copilot 365 will process 

data from previous cases in the form of, for example, notes or emails containing personal data.  

 

It is the opinion  of the  Danish Agency for Governmental IT and the Danish Agency for Governmental IT 

and Finance that the processing of personal data is limited in scope, that the personal data processed is 

non-sensitive, that there is a natural connection between the original purpose of the processing (e.g. to 

prepare a presentation that includes personal data) and the purpose for which the personal data is now 

to be processed (e.g. to prepare a similar presentation) , and that the processing of personal da ta for groun-

ding does not have any direct consequences for the persons concerned. On this basis, the Danish Agency  

for Governmental IT and Finance assesses that the purposes of the original processing of personal data 

and the subsequent grounding are not incompatible, cf. Article 6(4) of the Data Protection Regulation.  

 

Use case  2 ð Use of Copilot 365 as administrative assistance (support chat)  

In use case 2, employees (internal users) can use Copilot 365 as a chat support function to provide answers 

where the user has entered information about their own (or other persons') specific situation (i.e. with 

personal data) in the prompt function and formulates ans wers that are to be used internally/by the user 

only. In cases where a user requests answers to questions about their own circumstances, Copilot 365 

processes information about the user at the user's request, including by grounding . In the lat ter case, 

Copilot 365 thus performs a task and processes personal data that this colleague would  otherwise have 

had to collect and process themselves in order to provide the user with an answer. It is therefore the 

assessment of the State IT and Finance Agency that in these cases, personal data is processed in a manner 

compatible with the purpose for which it was originally collected.  

 

When personal data is processed for a new purpose, the data subjects must be informed of this in accor-

dance with the information obligation in Articles 13 -14 of the Data Protection Regulation , unless an ex-

ception applies. This also applies even if the purposes are compatible . However, as it is the assessment of 

the State IT and Finance Agency that this is not a separate purpose, but rather that the use of Copilot 

365 ð including grounding ð merely supports the existing public authority task, any obligation to provide 

information for the processing of separate purposes is not further addressed in thi s impact assessment.  

 

Use case  3 ð Use of Copilot 365 to assist with citizen -oriented case processing (external use)  

Use case 3 involves the processing of all types of personal data relating to both employees and citizens. 

This raises the question of whether the purpose of processing personal data for use in, for example, pro-

cessing a citizen's (previous) case can be considered compatible with further processing this personal data 

for use in, for example, preparing a draft in a new citizen's case and serving as inspiration and an example 

for this, so that the language models in Copilot 365 can use the grounding process to  produce a more 

targeted and useful response that matches the user's wishes and prompt.  
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In example 5, the Danish Data Protection Agency seems to emphasise that the further processing is car-

ried out by the same authority that originally collected the information. This will also be the case when 

data controllers use Copilot 365, as integrations  with other external organisations have been opted out 

of. At the same time , emphasis is placed on the fact that the original purpose and the purpose for which  

the data is further processed are the same type of case (case processing of requests for access to docu-

ments). The Data Protection Authority also describes this as a natural connection when it concerns the 

same case processing, and it will therefore not be incompatible with the original case processing purpose 

to further process personal data for the  development of a solution to resolve cases within the same case 

type/case area.  

 

When assessing whether the purposes are compatible, emphasis is also placed on the fact that the further 

processing of personal data in the grounding process has no direct consequences for the persons to whom 

the personal data relate. The further processin g of, for example, a former citizen's personal data for use 

in, for example, a new citizen -related decision -making case will not affect the former citizen's legal posi-

tion or case and is therefore not considered to have consequences for that citizen. The purpose of proces-

sing the first citizen's personal data is not to identify the citizen themselves or to process personal data 

that affects this citizen , but rather to look at any comparable facts , rules and formulations in the cases 

that Copilot 365 considers relevant and useful in drafting the decision in the new case. As mentioned 

above, such a search for and use of comparable cases is quite common in public administration for the 

purpose of case processing and has not previously been considered to constit ute an incompatible purpose.  

 

Finally, emphasis has been placed on the fact that the Data Controllers will establish internal guidelines 

for monitoring the use of Copilot 365. It is therefore considered that the Data Controllers have  a duty to 

continuously monitor and ensure that the processing in Copilot 365 that takes place in connection with 

grounding remains compatible with the original purpose for which the additional data was collected.  In 

general, the Data Controllers have a duty to monitor the solution. See also section 7.3.2 be low in relation 

to unfair discrimination and control of employees' use of Copilot 365 and Copilot  365's responses. Further-

more, guidelines will be established for training employees so that users can operate Copilot 365 correctly, 

including in relation to being able to make targeted and effective prompts ("prompt engineering").  The 

more specific the user is in their prompt, the more specifically Copilot 365 will be able to identify and add 

additional data to the user's prompt that is appropriate . A very bro ad prompt therefore also increases the 

risk that Copilot 365 will collect and enrich the  user's prompt with personal data that does not have a 

natural connection or the right context. 66  

 

Based on the above considerations, it is therefore the assessment  of the Danish Government IT and Fi-

nance Agency that if the processing of personal data for grounding is, contrary to expectations , assessed 

 
66 See also the Norwegian Data Protection Authority's report "Copilot med personvernbriller på" (Copilot with privacy glasses on), 

November 2024, p. 21.  
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as a separate purpose, this will not result in further processing for incompatible purposes , and the pro-

cessing will therefore be in accordance with Article 6(1)(f) of the Data Protection Regulation. 4  

7.3 The principle of lawfulness, fairness and transparency  

Article 5(1)(a) of the General Data Protection Regulation states that personal data must be processed 

lawfully, fairly and in a transparent manner in relation to the data subject.  

 

The principle of lawfulness, fairness and transparency is also described in section 8.1.1 of the M365 im-

pact assessment, to which reference is made. The following will therefore only describe the circumstances 

that are particularly relevant to Copilot 365.  

 

7.3.1 The principle of lawfulness  

It follows from the principle of lawfulness that there must be a legal basis (authority) in the data protec-

tion rules for the processing of personal data. This also applies when personal data is processed using AI 

solutions for the performance of tasks by public authorities. For a description of the legal basis for the 

processing of personal data by the Data Controllers' use of Copilot 365, please refer to section 7.8 below.  

 

A question has been raised about the legality under data protection rules of a data controller using langu-

age models provided by a supplier if the supplier has trained the language models on unlawfully collected 

personal data under its own data responsibil ity.  

 

Reference is made to the assessment in the memorandum of 2 April 2025, attached as Appendix B, con-

cerning the anonymity of AI models and the data protection obligations of government data controllers 

when using Microsoft Copilot 365. The memorandum contains an assessment of whether the AI model s 

used in Microsoft 365 contain personal data and what data protection obligations the state authorities 

have as data controllers when using Copilot 365 , see also section 6.2.4 above. 

 

The State IT, the Agency for Governmental Administration and the Data Controllers will continuously 

monitor developments in pending cases and case law in this area, and the Data Controllers will prepare 

an exit strategy for discontinuing the use of Copilot 365 in the event that the use of Copilot 365 is deemed 

unlawful.  

 

7.3.2 The principle of fairness  

The principle of fairness means that the Data Controllers' use of Copilot 365 must not lead to unfair 

discrimination against registered citizens and employees, e.g. due to bias or incorrect information .  
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It also follows from Recital 71 of the Data Protection Regulation that:  

 

"In order to ensure fair and transparent processing in respect of the data subject, taking into ac-

count the specific circumstances and context in which the personal data are processed, the control-

ler should use appropriate mathematical or statistical proce dures for profiling, implement techni-

cal and organisational measures, in particular to ensure that factors resulting in inaccurate per-

sonal data are corrected and the risk of error is minimised, and ensure personal data in a manner 

that takes into account the potential risks to the interests and rights of the data subject and pre-

vents, inter alia, discrimination against natural persons on grounds of race or ethnic origin, poli-

tical, religious or philosophical beliefs, trade union membership, genetic status or health status or 

sexual orientation, or which result in measures having such an effect. Automated decisions and 

profiling based on special categories of personal data should only be permitted in specific cir-

cumstances. 

 

Data controllers will also be required to monitor the solution in operation to ensure that no such unlawful, 

unjustified discrimination occurs, cf. the Danish Data Protection Agency's statement of  5 July 2019 to the 

Danish Agency for Labour Market and Recruitment regarding an amendment to the Employment Efforts 

Act, which created a legal basis for the use of a profile clarification tool for profiling unemployed persons 

with a view to predicting the risk of long -term unemployment. 67 In its opinion, the Danish Data Protection 

Agency noted, among other things, the following:  

 

"In this connection, the Danish Data Protection Agency notes that, in its opinion, it is essential that 

the use of the tool be evaluated on an ongoing basis, inter alia with a view to assessing whether the 

variables used in the mathematical model are still relevant and whether their use is objectively 

justified. It is the Authority's opinion that such ongoing evaluation and necessary adjustment of 

the analysis model must be considered crucial to ensuring the rights of data subjects and, in par-

ticular, to avo iding unjustified discrimination ." 

 

The EDPB's Guidelines 4/2019 on data protection by design and by default in Article 25 of the General 

Data Protection Regulation 68 also follow this view, which is elaborated as follows:  

 

 
67 The Data Protection Authority's (supplementary) consultation response of 5 July 2019 on the proposal for a law on active empl oy-

ment efforts and the proposal to amend the law on the organisation and support of employment efforts, etc., the law on active  social 

policy, the law on sickness benefits, the integration law and various other laws (consequential bill) . 

68 EDPB Guidelines 4/2019 on Article 25, data protection by design and data protection by default, version 2.0, adopted on 20 

October 2020, p. 20. 
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"Fair algorithms ð Regularly assess whether the algorithms are working in accordance with their 

purposes and adjust the algorithms to mitigate systemic errors and ensure fairness in processing. 

[...] " 

 

Microsoft states the following about the risk of discriminatory output when using Copilot 365 69 : 

 

"The responses that generative AI produces aren't guaranteed to be 100% factual. While we con-

tinue to improve responses, users should still use their judgement when reviewing the output before 

sending them to others. Our Microsoft 365 Copilot capabilities p rovide useful drafts and summar-

ies to help you achieve more while giving you a chance to review the generated AI rather than fully 

automating these tasks.  

 

We continue to improve algorithms to proactively address issues, such as misinformation and dis-

information, content blocking, data safety, and preventing the promotion of harmful or discrimi-

natory content in line with our responsible AI principles.  

 

[é] 

 

Azure OpenAI Service includes a content filtering system that works alongside core models. The 

content filtering models for the Hate & Fairness, Sexual, Violence, and Self -harm categories have 

been specifically trained and tested in various languages. This  system works by running both the 

input prompt and the response through classification models that are designed to identify and 

block the output of harmful content.  

 

Hate and fairness -related harms refer to any content that uses pejorative or discriminatory lan-

guage based on attributes such as race, ethnicity, nationality, gender identity and expression, sex-

ual orientation, religion, immigration status, ability status,  personal appearance, and body size. 

Fairness is concerned with making sure that AI systems treat all groups of people equitably without 

contributing to existing societal inequities. [é].ó 

 

However, the aforementioned filtering system has not yet been tested in Danish, which is why it may 

have limited effect and require greater vigilance on the part of Danish users.  

 

Microsoft also emphasises 70 that users are encouraged to be critical of the content of an output and not 

simply take it at face value:  

 

 
69 Microsoft 365 Copilot documentation, article "Data, privacy , and security for Microsoft 365 Copilot" of 4 October 2024 . 

70 Microsoft 365 Copilot documentation, article "Data, privacy , and security for Microsoft 365 Copilot" dated 4 October 2024 . 
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òWe make it clear how the system makes decisions by noting limitations, linking to sources, and 

prompting users to review, fact -check, and adjust content based on subject -matter expertise.ó 

 

In June 2022, Microsoft published its own standard for responsible AI based on Microsoft's principles for 

responsible AI, which are used by Microsoft's own employees in the development of Microsoft's AI soluti-

ons. Microsoft's AI standard 71 states that Microsoft has three objectives to ensure the principle of fairness 

in the processing of personal data in Microsoft's AI systems. Each objective has a number of requirements 

and suggestions for solutions in the form of tools and practices. The three objectives are as follows:  

1) Quality of service  

2) Allocation of resources  and opportunities   

3) Minimisation of stereotyping, demeaning and erasing outputs . 

These are described by Microsoft as follows 72 : 

 

òMicrosoft AI systems are designed to provide a similar quality of service for identified demo-

graphic groups, including marginalised groups .ó 

 

òMicrosoft AI systems that allocate resources or opportunities in essential domains are designed to 

do so in a manner that minimises disparities in outcomes for identified demographic groups, in-

cluding marginalised groups .ó 

 

òMicrosoft AI systems that describe, depict, or otherwise represent people, cultures, or society are 

designed to minimise the potential for stereotyping, demeaning, or erasing identified demographic 

groups, including marginalised groups .ó 

 

Microsoft's principles for responsible AI thus state that there is a special focus on demographic groups, 

including marginalised groups, to ensure that they are not discriminated against. This is ensured through 

studies and the use of researchers and exper ts, as well as tools designed to ensure fairness in the system. 

For example, the " Fairlearn Python toolkit" is used to assess and improve fairness in the AI system, and 

the "Analysis Platform" is used to understand the representation of identified demograp hic groups in the 

datasets intended for training and evaluating the system. If differences are found, the tools " Interpret 

ML " and " Error Analysis " are used to understand which factors may be causing unintended differences 

in the results and possible unfair discrimination.  

 

 
71 Microsoft Responsible AI Standard, v2, general requirements, June 2022, p. 13 ff.  

72 Microsoft Responsible AI Standard, v2, general requirements, June 2022, p. 13 ff.  
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It should be noted that Copilot 365 only provides output that the user can work with and must therefore 

adjust themselves in light of the case/task, including to ensure that no discrimination occurs. Copilot 365 

does not make automatic, individual decision s, and the user is therefore responsible for ensuring that the 

user's task is performed correctly.  

 

Users of Copilot 365 may also, based on their prompt, risk influencing Copilot 365 in a way that results 

in unfair discrimination. Data controllers must therefore be aware of the need to provide users with suf-

ficient guidance on how to use the solution so that sufficiently precise prompts are given to reduce and, 

as far as possible, avoid unfair discrimination.   

 

To support employees in performing a genuine manual review of the output from Copilot 365 , the Data 

Controllers will implement relevant measures in light of the Data Controllers' specific use of Copilot 365 

in the use cases in question, including the following measures:  

 

1) Internal guidelines for the correct use of Copilot 365, including a description of Copilot 365's li-

mitations , the risk of unfair discrimination and the obligation to perform a manual verification of 

output.  

2) Training of employees in the correct use of Copilot 365 to ensure that employees have the neces-

sary qualifications and prerequisites to be able to operate the solution correctly, understand and 

interpret the solution's output, and identify and act on the r isk of unfair discrimination.  

3) Restricting access so that only employees with the necessary professional qualifications and skills 

operate Copilot 365 for the tasks in question.  

 

In addition, the model must be monitored during operation to ensure that Copilot 365 does not discrimi-

nate unfairly against registered citizens or employees in its drafts. The data controllers will implement 

at least the following measures:  

 

4) Procedures for monitoring and regularly testing Copilot 365, including metrics and thresholds 

that trigger review and testing.  

5) Spot checks of cases where Copilot 365 has been used to generate draft decisions.  

 

Finally , it should be noted that the use of Copilot 365 in the use cases referred to above in itself contribu-

tes to supporting the standardisation of task resolution, so that the case handler's cases are resolved in  

the same way in accordance with the administrative law principle of equality, regardless of the case 

handler, and that unfair discrimination is avoided, although it should be remembered that there may be 

factual circumstances in a case that justify objective discrimination. However, the draft it self provides 

the case worker with knowledge and insight into how similar tasks have been resolved, and the case 

worker can access the data on which the draft is based if necessary. Copilot 365 only accesses information 

to which the user has access, which means that the user will also have access to linked cases.  
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On this basis, it is the assessment of the Danish Agency for Governmental IT and the Danish Agency for 

Governmental IT and Finance that the principle of fairness is complied with when using Copilot 365. 

Reference is also made to section 7.10. 3 below concerning Article 22 on automated individual decisions, 

which describes measures to avoid so -called "automation bias" (òautomation biasó), i.e. where employees 

attach too much and incorrect weight to the output of the solution.  

 

7.3.3 The principle of transparency  

The principle of transparency means that the processing of personal data must be transparent and, par-

ticularly in relation to AI solutions, that users understand how the system works and any limitations it 

may have, as well as what the output means and can  be used for. Users must therefore understand how 

the system has arrived at its answer, including the receipt of the user's specific prompt, which is enriched 

with additional internal data to create an "understanding" of the user's prompt, and that this pr ocessing 

may result in the answer being flawed or insufficient.  

 

As part of its principles for responsible AI, Microsoft has three goals for transparency .73 The three goals 

are as follows:  

 

1) System intelligibility for decision making  

2) Communication to stakeholders (communication to stakeholders/users)  

3) Disclosure of AI interaction.  

 

These goals are described by Microsoft as follows :74 

 

òMicrosoft AI systems that inform decision making by or about people are designed to support 

stakeholder needs for intelligibility of system behaviour .ó 

 

òMicrosoft provides information about the capabilities and limitations of our AI systems to support 

stakeholders in making informed choices about those systems .ó 

 

òMicrosoft AI systems are designed to inform people that they are interacting with an AI system or 

are using a system that generates or manipulates image, audio, or video content that could falsely 

appear to be authentic.ó 

 

 
73 Microsoft Responsible AI Standard, v2, general requirements, June 2022, p. 9 ff.  

74 Microsoft Responsible AI Standard, v2, general requirements, June 2022, p . 9 ff.  
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To support and ensure the fulfilment of these objectives, a number of requirements for the system are 

listed. For example, in relation to goal no. 1), it is a requirement that the system be designed in such a 

way that it is possible for stakeholders/users to understand how the system is used, how it behaves, and 

the potential risk of relying too much on the system's output without critically evaluating it. Another 

requirement is to define and document that stakeholders/users of the system who either have to  make a 

decision or be subject to one based on the output can understand the content of the system's output. Tools 

and practices for objective no. 1) include following the "Guideline for Human -AI Interaction" and using 

techniques available in " Interpret ML " to understand how the system behaves and its impact, in order to 

better explain this to users. This objective is therefore also related to objective no. 2), where stakeholders 

must be identified and, based on the expected use, information must be disclos ed to them to ensure that 

they understand how the system works. For Copilot 365, this is elaborated in the "Transparency Note for 

Microsoft 365 Copilot" of 16 September 2024, which is part of the Microsoft 365 Copilot documentation.  

 

Users are also given transparency in relation to Copilot 365's responses by linking to the data that Copilot 

365 obtained from the organisation's data in connection with grounding and enriched the user's prompt 

with. In addition,  the Data Controllers ensure that users of Copilot 365 are trained in its use in accordance 

with the requirement in Article 4 of the AI Regulation , and guidelines on the use of Copilot 365, including 

known pitfalls, are drawn up and implemented. See also section 7.11.2 below and mitigating measures 2 

and 3 for risk 6 and mitigating measure 1 for risk 7 concerning de facto fully automated decisions . 

 

The principle of transparency also includes the obligation to inform data subjects about the processing of 

their personal data, so that data subjects are transparent about how their personal data is processed, See 

also the information obligation in Article s 13-14 of the Data Protection Regulation , which is discussed in 

more detail in section 7.9 below.  

 

As explained in  more detail in section 7.2 on purpose limitation , it is the assessment  of the State IT and 

Finance Agency that the use of Copilot 365 should not be considered a separate purpose, as Copilot 365 

is intended to support the authority's existing tasks as an ancillary operational purpose. It is therefore 

also the assessment of the Danish Agency for Governmental IT and the Danish Agency for Governmental 

IT that the data subjects (citizens and employees) should not be informed about the use of Copi lot 365, as 

it does not constitute a separate purpose and as there is no obligation for the data controllers to disclose 

the tools used to process personal data (only about the processing itself). In this connection, reference is 

made to section 8.3.1 of the M365 impact assessment and section 7.9 below in this impact assessment, as 

well as section 7.2.1 above.  

 

As described below in section 7.4, ad 4), users' interactions with Copilot 365 will be recorded in an audit 

log, which records how and when users interact with Copilot  365, the Microsoft Service where the activity 
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took place, and references to files that were accessed.75 Audit logs can be used by the Data Controllers to 

investigate and clarify incidents and to continuously monitor and supervise the use of Copilot 365 through 

random checks of audit logs and interactions. This monitoring of employees involves the processing  of 

personal data about them. This means that monitoring can only take place if there is a valid basis for 

processing and if the general conditions of objectivity and proportionality are met. 76 With regard to the 

legal basis for processing, reference is made to section 7.8 below, which states that processing may be 

carried out on the basis of Article 6(1)(e) of the Data Protection Regulation. The employees concerned 

must also be informed in advance that their interaction with Copilot 365 is logged for possible monitoring 

purposes. This follows from the principle of transparency in Article 5(1)(a ) of the General Data Protection 

Regulation, which means that personal data must be processed in a transparent manner in relation to 

the data subject. This is also stated, for example,  in the Danish Data Protection Agency's decision in 

connection with its supervision of the Labour Market Supplementary Pension Fund (ATP) of 7 August 

202077 , the Authority's assessment is that the principle of transparency in Article 5(1)(a) of the Regula-

tion means, among other things , that the data controller must provide employees with easily accessible ð 

prior ð information about the control measures used.  The information to be provided to employees in 

advance must comply with the requirements of Article 13. In the same decision, the Danish Data Protec-

tion Agency also states its opinion on this matter:  

 

"Since, in the opinion of the Danish Data Protection Agency, personal data is collected from the 

employee himself when he uses the Internet and the specialist systems, it is the Agency's asses-

sment that notification of the processing of personal data in co nnection with logging of the use 

of the Internet, specialised systems and rejected access attempts must comply with the require-

ments of Article 13 of the Data Protection Regulation. " 

The data controllers themselves supplement this impact assessment with information on compliance with 

the duty to provide information.  

 

7.4 The principle of data minimisation  

Personal data must be adequate, relevant and limited to what is necessary in relation to the purposes for 

which they are processed ("data minimisation"), cf. Article 5(1)(c) of the Data Protection Regulation.  

 

 
75 https://learn.microsoft.com/en -us/purview/audit -log-activities#copilot -activities  and https://learn.microsoft.com/en -us/office/of-

fice-365-management -api/copilot -schema (last accessed on 15 October 2024). 

76 The Danish Data Protection Agency's guidelines on data protection in employment relationships from March 2023, p. 31. 

77 Ref. no. 2019-421-0035 

https://learn.microsoft.com/en-us/purview/audit-log-activities#copilot-activities
https://learn.microsoft.com/en-us/office/office-365-management-api/copilot-schema
https://learn.microsoft.com/en-us/office/office-365-management-api/copilot-schema
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Compliance with the principle regarding the processing of personal data in connection with the Data 

Controllers' use of Microsoft 365 is described in more detail in section 8.1.3 of the  Microsoft 365 impact 

assessment.  

 

The principle of data minimisation means that the processing of personal data must be proportionate ð 

i.e. appropriate , necessary and proportionate ð in relation to the purpose or purposes, cf. the Danish Data 

Protection Agency's guidelines on the use of artificial intelligence by public authorities ð Before you start, 

October 2023, p. 10.  

 

This proportionality assessment for the operation of Copilot 365 includes, first of all, that the Government 

and all parties in the Danish Parliament have formulated a digitisation strategy aimed at supporting the 

digital development of the public sector. 78 The strategy includes a desire to reap the benefits of artificial 

intelligence, which has the potential to improve services to citizens and businesses and increase produc-

tivity , among other things. On 8 February 2024, a political agreement was reached between the Govern-

ment and the parties on an ambitious and responsible strategy for Denmark's digital development. 79 The 

agreement states that the development and use of artificial intelligence in Denmark must be accelerated, 

cf. page 2 f. of the agreement. The parties to the agreement agree that Denmark must set an ambitious 

and responsible course for the development o f artificial intelligence, which, among other things, will con-

tribute to increasing productivity and freeing up resources for citizen -oriented welfare.  Finally, on 2 

December 2024, the government published a Strategic Initiative for Artificial Intelligence ð A Strengthe-

ned Foundation for the Responsible Development and Use of Artificial Intelligence in Denmark. 80 

 

In line with this , the use of Copilot 365 for the use cases in question is precisely intended to free up 

resources and increase productivity and efficiency in government case processing, which can benefit both 

the authorities and citizens in the form of shorter case proces sing times and the freeing up of resources. 

The use of Copilot 365 in use case 3 may also lead to more uniform administrative practices and thus 

strengthen the principle of equal treatment. It is therefore the opinion of the Data Controlle rs that the 

use of Copilot 365 within the framework of the use cases in question must be considered proportionate.  

 

The principle of data minimisation then implies that an assessment must be made of how Copilot 365 can 

be operated using as little personal data as possible. It should be noted that, by its very nature, it is not 

possible to operate Copilot 365 using only anonymous data, as the purpose of the processing is precisely 

 
78 The Danish Agency for Digitisation's website:  https://digst.dk/kunstig -intelligens/strategier -for -kunstig -intelligens/  (last accessed 

on 15 November 2024).  

79 Ministry of Digitalisation website:  https://www.digmin.dk/digitalisering/nyheder/nyhedsarkiv/2024/feb/politisk -aftale -paa-plads-

om-danmarks -nye-digitaliseringsstrategi - (last accessed on 15 November 2024). 

80 Ministry of Digitalisation website:  https://www.digmin.dk/digitalisering/nyheder/nyhedsarkiv/2024/dec/ny -strategisk -indsats -

skal -bane-vej-for -kunstig -intelligens -i-danmark  (last accessed on 3 December 2024). 

https://digst.dk/kunstig-intelligens/strategier-for-kunstig-intelligens/
https://www.digmin.dk/digitalisering/nyheder/nyhedsarkiv/2024/feb/politisk-aftale-paa-plads-om-danmarks-nye-digitaliseringsstrategi-
https://www.digmin.dk/digitalisering/nyheder/nyhedsarkiv/2024/feb/politisk-aftale-paa-plads-om-danmarks-nye-digitaliseringsstrategi-
https://www.digmin.dk/digitalisering/nyheder/nyhedsarkiv/2024/dec/ny-strategisk-indsats-skal-bane-vej-for-kunstig-intelligens-i-danmark
https://www.digmin.dk/digitalisering/nyheder/nyhedsarkiv/2024/dec/ny-strategisk-indsats-skal-bane-vej-for-kunstig-intelligens-i-danmark
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to be able to generate responses and draft letters, etc. as part of case processing, including in relation to 

citizens and employees.  

 

With regard to data minimisation in generative AI systems, including Copilot 365, support for the asses-

sment of data minimisation can be found in two publications from the European Data Protection Super-

visor (EDPS) and the UK's independent data protection supervisory authority, the ICO .  

 

On 3 June 2024 , the EDPS published a set of guidelines on " generative Artificial Intelligence (generative 

AI) and personal data protection ". The guidelines aim to provide practical advice and guidance to EU 

institutions, bodies, offices and agencies on the processing of personal data using generative AI systems 

in order to comply with data protection obligations.  

 

With regard to data minimisation, point 7 of the EDPS guidelines states, among other things:  

 

"EUIs should develop and use models trained with high -quality datasets limited to the personal 

data necessary to fulfil the purpose of the processing. In this way, these datasets should be well 

labelled and curated, within the framework of appropriate data governance procedures, includ-

ing periodic and systematic review of the content. Datasets and models must be accompanied 

by documentation o n their structure, maintenance and intended use. When using systems de-

signed or operated by third -party service providers, EUIs should include in their assessments 

considerations related to the principle of data minimisation."  

The ICO has published Guidance  on AI and Data Protection , which was last updated on 15 March 2023. 

In relation to data minimisation, the guidance focuses specifically on the development of AI systems, but 

also contains contributions that are relevant to the operation of AI systems:   

 

"As this guidance notes, data minimisation can appear challenging to achieve in AI. However, 

the data minimisation principle does not mean your AI system cannot process personal data at 

all. Instead, it requires you to be clear about what personal data is adequate, relevant and lim-

ited, based on your AI system's use case. 

 

[é] 

 

In this section, we explore some of the most relevant techniques for supervised Machine Learning 

(ML) systems, which are currently the most common type of AI in use.  

 

Within your organisations, the individuals accountable for the risk management and compli-

ance of AI systems need to be aware that such techniques exist and be able to discuss and assess 

different approaches with your technical staff. For example, the defau lt approach of data 
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scientists in designing and building AI systems might involve collecting and using as much 

data as possible, without thinking about ways they could achieve the same purposes with less 

data.  

 

You must therefore implement risk management practices designed to ensure that data mini-

misation, and all relevant minimisation techniques, are fully considered from the design phase. 

Similarly, if you buy in AI systems or implement systems operated by thi rd parties (or both), 

these considerations should form part of the procurement process due diligence.ó81  

Data minimisation when using Copilot 365 must take place in several stages, ensuring that:  

 

1. Users of Copilot 365 do not include more personal data than necessary in prompts (input data);  

2. Copilot 365 does not access and ground more personal data than necessary;  

3. Copilot 365 is not used to process personal data beyond what is necessary, including by limiting 

output to what is relevant; and that  

4. no more data about users' use of Copilot 365 is generated and stored than is necessary.  

 

Re 1 ð Input data  

As described under risk no. 6 , risk of lack of meaningful human review due to automation bias or lack of 

explainability , measure no. 2, the Data Controllers ensure that users are trained in the use of Copilot 

365.  

 

As part of this training, users are trained to formulate precise and targeted prompts . This is to ensure 

that no more personal data than necessary is included in the prompt and that Copilot 365 'guides' the 

grounding process in the best possible way, so that the tool only collects and processes the personal data 

necessary for the specific task.  

 

The training will include training in identifying the purpose of the processing and assessing what infor-

mation is actually necessary to answer the question or complete the task, so that the user avoids entering 

irrelevant information.  

 

Re 2 ð Grounding  

Prior to the grounding process, data in Microsoft 365 must be vectorised via Microsoft Graph. This invol-

ves converting the content into mathematical representations and integrating it into the Semantic Index. 

This process is more comprehensive than traditi onal keyword -based searching, but is similar to the initial 

 
81 ICO:  https://ico.org.uk/for -organisations/uk -gdpr -guidance-and-resources/artificial -intelligence/guidance -on-ai-and-data -protec-

tion/how -should -we-assess-security -and-data -minimisation -in -ai/ (last accessed on 15 November 2024).  

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-should-we-assess-security-and-data-minimisation-in-ai/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-should-we-assess-security-and-data-minimisation-in-ai/
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preparation required for keyword -based searches, as the purpose in both cases is to make the content 

searchable. 

 

In a keyword -based search, files are typically prepared by extracting text, which is then indexed so that 

individual words can be quickly matched with search queries. This makes the text available to the search 

system, but focuses on exact keywords or vari ations thereof. Semantic Index goes further by converting 

the meaning and context of the text into mathematical vectors that can capture relationships between 

words and concepts, even when the search terms are not an exact match.  

 

Copilot 365 grounds itself on all (vectorised) content in the Microsoft 365 environment that the current 

user is authorised to access .  

 

The possibilities for restricting Copilot 365's access to data (and mathematical representations thereof ) 

in the grounding process are (currently) limited at a technical level. As described in the section ' 5.5 ', it is 

possible to use data labels and set up policies that Copilot  365 respects. In addition, 'restricted SharePoint 

search' can be used to define Copilot 365's access to specific SharePoint sites. However, it is not immedi-

ately possible to differentiate Copilot 365's access to data based on function or case handling area , or to 

restrict access to data using specific metadata values, such as creation or update dates.  

 

Although Copilot  365 thus has access to all data and, using Semantic Index, searches the mathematical 

representation of all data that the current user is authorised to access in the Microsoft 365 environment , 

Copilot 365 does not perform a "content analysis" of this data . It is solely a search of numerical values 

that enables Copilot  365 to identify material that is relevant in light of the user's prompt . This can be 

compared to a traditional content search, where the user enters specific keywords, after wh ich the system 

searches the available content and returns a list of documents or pages that match these keywords.  

 

Only data (files) that Copilot 365 finds relevant in the context of the user's prompt are "sent" to the LLM 

and used by the LLM to generate a response.  

 

By using precise and context -specific prompts , the user can set the direction for the grounding process 

and 'control' Copilot 365's processing of personal data.  

 

As mentioned above, the Data Controllers ensure that users are trained in the use of Copilot 365. As part 

of this, users are trained to formulate precise and targeted prompts . In order to ensure that processing is 

limited to what is necessary, users are trained to include only relevant contextual details in prompts so 

that Copilot 365 can provide responses tailored to the specifications of the task. For example, a prompt 

requesting case details would need to be limited to the specific aspects necessary for a decision or analysis, 

rather than requesting general or unfiltered data. Users are also trained to define clear boundaries for 

the data requested in a prompt so that the processing does not include an unnecessary amount of personal 
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data. For example, instead of asking broadly about a citizen's history, users can specify that they only 

want information about specific data categories.  

 

 

Ad 1 -3 Input data, grounding and output  

In addition to the above, data minimisation can be achieved through organisational measures.  

 

Firstly , the data governance model defined by the data controllers must be regularly reviewed and upda-

ted to ensure that there is continuous assessment and control of whether there is data in Microsoft 365 

to which Copilot 365 should not have access . This must be done in accordance with internal guidelines.  

 

Secondly, clear internal guidelines must be established for what Copilot 365 may be used for. The guide-

lines must define acceptable use scenarios, specify restrictions on the handling of personal data and estab-

lish procedures for reporting any violations or unintended incidents .  

 

Thirdly, users of Copilot 365 must be trained in the use of the solution, with a focus on its functions, 

possibilities and limitations. Particular attention should be paid to teaching how to design prompts accu-

rately and effectively ("prompt engineering" 82 ), see also Ad 1) and Ad 2) above. 

 

Ad  4 ð data on user usage  

When using Copilot 365, Microsoft records and stores information about the user's interactions with and 

responses from Copilot 365 (" the user's prompt and Copilot's response, including citations to any infor-

mation used to ground Copilot's response")83 . Copies of the interactions are stored in a "hidden" Exchange 

folder belonging to the user who uses Copilot 365. This hidden folder is not directly accessible to users, 

but can be viewed and managed by administrators using 'Content search' and eDiscovery tools in Purview 

(AI Hub )84 . These tools can be used, for example, for compliance checks, i.e. to ensure that Copilot 365 is 

used as intended and not misused, and to search for specific content.  

 

In addition, users' interactions with Copilot 365 will be recorded in an audit log, which records how and 

when users interact with Copilot  365, the Microsoft Service where the activity took place, and references 

to files that were accessed.85   

 

 
82 This refers to a process of writing, refining and optimising input to encourage generative AI systems to create specific, high -

quality output. See IBM:  https://www.ibm.com/topics/prompt -engineering  (last accessed on 26 October 2024). 

83 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (last accessed on 15 October 2024). 

84 https://learn.microsoft.com/en -us/purview/retention -policies-copilot  (last accessed on 15 October 2024) . 

85 https://learn.microsoft.com/en -us/purview/audit -log-activities#copilot -activities  and https://learn.microsoft.com/en -us/office/of-

fice-365-management -api/copilot -schema (last accessed on 15 October 2024). 

https://www.ibm.com/topics/prompt-engineering
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https://learn.microsoft.com/en-us/purview/retention-policies-copilot
https://learn.microsoft.com/en-us/purview/audit-log-activities#copilot-activities
https://learn.microsoft.com/en-us/office/office-365-management-api/copilot-schema
https://learn.microsoft.com/en-us/office/office-365-management-api/copilot-schema
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Finally, users can provide feedback on Copilot 365 to Microsoft. Feedback is used, among other things, to 

improve Copilot 365. The feedback option is enabled by default but can be changed by administrators, 

including being disabled. 86 This impact assessment assumes that Copilot 365 is set up by default so that 

this feedback option is disabled by the Data Controllers . If the Data Controllers wish to use the feedback 

option, the processing of personal data about users must be disclosed.   

 

Specifically regarding access restriction  

 

Copilot 365 gives users access to the data, including personal data, to which users already have access as 

a result of the Data Controllers' choice of access control for the users in question. Copilot 365 does not, 

therefore, give users access to personal data to which users do not otherwise have access. It should the-

refore be emphasised that it is important for the Data Controllers to have effective and up -to-date access 

control ð to have "their own house in order" 87 ð and this impact assessment is based on the assumption 

that such effective and up -to-date access control is in place. See also section 7.13.1 on processing security 

below. 

 

Overall assessment  

 

As a starting point, the Data Controllers process all personal data in Microsoft 365 when data is vec-

torised and integrated into Semantic Index . This is done in order to be able to search for relevant content 

using Copilot 365.  

 

Public authorities' access to search for content, including on the basis of specific characteristics, is, as a 

rule , a necessary prerequisite for the performance of the authority's tasks, including for observing the 

administrative law principle of equality and ensuring that similar cases are treated equally. It is therefore 

also necessary, in light of the purpose , to make all data to which Copilot 365 needs access searchable , 

including in the Semantic Index .  

 

As stated above, Copilot 365 only accesses the mathematical representations of data until relevant ma-

terial in relation to the user's prompt is identified. In other words, only a content analysis of relevant 

information is carried out in light of the specific purpose of the processing.  

 

 
86 https://learn.microsoft.com/en -us/microsoft -365/admin/manage/manage -feedback-ms-org?view=o365-worldwide  (last accessed on 

15 October 2024). 

87 The Norwegian Data Protection Authority has published the report "Copilot with privacy glasses on", November 2024, which is 

available from the Authority's website here: https://www.datatilsynet.no/contentas-

sets/b1139dd646f14dd29c25710b6ff24116/20241126 -copilot -med-personvernbriller -pa.pdf. This report emphasises the importance 

of data controllers having "their own house in order", including, among other things, having control over access management, cf. p. 

17 f. of the report.    

https://learn.microsoft.com/en-us/microsoft-365/admin/manage/manage-feedback-ms-org?view=o365-worldwide
https://www.datatilsynet.no/contentassets/b1139dd646f14dd29c25710b6ff24116/20241126-copilot-med-personvernbriller-pa.pdf
https://www.datatilsynet.no/contentassets/b1139dd646f14dd29c25710b6ff24116/20241126-copilot-med-personvernbriller-pa.pdf
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Subsequently, and in view of the above measures , it is the assessment of the Danish Agency for Govern-

mental IT and Finance that the principle of data minimisation is complied with in the use of Copilot 365.  

 

7.5 The principle of accuracy (data quality)  

It follows from Article 5(1)(d) of the Data Protection Regulation that personal data must be accurate 

and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal 

data that are inaccurate in relation to the purposes fo r which they are processed are erased or recti-

fied without delay (ôaccuracyõ). 

 

When assessing compliance with the principle of accuracy when using Copilot 365, both the quality 

of the personal data in the Data Controllers' Microsoft 365 environment, which Copilot 365 uses as 

the basis for its processing (input data and grounding), an d the accuracy of personal data in the 

generated output (output data) must be taken into account.  

 

With regard to the accuracy of the (personal) data that Microsoft Ireland otherwise processes as a 

data processor, please refer to the M365 impact assessment, section 8.1.4.  

 

7.5.1 More about the principle of accuracy when using generative AI  

Article 5(1)(d) of the Regulation states that personal data must be accurate and, where necessary, 

kept up to date; every reasonable step must be taken to ensure that personal data that are inaccu-

rate, having regard to the purposes for which they are proce ssed, are erased or rectified without 

delay. Recital 39 states that every reasonable measure should be taken to ensure that personal 

data that are inaccurate are rectified or erased.  

 

Reference can be made to the Ministry of Justice's report 1565/2017 on the Data Protection Regula-

tion (2016/679) ð and the legal framework for Danish legislation, volume 1, p. 98 ff. The report as-

sumes, p. 99, that both misleading and incomplete informatio n may also constitute inaccurate infor-

mation.  

 

Reference can also be made to Kristian Korfits Nielsen and Anders Lotterup, The General Data 

Protection Regulation and Act with comments, 1st edition, 2020, DJØF, p. 331 ff. It is stated on p. 

331 that the requirement for updating ensures that the data con troller has an obligation to update 

information that proves to be outdated, if necessary.  
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The same source states that the scope of the checks that the data controller is required to carry out 

under the provision will depend on the nature of the information, its use, the reliability of the col-

lection and whether the information is of importance to one or more authorities, companies, etc.  

 

In line with this, it appears from the presentation in Hanne Marie Motzfeldt and Johan Næser, Data 

quality in connected digital administration, in: Rasmus Grønved Nielsen (ed.), Poul Andersen, for-

valtningsretten og retsvidenskaben ð 100-året for en disputa ts, 1st ed., DJØF 2024, p. 303 ff., that 

the requirements for data quality depend on the risk associated with the processing for the data 

subjects. On p. 303, the following is stated in this regard:  

 

"What constitutes reasonable steps to verify the accuracy of personal data when collecting and 

sharing it must (in particular) be read in light of the purpose of the Regulation and the principle 

of accountability under data protection law, which is express ed, among other things, in Articles 

5(2) and 24 of the Regulation.  

 

[é] 

 

As stated above, the data protection risk assessment must be used, among other things, to de-

termine which control measures an authority must implement when collecting personal data. 

The measures that are relevant will depend on which manual procedures and technical soluti-

ons are best suited to minimising the specific risks to data subjects arising from the processing 

of inaccurate information. The extent and intensity of the control and updating measures that 

the data controller must implement to ensure acc uracy will also depend on a specific assessment. 

The greater the negative impact that the information may have on assessments, decisions and 

actions that will directly affect the data subject, the more extensive the measures that must be 

implemented. Typic ally, the amount, nature and degree of reliability of the information will be 

important. However, in supervisory practice, emphasis is also placed on the importance of citi-

zens and others being able to trust the information used by public authorities, just  as the mere 

consideration of ensuring trust in the data processing of public authorities carries considerable 

weight in data protection law."  

From the Danish Data Protection Agency's practice, reference can be made to the Agency's decision 

of 11 May 2022, in which the Agency severely criticised 3F Østfyn for failing to comply with the 

principle of accuracy and the requirement for adequate securi ty by inadvertently disclosing infor-

mation about a member to the member's former violent cohabitant (ref. no. 2021 -441-9224). The 

Danish Data Protection Agency stated, among other things, the following:   
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"It is the opinion of the Data Protection Authority that this principle entails an obligation that 

the technical support of business processes should not generally be implemented in a way that 

creates incorrect data. The principle of data protection in the  design of solutions, cf. Article 25 

of the Data Protection Regulation, also requires that the system effectively implements the data 

protection principles.  

 

It is the opinion of the Data Protection Authority that retaining the original address in situati-

ons where the member chooses to have their address protected in the CPR register should not be 

possible without reliable verification of the accuracy of the me mber's address in the CRM sy-

stem. A situation such as the present one, where the value for the address is retained by default, 

creates several possible risk scenarios for the rights of the data subjects.  

 

One possible solution would be to either leave the field blank or block the value from being used, 

e.g. for sending out trade journals, and require a positive action to activate the address. This 

should be supported by specific processes and guidelines for  maintaining the field value, as in 

this use case it is a manually maintained field.  

 

By not having such procedures and by using the original address as the value as a system de-

fault, and as it is the opinion of the Data Protection Authority that this will systematically lead 

to the processing of incorrect information, 3F Østfyn has not com plied with Article 5(1)(d).  

Reference can also be made to the Danish Data Protection Agency's decision of 27 November 2008 

on a municipality's updating of address information (ref. no. 2008 -313-0113). In that case, the Aut-

hority requested the municipality to improve its procedures fo r using a property register in situati-

ons where automatic updating did not take place, so as to avoid incorrect information being included 

in invoices and other letters. The supervisory authority stated that, for example, consideration could 

be given to ma nually entering the correct address when the municipality received it in the population 

register, checking the addresses on letters sent regarding properties where updating was disabled, 

or having the register automatically updated via the CPR, if possible . The case is mentioned in Kri-

stian Korfits Nielsen and Anders Lotterup, Databeskyttelsesforordningen og -loven med kommen-

tarer (The Data Protection Regulation and Act with comments), 1st edition, 2020, DJØF, p. 333, 

where it is stated that the same will a pply under Article 5(1)(d) of the Data Protection Regulation.  

 

Finally, reference can be made to the Danish Data Protection Agency's decision of 19 July 2021 

concerning the Danish National Police's processing of telecommunications data (ref. no. 2019 -819-

0003). The case concerned the Danish National Police's use of an  IT system for processing informa-

tion about the geographical location of natural persons based on mast data, etc., which, due to an 

error, had not always provided accurate results. The case concerns the processing of personal data 
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under the Law Enforcement Act, which, however, has a similar requirement for data quality. The 

Danish Data Protection Agency stated, among other things, the following:  

 

" In this connection, it is the opinion of the Danish Data Protection Agency that all probable 

error scenarios should be tested in connection with the development of new software that pro-

cesses personal data, and that testing and ongoing follow -up must tak e place in the event of any 

changes to the data controller's systems , so as to ensure that personal data is processed with 

continued confidentiality, integrity, availability and robustness. In this connection, the Danish 

Data Protection Agency considers i t an aggravating factor that the information forms the basis 

for decisions concerning investigation, prosecution and indictment, and that the information is 

used as evidence in criminal cases.  

Regarding the principle of accuracy in connection with the obligation to ensure data protection by 

design and by default, cf. Article 25 of the General Data Protection Regulation, reference can also be 

made to the EDPB's guidelines 88 on this subject, p. 23 f, which states, among other things:  

 

ò3.6 Accuracy 

 

77. Personal data shall be accurate and kept up to date, and every reasonable step shall 

be taken to ensure that personal data that is inaccurate, having regard to the purposes 

for which they are processed, are erased or rectified without delay. [note omit ted.] 

 

 The requirements should be seen in relation to the risks and consequences of the con-

crete use of data . Inaccurate personal data could be a risk to the data subjectsõ rights 

and freedoms, for example when leading to a faulty diagnosis or wrongful treatmen t of 

a health protocol, or an incorrect image of a person can lead to decisions being made on 

the wrong basis either manually, using automated decision -making, or through artifi-

cial intelligence.  

 

79. Key design and default accuracy elements may include:  

 

¶ Data source ð Sources of personal data should be reliable in terms of data accu-

racy.  

¶ Degree of accuracy ð Each personal data element should be as accurate as neces-

sary for the specified purposes.  

 
88 EDPB: Guidelines 4/2019 on Article 25 Data Protection by Design and by Default, version 2.0, adopted on 20 October 2020.  
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¶ Measurably accurate ð Reduce the number of false positives/negatives, for exam-

ple biases in automated decisions and artificial intelligence.  

¶ Verification ð Depending on the nature of the data, in relation to how often it may 

change, the controller should verify the correctness of personal data with the data 

subject before and at different stages of the processing (e.g. to age requirements).  

¶ Erasure/rectification ð The controller shall erase or rectify inaccurate data with-

out delay. The controller shall in particular facilitate this where the data subjects 

are or were children and later want to remove such personal data. [note omitted.]  

¶ Error propagation avoidance ð Controllers should mitigate the effect of an accu-

mulated error in the processing chain.  

¶ Access ð Data subjects should be given information about and effective access to 

personal data in accordance with GDPR Articles 12 to 15 in order to control accu-

racy and rectify as needed.  

¶ Continued accuracy ð Personal data should be accurate at all stages of the pro-

cessing, tests of accuracy should be carried out at critical steps.  

¶ Up to date ð Personal data shall be updated if necessary for the purpose.  

¶ Data design ð Use of technological and organisational design features to decrease 

inaccuracy, for example present concise predetermined choices instead of free text 

fields.  

As stated in the above quotation, organisational measures can be introduced in the form of human 

review of the system's output in combination with technical, systemic measures. Similarly, Hanne 

Marie Motzfeldt and Azad Taheri Abkenar (eds.), Digital admini stration ð development of case ma-

nagement solutions, 1st ed. 2019, DJØF Forlag, p. 253, which states the following about the possi-

bility of combining technical, systemic and organisational measures to support the necessary data 

quality:  

 

"Even when the general assessment is that data quality is generally high, consideration should 

be given to what measures can ensure the accuracy of the data in the specific cases that will be 

disclosed via the functionalities of the digital solution. The r equirements will naturally vary 

and may be a combination of technical and organisational measures. For example, so -called 

digital stop blocks can be established, i.e. functionalities that extract cases with deviating com-

binations of information for manual assessment. Functions can also be established where the 

data is presented to the citizens involved for their comments, regardless of whether there is an 

obligation to hear the parties."  

Reference can also be made to the presentation in Hanne Marie Motzfeldt, Machine Learning and 

the exercise of discretion by the administration, in Juristen no. 4, 2020, p. 140 ff. On p. 145 ff., it is 
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stated that administrative authorities may use machine learning -based systems in connection with 

the processing of decision -making cases and that one option is to fully automate part of the case 

portfolio, e.g. as a cut -off in connection with the sorting o f a large number of applications. It is stated 

that the aim of developing and using such solutions is most often so -called "decision support", i.e. 

where the digitally generated "recommendations" are to function as one of several steps in the overall 

decision-making process, and where the output from the digital process is to "support" the human 

case worker who is otherwise responsible for case processing. Regarding the legal significance of 

legal deficiencies in the form of the inclusion of irrelevant crit eria in these generated draft decisions, 

the following is stated, among other things:  

 

"In these scenarios, attention must be focused on the human case worker's use of the solution's 

output in the specific case.  

 

In cases where an algorithmically generated 'recommendation' is rejected or, for other reasons, 

is not taken into account by a human case worker in a case, the fact that the digital solution's 

programming has built -in and applied irrelevant criteria does n ot mean that these can be consi-

dered to have been included in the specific case. In these cases, the digital solution has simply 

generated an output that has not been used (taken into account).  

 

A close parallel from analogue administration is a superior's administrative approach of rejec-

ting and correcting a subordinate's draft decision due to the inclusion of irrelevant considera-

tions in the draft. In this situation, the fact that the subordinat e's draft was based on an incor-

rect interpretation of the relevant legislation does not constitute a legal defect in the final deci-

sion. This must be assumed to apply both in cases where a "recommendation" has been rejected 

and in cases where a case worker has reached the same result as the algorithm, but after having 

actually and independently considered the information in the case.  

 

If, on the other hand, it can be shown that a digitally generated recommendation has been used 

untested by a case worker in a specific case, the algorithmically applied criteria must be consi-

dered to have been included. The consequence is that the decision made is legally flawed."  

The reasoning is thus that if the use of irrelevant criteria in the draft decision is "caught" by the case 

worker, who corrects the draft to make it lawful, there is no legal defect in the final decision and 

thus no harm has been done to the citizen.  

 

The issue of the principle of accuracy in relation to the use of generative AI has also been addressed 

in various presentations by the EDPB, EDPS and European data protection authorities, which also 

address the issue of so-called "hallucinations" in language models.  
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In the following, hallucinations refer to the phenomenon that generative AI solutions can in some 

cases provide incorrect or fictitious answers.  This may be due, among other things, to the fact that 

the AI tool's data base is not up to date or comprehensive in the area being queried , or to the fact 

that many generative AI tools are trained on large parts of the freely accessible internet, and there-

fore incorrect information from this source may form the basis for responses. It can be difficult to 

discern wh ether content is fabricated, as AI tools are good at making it appear credible. The written 

presentation does not always reflect that something is wrong. 89 

 

The EDPB states the following about " Data Accuracy " in the Report of the work undertaken by the 

ChatGPT Taskforce , published on 23 May 2024, points 30 and 31:   

 

"30. It has to be noted that the purpose of the data processing is to train ChatGPT and not 

necessarily to provide factually accurate information. As a matter of fact, due to the probabilistic 

nature of the system, the current training approach leads to a model which may also produce 

biased or made up outputs. In addition, the outputs provided by ChatGPT are li kely to be taken 

as factually accurate by end users, including information relating to individuals, regardless of 

their actual accuracy. In any case, the principle of data accuracy must be complied with [note: 

Judgment of the Court of Justice of 16 January  2019, C-496/17 (Deutsche Post AG), para 57, 

according to which all processing of personal data must comply with the principles relating to 

data quality set out in Article 5 GDPR].  

 

31. In line with the principle of transparency pursuant to Article 5(1)(a) GDPR, it is important 

that the controller provides proper information on the probabilistic output creation mechanisms 

and on their limited level of reliability, including explicit r eference to the fact that the generated 

text, although syntactically correct, may be biased or made up. Although the measures taken in 

order to comply with the transparency principle are beneficial to avoid misinterpretation of the 

output of ChatGPT, they  are not sufficient to comply with the data accuracy principle, as re-

called above ó. 

Furthermore , the EDPS guidelines on " Generative AI and the EUDPR ", published on 3 June 2024, 

p. 15, state :  

 

ò7. How can the principle of data minimisation be guaranteed when using generative AI sys-

tems?  

 
89 See the  Danish Agency for Digitisation's Guide for public authorities on the responsible use of generative artificial intelligence , 

11 March 2024, p. 5.  



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page92 / 224 

 

 

 

[é]. EUIs should develop and use models trained with high -quality datasets limited to the 

personal data necessary to fulfil the purpose of the processing. In this way, these datasets should 

be well labelled and curated, within the framework of appropriate dat a governance procedures, 

including periodic and systematic review of the content. Datasets and models must be accom-

panied by documentation on their structure, maintenance and intended use. When using sys-

tems designed or operated by third -party service p roviders, EUIs should include in their assess-

ments considerations related to the principle of data minimisation. The use of large amounts of 

data to train a generative AI system does not necessarily imply greater effectiveness or better 

results. The careful design of well -structured datasets, to be used in systems that prioritise qual-

ity over quantity, following a properly supervised training process, and subject to regular mon-

itoring, is essential to achieve the expected results, not only in term s of data minimisation, but 

also when it concerns quality of the output and data security .ó (Our emphasis.)  

In the above guidelines, the EDPS gives the following example of organisational measures in the 

form of human review of the output of a meeting transcription system (automatic speech recogni-

tion), see p. 16:  

 

òEUI-X [a fictitious EU institution], following the advice of the DPO, has decided that the re-

sults of the ASR model [model for automatic speech recognition and transcription], when used 

for the transcription of official meetings and hearings, will be subj ect to validation by qualified 

staff of the EUI. In cases where the model is used for other less sensitive meetings, the transcrip-

tion will always be accompanied by a clear indication that it is a document generated by an AI 

system.ó 

The British data protection authority, the Information Commissionerõs Office (ICO), states the fol-

lowing about the principle of accuracy when using generative AI:  

 

òPersonal data does not always have to be accurate 

 

Personal data does not need to be kept up to date in all circumstances. Whether the data needs 

to be accurate depends on the purpose of processing: in some cases, it is appropriate to process 

information which is out of date (e.g. historical records) or no t factually accurate (e.g. opinions).  

 

Additionally, as the ICOõs Guidance on AI and Data Protection clearly sets out, [note omitted] 

the accuracy principle does not mean that the outputs of generative AI models need to be 100% 

statistically accurate. The level of statistical accuracy which is appropriate depends on the way 

in which the model will be used, with high statistical accuracy needed for models which are 

used to make decisions about people. In this context, e.g., models used to triage customer queries 



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page93 / 224 

 

 

would need to maintain higher accuracy than models used to help develop ideas for video game 

storylines. 90 

And the following 91 :  

 

 Should the outputs of generative AI models be accurate?  

 

This question can only be answered by first considering what a specific application 

based on a generative AI model is used for. Once the organisation deploying the model 

has established the purpose for it, and ensured with the developer that the model is 

appropriate for that purpose, it can then decide whether the purpose requires accurate 

outputs. For example:  

 

o A model used to help game designers develop story lines does not necessarily need 

accurate outputs. The model output could provide storyline ideas in which invented 

facts are associated with real people; but  

o A model used by an organisation to summarise customer complaints must have ac-

curate outputs in order to achieve its purpose. This purpose requires both statistical 

accuracy (the summary needs to be a good reflection of the documents it is based on) 

and dat a protection accuracy (output must contain correct information about the 

customer). 

Organisations developing and using generative AI models which have a purely creative 

purpose are unlikely to need to ensure that the outputs are accurate as their first prior-

ity. The more a generative AI model is used to make decisions about people, or is relied 

on by its users as a source of information rather than inspiration, the more that accuracy 

should be a central principle in the design and testing of the model.ó 

 

And the following 92 :  

 

 
90 Guidance on the ICO website via the following link:  https://ico.org.uk/about -the-ico/what -we-do/our-work -on-artificial -intelli-

gence/generative-ai-third -call -for-evidence/ (last accessed on 2 November 2024). 

91 Guidance on the ICO website via the following link:  https://ico.org.uk/about -the-ico/what -we-do/our-work -on-artificial -intelli-

gence/generative-ai-third -call -for-evidence/ (last accessed on 2 November 2024). 

92 Guidance on the ICO website via the following link:  https://ico.org.uk/about -the-ico/what -we-do/our-work -on-artificial -intelli-

gence/generative-ai-third -call -for-evidence/ (last accessed on 2 November 2024). 

https://ico.org.uk/about-the-ico/what-we-do/our-work-on-artificial-intelligence/generative-ai-third-call-for-evidence/
https://ico.org.uk/about-the-ico/what-we-do/our-work-on-artificial-intelligence/generative-ai-third-call-for-evidence/
https://ico.org.uk/about-the-ico/what-we-do/our-work-on-artificial-intelligence/generative-ai-third-call-for-evidence/
https://ico.org.uk/about-the-ico/what-we-do/our-work-on-artificial-intelligence/generative-ai-third-call-for-evidence/
https://ico.org.uk/about-the-ico/what-we-do/our-work-on-artificial-intelligence/generative-ai-third-call-for-evidence/
https://ico.org.uk/about-the-ico/what-we-do/our-work-on-artificial-intelligence/generative-ai-third-call-for-evidence/


1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page94 / 224 

 

 

òDevelopers should also assess and communicate the risk and impact of so-called òhal-

lucinationsó, i.e. incorrect and unexpected outputs. These can occur due to the probabil-

istic nature of generative AI models. If controls to assess and communicate the like lihood 

and impact of inaccuracy are not in place, users may wrongly rely on generative AI tools 

to provide factually accurate information that it cannot actually provide.  

 

Communication about and monitoring of appropriate use cases is particularly im-

portant when an application based on generative AI is used by individuals in consumer -

facing services. In these cases, we believe organisations who make the application avail-

able to people would need to carefully consider and ensure the model is not used by 

people in a way which is inappropriate for the level of accuracy that the developer knows 

it to have.  

 

This could include:  

 

o Providing clear information about the statistical accuracy of the application, and 

easily understandable information about appropriate usage; [note omitted]  

o Monitoring user -generated content, either by analysing the user query data or by 

monitoring outputs publicly shared by users;  

o User engagement research, to validate whether the information provided is under-

standable and followed by users; and  

o Labelling the outputs as generated by AI, or not factually accurate. This could be 

done for example by embedding metadata in the output or making imperceptible 

alterations to it to record its origin (sometimes referred to as òwatermarkingó and 

òdata provenanceó); 

o Providing information about the reliability of the output, for example through the 

use of confidence scores. The reliability of a generative AI modelõs output could be 

assessed by reference to reliable sources of information, using retrieval augmenta-

tion g eneration techniques. [note omitted] ó 

7.5.2 The accuracy of personal data processed using Copilot 365  

Copilot 365 processes personal data in the following processing steps:  

 

1. In the user's input/prompt (use cases 2 and 3) 

2. In the Microsoft 365 environment as part of the grounding process (use case 3)  

3. In the output/response (use cases 2 and 3). 
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The accuracy of personal data in the user's input/prompt and the Microsoft 365 environment is cru-

cial to the accuracy of Copilot 365's output, because Copilot 365 bases its responses and guidance on 

the information the tool receives and has access to. If the data Copilot 365 receives and uses is out-

dated, incorrect or incomplete, this will be reflected in the output .  

 

Compliance with the principle of accuracy in each processing step is discussed below.  

 

7.5.2.1 Accuracy of personal data in input/prompt  

When using Copilot 365 as part of use cases 2 (internal use) and 3 (external use), the user can enter 

personal data about themselves (use case 2) or citizens (use case 3) in the prompt. This involves 

manual entry of information that the user considers relevant in the specific context.  

 

With regard to use case 3 (external use), the prompt and the personal data it contains can in many 

ways be compared to a memorandum prepared as part of a specific case, in which a case worker (or 

superior) sets out the direction for the case and the decisi on to be made. For example, it may state 

who the case concerns, what essential information is to be included, what relevant practice and law 

the decision is to be based on, etc. The fact that the information is entered into Copilot 365 rather 

than a draft memo or similar is not considered to increase the risk of the information being incorrect. 

The data controllers also ensure that users receive training in preparing accurate and targeted 

prompts and understand the importance of the prompt for the accuracy of the output generated, see 

also below regarding the accuracy of personal data in the output/response.   

 

In relation to use case 2, where it is the user who enters information about themselves in the prompt, 

the user must be expected to be able to correct any incorrect personal data.  

 

The principle of accuracy is therefore considered to be observed by the Data Controllers when pro-

cessing personal data in inputs/prompts to Copilot 365.  

 

7.5.2.2 Accuracy of personal data in Microsoft 365  

The principle of accuracy of personal data in Microsoft 365 is addressed in section 8.1.4 of the M365 

impact assessment .  

 

As stated therein, the Data Controllers themselves supplement the impact assessment with infor-

mation about the accuracy of personal data collected, processed and stored in Microsoft 365.  
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7.5.2.3 Accuracy of personal data in output/responses  

As explained in sections  5 and 8.3.4, a known risk associated with the use of large language models 

is that they can generate content that appears credible but is not necessarily correct or based on the 

source material (hallucinations). Copilot 365 can therefore also generate incorr ect output, including 

incorrect personal data.  

 

Copilot 365 is trained to optimise performance, including accurate responses 93 , and is continuously 

tested for improvement. 94 Microsoft uses user feedback, among other things, to continuously improve 

the accuracy of Copilot 365. 95  

 

In addition, as described in section  5, Copilot 365 uses the Data Controllers' own data in the groun-

ding process, which ð provided that the data in the Microsoft 365 environment is correct ð reduces 

the risk of Copilot 365 basing its output on sources of error.    

 

Although these inherent measures reduce the risk of errors or inaccuracies in Copilot 365's output, 

including in personal data, the risk cannot be eliminated .96 In other words, Copilot 365 will in certain 

cases generate output/responses that contain errors.  

 

The assessment of whether Copilot 365 can then be used in accordance with the principle of accuracy 

must be made in accordance with the review of the principle of accuracy in section 7.5.1 . As can be 

inferred from this, the requirement for accuracy must be assessed in light of the actual use of perso-

nal data and the risks and consequences that the processing entails for the data subjects.  

 

This means that there is no data protection requirement for 100% accuracy in all personal data, 

including in the output of a generative AI system that is processed, but rather that data controllers 

must take all "reasonable" measures to ensure that the information is correct. What is reasonable 

in a specific situation will depend, among other things, on the purpose of the processing and th e risk 

 
93 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -transparency -note (published 16 September 2024 ð 

last accessed 27 October 2024).  

94 https://support.microsoft.com/en -us/office/frequently -asked-questions -about-microsoft -365-copilot -business-chat-500fc65e-9973-

4e42-9cf4-bdefb0eb04ce (òhow is Copilot evaluated?ó ð last accessed on 27 October 2024). 

95 Ibid.  

96 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (published 18 October 2024 ð last accessed 

27 October 2024). 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-transparency-note
https://support.microsoft.com/en-us/office/frequently-asked-questions-about-microsoft-365-copilot-business-chat-500fc65e-9973-4e42-9cf4-bdefb0eb04ce
https://support.microsoft.com/en-us/office/frequently-asked-questions-about-microsoft-365-copilot-business-chat-500fc65e-9973-4e42-9cf4-bdefb0eb04ce
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
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to the data subjects. Thus, a combination of technical and organisational measures can ensure the 

necessary data quality overall.  

 

In order to comply with the principle of accuracy, the measures set out in the table below are applied 

to the three use cases in question : 

 

 Use case 1  

(internal use)  

Use case 2  

(support chat)  

Use case 3  

(external use)  

Technical measures  

1 Test before use  V V V 

2 Reference/link to sources  V V V 

3 Information that the user interacts with AI  V V V 

Organisational measures  

4 Data governance in Microsoft 365 and Copilot 365  V V V 

5 Training in the use of Copilot 365, including 

prompt engineering  

V  V 

6 Review of output    V 

7 Ongoing testing by Microsoft  V V V 

8 Ongoing testing and evaluation conducted by the 

Data Controllers  

V V V 

9 Labelling of AI content until review    V 

 

The measures are described below.  

 

1) Testing before use  

As stated in section  5.12, the Data Controllers shall ensure that Copilot 365 is tested before use. The 

test shall ensure that Copilot 365 functions as expected in the Data Controllers' Microsoft 365 en-

vironment, including that the error rate in the output is acceptable.  

 

2) Reference/link to sources  

Output from Copilot 365 contains links to any sources used to generate the response97 , which enab-

les the user or "reviewer" to carry out a real, effective verification and supervision , see also measure 

no. 6 below.   

 

3) Information that the user is interacting with AI  

 
97 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (published 1 November 2024 ð last accessed 

6 November 2024) . 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
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When using Copilot 365, the user is warned that they are interacting with an AI system and advised 

to verify the response in the sources.98    

 

Users of the internal support chat (use case 2) will also receive guidance that the answer may contain 

errors and cannot be relied upon without further verification.  

 

4) Data governance in Microsoft 365 and Copilot 365  

As Copilot 365's output is based on the data in Microsoft 365 to which Copilot 365 has access, it is 

essential for the accuracy of the output that this data is correct and, if necessary, updated.  

 

The Data Controllers supplement the impact assessment with information about the accuracy of 

personal data entered, processed and stored in Microsoft 365 , see section7.5.2 , including through a 

process of ongoing monitoring, quality control and regular validation of personal data .  

 

The data controllers also prepare an overview of the specific data that Copilot 365 must have access 

to in the grounding process in use case 2 (internal chat) and use case 3 (external use) in order to 

support the purpose of the processing. For use case 2, this may include relevant agreements, salary 

overviews, the Danish Salaried Employees Act, internal staff handbook and other internal guide-

lines, as well as relevant practices for handling HR and personnel issues. For use case 3, the neces-

sary data will ty pically include relevant cases or case types, previous decisions, and data on the legal 

basis or bases that are decisive for the case processing , e.g. previous decisions, judgments, and ap-

plicable legislation . In addition, the Data Controllers assess whether there is any data to which 

Copilot 365 should not have access. This may include data representing previous practices or legal 

bases that are no longer current, or cases where there is uncertainty about data quality. This 

uncertainty about data quality may be due, for example, to the fact  that relevant data is not fully 

documented in the case, or that the legal status of the documents is  unclear , e.g. whether they are 

final decisions or drafts. The Data Controllers shall ensure that a process is established for regular 

review and validation of the data used by Copilot 365 in the grounding process.  

 

Copilot 365 accesses and uses the latest version of a document, but does not (yet) have the ability to 

read metadata such as creation or update date, document status, etc. Therefore , it is also unclear 

how Copilot 365 relates to and uses different copies of the same document with few variations or in 

the event of a conflict between data points . An example could be how Copilot 365 chooses between 

 
98 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -transparency -note (published 16 September 2024 ð 

last accessed 6 November 2024). 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-transparency-note
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or processes two different addresses on a registered person, or which document Copilot 365 uses as 

a basis when there are several copies of it.  

 

With a view to optimising Copilot 365's ability to identify relevant information and increase the 

quality of subsequent human review of output, the Data Controllers supplement the impact asses-

sment with information on the metadata structures and versioning policies used for the data and 

documents in Microsoft 365 to which Copilot 365 has access. In general terms, such a policy may, for 

example, consist of always saving documents in a new version rather than as a copy or new docu-

ment, so that the problem of multiple copies of (almost) the same document does not arise, and that 

the date of creation/import and latest update is always shown in data tables and documents  (body 

text) , and that documents are clearly marked with the relevant status in the header/body text , e.g. 

"Draft", "Under review", "Final version" and the like. Such measures, where relevant data is incor-

porated into the body text and thus becomes "readable" for Copilot 365 , and which provide case 

workers with information about the status of the information , can, supported by user -defined 

instructions in prompts, help to ensure that the processing of personal data takes place on the desi-

red and correct data basis.  

 

5) Training in the use of Copilot 365, including prompt engineering  

The Data Controllers shall ensure that users receive training in the use of Copilot 365, including the 

preparation of accurate and targeted prompts, cf. section 7.4 on data minimisation.  

 

By using accurate prompts, users can influence the information Copilot 365 uses in the grounding 

process, meaning that Copilot 365 bases its response on, for example, the latest data , final decisions, 

etc., provided that such metadata is available in the data basis, cf. measure no. 4 above . For example, 

actual "prompt catalogues" can be used, i.e. overviews of specific prompts that have been pre -appro-

ved for use in relation to specific case types/processes.  

 

Precise prompts are also supported by a built -in "Prompt enrichment" function, where Copilot 365 

helps the user to elaborate on the prompt in case of ambiguous prompts.  

 

However, the use of precise and targeted prompts does not give the user full control over which 

information Copilot 365 has access to and actually uses in a specific situation.   

 

6) Real human verification of output  

The Data Controllers ensure that the output from Copilot 365 undergoes an effective, systematic 

human review by persons with the necessary legal, technical and professional qualifications to as-

sess the accuracy and reliability of the AI -generated content before it is used in legal case processing 
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(use case 3). In the case of decision -making cases where Copilot 365 is used to generate draft decisi-

ons, the review process of the draft decision will cover the entire legal decision -making process, i.e. 

review of the facts of the case, review of the legal rules, review of the assessment (legal subsumption) 

and legal sequence. Output must therefore always be reviewed and quality assured by persons who 

are familiar with the relevant facts, legal basis, practice and/or other material on which the case 

processing or task is based, and who understand the capabilities and limitations of Copilot  365. See 

sections 7.11.2 and 8.3.4.2.  

 

The Data Controllers must also review the output when Copilot 365 is used to create reports or 

summaries of facts contained in several different notes. This is to ensure that the personal data in 

the report or summary is correct and complete.  

 

7) Ongoing testing by Microsoft  

Microsoft conducts ongoing testing and evaluation of Copilot  365 to identify and mitigate potential 

risks and improve performance. 99  

 

8) Ongoing testing and evaluation by the Data Controllers  

The Data Controllers themselves continuously monitor Copilot 365's output in order to identify pat-

terns of errors, cf. section 8.3.4.2 , and evaluate the use of the tool.  

 

9) Labelling of AI content until review  

The Data Controllers shall ensure that an internal process is established to make it clear that draft 

material prepared using Copilot 365 is labelled so that there is transparency about the use of the 

tool and so that managers who perform quality control/review are aware of its use.  

 

Overall assessment of compliance with the principle of accuracy  

Based on the above, it is the Data Controllers' assessment that, through the use of these technical 

and organisational measures, a satisfactory process has been established which ensures that the 

risk of errors in personal data when using Copilot 365 is mi nimised and which supports that any 

errors are not included and used as a basis for case processing (use case 3) or by employees without 

further verification (use case 2) and thus does not significantly affect the data subjects.  

 

The measures are applied at all stages of the processing process through the use of accurate and 

precise prompts, an up -to-date and correct data basis on both individuals and legal basis in the 

 
99 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (published 1 November 2024 ð last accessed 

6 November 2024) . 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
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grounding process, comprehensive checking and quality control of output, labelling of content and 

ongoing testing, monitoring and evaluation. The measures and checks for accuracy are particularly 

concentrated in the critical steps where there is a risk tha t incorrect information may be included in 

the case processing and where the processing is therefore or may be risky for the data subjects.   

 

Against this background, it is the Data Controllers' assessment that, based on an overall assessment, 

the principle of accuracy must be considered to have been complied with.  

 

7.6 The principle of storage limitation  

It follows from the principle of storage limitation in Article 5(1)(e) of the Data Protection Regulation first 

indent, personal data must be stored in such a way that it is not possible to identify the data subjects for 

longer than is necessary for the pur poses for which the personal data are processed.  

 

Assessment of compliance with the principle of storage limitation is described in more detail in the  Mi-

crosoft 365 impact assessment , section 8.1.5, which concludes that the solution supports the secure dele-

tion of personal data.  

 

When using Copilot, the following information is stored, which includes or may include personal data:  

 

Input  The user's prompt is stored in Exchange. 

Information about the grounding 

process 

Any source references to information used to support Copilot  

365's responses are stored in Exchange. 

Output  Copilot 365's response is stored in Exchange. 

User interactions  User interactions with Copilot 365 are recorded in an audit log. 

Audit logs are accessed via Microsoft Purview . 

 

Audit logs about user interactions contain the following attributes 100 :  

 
100 https://learn.microsoft.com/en -us/office/office-365-management -api/copilot -schema (published 16 May 2024 ð last accessed 31 Oc-

tober 2024) . 

https://learn.microsoft.com/en-us/office/office-365-management-api/copilot-schema
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Copilot 365 administrators can set deletion settings. An automatic retention policy can be configured to 

delete content that is "ready for deletion" . A scheduled job runs regularly and moves interactions that 

have exceeded their retention period to the "SubstrateHolds"  folder, after which they are deleted from 

Copilot  365. "SubstrateHolds" temporarily stores interactions until they are permanently deleted the next 

time the timer job runs 101 , unless they are subject to a different retention policy or an "eDiscovery hold", 

e.g. as a result of a compliance check . Interactions that the user may delete themselves are also stored in 

SubstrateHolds until the conditions for deletion are met. Interactions SubstrateHolds can be searched 

via eDiscovery tools in Purview.  

 

Specifically with regard to audit logs for Copilot 365, audit log retention policies can be created, as for 

audit logs for other Microsoft 365 services, specifying how long audit logs should be retained. The policies 

can be linked to specific services, act ivities and users. 102   

 

 
101 https://learn.microsoft.com/en -us/purview/retention -policies-copilot  (last accessed 15 October 2024). 

102 https://learn.microsoft.com/en -us/purview/audit -log-retention -policies?tabs=microsoft -purview -portal  (last accessed on 15 Octo-

ber 2024). 

https://learn.microsoft.com/en-us/purview/retention-policies-copilot
https://learn.microsoft.com/en-us/purview/audit-log-retention-policies?tabs=microsoft-purview-portal
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The Data Controllers must therefore use the above -mentioned deletion options and must establish dele-

tion policies for the deletion of personal data stored using Copilot 365. The Data Controllers must also:  

 

1) Implement technical measures to ensure that deletion actually takes place;  

2) periodically review whether the established policies are still accurate; and  

3) conduct regular tests to ensure that the deletion measures remain effective and efficient.  

 

On this basis, it is assumed that personal data in Copilot 365 can be stored and deleted in a secure manner 

and that the Data Controllers can comply with the principle of storage limitation in Article 5(1)(e ) of the 

Data Protection Regulation when using Copilot 365 . 

 

7.7 The principle of integrity and confidentiality  

Personal data must be processed in a manner that ensures adequate security of the personal data con-

cerned, including protection against unauthorised or unlawful processing and against accidental loss, 

destruction or damage, using appropriate technical or o rganisational measures ("integrity and confiden-

tiality"), cf. Article 5(1)(f) of the Data Protection Regulation.  

 

The principle of integrity and confidentiality is also described in section 8.1.6 of the M365 impact asses-

sment, to which reference is made.  

 

The principle of integrity and confidentiality is supplemented by Section 2 of the Data Protection Regu-

lation on personal data security, which includes Article 32 on processing security and rules on the iden-

tification and processing of personal data breaches. These matters are discussed below in section  7.13, to 

which reference is made.  

 

7.8 Legal basis for processing  

7.8.1 General  

The legal basis for the Data Controllers' processing of personal data using Microsoft 365 is discussed in 

the M365 impact assessment, section 8.2:  

 

Section 8.2.1 contains a general review of the part of the data protection legislation that is 

relevant to the Data Controllers' processing of personal data in Microsoft 365.  

 

Section 8.2.2 contains an "umbrella analysis" of the basis for the Data Controllers' processing 

of personal data in Microsoft 365 , as the Data Controllers themselves supplement the impact 
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assessment with a specific assessment based on the specific legislation governing the tasks 

performed by the individual authority .  

 

Section 8.2.3 contains an assessment of the basis for the aggregation of personal data that 

Microsoft performs in Microsoft 365 and which Microsoft subsequently processes for business 

activities .  

 

The statements in section 8.2 of the M365 impact assessment also apply in principle to the assessment of 

the legal basis for Copilot 365, as the purpose of the processing and the personal data processed are the 

same. The data controllers thus process perso nal data in the Microsoft 365 environment for the purpose 

of performing their respective statutory tasks vis-à-vis citizens, including actual administrative activities 

and decision -making, as well as personnel administration.  

 

The difference from the M365 impact assessment therefore consists solely in the processing carried out 

using Copilot 365 and thus the use of the technical tool in question, including the use of generative AI.  

 

The following is a review of the rules governing public authorities' use of AI solutions to perform their 

statutory tasks, including the general rules in the Data Protection Regulation and the practices of the 

Danish Data Protection Agency.  

 

This is followed by an assessment of whether the data controllers have the legal basis to process personal 

data using Copilot 365 to perform the tasks in the three use cases mentioned.  

 

7.8.2 Requirements for the legal basis for the use of AI solutions by public authorities  

7.8.2.1 Overview 

As part of their administrative activities, public authorities must act within the framework of the general 

administrative law principle of legality, which, among other things, requires that the activities of the 

administration must have a legal basis in f ormal law. This requirement applies both to the development 

and use of AI solutions by public authorities, which are legally considered two separate and distinct pur-

poses, where the operation of the solution must support the existing public authority task, cf. also the 

Danish Data Protection Agency's guidelines on the use of artificial intelligence by public authorities, Oc-

tober 2023, pp. 16 and 29.  

 

There is no general regulation of public authorities' use of AI solutions in Denmark. However, specific 

legislation sometimes lays down detailed rules that oblige public authorities to develop and use various 

IT solutions, including solutions based on arti ficial intelligence, which involve profiling citizens on the 

basis of extensive amounts of personal data for use in decision support.  
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The Data Protection Regulation and Act lay down general rules for the processing of personal data. The 

rules are technology -neutral in the sense that they do not lay down specific rules on the processing of 

personal data using certain technologies, includi ng AI systems, cf. recital 15. According to the practice of 

the Danish Data Protection Agency, the use (operation) of AI solutions for the processing of personal data 

may tighten the requirements for the clarity of the legal basis that must form the basis for the processing 

of personal data in the solution.  

 

The AI Regulation does not regulate the question of whether public authorities as users of AI systems 

covered by the AI Regulation have the legal basis for the use of the AI system, let alone the processing of 

personal data associated with its operation. It is therefore envisaged that the is sue of lawful processing 

of personal data will be regulated in, among other things, the Data Protection Regulation, which applies 

alongside the AI Regulation.  However, the use of AI solutions by public authorities must a lso be within 

the framework of the AI Regulation, including its prohibition of certain practices with regard to artificial 

intelligence in Article 5 of the Regulation. This impact assessment assumes that Copilot 365 will not be 

used by the Data Controllers  in contravention of Article 5 on prohibited forms of AI practices, and the AI 

Regulation is therefore not discussed further below.  

 

7.8.2.2 The general requirements of administrative law regarding the legal basis for public sector acti-

vities and the use of IT solutions  

It follows from the Danish principle of legality that the administration must comply with the law in its 

activities and cannot make decisions that contravene the law (the principle of formal law). It also follows 

from this principle that, in the legal hierarchy, laws take precedence over administrative decisi ons (ad-

ministrative acts and orders).  

 

This means that public authorities wishing to use AI solutions in their activities must respect any legis-

lative restrictions on the use of AI, including in relation to access to data, including personal data, in the 

solution. For example, the authority may not use the AI solution in contravention of the prohibited uses 

of AI systems in the AI Regulation .  

 

Secondly, the principle of legality includes the requirement for legal authority, i.e. the administration 

cannot make a decision without the necessary authorisation from the legislative power; the administra-

tion must be able to refer to a formal legal prov ision as the basis for its activities. However, it is not 

necessary for the immediate basis for a given administrative decision to be found in a formal law, as 

various types of administrative regulations (orders, notices, etc.) may be used as a basis, prov ided that 

these administrative regulations themselves have a legal basis.  
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As far as the principle of legality's requirement for legal authority is concerned, it is assumed that the 

requirement for legal authority does not have the same content in all cases. In other words, the require-

ment for legal basis varies on a sliding scal e, where sometimes a clearer or more secure legal basis is 

required (stricter requirement for legal basis), while at the other extreme there are cases where only a 

less clear, possibly tacit legal basis is required (relaxed requirement for legal basis), cf . Jens Garde et al.: 

Administrative Law ð General Topics, 2022,  7th ed., DJØF pp. 171 and 175.  

 

This is particularly important for the legal basis requirement ð how secure a legal basis is required, 

including whether an explicit legal basis is required ð how intrusive the administrative acts or measures 

are for citizens, cf. Jens Garde et al.: Administrative Law ð General Topics, 2022,  7th ed., DJØF, p. 175 

f. It must generally be assumed that the more profoundly the administration interferes with citizens' 

freedom and property, the more secure the legal basis must be. This is therefore a sliding scal e, where 

the intensity aspect means that special requirements must sometimes be imposed on the clarity of the 

legal basis. For  the principle of legality in digital administration , see Hanne Marie Motzfeldt and Azad 

Taheri Abkenar: Digital Administration, 2019, 1st ed., DJØF, p. 76, and the presentation in Jens Garde 

et al. Administrative Law ð General Topics, 2022,  7th edition, DJØF, p. 148 ff.  

 

The principle of legality thus means that the public authority must,  of course, have a substantive legal 

basis for the actual administrative activity it wishes to carry out or the decision it wishes to make using 

artificial intelligence.  

 

Danish law does not provide a general legal basis for public authorities' use of AI systems for decision 

support or other purposes, including the use of generative AI.  

 

However , the starting point in Danish administrative law is also that no separate legal basis is required 

to use case-processing technologies or other digital solutions, unless the legal position of citizens is af-

fected or their circumstances are otherwise interfered with, cf. Hanne Marie Motzfeldt et al.: "From ad-

ministrative lawyer to development lawyer ð introduction to public digitisation", DJØF, 1st ed., 2020, p.  

59; Hanne Marie Motzfeldt and Azad Taheri Abkenar: Digital administration, 2019, 1st editi on, DJØF, 

p. 76 with further references to administrative law literature; Nikolaj Aarø -Hansen in Niels Fenger (ed.): 

Administrative Law, 2018, DJØF, 1st ed., p. 626; Thea Johanne Raugland Wisborg: Fully Automated 

Decisions in Danish Administration, 2023, 1st ed., DJØF, p. 165 f.  

 

The question is not considered independently. This approach is in line with the general view in Danish 

administrative law that no explicit legal basis is required for the internal activities of the administration 

relating to the organisation and performanc e of its tasks, including certain decisions on the organisation 

of the administration and case processing, cf. Jens Garde et al.: Administrative Law ð General Topics, 

2022, 7th edition, DJØF, pp. 172 and 191. 
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7.8.2.3 Regulation in special legislation of public authorities' use of AI solutions  

It should be noted that separate and clear legal authority is often established in special legislation for the 

creation and development of government digital solutions, including the development and use of AI solu-

tions for decision support involving extens ive processing of personal data and profiling, cf. Hanne Marie 

Motzfeldt and Azad Taheri Abkenar, Digital Administration ð Development of Case Processing Solutions, 

1st ed., 2019, DJØF, p. 135 f. Such legal provisions will often regulate the processing of personal data, 

including establishing an explicit legal basis for the development and use of AI solutions, purpose limita-

tion, data minimisation, etc.  

 

This applies, for example, to the establishment of the so -called profile clarification tool in the employment 

area for predicting unemployed persons at risk of long-term unemployment, cf. Act No. 548 of 7 May 2019 

(FT 2018-19, Bill 209), the establishment of the Danish Business Authority's anti -fraud system, cf. Act 

No. 438 of 8 May 2018 on the Danish Business Authority's processing of data, the establishment of the 

Danish National Police's intelligence system (POL -INTEL), cf.  Act No. 671 of 8 June 2017 ame nding the 

Police Activities Act and the Customs Act, the establishment of the Danish Working Environment Aut-

hority's system for risk -based supervision of working environment legislation, cf. Act No. 1554 of 27 De-

cember 2019 (FT 2019-20, Bill 65 ) and Act No. 654 of 8 June 2017 on the establishment of the property 

valuation system (FT 2015 -16, Bill 211).  

 

Reference can also be made to Act No. 2612 of 28 December 2021 amending the Income Register Act, the 

Tax Reporting Act and the Tax Control Act (FT 2021 -22 Bill 73), which, among other things, introduced 

a clear and unambiguous legal basis for the Tax Admin istration to collect and process, including collate, 

the information in its possession for the purpose of developing machine learning models and analytical 

models, etc., which could target, support and streamline the Tax Administration's exercise of author ity, 

including through the use of citizen  profiling . Regarding the background for the introduction of this legal 

basis, the Minister of Taxation stated the following to the Danish Parliament's Tax Committee, cf. the 

Minister's reply of 8 April 2022 to question no. 429 of 24 March 2022 (ref. no. 2022 ð 3267): 

 

"Pursuant to section 68 of the Tax Control Act, the Tax Administration has for a number of 

years been able to collate information from its own IT systems for use in the exercise of its aut-

hority.  

 

In addition, the Tax Administration has ð also pursuant to section 68 of the Tax Control Act ð 

been able to obtain all necessary information about the financial and business circumstances of 

natural or legal persons in the income register and from other pu blic authorities' registers for 

the purpose of cross-referencing registers.  
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For a number of years, the Tax Administration has thus made use of the possibility of cross -

referencing data to a certain extent, both for system development and for the exercise of its aut-

hority.  

 

Based on general considerations of social and legal certainty, including to avoid doubt about 

the scope of the provision in section 68 of the Tax Control Act, it was assessed that it would be 

appropriate to provide a separate, clear and unambiguous legal b asis for the Tax Administra-

tion to develop machine learning models and analytical models, etc., when necessary in order 

to safeguard important societal interests.  Such a legal basis was thus inserted into section 67a 

of the Tax Control Act by L 73, and the  Act entered into force on 1 January 2022. (Our empha-

sis.) 

It remains unclear whether this legislative practice reflects a need to establish a clear framework for, 

among other things, data use, or whether it masks a desire on the part of the legislature to accept the 

launch of more extensive and potentially contro versial projects, which may have significant economic 

consequences and affect work processes, organisational conditions, etc. to a greater extent, cf. Hanne 

Marie Motzfeldt and Azad Taheri Abkenar, op. cit., p. 135 f., cf. Hanne Marie Motzfeldt et al.: "Fr om 

administrative lawyer to development lawyer ð introduction to public digitisation", DJØF, 1st ed., 2020, 

p. 57. Cf. Jens Garde et al.: Administrative Law ð General Topics, 2022, p. 175.  

 

It should be noted that rules on the processing of personal data in other legislation that fall within the 

framework of the Data Protection Regulation for special rules on the processing of personal data take 

precedence over the rules in the Data Protectio n Act, cf. section 1(3) of the Act. This applies, for example, 

to special rules on confidentiality, consent requirements or other rules on restrictions on the use of data, 

including rules on purpose limitation, etc. In other words, this means that the use of AI solutions must 

comply with such special legislation, unless an explicit exception is made by law.  

 

7.8.2.4 Legal basis requirements for public authorities' use of AI solutions in data protection rules  

The use of AI solutions in the public sector ð including the use of generative AI ð will often involve the 

processing of personal data about citizens, including the use of generative AI as a decision -making aid, 

which is covered by the general rules on data protection in the Data Protection Regulation and the Data 

Protection Act. This applies both to processing in the form of input data to be included in the model's 

calculations and to the actual result of the calculations (output), e.g. a draft decision . 

 

Articles 6 -10 of the Data Protection Regulation contain rules on the processing of non -sensitive personal 

data , sensitive personal data and information on criminal offences . These processing rules are supple-

mented by legal basis rules in the Data Protection Act. In principle , the legal basis requirement applies 

to each individual form of processing , which must be dealt with separately, including collection, 
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disclosure, etc. in connection with the operation of the AI system , cf. also Kristian Korfits Nielsen and 

Anders Lotterup: The Data Protection Regulation and the Data Protection Act with comments, 1st edi-

tion, DJØF, 2020, p. 345.  

 

The processing of non -sensitive personal data may, pursuant to Article 6(1) (a)-(f) of the Data Protection 

Regulation, take place if one of the six grounds for processing set out in the provision applies.  The various 

grounds in the provision are equivalent, which means that the processing of personal data is lawful if just 

one of the six grounds is met.  

 

The processing of sensitive personal data requires that an exception to the prohibition in Article  9(1) of 

the Data Protection Regulation , cf. Article  9(2), or provisions in the Data Protection Act implementing 

Article 9 of the Regulation, can be identified. The processing of sensitive personal data must also have a 

legal basis for such processing in Article 6 of the Regulation.  

 

7.8.3 Legal basis for public authorities' processing of non -sensitive personal data using AI 

solutions  

7.8.3.1 Consent 

According to Article 6(1)(a) of the General Data Protection Regulation, the processing of non -sensitive 

personal data is lawful if the data subject has given consent to the processing of their personal data for 

one or more specific purposes.  

 

To be valid , consent must be any freely given, specific, informed and unambiguous indication of the data 

subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement 

to the processing of personal data relating to him or her cf. Article 4(11 ), and the conditions for consent 

in Article 7 of the Data Protection Regulation must be met.  

 

Recital 43 of the Data Protection Regulation states that consent should  not provide a valid legal basis for 

the processing of personal data in a specific case if there is a clear imbalance between the data subject 

and the data controller, in particular if the data controller is a public authority, and it is therefore unlikely  

that consent has been freely given, taking into account all the circumstances surrounding the specific 

situation.   

 

The Ministry of Justice states in report no. 1565/2017, p. 182, among other things, that this must be 

assumed to be the case, for example, where the data subject wishes to apply for a service from a public 

authority, as it is precisely in such cases that a clear imbalance must be assumed to exist, and that recital 

43 thus specifically concerns  the situation where a citizen is entitled to, for example, a service.  
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In its guidance on the use of artificial intelligence by public authorities, October 2023, p. 33 f., that the 

condition of voluntariness can only be considered to be met in situations where there are no perceived or 

actual negative consequences for the cit izen if they fail to give their consent. This could be the case, for 

example, where the citizen consents to receiving service messages by email or SMS about the collection 

of bulky waste in the local area. An authority may also choose consent as the basis for processing under 

data protection rules in situations where the processing falls within the scope of the authority's tasks , for 

example if the authority wishes to give citizens real freedom of choice with regard to the processing of 

personal data. An example could be the authority's offer to use an app or similar. In addition to the con-

dition of voluntariness, the complex processes and lack of transparency that often characterise AI soluti-

ons may stand in the way of valid consent , cf. the supervisory aut hority's guidance on p. 34.  

 

From the Danish Data Protection Agency's practice, reference can be made to the Agency's statement of 

18 May 2022 (ref. no. 2022 -212-3676) in a case where the Danish Agency for Labour Market and Recruit-

ment (STAR) had requested the Danish Data Protection A gency to assess the question of the municipali-

ties' legal basis for using the AI profiling tool Asta to predict long -term unemployment . The Danish Data 

Protection Agency first considered whether the municipalities could use consent as the legal basis for 

processing the non -sensitive personal data involved, cf. Article 6(1)(a). The Danish Data Protection 

Agency rejected this. The Agency stated, among other things, the following:  

 

"When processing data about the data subject in the context in question, where a public autho-

rity is involved and where the public authority has control over the data subject's means of 

support, consent can, in the opinion of the Danish Data Protection Age ncy, rarely be considered 

voluntary and thus constitute a valid basis for processing.  

 

This also applies even if, in practice, it is possible for the data subject to opt out of the processing, 

i.e. avoid profiling, without this having a negative impact on the data subject, e.g. cessation of 

benefits, as there will be a not insignificant risk  that the data subject ð regardless of this option 

ð may feel pressured to consent to the processing, e.g. to avoid appearing difficult or similar."   

Furthermore, obtaining consent may in practice be impossible or require a disproportionate amount of 

resources in connection with public authorities' collection of large amounts of data (big data) for use in 

the operation of AI solutions , and it may be difficult to administer and document consent in practice, 

including in cases where data subjects exercise their right to withdraw their consent.  

 

For general information on the use of consent by public authorities for the processing of personal data, 

please refer to the Ministry of Justice's report no. 1565/2017, vol. 1, p. 182 f ., the Danish Data Protection 

Agency's guidance on consent, May 2021, p. 6, and the Danish Data Protection Agency's guidance on the 

use of artificial intelligence by public authorities, October 2023, p. 33 f.  
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The data controllers will not use consent as the basis for processing personal data covered by this impact 

assessment. 

 

7.8.3.2 Legal obligation  

The processing of non -sensitive personal data is also lawful if the processing is necessary to comply with 

a legal obligation incumbent on the data controller, cf. Article 6(1)(c) of the Data Protection Regulation.  

 

It follows from recital 41 of the Regulation that when the Regulation refers to a legal basis or a legislative 

measure, this does not necessarily require a law adopted by a parliament ; in other words, the legal obli-

gation may derive from rules issued pursuant to law, e.g. executive orders. The recital further states that 

such a legal basis or legislative measure should, however, be clear and precise, and its application should 

be predictable for persons covered by its scope, cf. case law from the Court of J ustice of the European 

Union and the European Court of Human Rights.  

 

In Report No. 1565/2017, p. 130 f., the Ministry of Justice assumes that Article 6(1)(c) is directly appli-

cable as a basis for processing, provided that the legal obligation follows from, for example, national law. 

The use of Article 6(1)(c) as a basis for  processing does not therefore require national implementing legis-

lation on the specific processing of personal data in connection with the establishment of a legal obliga-

tion. Reference can also be made to page 141 of the report on Article 6(2) -(3) of the  Regulation.  

 

The Danish Data Protection Agency's guidelines on the use of artificial intelligence by public authorities, 

October 2023, p. 30, that if a public authority bases its processing of data in an AI solution on a legal 

obligation, it must be clear from the legi slation that the authority is obliged to process the data in que-

stion, and the authority may only process the data to the extent necessary to comply with the specific 

legal obligation.  

 

Kristian Korfits Nielsen and Anders Lotterup state in Databeskyttelsesforordningen og databeskyttel-

sesloven med kommentarer (The Data Protection Regulation and the Data Protection Act with com-

ments), 1st edition, DJØF, 2020, p. 359, that within the public sector there will be a significant overlap 

between the rule in Article 6(1)(c) and the rule in Article 6(1)(e) on processing necessary for the exercise 

of official authority. This is because public authorities always perform their functions on the basis of  legal 

authority. However, legislation often does not specify precisely what information an authority may pro-

cess in connection with the performance of its tasks. In such cases, the rule in point (e) can often be cited 

as the legal basis for the processing . 

 



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page112 / 224 

 

 

7.8.3.3 Tasks carried out in the public interest and in the exercise of official authority  

Article 6(1)(e) of the Data Protection Regulation states that the processing of non -sensitive personal data 

is lawful when the processing is necessary for the performance of a task carried out in the public interest 

or in the exercise of official authority vested in the controller.  

 

Furthermore, recital 45 of the Regulation states, among other things, that if processing is carried out in 

accordance with a legal obligation incumbent on the controller, or if processing is necessary for the per-

formance of a task carried out in the public  interest, or falls within the scope of the exercise of official 

authority, the processing should have a legal basis in EU law or the national law of the Member States. 

The Regulation does not require a specific law for each individual processing operation . A single law may 

be sufficient as a basis for several data processing activities based on a legal obligation incumbent on the 

data controller, or where processing is necessary for the performance of a task carried out in the public 

interest or in the exe rcise of official authority vested in the controller.  

 

Furthermore, it follows from recital 41 of the Data Protection Regulation that the legal basis in question 

does not necessarily require a law, but that the legal basis should be clear and precise and its scope should 

be predictable for persons covered by t he legal basis.  

 

The Ministry of Justice states in Report No. 1565/2017, p. 132, that, according to a literal interpretation, 

the provision in Article 6(1)(e) of the Regulation is generally in accordance with the current Personal Data 

Act, section 6(1) Nos. 5 -6, on processing for the performance of a task carried ou t in the public interest or 

in the exercise of official authority.  

 

The core of the provision is the exercise of public authority in the form of issuing administrative acts 

(decisions), but the provision also covers, depending on the circumstances, the performance of tasks that 

are usually characterised as actual administr ative activities, cf. Ministry of Justice report no. 1565/2017, 

p. 121 f. The provision must also be assumed to form the basis for other forms of data processing carried 

out as part of the normal operation of a public authority, e.g. data analyses for use in the continuous 

development of an IT solution, for management information, etc., cf. Hanne Marie Motzfeldt and Azad 

Taheri Abkenar: Digital Administration, 2019, 1st edition, DJØF, p. 266.  

 

It is also stated in the Ministry of Justice's report no. 1565/2017, p. 132, that it must be assumed that 

Article 6(1)(e) is directly applicable as a basis for processing as long as the data controller performs a task 

in the public interest or in the exerc ise of official authority vested in the data controller. The use of Article 

6(1)(e) as a basis for processing does not therefore require national implementing legislation on the actual 

processing of personal data in connection with the performance of tasks  carried out in the public interest 

or in the exercise of official authority.  
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It is also stated on p. 132 f that the use of Article 6(1)(e) does not necessarily require that the task requi-

ring the processing of personal data be expressly imposed on the authority by law. In this connection, 

reference is made to the Danish Data Protec tion Agency's opinion in a case concerning digital registration 

and application for admission to educational programmes (ref. no. 2004 -54-1396), in which the Authority 

found it natural that the Ministry of Education, as the central authority in the area, p erformed a task 

concerning digital registration and application for admission to educational programmes, even though 

there was no explicit legal basis imposing the task on the Ministry. The Ministry could therefore use, 

among other things, section 6(1)(5) of the Personal Data Act on processing necessary for the performance 

of a task carried out in the public interest.  

 

The Ministry of Justice also states in report no. 1565/2017, p. 139 f., that it cannot be assumed that the 

intention of the regulation is to limit the ability of public authorities to process personal data. For exam-

ple, it cannot be assumed that the intent ion of the Regulation is that the processing of personal data in 

connection with the operation of libraries, schools and swimming pools or the handling of personnel mat-

ters ð and other forms of actual administrative activities ð should not be covered by th e processing pro-

visions of the Regulation. The Regulation must therefore be able to constitute a legal basis when munici-

palities process personal data in connection with the performance of tasks pursuant to the unwritten 

rules of municipal authority, inclu ding, for example, in connection with the allocation of subsidies in the 

area of culture and leisure, the lending of premises, etc., but also when authorities other than municipa-

lities perform tasks that naturally fall within their area of responsibility, cf. the Danish Data Protection 

Agency's opinion in the above -mentioned case 2004-54-1396. 

 

Finally, the Ministry of Justice states the following on page 160 of the report:  

 

"It also follows from Article 6(3), second paragraph, of the Regulation, specifically concerning 

the processing referred to in Article 6(1)(e) ð i.e. for the performance of a task carried out in the 

public interest or in the exercise of official authority ð that the processing must be "necessary for 

the performance of a task carried out in the public interest or in the exercise of official autho-

rity".. Here too, it must be sufficient for the fulfilment of this necessity requirement that this can 

be inferred  from the relevant national law and its preparatory works, provided that the proces-

sing is in fact ônecessaryõ. 

 

The last indent of Article 6(3) contains an additional requirement for the legislation adapting 

the application of the Data Protection Regulation. There is a requirement that the national law 

of the Member States must serve a purpose in the public interest  and be proportionate to the 

legitimate aim pursued. The Data Protection Regulation thus lays down a requirement of pro-

portionality and observance of the public interest in relation to national law and EU law adap-

ting the application of the Data Protection  Regulation . 
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The Court of Justice of the European Union stated, inter alia, the following in its judgment of 24 February 

2022 in Case C-175/20, ôSSõ SIA, see paragraph 83 of the judgment:  

 

"In that regard, it should nevertheless be noted that, in order to satisfy the requirement of pro-

portionality laid down in Article 5(1)(c) [...], the legislation on which the processing is based 

must lay down clear and precise rules governing the scope and  application of the measure in 

question and setting out minimum requirements so that the persons whose personal data are 

concerned have adequate safeguards to enable them to protect that data effectively against the 

risk of abuse. This legislation must be legally binding in national law and must specify, in 

particular, the circumstances and conditions under which a measure for the processing of such 

data may be adopted, thereby ensuring that the interference is limited to what is strictly neces-

sary [é]ó. 

Regarding the requirements for clarity of the legal basis for the operation of AI solutions by public aut-

horities , the Danish Data Protection Agency  states, among other things, the following in its guidance on 

the use of artificial intelligence by public authorities, October 2023, p. 31 :  

 

"The requirements for clarity of the legal basis that must form the basis for your processing of 

personal data when operating an AI solution depend on how intrusive the processing is for 

citizens. In the opinion of the Danish Data Protection Agency, the le gal basis must be assessed 

on the basis of how direct and intrusive, for example, a decision or activity is for citizens. This 

applies regardless of whether the activity is burdensome or beneficial. The legal basis must be 

proportionate to the legitimate p urpose pursued, and the processing must not be more intrusive 

than necessary. 

 

In the opinion of the Danish Data Protection Agency, different requirements apply to the clarity 

of the relevant legal basis for the development and operation of the solution, respectively. As 

mentioned above, the development of an AI solution does not, as  a general rule, have any direct 

consequences for citizens. On the other hand, an AI solution in operation is expected to generate 

predictions, recommendations, etc., which, for example, are to be used as decision support for 

the authority's case workers. It may also be the case that an AI solution has to make automatic 

decisions affecting citizens. The consequences for citizens are therefore often greater when the 

AI solution is in operation, and higher requirements are therefore imposed on the clarity of the 

legal basis for using the solution in operation.  

 

When assessing whether the legal basis you have identified is sufficiently clear, you should 

consider what information is being processed and about which individuals, including, for exam-

ple, vulnerable citizens. In addition, you should consider whether the  prediction, decision, etc. 

generated by the AI solution has an impact on the citizen's economic, educational, social, health 
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or similar circumstances. [Note 40: Recital 75 of the Data Protection Regulation. The impact 

may be either positive or negative. Finally, you should consider whether the processing in que-

stion, including the fact that it is carried out using AI, is predictable and transparent for the 

citizen.  

 

The use of AI solutions cannot generally be said to always be intrusive for the citizen. However, 

the citizen -oriented use of such solutions by public authorities will, by its very nature, typically 

have an impact on citizens' lives. Therefore, the process ing of personal data carried out by the 

AI solution will often be intrusive. Conversely, the use of AI solutions for more general public 

authority tasks that are not directly citizen -oriented is considered to be less intrusive.  

Page 32 of the guidelines also contains the following figure regarding requirements for clarity of the legal 

basis:  
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From the Danish Data Protection Agency's practice, reference can be made to the Agency's decision of 30 

January 2024 in the so -called "Chromebook case" (ref. no. 2023 -431-0001). The case did not concern the 

use of an AI solution, but rather a number of mun icipalities' use of Google Workspace in primary school 

education. In the case, the Danish Data Protection Agency assessed that there was no legal basis for the 

transfer of personal data to Google for all the purposes for which it was transferred. Therefore , the Danish 

Data Protection Agency issued an order to the municipalities to bring the processing into compliance with 

the rules. In the case, the Authority stated, among other things, the following:  

 

"In the opinion of the Danish Data Protection Agency, public authorities, as provided for in 

the Data Protection Regulation, the recitals thereto, and the Ministry of Justice's report no. 

1565/2017, have broad access to process personal data when necessary for the performance 

of their official tasks.  

 

The Danish Data Protection Agency recognises that the above -mentioned "necessity require-

ment" is flexible and gives public authorities a wide margin to assess what is relevant and 

objective, i.e. necessary, in each individual case for the authority to perf orm its tasks in the 

manner intended by the legislation ." 

 

Reference can also be made to the Danish Data Protection Agency's decision of  19 January 2024 concer-

ning a municipality's publication of data sets and an AI model (ref. no. 2023 -212-0021). The case concer-

ned a municipality entering into an inter -municipal collaboration on the development and use of an AI 

tool to support the municip al processing of access to information cases. The purpose of the collaboration 

was to develop language models that can identify information in case files that may need to be extra cted 

as part of responding to requests for access to information. The Danish Data Protection Agency found 

that the collection and processing of personal data as part of the establishment of a dataset for the deve-

lopment of the AI solution could be carried out with reference to the provisions on access to documents in 

the Public Information and Administration Act, cf. Article 6(1)(e) and Article 9(2)(g) of the Data Protection 

Regulation in conjunction with Article 6(2) and (3). The Danish Data Protection Age ncy emphasised that 

the establishment of the dataset and the development of the solution were otherwise carried out in con-

nection with the tasks that the municipality is obliged to perform, in particular the notification of access 

to documents, and that th e processing of personal data in question did not have any direct consequences 

for citizens, as it concerned the development of a solution. The case thus concerns the legal basis for the 

development and not the operation of an AI solution based on a langua ge model, and the Authority does 

not expressly comment on whether there was also a legal basis for the operation of the solution that was 

to be developed. However, it can be stated that the Danish Data Protection Agency would hardly recognise 

the development of the AI solution to support the municipal processing of access to information cases if 

the solution could not be put into operation because there was no legal basis for doing so. It would there-

fore not be data minimising to initiate the processing of personal data for the development if the solution 

could never be implemented legally, cf. also the Danish Data Protection Agency's statement of 17 
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November 2023 on the legal basis for the development and operation of AI solutions in the health and 

care sector, which states that as part of the assessment of whether an AI solution should be developed, 

authorities should conduct an overall assessment of  the entire life cycle of the AI solution to ensure that 

the authorities have also identified a possible legal basis for subsequently putting the solution into ope-

ration, cf. section 3.4.1 of the decision. The opinion is reviewed in more detail below.  

 

From the Danish Data Protection Agency's practice, reference can also be made to the above -mentioned 

opinion of 18 May 2022 from the Danish Data Protection Agency concerning the municipalities' legal basis 

for using the AI profiling tool Asta.  After rejecting consent as a legal basis, the Danish Data Protection 

Agency considered whether the legal basis for using the tool could be found in Article 6(1)(e) of the General 

Data Protection Regulation on the exercise of official authority. The Danish  Data Protection Agency reje-

cted this on the following grounds:  

 

"The application of Article 6(1)(e) requires, pursuant to Article 6(2) and (3), that the processing 

be provided for in EU or national law, but not necessarily that there be national implementing 

legislation on the processing itself. Article 6(2) and (3) als o allows Member States to lay down 

requirements for the processing that must be met in order for the processing to be lawful.  

 

The requirements for the clarity of this national legal basis depend on how intrusive the proces-

sing in question is for the data subject. If the processing is completely harmless, the require-

ments will not be particularly stringent. If, on the other hand, the processing is intrusive, as is 

the case in the situation referred to in the question, greater requirements will be imposed on the 

clarity of the legal basis.  

 

Against this background, it is the opinion of the Danish Data Protection Agency that, in order 

for the Asta tool to be used by the municipalities, there must be a legal basis for this in national 

legislation, as is known, for example, from Section 8(2) of the Act on Active Employment Efforts.  

 

The fact that national legislation will have to be enacted in this area does not in itself mean 

that municipalities will be able to profile data subjects without their consent, as it will be pos-

sible to lay down requirements in a national legal basis that must be met for the processing to 

be lawful, i.e. under what conditions the municipalities may use the tool . 

As stated in the above quotation, the Danish Data Protection Agency considers the profiling in question 

for decision support in the case to be intrusive processing in relation to the data subjects. This must mean 

that processing is intrusive for the data s ubjects when the processing is based on profiling carried out on 

the basis of extensive processing of non -sensitive personal data and when this profiling is used for decision 

support in a decision -making case with possible negative consequences for citizen s. 
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The Data Protection Authority takes an intensity approach, according to which the requirements for cla-

rity of the national legal basis increase in line with the intrusiveness of the processing for the data 

subjects. In assessing the legal basis in the specific case, the Danish Data Protection Agency refers to the 

fact that "there must be a legal basis for this in national legislation, as is known, for example, from Section 

8(2) of the Active Employment Measures Act ". 

 

It is expressly stated in the wording of Section 8(2) of the Active Employment Measures Act , to which the 

Danish Data Protection Agency refers , that the Minister of Employment lays down rules on a nationwide 

digital clarification and dialogue tool that can be used by job centres and unemployment insurance funds, 

just as it is explicitly stated in the explanatory notes to the Act how the tool can b e used and that the tool 

may involve profiling as defined in Article 4(4) of the Data Protection Regulation.   

 

The key question is therefore whether, after a specific assessment in each individual case , less restrictive 

requirements can be imposed on the clarity of the legal basis for the use of similar solutions by public 

authorities. It could be argued that the Danish Data Protection Agency opens up for this by stating "e.g." 

and thus referring to Sec tion 8(2) of the Employment Efforts Act as one example among several possible 

ones. This must be considered unclear. It should be noted that in its assessment, the Da nish Data Pro-

tection Agency refers to the use of non -sensitive personal data covered by Article 6 of the Data Protection 

Regulation.  

 

From the Danish Data Protection Agency's practice, reference can also be made to the Danish Data Pro-

tection Agency's statement of 17 November 2023 (the Authority's ref. no. 2023 -22-0015) to the City of 

Copenhagen concerning the municipality's basis for pro cessing for the development and operation of an 

AI solution in the health and care sector. The case concerned the City of Copenhagen's AI solution in the 

form of a decision support tool that can identify with relative accuracy which citizens can complete a  

training programme and who will benefit from the programme. Based on a statistical analysis, the algo-

rithm is thus intended to support the individual assessor's professional assessment of which citizens will 

benefit from maintenance training or rehabilita tion efforts.  

 

The Danish Data Protection Agency stated that the development, operation and retraining of an AI solu-

tion that processes personal data and special categories of personal data for the purpose of predicting 

citizens' needs for and benefits of rehabilitation in order to avoid functional impairment can generally be 

based on Article 6(1)(e) point (e) and Article 9(2)(g) of the Ge neral Data Protection Regulation. However, 

both provisions require a supplementary national legal basis.  

 

In this case, the Danish Data Protection Agency assessed that the processing of personal data for the 

development, including retraining, of the solution may be carried out with reference to the existing pro-

visions of the Social Services Act, which obliges the municipality to decide on and provide maintenance 
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training and rehabilitation efforts , cf. Article 6(1)(e) and Article 9(2)(g) of the Data Protection Regulation 

in conjunction with Article 6(2) and (3).  

 

In this regard, the Data Protection Authority placed particular emphasis on the fact that the development 

of the solution does not have any direct consequences for citizens. Public authorities can thus often, within 

the framework of the legislation that ob liges or entitles the authority to perform a specific task, design, 

develop and test AI solutions that can support the authority in performing this task.  

 

The Danish Data Protection Agency also stated that, as part of the assessment of whether an AI solution 

should be developed, authorities should, however, carry out an overall assessment of the entire life cycle 

of the AI solution to ensure that the authori ties have also identified a possible basis for processing in 

order to subsequently put the solution into operation, or whether, as part of the development project, it 

is necessary to take steps to provide a legal basis for the operation of the solution, e. g. by the legislator 

deciding whether clear national rules should be laid down that can constitute the necessary supplemen-

tary legal basis under Article 6(2) and (3) of the Data Protection Regulation for the operation of the solu-

tion.  

 

However, the processing of personal data as part of the operation of the solution could not take place 

within the framework of these provisions, as, in the opinion of the Danish Data Protection Agency, there 

is not a sufficiently clear legal basis in light of how intrusive the processing activity is. The Danish Data 

Protection Agency stated the following in this regard:  

 

"The Danish Data Protection Agency notes that the use of AI solutions cannot generally be said 

to be intrusive to citizens. However, the use of AI solutions for the solution or support of the 

solution of public authority tasks that are citizen -oriented wil l often be intrusive for citizens. 

This applies, for example, when such solutions are used as decision support in administrative 

case processing. 

 

According to the information provided, the AI solution is not intended to deprive citizens of the 

opportunity to be offered training or rehabilitation. Regardless of the fact that the processing 

will not necessarily have negative consequences for the citiz en ð and may even have positive 

consequences depending on the circumstances ð the solution will produce a (decision -support-

ing) prediction about the individual citizen, which the authority will act on and which will 

affect the citizen's health situation. I t should be noted that the use of AI solutions for decision 

support entails a risk that employees will attach greater importance to the solution's assessment 

of a case than to their own assessment, which constitutes an additional risk for the citizen.  

 

In addition, the processing of large amounts of personal data and sensitive personal data argues 

in favour of considering the processing to be intrusive. This is often the case when using AI 
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solutions. Therefore, the use of AI as part of case processing, as is the case in this matter, has 

an impact on how clear the supplementary national legal basis must be. This is because the use 

of AI means, among other things, that AI solutions can learn, find connections, perform proba-

bility analyses and draw conclusions far beyond what a physical case worker would be capable 

of. The use of AI in administrative case processing is thus fundamentally different from tradi-

tional human case processing, which ha s been the norm until now.  

 

This argues in favour of imposing greater requirements on the clarity of the national supple-

mentary legal basis. In other words, the national legal basis is not necessarily subject to fewer 

requirements simply because the processing in question does not, a ccording to the information 

provided, have negative consequences for the citizen. 

 

It should also be noted that it will not necessarily be predictable and transparent to the citizen 

that their potential need for and benefit from training and rehabilitation is assessed using an 

AI solution. It must also be emphasised that the target group  whose personal data is to be pro-

cessed ð citizens who, for health reasons, are in a situation that necessitates an assessment of a 

potential need for training in order to avoid functional impairment ð is a vulnerable target 

group.  

 

Against this background, the Danish Data Protection Agency assesses that a clear supplemen-

tary national legal basis is required for the operation of a decision -supporting AI solution that 

predicts citizens' need for and benefit from training and rehabilita tion efforts . 

The Danish Data Protection Agency then assessed the clarity of the relevant rules in the Social Services 

Act:  

 

"In this connection, the Danish Data Protection Agency assesses that Sections 86 and 112 of the 

Social Services Act are provisions that only generally oblige municipalities to perform certain 

tasks and, in this connection, require the processing of persona l data for the purpose of perfor-

ming these tasks. However, neither the provisions nor the preparatory works refer to the scope 

of the processing of personal data that may be carried out in order to perform these tasks, 

including whether ð and to what exten t ð personal data may be processed in the manner that 

would be the case when using the AI solution in question.  It is therefore the assessment of the 

Danish Data Protection Agency that the aforementioned provisions of the Service Act do not 

constitute a sufficient supplementary national legal basis for the operation of the solution in 

question. (Our emphasis.)  

As stated in the above quotation, the use of AI solutions for solutions or to support the performance of 

public authority tasks that are citizen -oriented will often have a significant impact on citizens. This 
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applies, for example, when such solutions are used as decision support in administrative case processing. 

This also applies regardless of whether the processing will necessarily have negative consequences for 

the citizen and may even have positive conseque nces depending on the circumstances.  

 

The Data Protection Authority emphasises that there is a risk that employees will attach greater impor-

tance to the solution's assessment of a case than to their own assessment (so -called "automation bias"), 

which poses an additional risk to the citizen, that the processing of large amounts of sensitive personal 

data argues in favour of considering the processing to be intrusive, that the fact that the solution is used 

will not necessarily be predictable and transparent to the citizen, and that vulnerable da ta subjects are 

involved.  

 

Under these circumstances, the Data Protection Authority will probably require that the processing of 

personal data in the operation of the AI solution presupposes that the scope of the processing of personal 

data ð including whether and to what extent per sonal data may be processed in the manner that will be 

the case when operating the AI solution ð must be mentioned in the legal provisions or in the preparatory 

work for these.  

 

It must also be assumed that the requirements for the legal basis will be tightened if the profiling results 

in the creation of new personal profiles that can be characterised as subjective personal data, such as 

assessments of characteristics or behaviour. Such subjective information is difficult to verify or refute 

and is therefore more challenging for the profiled citizens to contes t than information of a more objective 

nature. See Hanne Marie Motzfeldt and Azad Taheri Abkenar: Digital Administration, 20 19, 1st edition, 

DJØF, p. 152.  

 

7.8.4 Legal basis for public authorities' processing of sensitive personal data using AI so-

lutions  

7.8.4.1 Consent 

Under Article 9(2)(a) of the Data Protection Regulation, sensitive personal data may be processed if the 

data subject has given explicit consent to the processing. The concept of consent must be understood in 

accordance with the legal definition in Article 4(11).  

 

Unlike the consent referred to in Article 6(1)(a), consent to the processing of sensitive personal data must 

be explicit. This is probably an emphasis on the fact that there must be no doubt that consent has been 

given for the sensitive personal data, cf. report 1565/2017, p. 210, and Kristian Korfits Nielsen and Anders 

Lotterup: The Data Protection Regulation and the Data Protection Act with comments, 1st edition, DJØF, 

2020, p. 427. 
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In practice, public authorities will hardly be able to use consent for the processing of sensitive personal 

data for the operation of AI solutions. Please refer to the review above regarding Article 6(1)(a) in section  

7.8.3.1. The data controllers will not use consent as the basis for processing personal data covered by this 

impact assessment.  

 

 

7.8.4.2 Establishment of legal claims  

It follows from Article 9(2)(f) of the General Data Protection Regulation that sensitive personal data may 

be processed if such processing is necessary for the establishment, exercise or defence of legal claims or 

whenever courts are acting in their judicial capacity.  

 

Report No. 1565/2017, p. 215, that the provision may be applied to public decision -making , and that  it is 

not excluded that the provision may be applied in the context of actual administrative activities if this is 

done in order to establish, exercise or defend a legal claim.  

 

7.8.4.3 Essential public interests  

Article 9(2)(g) of the Data Protection Regulation states that the processing of sensitive personal data is 

lawful if the processing is necessary for reasons of substantial public interest on the basis of Union or 

Member State law and is proportionate to the aim pursued, respects the essence of the right to data 

protection and provides for suitable and specific measures to safeguard the fu ndamental rights and inte-

rests of the data subject.  

 

For more information on this provision, please refer to the Ministry of Justice's report no. 1565/2017, p. 

216 ff. This states, among other things, that Article 9(2)(g) of the General Data Protection Regulation 

allows for processing on the basis of EU law or the national law of Member States. An additional requi-

rement is that the processing must be necessary for reasons of substantial public interest, and the legis-

lation must ensure appropriate and specific measures to protect the fundamental rights and int erests of 

the data subject.  

 

In relation to national or EU law, Article 9(2)(g) of the Regulation stipulates that the legislation must 

provide for suitable and specific measures to safeguard the fundamental rights and interests of the data 

subject. This must include a requirement that the measures for protection must be clear and precisely 

defined in relation to the protection of the fundamental rights and interests of the data subject. The Data 

Protection Regulation is widely regarded as containing provisions that specifically protect  fundamental 

rights and interests, but with the requirement for specific measures, the legislator must be mindful of 

ensuring, as far as possible, that the protection of the fundamental rights and interests of the data subject 

is clearly and precisely defi ned. In a bill, it could be considered to lay down additional specific measures, 
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in addition to the rights in the Data Protection Regulation, such as a special duty of confidentiality or a 

special restriction on which persons have access to the information.  

 

In addition, the provision contains a principle of proportionality, according to which the legislation must 

be proportionate to the objective pursued and, finally, the legislation must respect the essence of the right 

to data protection. This principle of proportionality must correspond to the principle of proportionality 

set out in Article 5(1)(c) of the Data Protection Regulation.  

 

It is clear from recitals 52 -56 of the Regulation that the term "substantial public interests" refers, in 

particular, to the processing of personal data in the fields of employment law, social law, including pen-

sions, and for the purposes of health securit y, monitoring and alerting, prevention or control of commu-

nicable diseases and other serious threats to health. Similarly, health purposes, including public health 

and the management of health services, in particular to ensure the quality and cost -effectiv eness of pro-

cedures used for the settlement of claims in health insurance schemes, or for archiving purposes in the 

public interest, scientific or historical research purposes or statistical purposes. Other covered purposes 

include the processing of person al data by public authorities for the purposes of pursuing the objectives 

of officially recognised religious associations established by constitutional or international law, as well as 

the holding of elections.  

 

It appears from section 7(4), first sentence, of the Data Protection Act that the processing of data covered 

by Article 9(1) of the Data Protection Regulation may take place if the processing of data is necessary for 

reasons of substantial public interest, cf. Article 9(2)(g) of the Data Protection Regulation. The statutory 

provision constitutes an activation of Article 9(2)(g) of the Data Protection Regulation, which is not consi-

dered to have direct effect in Danish law. The special comments on the provisi on in the draft Data Pro-

tection Act state that the provision, which is of a catch -all nature, is expected to have a narrow scope of 

application . 

 

The Danish Data Protection Agency's guidelines on the use of artificial intelligence by public authorities, 

October 2023, p. 18, state that the provision requires a supplementary legal basis where the processing 

in question is provided for in legislation. It is therefore not a specific requirement that the supplementary 

legal basis contains an explicit rule on the processing in question.  

 

It is further stated that the requirements for the clarity of the supplementary legal basis depend on how 

intrusive the processing in question is. The processing of special categories of data is associated with a 

particularly high risk for the citizen, and therefore, by its very nature, greater requirements are imposed 

on the clarity of the supplementary legal basis.  
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In the above -mentioned opinion of 18 May 2022 from the Danish Data Protection Agency concerning the 

municipalities' legal basis for using the AI profiling tool Asta, the Agency stated the following regarding 

the possibility of processing sensitive personal  data when operating the tool:  

 

"Furthermore, it is not entirely clear to the Danish Data Protection Agency whether the Asta 

tool will include special categories of personal data, such as health data, which is generally 

prohibited from being processed, cf. Article 9(1) of the General Dat a Protection Regulation.  

 

If this is the case, the Danish Data Protection Agency believes that the prohibition can only be 

lifted in accordance with Article 9(2)(g) of the General Data Protection Regulation, which states 

that the prohibition in paragraph 1 of the provision does not  apply if processing is necessary for 

reasons of substantial public interest on the basis of EU law or the national law of Member 

States and is proportionate to the objective pursued, respects the essence of the right to data 

protection and provides for su itable and specific measures to safeguard the fundamental rights 

and interests of the data subject.  

 

The application of Article 9(2)(g) of the Data Protection Regulation requires, as is the case with 

Article 6(1)(e), that the processing is authorised by national law and that the processing is pro-

portionate to the aim pursued, respects the essence of the r ight to data protection and ensures 

appropriate and specific measures to protect the fundamental rights and interests of the data 

subject. 

As stated in the above quotation, the Data Protection Authority did not invoke Section 7(4) of the Data 

Protection Act and considered this as a national legal basis for the processing. This must presumably be 

seen in light of the fact that the provision is  intended for a narrow scope of application and that the 

provision could not be applied to a sufficient extent , taking into account the nature of the processing.  

 

In the above -mentioned decision of 19 January 2024 concerning a municipality's publication of data sets 

and an AI model (ref. no. 2023 -212-0021), the Danish Data Protection Agency found that the collection 

and processing of sensitive personal data as part of the establishment of a data set for the development 

of an AI solution based on a language model could be carried out with reference to the provisions on access 

to documents in the Public Information Act.a. sensitive personal data as part of the establis hment of a 

dataset for the development of an AI solution based on a language model could be carried out with refe-

rence to the provisions on access to documents in the Public Information and Administration Act, cf. 

Article 9(2)(g) of the Data Protection Reg ulation in conjunction with Article 6(2) and (3). The Danish Data 

Protection Agency emphasised that the establishment of the dataset and the development of the solution 

were otherwise carried out in connection with the tasks that the municipality is oblige d to perform, in 

particular the notification of access to documents, and that the processing of personal data in question 

did not have any direct consequences for citizens, as it concerned the development of a solution.  
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From the Danish Data Protection Agency's practice, reference can also be made to the Danish Data Pro-

tection Agency's decision of 26 January 2021 on a university's use of a supervision programme for online 

exams called ProctorExam (ref. no. 2020 -432-0034). In this case, the Danish Data Protection Agency sta-

ted, among other things, that the provision in section 7(4) of the Data Protection Act is a catch -all provi-

sion with a narrow scope of application , which, in the opinion of the Agency, could not constitute  a basis 

for the processing of data covered by Article 9 of the Regulation when using the programme in question, 

ProctorExam.  

 

Reference can also be made to the supervisory authority's decision of 16 May 2019 concerning Fredericia 

Gymnasium's processing of personal data using the Examcookie programme (ref. no. 2018 -432-0015). In 

the case, Fredericia Gymnasium had stated that it could not be ruled out that information covered by 

Article 9 of the Regulation was being processed, for example by recording screen prints of a student's 

activities on the student's computer during an ex am. Fredericia Gymnasium pointed out that, if this 

happened, the info would be processed under section 7(4) of the Data Protection Act. The Danish Data 

Protection Agency stated that this provision is a catch -all provision with a narrow scope of application, 

which is primarily intended to be used for, among oth er things, the processing of personal data for the 

purposes of health security, surveillance and alert, prevention or control of communicable diseases and 

other serious threats to health. The Danish Data Protection Agency noted that section 7(4) of the Dat a 

Protection Act could not constitute a basis for the processing of sensitive personal data through the use 

of Examcookie. The Danish Data Protection Agency also found that Fredericia Gymnasium had not other-

wise demonstrated that the school had a basis for  processing sensitive personal data covered by Article 9 

of the Regulation.  

 

Finally, reference can be made to the Danish Data Protection Agency's decision of 21 November 2019 

concerning Hvidovre Municipality's processing of information about children (Dt.'s ref. no. 2019 -32-0550). 

In that case, the Danish Data Protection Agency fo und that the municipality had a legal basis under 

section 7(4) of the Data Protection Act cf. Article 9(2)(g) of the Data Protection Regulation and Article 

6(1)(e) of the Regulation, to process both non -sensitive and sensitive personal data about children using 

the so-called TOPI tool for the municipality's assessment of children's well -being in the municipality. 

According to the information provided in the case, TOPI was a detection model consisting of four methods 

designed to support the early detection of children in a vulnerable position, including in connection with 

children's transitions to new institutions. The model was also intended to support professionals by provi-

ding opportunities for external professional sparring  and the use of a dialogue model  to ensure effective 

meetings. The purpose of the well -being assessment was to assess the well -being of all children and detect 

any lack of well -being at an early stage in the development of a problem so that early intervention could 

be initiated. It was a lso stated in the case that TOPI was IT -supported by an IT system provided by 

Rambøll as a data processor.  
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The Data Protection Agency found no basis for disregarding the municipality's assessment that, according 

to the legislation referred to by the municipality in the case, including the Day Care Act, the municipality 

had a duty to promote children's well -being, development and learning through the municipality's ser-

vices, and that the processing of the information in question as part of this was within the framework of 

section 7(4) of the Data Protection Act.  Nor did the Authority find any grounds for disregarding the mu-

nicipality's assessment that it processed the information in question as part of its exercise of authority in 

the area of children's welfare, cf. Article 6(1)(e) of the Data Protection Regulati on. The supervisory aut-

hority added that the fact that the municipality had chosen to use TOPI could not lead to a different 

assessment, as, in the opinion of the Data Protection Authority, TO PI could only be considered a metho-

dological tool intended to support and systematise the municipality's work to promote children's well -

being, development and learning.  

 

On the basis of the above practice, it must be assumed that the application of Article 9(2)(g) of the Data 

Protection Regulation cf. section 7(4) of the Data Protection Act, can only be applied in exceptional cases, 

as section 7(4) of the Data Protection A ct has a narrow scope of application.  

 

7.8.5 Summary  

The Data Protection Regulation and Act lay down general rules for the processing of personal data, 

including the legal basis for the processing of non -sensitive and sensitive personal data. The rules are 

also technology-neutral in the sense that they do not contain specific provisions on the processing of per-

sonal data using specific technologies, including AI systems, cf. recital 15.  

 

As a clear starting point, it is difficult  for public authorities to use consent as a legal basis for the proces-

sing of non -sensitive or sensitive personal data using AI solutions. This applies in particular to cases 

where the data subject wishes to apply for a service from a public authority, as in such cases there is 

likely to be a clear imbalance between the citizen and the authority, meaning that consent is not freely 

given.  

 

On the other hand, the legal basis for public authorities' processing of non -sensitive personal data when 

operating AI solutions will most often be Article 6(1)(e) of the Data Protection Regulation on the exercise 

of public authority.  

 

Public authorities will in particular be able to process sensitive personal data when operating an AI so-

lution if the processing is necessary for the establishment, exercise or defence of legal claims, cf. Article 

9(2)(f) of the GDPR.  

 

Public authorities will only be able to apply Article 9(2)(g) of the GDPR, cf. Section 7(4) of the Data Pro-

tection Act, on important public interests as an independent legal basis for processing sensitive personal 
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data when operating an AI solution in special, exceptional cases. It is thus assumed that the provision in 

section 7(4) of the Data Protection Act has a narrow scope of application, which is also reflected in the 

practice of the Danish Data Protection Agen cy. The processing of sensitive personal data by public aut-

horities in an AI solution will thus often require an independent national legal basis in addition to the 

Data Protection Regulation and the Data Protection Act.  

 

As far as public authorities' harmless processing of personal data using artificial intelligence is concerned, 

Article 6(1)(e) of the Data Protection Regulation may independently constitute the legal basis for this. 

For more intrusive processing, however, there must be a clearer legal basis in national legislation for the 

operation of the AI solution.  

 

The key question is then how clearly and precisely the national legal basis must state that the authority 

may use an AI solution as part of its administrative activities, including the use of generative AI for 

decision support in decision-making cases.  

 

In accordance with the general principle of legality in administrative law, the Danish Data Protection 

Agency takes an intensity approach, according to which the requirements for clarity of the national legal 

basis increase in line with the intrusiveness o f the processing for the data subjects. The requirements for 

the clarity of this national legal basis thus depend on how intrusive the processing in question is for the 

data subject, See also the Danish Data Protection Agency's statement of 18 May 2022 on the municipali-

ties' legal basis for using the AI profiling tool Asta and the Agency's statement of 17 November 2023 on 

the City of Copenhagen's AI solution.  The operation of AI solutions by public authorities cannot generally 

be considered to be intrusive to citizens. If the processing is completely harmless, the requirements will 

not be particularly stringent. If, on the other hand, the processing is intrusive, greater demands will be 

made on the clarity of the legal basis.  

 

The specific assessment of whether the legal basis is sufficiently clear must include the following factors:  

 

1) The purpose of using the AI system  

 

The purpose of the use of the AI system is central to the assessment of how intrusive the use of 

the system is for citizens. The assessment must include whether the AI system is used to make 

decisions ð either as predictions or recommendations for decision  support or without human in-

tervention ð that directly determine the legal position of citizens, including having an impact on 

their economic, educational, social, health or similar circumstances. This applies regardless of 

whether the activity is burdenso me or beneficial to citizens. The more intrusive the decision or 

activity is for citizens, the greater the requirement for clarity in the legal basis.  
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The use of personal data for profiling citizens, including for decision support in case processing, 

must be considered to constitute intrusive and risky processing for the data subjects; This applies 

in any case when the processing is based on profiling ca rried out on the basis of extensive proces-

sing of non -sensitive personal data and when this profiling is used for decision -making support 

in a decision -making case with possible negative consequences for citizens, cf. the Danish Data 

Protection Agency's op inion in the Asta case. It should also be noted here that the use of AI for 

profiling citizens for decision -making support in general is likely to entail a high risk for data 

subjects in the sense that the public authority responsible for the data is oblig ed to carry out an 

impact assessment on data protection in accordance with Article 35 of the Data Protection Regu-

lation. It must also be assumed that the requirements for the legal basis will be tightened if the 

profiling results in the creation of new per sonal profiles that can be characterised as subjective 

personal data, such as assessments of characteristics or behaviour. Such subjective information 

is difficult to verify or refute and is therefore more challenging for the profiled citizens to contest 

than information of a more objective nature. See Hanne Marie Motzfeldt and Azad Taheri Ab-

kenar: Digital Administration, 2019, 1st edition, DJØF, p. 152.  

 

The use of AI solutions by public authorities cannot therefore generally be said to always be 

intrusive for citizens, as the assessment depends on the purpose of the processing. However, the 

use of such solutions by authorities for citizen -oriented purpose s will, by its very nature, typically 

have an impact on citizens' lives. The operation of AI solutions for the solution or support of the 

solution of public authority tasks that are citizen -oriented will thus often be intrusive for citizens. 

This applies i n particular to solutions used as decision support in administrative case processing.  

 

Conversely, the use of AI solutions for more general public authority tasks that are not directly 

citizen -oriented is considered to be less intrusive. This also applies to the use of AI solutions for 

internal purposes, etc. One can, for example, imagine th e use of data analysis involving profiling 

to analyse how the public authority should be organised and how it can best utilise its human 

resources. 

2) The scope and categories of personal data involved  

 

The assessment must also include the scope of the processing of personal data and the categories 

of personal data involved. Thus, greater requirements apply to the clarity of the legal basis when 

it comes to extensive processing of personal data, including  sensitive personal data. The same 

must be assumed to apply if, for example, intensive profiling of citizens is involved, i.e. where 

many variables, including discretionary variables, are included in the profiling model, compared 

to the use of few objectiv e and unambiguous criteria.  

 

3) Vulnerable citizens  



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page130 / 224 

 

 

 

The assessment must also consider whether personal data about vulnerable citizens, including 

children, disabled persons, patients, etc., is being processed.  

 

4) Transparency of the processing  

 

The assessment must also consider whether the processing in question, including the fact that it 

is carried out using AI, is predictable and transparent to the citizen. Here, too, the intensity and 

transparency of the profiling will be important, including  whether it is based on a few unambi-

guous criteria or many discretionary criteria.  

 

7.8.6 Assessment of the legal basis for using Copilot 365  

There are no specific general rules on the processing of personal data by public authorities using genera-

tive AI, and the question of the legal basis for this must therefore be decided in accordance with the 

general rules of the Data Protection Regulation and Act in light of the specific legislation in the relevant 

area of law.  

 

As described in the M365 impact assessment, the statutory tasks to be performed by the Data Controllers 

vary, and so does the legal basis for the Data Controllers' processing of personal data. In addition, the 

requirements for clarity of the legal basis fo r the use of Copilot 365 will vary depending on how intrusive 

the Data Controllers' respective processing is for the data subjects, see above , and there may be specific 

legislation in the area that extends or restricts the possibility of using AI to suppor t public authority 

tasks.  

 

It is therefore not possible to make a detailed assessment of whether the Data Controllers have the neces-

sary legal basis to process personal data using Copilot 365 in all the use cases referred to. The Data 

Controllers are therefore referred to supplement  this impact assessment themselves with an assessment 

of the legal basis in light of their specific use of the solution within the relevant area of law.  

 

In their assessment, the Data Controllers may take as their starting point the following overall asses-

sment of, firstly, the requirements for clarity of the relevant legal basis based on the general characteri-

stics of the individual use cases and, secondly , the question of whether, in general, there will be a legal 

basis for public authorities to use Copilot 365 in the three use cases in question.  

 

Use case  Characteristics relevant to the 

requirements for clarity of the le-

gal basis  

Requirements for the relevant legal ba-

sis(es) and assessment of legal authority  
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Use case 1: 

Assistance 

with general 

case proces-

sing (internal 

use). 

Assistance with general administra-

tive tasks, i.e. tasks that are not di-

rected at citizens as part of case pro-

cessing or at employees of the data 

controllers as part of personnel admi-

nistration .  

 

The processing does not significantly 

and directly affect the legal position of 

the data subjects. However, it cannot 

be ruled out that the processing may 

have a minor indirect impact on citi-

zens, e.g. in the form of changes in 

service levels, work process es, priori-

ties, etc.  

 

Does not aim to process personal data 

as part of case processing or personnel 

matters. No sensitive or confidential 

information is processed.  

 

As a rule, the processing does not in-

volve vulnerable citizens, e.g. the el-

derly, children, patients , etc. 

 

It cannot be ruled out that processing 

may take place that is not predictable 

and transparent to the data subjects.   

 

When assessing whether the Data Control-

lers have the necessary legal basis to process 

personal data as part of the tasks covered by 

use case 1, the requirements for clarity of the 

relevant legal basis are expected to be leni-

ent to ordinary.  

 

The final assessment will depend in particu-

lar on how the output from Copilot 365 is ac-

tually used and may indirectly affect citizens.  

 

However, it is assessed that, in general, pub-

lic authorities will have legal authority to use 

Copilot 365 to perform their statutory tasks 

within use case 1 on the basis of Article 6(1)(e) 

of the Data Protection Regulation, in conjunc-

tion with the legal ba sis in the area of law to 

which the use relates.  

 

For the use of Copilot 365 for recording and 

transcribing physical meetings, please refer 

in particular to the review in section  7.8.7 be-

low. 

 

Use case 2: In-

ternal support 

chat.  

Assistance to support employees with 

administrative assistance, e.g. in HR 

or finance, through specific questions 

from employees.  

 

The processing has no direct impact 

on citizens' circumstances or employ-

ees in personnel law cases, but may ð 

particularly in the case of automation 

bias ð affect the legal position of 

When assessing whether the Data Control-

lers have the necessary legal basis for proces-

sing personal data as part of use case 2, the 

requirements for clarity of the relevant legal 

basis must, as a starting point , be considered 

to be standard .  

 

It must also be assumed that public authori-

ties will generally have legal authority to pro-

cess personal data when using Copilot 365 for 



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page132 / 224 

 

 

employees, e.g. by employees failing 

to exercise a right on the basis of Co-

pilot 365's output.  

 

As a rule, no sensitive or confidential 

information is processed.  

 

The processing does not as such con-

cern vulnerable citizens, but the func-

tionality can be used in some specific 

vulnerable situations for the indivi-

dual, e.g. in the event of sick leave, 

breaches of health and safety legisla-

tion, pregnancy, maternity leave, etc.  

 

As a clear starting point, it is predic-

table and transparent to employees 

that the processing is carried out 

using Copilot 365, as the employee 

initiates the processing themselves.  

There are also guidelines for the cor-

rect use of the solution, describing its 

limitations and risks, including hallu-

cinations, and stating that employees 

must check the sources that Copilot 

365 indicates in its responses.  

 

use case 2, cf. Article 6(1)(e) of the Data Pro-

tection Regulation, in conjunction with the le-

gal basis in the area of law to which the use 

relates.  

 

Use case 3: 

Assistance 

with citizen -

oriented case 

processing 

(external use).  

Copilot 365 is not used for profiling 

and therefore not for generating 

discretionary predictions about the 

individual circumstances of citizens 

or employees.  

 

Furthermore, Copilot 365 is not used 

to make automatic individual decisi-

ons covered by Article 22 of the Gene-

ral Data Protection Regulation.  

 

When assessing whether the Data Control-

lers have the necessary legal basis for proces-

sing personal data as part of the tasks co-

vered by use case 3, it is the Data Controllers' 

assessment that the requirements for clarity 

of the relevant legal basis must be  considered 

to be normal to strict . 

 

The final assessment will depend in particu-

lar on how the output is actually used and 

may affect citizens, the extent of sensitive in-

formation, the number of vulnerable citizens, 
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It is a decision support tool in a vari-

ety of contexts for case processing and 

decision-making, as well as for the 

processing of personnel matters and 

personnel administration.  

 

When Copilot 365 is used to prepare 

draft decisions or parts thereof, Copi-

lot 365 is used in a way that directly 

determines the legal position of citi-

zens, including having an impact on 

the citizen's financial, educational, so-

cial, health or similar circumstances.  

 

It must be assumed that there may be 

extensive processing of sensitive per-

sonal data, including, depending on 

the circumstances, data on vulnerable 

data subjects, although the scope of 

special categories of data and the 

number of vulnerable citizens af-

fected by the processing will vary 

from authority to authority.  

 

As Copilot 365 is used as a decision -

making aid in specific case processing 

and personnel matters, there is a risk 

of automation bias.  

 

It is not possible to assess generically 

whether the processing is predictable 

and transparent for data subjects, 

which is why this issue has not been 

included. However, it should be noted 

that, as discussed in more detail in 

section 7.9 on the duty to provide in-

formation, the authorities are not ob-

liged to disclose that Copilot 365 is 

used as a tool in case processing, as 

and the degree of predictability and transpa-

rency in the processing.  

 

It is assessed that the Data Controllers, as 

public authorities, will often have the legal 

basis to use Copilot 365 to generate entire or 

partial draft decisions in decision -making ca-

ses. This applies even if it is not explicitly sta-

ted in the wording of the law or in the prepa-

ratory work for the relevant legal provisions, 

which f orm the legal basis for the decisions, 

that generative AI can be used as a decision -

making aid for these draft decisions.  

 

In this assessment, emphasis has been placed 

on the fact that, in its recent practice, the Da-

nish Data Protection Agency seems to recog-

nise that a public authority may lawfully use 

a generative AI solution based on a language 

model as decision support for resolving deci-

sions concerning access to documents, and 

that this can be done on the basis of the gene-

ral provisions on access to documents in the 

Public Information and Administration Act, 

cf. Article 6(1)(e) and Article 9(2)(g) of the Ge-

neral Data Protec tion Regulation in conjunc-

tion with Article 6(2) and (3) ð i.e. without a 

clear legal basis for the actual use of the ge-

nerative AI solution. Reference is made to the 

Danish Data Protection Agency's decision of 

19 January 2024 (ref. no. 2023 -212-0021), 

whi ch is discussed in more detail above in sec-

tion  7.8.3.3. 

 

Furthermore, emphasis has been placed on 

the fact that the use of Copilot 365 in this use 

case 3 concerning the generation of 

whole/partial draft decisions does not involve 

profiling of the registered citizens and thus 
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the data subjects must only be infor-

med of the purpose of the processing, 

the legal basis for it, etc.  

 

differs fundamentally from the Danish Data 

Protection Agency's cases concerning, respec-

tively, the Asta algorithm (STAR) for predic-

ting the risk of long -term unemployment and 

the City of Copenhagen's use of AI for prof-

iling in the form of predictions about citizens' 

needs for and benefits of training and rehabi-

litation efforts , where the Authority required 

a clear supplementary legal basis for the ope-

ration of the decision-supporting AI solutions 

in question.  

 

Thus, the risks to data subjects must be consi-

dered greater when AI is used to calculate 

predictions about data subjects' circumstan-

ces through profiling ð and where it may be 

difficult for employees to understand the cal-

culations and assumptions behind th em ð 

than when Copilot 365 is used to generate 

entire or partial draft decisions, which em-

ployees can verify by reviewing the case ma-

terial in the usual manner.  

 

Furthermore, emphasis has been placed on 

the fact that there is a certain risk of automa-

tion bias among users of the solution, but that 

this risk must be considered mitigated by ef-

fective measures, including training employ-

ees to perform effective and genu ine verifica-

tion of the output, see section 8.3.6 below on 

risk no. 6 concerning the risk of a lack of me-

aningful human review as a result of automa-

tion bias or lack of explainability.  

 

Conversely, due to insufficient practice, it 

cannot be ruled out that there may be cases 

where a clear national supplementary legal 

basis is required for a public authority to use 

Copilot 365 to generate draft decisions. Such 
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cases could include discretionary decisions in-

volving extensive case material and with ma-

jor consequences for the citizens concerned, 

as well as the processing of large amounts of 

sensitive personal data, including data on 

vulnerable data subjects. At the same time, 

however, it must be assessed that it will not 

require a clear national supplementary legal 

basis to use Copilot 365 in such cases for limi-

ted parts of the legal decision -making pro-

cess, e.g. to prepare a draft section on the le-

gal rules in the c ase in question, which can 

then be inserted into the final decision.  

 

7.8.7 Specifically regarding the recording and transcription of meetings using Copilot 365  

As part of use case 1, Copilot 365 can be used to record and/or transcribe internal meetings between 

employees held via Teams, and on that basis prepare, for example, meeting minutes, draft PowerPoint 

presentations, etc.  

 

The functionality can be used 103 and will only be used for meetings within the Data Controllers' respective 

Microsoft tenant . The functionality will not be used in connection with meetings with citizens or meeting 

participants from another organisation. The functionality will also not be used in relation to personnel 

administration or other situations where the focus of the conversation is on the employees' circumstances, 

e.g. a performance review or job interview, etc.  

 

While the recording of the meetings naturally reproduces the employees and their actions and speech on 

video and audio, the transcription is based on speech -to-text technology, which transcribes spoken words 

but not metadata about speech or the person spea king, e.g. tone of voice, dialects and gender. The trans-

cription shows which person said which words and the time stamp for each. All meeting participants are 

shown a message stating that the meeting is being transcribed. Participants can choose to hide th eir 

identities in meeting texts and transcripts.  

 

 
103 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -overview#copilot -features -in -microsoft -365-apps 

(last accessed on 22 October 2024): òTeams Meetings ð Users can invoke Copilot in meetings or calls within the same tenant. Copilot 

uses the transcript in real -time to answer questions from the user. It only uses the transcript and knows the name of the user typing 

the questionó. See also https://support.microsoft.com/en -us/office/use-copilot -in -microsoft -teams-meetings -0bf9dd3c-96f7-44e2-8bb8-

790bedf066b1 (last accessed on 22 October 2024). 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-overview#copilot-features-in-microsoft-365-apps
https://support.microsoft.com/en-us/office/use-copilot-in-microsoft-teams-meetings-0bf9dd3c-96f7-44e2-8bb8-790bedf066b1
https://support.microsoft.com/en-us/office/use-copilot-in-microsoft-teams-meetings-0bf9dd3c-96f7-44e2-8bb8-790bedf066b1
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The General Data Protection Regulation and the Data Protection Act do not contain specific rules on the 

processing of personal data when recording meetings on digital meeting platforms or transcribing them. 

Whether it is lawful to record and transcribe a digital meeting must be assessed on the basis of the cir-

cumstances of the meeting, including the participants and their mutual relationship, and the purpose of 

recording the meeting. The legal basis for processing must be found i n the general data protectio n rules, 

in particular Article 6(1) of the General Data Protection Regulation and Section 12 of the Data Protection 

Act.  

 

As far as can be seen, there is no practice that specifically addresses the legal basis for processing the 

recording and transcription of meetings.  

 

However, the Danish Data Protection Agency has commented on the possibility of recording and trans-

cribing telephone conversations and analysing them in its decision of 27 June 2024, IDA Forsikring (ref. 

no. 2023-431-0018). The case concerned the processing carried out by the insurance company by recording 

incoming telephone calls and then forwarding them for analysis by a data processor who converted the 

files into text using speech recognition. The analysis of the conversations was carried out with the aim  of 

improving IDA Forsikring's member service and quality assurance and assisting individual employees 

with insight into their own conversations and understanding of opportunities to improve their service to 

members.  

 

Regarding the legal basis for processing employee data, the Danish Data Protection Agency states:  

 

"The Danish Data Protection Agency finds no basis for disregarding IDA Forsikring's asses-

sment that the recording and storage of the information about employees contained in the re-

cording may be carried out on the basis of Article 6(1)(f) of the Data Prote ction Regulation.  

 

The Danish Data Protection Agency has emphasised that the employee is participating in the 

conversation in a work context, that the information about the employee that may be processed 

in connection with the recording of the telephone conversation must be assumed to be of a limited 

and harmless nature, and the fact that employee training is an objective and legitimate purpose.  

 

Public authorities cannot apply Article 6(1)(f) of the Data Protection Regulation (the balancing of interests 

rule) to the processing carried out by public authorities in the performance of their tasks, cf. Article 6(1)(f), 

second paragraph.  Under the Regulation, public authorities will therefore not be able to lawfully process 

personal data in the performance of their tasks on the grounds that it is necessary for the controller or a 

third party to pursue a legitimate interest. However, it is  assumed in the  Ministry of Justice's report 

1565, volume 1, p. 136 f., that even though public authorities will no longer be able to lawfully process 

personal data on the grounds that the processing is necessary to pursue a legitimate interest in the per-

formance of thei r tasks, this will probably not have any significant practical impact. It is pointed out that 
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public authorities will instead be able to use other legal bases for their processing, in particular Article 

6(1)(c) and (e) of the Regulation on necessary processing with reference to a legal obligation or the perfor-

mance of a task carried out in the publ ic interest or in the exercise of official authority.  

 

The Danish Data Protection Agency has also published guidance on its website on "Recording digital 

meetings" , including on digital meeting platforms such as Teams, etc .104 This states, among other things, 

the following:  

 

"If you wish to record a digital meeting in order to document what happened and was said 

during the meeting because it is not possible in practice to document the content of the mee-

ting in any other way, you may do so without the consent of the other parti cipants. When 

assessing when the recording of digital meetings in these cases can be considered necessary, 

the same considerations must be made to a large extent as if you want to record similar 

telephone conversations or a physical meeting. The Danish Dat a Protection Agency has re-

viewed the guiding principles for recording telephone conversations for documentation pur-

poses in its guidelines on recording telephone conversations (section 1.1 of the guidelines).  

 

If, in light of these criteria, it cannot be justified that it is necessary to record the meeting in 

order to document what has happened and been said, the meeting may, as a starting point, 

only be recorded if consent for the recording is obtained from the  other participants.  

 

However, there may be cases where the parties have such a professional or social relationship 

that a digital meeting may be recorded if none of the meeting participants ð after being in-

formed that the meeting is to be recorded ð object to this, i.e. an "op t-out". This could, for 

example, be two (or more) solicitors, case workers, etc. discussing a case. 

 

If one of the meeting participants later contacts you because they have changed their mind 

about accepting the recording of the meeting, you should, as a starting point, delete the re-

cording ð or alternatively ensure that the participant in question can no  longer be recognised 

in the conversation ." (Our emphasis ). 

 

As a further contribution to the interpretation of the legal basis for the processing of personal data when 

recording meetings, the EDPS has included an example on page 16 of its guidelines to EU institutions, 

bodies, offices and agencies on the processing of personal data when using generative AI systems, 3 June 

2024, the EDPS has included an example on p. 16, where the EDPS suggests that consent be obtained 

from meeting participants for the transcription of meetings and subsequent processing thereof:  

 
104 See the text on the Danish Data Protection Agency's website here:  https://www.datatilsynet.dk/hvad -siger-reglerne/vejled-

ning/optagelser -og-overvaagning/optagelse -af-digitale -moeder (last accessed on 12 November 2024). 

https://www.datatilsynet.dk/hvad-siger-reglerne/vejledning/optagelser-og-overvaagning/optagelse-af-digitale-moeder
https://www.datatilsynet.dk/hvad-siger-reglerne/vejledning/optagelser-og-overvaagning/optagelse-af-digitale-moeder
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"EUI -X, following the advice of the DPO, has decided that the results of the ASR model, 

when used for the transcription of official meetings and hearings, will be subject to valida-

tion by qualified staff of the EUI. In cases where the model is used for oth er less sensitive 

meetings, the transcription will always be accompanied by a clear indication that it is a 

document generated by an AI system. EUI -X has prepared and approved at top -management 

level a policy for the use of the model as well as data protec tion notices compliant with the 

Regulation requesting the consent of individuals, both for the recording of their voice during 

meetings and for its processing by the transcription system . A DPIA has also been carried 

out prior to the deployment of the AI system by the EUI." (Our emphasis .) 

 

The EDPS does not distinguish between different meeting participants (internal staff or external parti-

cipants) and has not addressed the issue of consent further. Against this background, it is not clear 

whether the example reflects the EDPS's view that co nsent is required from employees for the recording 

and transcription of meetings in which they participate, or whether, in the EDPS's view, the legal basis 

for processing can be based on another basis for processing.  

 

Against this background, it is the Data Controllers' view that the recording and transcription of internal  

work meetings in use case 1 between employees of the Data Controllers may take place without the 

consent of the employees being obtained, as the basis for processing is Article 6(1)(e) of the Data Protec-

tion Regulation. (1)(e) of the General Data Protecti on Regulation. In such situations, it is the case proces-

sing ð and not the employees' circumstances ð that is the subject of the meeting itself, i.e. where the 

employees participate in the meeting in a work context and where the personal data processed about the 

employees must be assumed to be of a limited and harmless nature. Recording and transcribing meetings 

in order to generate minutes or other written products relating to case processing must be considered to 

constitute an objective purpose as part of the activities of the authorities.  

 

In accordance with the Danish Data Protection Agency's above -mentioned guidance on the recording of 

digital meetings, the data controllers will draw up guidelines for the recording and transcription of in-

ternal meetings, according to which the processing w ill be organised in such a way that a digital meeting 

may be recorded provided that none of the meeting participants ð after being informed that the meeting 

is to be recorded ð objects to this ð a so-called "opt -out". The guidelines must also state that if  one of the 

meeting participants later contacts the Data Controllers because they have changed their mind about 

accepting the recording of the meeting, the recording must, as a starting point, be deleted ð or alternati-

vely, steps must be taken to ensure th at the participant in question can no longer be recognised in the 

conversation.  The guidelines will also contain guidance on the duty to provide information to employees 

under Article 13.  
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If meetings  are recorded and transcribed and either the content of the meeting or the purpose of the 

subsequent processing of the transcription thereof may have negative consequences for the employees 

participating in the meeting, it will be up to the data controllers to weigh up the specific interests and, 

on that basis, assess whether the transcription requires the actual consent of the employees.   

 

7.8.8 Specifically regarding the legal basis for reviewing personal data in the audit log  

The Data Controllers will also, depending on the circumstances, have the legal basis to process personal 

data when reviewing the audit log in order to prevent misuse of the solution, cf. Article 6(1)(c) and (e) of 

the Data Protection Regulation, in conjunc tion with the obligation in Article 32 of the Data Protection 

Regulation to establish appropriate security measures.  

 

Data controllers will therefore be required to log the processing of personal data when using Copilot 365 

in accordance with Article 32 of the General Data Protection Regulation. For example, the Danish Data 

Protection Agency recommends that data controlle rs consider developing and setting up IT systems to log 

all uses of personal data by users, including reading, adding, searching (possibly search criteria), modi-

fication, extraction and deletion ð regardless of how the personal data is used by the user. Re levant IT 

systems are developed/adapted to enable this logging. 105 Data controllers will also be required to a large 

extent to carry out effective random checks of the log, i.e. actual log auditing.  Reference can be made to 

the Danish Data Protection Agency's decision of 23 February 2024 in a case concerning a municipality, 

in which the Agency criticised the municipality for not having taken appropriate security measures (ref. 

no. 2023-423-0019). The Danish Data Protection Agency stated, among other things , that it is the Danish 

Data Protection Agency's opinion that the requirement for appropriate security will normally mean that 

the data controller regularly conducts random checks of the log to verif y that users only access informa-

tion that they need for work purposes.  

 

7.9 Duty to provide information  

The obligation to inform data subjects about the processing of their personal data in accordance with the 

information obligation in Articles 13 -14 of the Data Protection Regulation is described in section 8.3.1 of 

the M365 impact assessment . This states, among other things, that the Data Controllers are subject to 

the duty to provide information in both Article 13 ( personal data collected from the data subjects them-

selves) and Article  14 (personal data collected from parties other than the data subjects themselves) of 

the General Data Protection Regulation. In the M365 impact assessment, data controllers are referred to 

supplement the impact assessment themselves with information on compliance with the obligation to 

 
105 See the Danish Data Protection Agency's catalogue of measures on the agency's website:  https://www.datatilsynet.dk/hvad -siger-

reglerne/vejledning/sikkerhed/katalog -over-foranstaltninger/logning -af-brugernes -anvendelser -af-personoplysninger  (last accessed 

on 6 December 2024). 

https://www.datatilsynet.dk/hvad-siger-reglerne/vejledning/sikkerhed/katalog-over-foranstaltninger/logning-af-brugernes-anvendelser-af-personoplysninger
https://www.datatilsynet.dk/hvad-siger-reglerne/vejledning/sikkerhed/katalog-over-foranstaltninger/logning-af-brugernes-anvendelser-af-personoplysninger
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provide information , including an assessment of whether exceptions to the obligation to provide informa-

tion can be made in light of their specific processing activities . 

 

However, with regard to Copilot 365 in particular, the following should be noted, which applies to all Data 

Controllers.  

 

Under Articles 13 and 14 of the Data Protection Regulation, the Data Controllers have a clear obligation 

to inform data subjects about the processing of their personal data. This includes an obligation to provide 

information about , among other things, the purpose(s) of the processing, the legal basis for it, the reci-

pients of the personal data and transfers to, among other things, third countries and the basis for such 

transfers. In addition, after a specific assessment, information must be provided abo ut t he period of 

storage, the source from which the personal data originates, the rights of the data subjects and the exi-

stence of automated individual decisions, including profiling, as referred to in Article 22(1) and (4).  

 

There is no obligation under Articles 13 or 14 to provide information about the technical IT tools used to 

process personal data, e.g. Word and Copilot 365. Information about this is also not covered by the infor-

mation to be provided under Article 13(2 ) or Article 14(2), where data subjects must be given additional 

information about the processing of their personal data on the basis of a specific assessment.  

 

Similarly, data subjects should be informed of the existence of profiling and its consequences, cf. the 

principle of transparency in Article  5(1) of the GDPR . Similarly, data subjects should be informed of the 

existence of profiling and its consequences , cf. the principle of transparency in Article 5(1)(a) of the GDPR, 

cf. recital 60.  

 

However, Copilot 365 as referred to in this impact assessment (see definition above in section 2.4.1) must 

not be used to make automated individual decisions or to carry out profiling, as described in more detail 

below in section 7.10. 3.  

 

As described above in section 7.2, it is assessed that the processing of personal data using Copilot 365 , 

including grounding, does not constitute a separate purpose. When the use of Copilot 365 is not a separate 

purpose, it does not need to be disclosed as a separate purpose in a privacy policy, nor does it require a 

new notification to be sent to data subjects about its use. The use of Copilot 365 is thus an ancillary part 

of the other purposes for which personal data is processed , including personnel adm inistration and case 

processing/exercise of authority.   

 

As described above in section 7.2, it is the opinion of the Danish Data Protection Agency that the operation 

of an AI system will often not be a separate purpose, but merely support the existing public authority 

task. In its guidance on the use of artificial intelligence by public authorities, the Danish Data Protection 

Agency gives an example of a case where the operation of the AI solution is part of a new purpose:  
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"This may be the case, for example, where the authority has to perform a new task that it 

has not previously performed and which must be done using an AI solution from the outset."  

 

Although the Data Controllers have different public authority tasks, given the purpose of Copilot 365, it 

will be common to all Data Controllers that the above example from the Danish Data Protection Agency 

will not apply, but rather that Copilot 365 will simply support the existing public authority task. Refe-

rence is therefore made to the assessment of the duty of disclosure in section 8.3.1 of the M365 impact 

assessment, which will cover the processing in Copilot 365.  

 

As described above in section 7.4, ad 4), users' interactions with Copilot 365 will be recorded in an audit 

log, which records how and when users interact with Copilot  365, the Microsoft Service where the activity 

took place, and references to files that were accessed.106 Audit logs can be used by the Data Controllers 

to investigate and clarify incidents and to continuously control and monitor the use of Copilot 365 through 

random checks of audit logs and interactions. This control of employees involves the processing of p erso-

nal data about them. As described above in section 7.3.3, the registered employees must be informed in 

advance that their interaction with Copilot 365 is logged for possible control purposes. This follows from 

the principle of transparency in Article 5(1)(a ) of the Data Protection Regulation, which means that per-

sonal data must be processed in a transparent manner in relation to the data subject. The information 

that must be provided to employees in advance in this connection must comply with the requir ements of 

Article 13. In the Danish Data Protection Agency's decision in connection with the supervision of the 

Labour Market Supplementary Pension Fund (ATP) of 7 August 2020 107 , the supervisory authority also 

states its opinion on this matter:  

"As, in the opinion of the Danish Data Protection Agency, the personal data is collected from the 

employee themselves when they use the internet and the specialist systems, it is the Agency's 

assessment that notification of the processing of personal data in connection with logging the 

use of the internet, specialised systems and rejected access attempts must comply with the re-

quirements of Article 13 of the Data Protection Regulation. " 

 

The data controllers themselves supplement this impact assessment with information on compliance with 

the duty to provide information.  

 

 
106 https://learn.microsoft.com/en -us/purview/audit -log-activities#copilot -activities  and https://learn.microsoft.com/en -us/office/of-

fice-365-management -api/copilot -schema (last accessed on 15 October 2024). 

107 Ref. no. 2019-421-0035. 

https://learn.microsoft.com/en-us/purview/audit-log-activities#copilot-activities
https://learn.microsoft.com/en-us/office/office-365-management-api/copilot-schema
https://learn.microsoft.com/en-us/office/office-365-management-api/copilot-schema
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7.10 The rights of data subjects  

The rights of data subjects are described in detail in section 8.3.2 of the M365 impact assessment, to 

which reference is made.  

 

With regard to the handling of requests for rights and the handling and fulfilment of the rights of data 

subjects, reference is also made to section 8.3.2 of the M365 impact assessment, which applies similarly 

to Copilot 365. The following section only ela borates on the rights that apply specifically to Copilot 365.  

 

7.10.1  Right of access  

It is possible to search for personal data stored in the user's Exchange mailbox, where the user's Copilot 

365 history is stored. Please refer to the description above in section 7.4, ad 4). Data subjects will thus be 

able to request access to this persona l data.  

 

With regard to System -Generated Logs, please refer to section 8.3.2.1 of the M365 impact assessment.  

 

7.10.2  The right to be forgotten  

When the user creates a prompt and the total input to the language models in Copilot 365 is sent, only 

the data in the language models  is processed. Neither the input (prompt and additional data) nor the 

output is saved and stored in the language models .  

 

The output that the user receives from Copilot 365 will naturally include sentences, excerpts, etc. taken 

from other previous documents, emails, presentations, etc., which, in addition to the user's own case or 

mailbox, may be located in another citizen's or employee's ca se. To make Copilot 365's output transparent 

and possible for the user to quality check, the output refers to the material on which Copilot 365 has 

based its output. However, only links to this material are provided, and the data on which C opilot  365 

bases its output is not transferred to the new case. This also means that the use of the Data Controllers' 

data for grounding purposes does not result in personally identifiable information about a citizen or em-

ployee being stored in locations other than t he original location.  

 

The user' s interactions with Copilot 365, including input and output , are stored in the user's Exchange 

mailbox for the user's review and possible reuse, where it can also be accessed by administrators for their 

monitoring of the solution. An automatic storage policy can be set up for this purpose , configured to delete 

content that is 'ready for deletion'. Please refer to the description of this in section 7.6 above. At the same 

time , it will be possible for the user to manually delete their history 108 , just as administrators who have 

 
108 Microsoft 354 Copilot documentation, article òData, Privacy, and Security for Microsoft 365 Copilotó dated 1 November 2024 . 
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been assigned a role that allows deletion can delete a user's history if the data subject's request for dele-

tion can be complied with. This role can be assigned to members of the " eDiscovery Manager role group " 

in the Microsoft Purview compliance portal. Here, you must be assigned the role "Search And Purge".  

However , this role is assigned by default to the " Data Investigator and Organisation Management role 

groups".109 Copilot 365 has been developed in such a way that , as with other Microsoft 365 applications 

and cloud services , it is possible to search for data relating to a specific data subject so that data about 

them can be identified and, if necessary, deleted. 110 

 

As described in section 8.3.2.3 of the M365 impact assessment, the prevailing view is, however, that the 

processing carried out by the Data Controllers will be covered by the exemption provision in Article 

17(3)(b) of the Data Protection Regulation (b ), which means that the data subjects' right to have personal 

data about themselves deleted does not apply if the processing is necessary to comply with a legal obliga-

tion that requires processing under EU law or the national law of the Member States and to whi ch the 

data controller is subject, or for the performance of a task carried out in the public interest or in the 

exercise of official authority vested in the controller .  

 

7.10.3  Specifically regarding the right not to be subject to automated individual decision -

making  

As described above in section 2.4.1, this impact assessment is based on the assumption that Copilot 365 

is not used by the Data Controllers to make automated individual decisions pursuant to Article 22 of the 

Data Protection Regulation . The processing of personal data where decisions are made that have legal 

effects on or significantly affect a citizen or employee without human intervention is therefore not covered 

by this impact assessment.  

 

Below, we review the right not to be subject to automated individual decision -making in Article 22 of the 

GDPR and describe in more detail how the Data Controllers will ensure genuine human intervention in 

the decision -making process to ensure that no auto mated individual decisions are made.  

 

7.10.3.1 More about the right not to be subject to automated individual decision -making  

Under Article 22(1) of the General Data Protection Regulation, the data subject has the right not to be 

subject to a decision based solely on automated processing which produces legal effects concerning him 

or her or similarly significantly affects him or her . This right applies without the data subject having to 

 
109 https://learn.microsoft.com/en -us/purview/ediscovery -search-and-delete-copilot -data  (last accessed 9 November 2024): Article 

òSearch for and delete Copilot dataó dated 31 October 2024 (last accessed 8 November 2024). 

110 https://learn.microsoft.com/en -us/purview/ediscovery -search-and-delete-copilot -data  (last accessed 9 November 2024): Article 

"Search for and delete Copilot data" dated 31 October 2024 (last accessed 8 November 2024).  

https://learn.microsoft.com/en-us/purview/ediscovery-search-and-delete-copilot-data
https://learn.microsoft.com/en-us/purview/ediscovery-search-and-delete-copilot-data
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request it and has only a few exceptions. For processing to be covered by Article 22(1), three cumulative 

conditions must be met. The first condition is that the decision must be a decision, which means not only 

judicial decisions, but also, for example, a dministrative decisions or loan refusals. The second condition 

is that this decision must be based solely on automated processing, meaning that there is no human 

intervention. The third condition, according to the wording of the provision, is that the deci sion must have 

legal effect or similarly significantly affect the data subject.  

 

However, it will be lawful to make automated individual decisions if this is provided for in EU law or the 

national law of the Member States to which the data controller is subject, and which also lays down 

appropriate measures to safeguard the rights and freedoms and legitimate interests of the data subject . 

In such cases, these decisions must  still not be based on special categories of personal data as referred to 

in Article 9(1) of the Regulation , unless Article 9(2)(a) or (g) applies and appropriate mea sures are in 

place to protect the rights and freedoms and legitimate interests of the data subject . 

 

For more information on this provision, please refer to recital 71 and the presentation on pages 8-9 and 

21 of the Article 29 Working Party's (now EDPB) guidelines on automated individual decision -making 

and profiling 111 . Reference can also be made to the presentation in section 10.1 of the Danish Data Pro-

tection Agency's guide on the rights of data subjects from July 2018 and section 4.12 of the Ministry of 

Justice's report no. 1565 on the Data Protection Regulation (2016/679) and the legal framework for Da-

nish legislation, Part I, Volume 1. It is firmly established that administrative decisions that have legal 

effect on data subjects are to be regarded as decisions within the meaning of the provision.  

 

The Court of Justice of the European Union has also had occasion to rule on a question concerning Article 

22 in the Court of Justice of the European Union's judgment in the SCHUFA case, C -634/21, delivered on 

7 December 2023. In that case, a private company , SCHUFA , calculated and provided creditworthiness 

assessments of data subjects to its contractual partners. The determination of a score is based on the 

assumption that by assigning a person to a group of other persons with comparable characteristics who  

have exhibited certain behaviour, it is possible to predict similar behaviour. A data subject, OQ, was 

refused a loan by a bank after the bank had received a credit rating score for OQ calculated by SCHUFA.  

 

The referring court sought clarification as to whether Article 22(1) of the Data Protection Regulation (1) 

of the General Data Protection Regulation must be interpreted as meaning that the automatic determi-

nation by a credit reference agency of a probabili ty value based on personal data relating to a person and 

concerning that person's ability to meet payment obligations in the future constitutes an ôautomated in-

dividual decision -makingõ within the meaning of that provision, where that probability value is decisive 

for whether a third party to whom the probability value is disclosed enters into, performs or terminates 

a contractual relationship with that person.  

 
111 (WP251rev.01), last revised and adopted on 6 February 2018 . 
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The Court of Justice of the European Union found that Article 22(1) gives the data subject the right not 

to be subject to decisions as referred to in the provision and that the provision thus establishes a general 

prohibition against this type of processin g, which, as also described above in this section, does not require 

the data subject to actively claim their right. Reference is made to the detailed descriptions of this in 

paragraphs 52 -57 of the ECJ judgment.  

 

The Court of Justice of the European Union further states in paragraphs 45 and 46 that:  

 

"The broad scope of the concept of 'decision' is confirmed by recital 71 of the Data Protection 

Regulation, according to which a decision which evaluates certain personal aspects relating 

to a person and to which that person should have the right not to be subject ômay include a 

measureõ which may have ôlegal effectsõ or ôsignificantly affect the data subject in a similar 

wayõ. According to that recital, for example, an automatic rejection of an online credit appli-

cation or e-recruitment procedures without any human intervention are covered by the term 

ôdecisionõ. 

 

Since the concept of ôdecisionõ within the meaning of Article 22(1) of the General Data Pro-

tection Regulation, as stated by the Advocate General in point 38 of the Opinion, may cover 

several actions that may affect the data subject in many ways, that conce pt is sufficiently 

broad to cover the result of the calculation of a person's creditworthiness in the form of a 

probability value relating to that person's ability to meet future payment obligations . 

 

The Court of Justice states in paragraph 48 that:  

 

ôThirdly, as regards the condition that the decision must have òlegal effectsó on the data 

subject or òin a similar way significantlyó affect him or her, it is apparent from the wording 

of the first question referred for a preliminary ruling that the actio n taken by the third party 

to whom the probability value is transferred is ôsignificantlyõ affected by that value. Accor-

ding to the findings of fact of the referring court , an insufficient probability value when a 

consumer applies to a bank for a loan thus  leads in almost all cases to the bank refusing to 

grant the requested loan . (Our emphasis .) 

 

The referring court has thus established that the bank almost always bases its decision on whether or 

not to grant a loan on SCHUFA's credit rating. No human being is involved in the decision -making pro-

cess, which means that an automatic individual decision covered by Article 22 is made.  

 

The Court of Justice of the European Union found that:  
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"In view of all the above considerations, the answer to the first question is that Article 22(1) 

of the General Data Protection Regulation (1) of the General Data Protection Regulation 

must be interpreted as meaning that the automatic determination by a cr edit reference 

agency of a probability value based on personal data relating to a person and concerning 

that person's ability to meet future payment obligations constitutes an ôautomated indivi-

dual decisionõ within the meaning of that provision when that p robability value is decisive 

for whether a third party to whom the probability value is disclosed enters into, performs or 

terminates a contractual relationship with that person . (Our emphasis .) 

 

When a decision is simply taken on the basis of a probability value , without a human being checking each 

individual case and making a manual assessment, this constitutes an automated decision. The Court of 

Justice of the European Union also supports this with the following argument in paragraph 61:  

  

"In circumstances such as those at issue in the main proceedings, where three actors are 

involved, there is a risk of circumvention of Article 22 of the General Data Protection Regu-

lation and thus a gap in legal protection if that provision is interpreted restrictively, accor-

ding to which the determination of the probability value is to be regarded sole ly as a prepa-

ratory act, and only the act adopted by the third party can, depending on the circumstances, 

qualify as a ôdecisionõ within the meaning of Artic le 22(1) of the Regulation.ó (Our emphasis .) 

 

The Article 29 Working Party (now the EDPB) has stated in guidelines on automated individual decisions 

and profiling that it is not sufficient to simulate human intervention by, for example , routinely using 

automatically generated content without a human having any real influence on the outcome. In this case, 

it will still be a decision based solely on automated processing. This is elaborated on as follows by the 

Article 29 Working Party 112 : 

 

"In order to be considered human intervention, the data controller must ensure that super-

vision of the decision is meaningful and not merely a token gesture. It should be carried out 

by a person who has the necessary competence and ability to change the decision. All relevant 

information should be taken into account as part of the analysis.  

 

As part of the data protection impact assessment, the data controller should identify and 

record the extent of any human intervention in the decision -making process and at what 

stage." 

 

An example of this is also provided:  

 
112 Article 29 Working Party (now EDPB) Guidelines on automated individual decision -making and profiling (WP251rev.01), last 

revised and adopted on 6 February 2018.  
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Example  

An automated process results in a recommendation concerning a data subject. If a person 

reviews and takes into account other factors in the final decision, that decision will not be 

ôsolely basedõ on automated processing. 

 

It follows from the above that it will not be sufficient for an employee to simply base their decision on the 

output or read the draft decision in general without considering its content, including whether it is cor-

rect, and, if necessary, correcting and/or supplementing it with additional information . It is also empha-

sised that it must be a person who has the necessary skills, professional level and qualifications to be able 

to assess the output. This is also reiterated in the EDPB's guidelines on data pro tection by design and 

data protection by default 113 : 

 

"Human intervention ð The data controller must integrate qualified human intervention 

capable of correcting deviations that machines may generate in relation to the right not to 

be subject to automated individual decisions as specified in Article 22."  

 

In its guidance on the use of artificial intelligence by public authorities, the Danish Data Protection 

Agency has also addressed the issue of real human intervention and the problem of so -called "automation 

bias" (automation bias), i.e. where real human intervention is made difficult or prevented because the 

case worker has excessive and unfounded confidence in the output of the solution 114 : 

 

"A particular issue that you need to be aware of if you want to develop and use an AI solution 

as a decision support tool is the risk of so -called automation bias. This is when, for example, 

case workers attach greater importance to the system's assessment  of a case than to their 

own assessment, which means that the system effectively decides the case. If the AI solution 

is to continue to be regarded as decision support, a human being must have independently 

assessed the information on which the decision is  based, and that person must also have the 

necessary authority to override the system's recommendations ." (Our emphasis .) 

 

However, it is not entirely clear from the legal sources mentioned whether, in addition to a critical review 

of the output  itself, a review of all the data (facts) on which the decision -making system has based its 

output is also required to ensure that the decision -making system has actually taken into account all 

relevant material and information and given weight to the right parts thereof.  

 

 
113 EDPB Guidelines on data protection by design and data protection by default, 4/2019, version 2, adopted on 20 October 2020, p . 

20. 

114 The Danish Data Protection Agency's guidance on the use of artificial intelligence by public authorities from October 2023 , p. 19. 
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However, the Article 29 Working Party seems to indicate that the obligation of human intervention covers 

all parts of the legal subsumption process by stating that " all relevant information should be taken into 

account as part of the analysis ". Furthermore, it can be inferred from the ECJ's judgment in the SCHUFA 

case that if the output  of a decision-making system is relied upon in almost all cases and it becomes a 

decision that significantly affects a citizen or employee, the output of the decision support system  will 

probably be considered to be processing covered by Article 22.  

 

However, the purpose of the provision in Article 22 seems to be clearly to ensure that there is a genuine 

human review of the decision in the sense that there is a review of the circumstances that may affect the 

outcome of the decision. Such an interpretat ion is also consistent with the interests of the data subject, 

who must have a materially correct decision. It is therefore assumed that human intervention must cover 

all parts of the legal subsumption process before there can be any real human interventio n, with the 

consequence that the prohibition of automated individual decisions in Article 22 of the Data Protection 

Regulation does not apply. This can be illustrated by the following figure , which illustrates the require-

ment for human intervention in the legal subsumption process :  

 

 

In other words, the human case handler must make an independent assessment of both the relevant facts 

that the decision involves and is based on (legal facts) ð including whether the facts are correct and com-

plete ð the relevant legal rules (jus) and the legal assessment itself (subsumption), where the legal facts 

and jus are compared, as well as the determination of the legal sequence.  

 

7.10.3.2 The use of Copilot 365 does not involve automatic, individual decisions , but decision support 

with real human intervention  

The Data Controllers are aware that there is a risk that Copilot 365 may generate incorrect or incomplete 

output. Microsoft itself  has emphasised in the Microsoft 365 Copilot documentation 115 that the answers 

cannot be guaranteed to be 100% correct:  

 

 
115 Article òData, Privacy, and Security for Microsoft 365 Copilotó of 18 October 2024. 
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òThe responses that generative AI produces aren't guaranteed to be 100% factual. While we 

continue to improve responses, users should still use their judgement when reviewing the 

output before sending them to others. Our Microsoft 365 Copilot capabilities provide useful 

drafts and summaries to help you achieve more while giving you a chance to review the 

generated AI rather than fully automating these tasks.ó 

 

Similarly, the Microsoft 365 Copilot documentation 116 states that:  

 

òWe encourage users to review all content generated by Microsoft 365 Copilot before putting 

it to use.ó 

 

Furthermore, the same article states:  

 

òDespite intensive training by OpenAI and the implementation of responsible AI controls by 

Microsoft on both user prompts and LLM outputs, AI services are fallible and probabilistic. 

This makes it challenging to comprehensively block all inappropriate cont ent, leading to 

potential biases, stereotypes, or ungroundedness in AI -generated content. For more on the 

known limitations of AI -generated content, see the Transparency Note for Azure OpenAI 

Service, which includes references to the LLMs behind Microsoft 365 Copilot.ó 

 

As mentioned above and described in section 2.4.1, this impact assessment is based on the assumption 

that Copilot 365 is not used by the Data Controllers to make automatic, individual decisions pursuant to 

Article 22 of the Data Protection Regulation . The processing of personal data where decisions are made 

that have legal effects on or significantly affect a citizen or employee without human intervention is the-

refore not covered by this impact assessment.  

 

On the other hand, use case 3 covers the use of Copilot 365 to, among other things, prepare draft decisions, 

but where these draft decisions are subject to actual human review, so that it is a matter of decision 

support and not a fully automated process wh ere the final decision is generated and sent to the citizen 

without human intervention.  

 

In other words, whenever Copilot 365 is used, the user, who is an employee of one of the Data Controllers, 

will review the draft decision and, if necessary, adjust it before it is sent to the addressee of the decision. 

The intention is therefore that a cit izen will never receive a decision that is an output from Copilot 365 

without a case worker having reviewed the output and ensured that the decision is correct and has the 

right content in view of the circumstances of the case.  

 

 
116 Article òTransparency Note for Microsoft 365 Copilotó dated 16 September 2024. 
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It is not sufficient for the employee to simply physically forward the response. There must be a real review 

of the output. Although it is not the intention to use Copilot 365 to make automatic, individual decisions 

as referred to in Article 22 of the Regu lation, this will be the result if the employee simply reads and 

subsequently passes on Copilot 365's output without a real review of it.  

 

The question then is what specific measures the Data Controllers must implement to ensure that there 

is genuine human intervention. Below is a review of the technical and organisational measures that the 

Data Controllers will implement to ensure that there is genuine human intervention and assessment of 

the draft decisions w hen using Copilot 365 to generate draft decisions (use case 3):  

 

1. Guidelines on genuine human intervention  

 

- The guidelines must ensure that Copilot 365's proposed decisions are reviewed by persons with 

the necessary professional skills and the ability to amend the draft decision, including by taking 

other factual circumstances into account .  

- The guidelines must specify which employees/types of employees can use Copilot 365 to prepare 

draft decisions and in which types of cases.  

- The guidelines must also describe the scope of human review and how human review is to be 

carried out. Among other things, the guidelines must state that the human case worker must 

review the entire legal subsumption process, i.e. not only the legal assessment and the outcome 

of the decision , but also a critical review of whether Copilot 365 has included the relevant and 

correct facts of the case in the draft decision on which the decision is to be based , i.e. what has 

been included and given weight in the decision and what has not.  The guidelines must state that 

this requires the case handler to review the facts of the case.  

 

2. Technical measures to ensure effective human review  

 

- Copilot 365 is also designed so that employees can gain insight into the information on which 

Copilot 365 is based and grounded in relation to the specific draft decision.  Output from Copilot 

365 thus contains links to any sources used to generate the response , which the user can access 

and include in their review and assessment of the content of the draft and/or any missing content . 

This supports the human case workers in conducting a real review of the draft decision.  

 

3. Instruction and training of employees  

 

- The employees who will be operating Copilot 365 for use case 3 concerning decision -making must 

be instructed in the guidelines mentioned above in point 1 and must receive instruction and 

training in the operation of Copilot 365, See also the requirement in  Article 4 of the AI Regulation 

that employees who operate AI systems must have AI skills . 
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- The education and training of employees must therefore be designed to ensure that they under-

stand how Copilot 365 works and arrives at decisions, as well as the limitations of the system ð 

i.e. understand the output and the way in which Copilot 365 generat es draft decisions ð and pro-

vide employees with clear criteria for when they are expected to change Copilot 365's draft deci-

sions.  

 

4. Random checking of decisions and monitoring  

 

- Procedures are established for regular, appropriate spot checks of decisions to verify that the 

human case worker has made a fair assessment and correct decisions.  

- Ongoing documented review and statistics on how many proposed decisions are overturned by 

case workers ð a very low reversal rate may be a sign that employees are not making a genuine 

assessment of the system's proposed decisions.  

 

It is the Data Controllers' assessment that, if these measures are implemented, genuine human inter-

vention will be ensured when using Copilot 365 to generate draft decisions , with the result that the use 

of Copilot 365 will not result in automatic, individual decisions covered by Article 22 of the Data Protec-

tion Regulation.  

 

Although this impact assessment is based on the assumption that the use of Copilot 365 does not involve 

processing covered by Article 22 of the General Data Protection Regulation, there is still a risk that this 

will be the de facto result due to user behaviour , i.e. that there will be an unintended deviation from the 

planned, lawful processing . This risk is therefore addressed below in risks 6 and 7, where possible mea-

sures for dealing with it are also described.  

 

7.11 Data protection through design and default settings  

It follows from Article 25(1) of the Data Protection Regulation that the data controller, taking into account 

the state of the art, the cost of implementation and the nature, scope, context and purpose, as well as the 

risks of varying likelihood and severi ty for the rights and freedoms of natural persons posed by the pro-

cessing, both at the time of the determination of the means for processing and at the time of the processing 

itself, implement appropriate technical and organisational measures, such as pseu donymisation, which 

are designed to implement data protection principles, such as data minimisation, in an effective manner 

and to integrate the necessary safeguards into the processing in order to meet the requirements of this 

Regulation and protect the r ights of data subjects.  

 

Furthermore, it follows from Article 25(2) of the Regulation that the controller must implement approp-

riate technical and organisational measures to ensure, by default, that only personal data necessary for 

each specific purpose of the processing are processed. 
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In developing applications and cloud services in Microsoft 365, Microsoft has incorporated data protection 

by design and default settings to a large extent, as further elaborated in section 8.5 of the M365 impact 

assessment and the accompanying TIA. In thi s context, measures have also been implemented that apply 

similarly to Copilot 365 as part of Microsoft 365, including EU Data Boundary (also when calling LLM), 

encryption and measures in relation to System -Generated Logs, including pseudonymisation, aggre gation 

and anonymisation , cf. sections 5.1 and 5.3 of the M365 impact assessment.  

 

In developing Copilot 365, Microsoft has also incorporated data protection through design and default 

settings, which is reviewed below in section 7.11.1. The Data Controllers have also implemented or intend 

to implement organisational measures to meet the  obligations in Article 25, which is reviewed below in 

section 7.11.2. 

 

7.11.1  Microsoft's technical measures implemented in Copilot 365  

Microsoft has implemented a number of technical measures in Copilot 365 ð including options for confi-

guring the solution ð that aim to support data protection by design and through default settings in accor-

dance with Article 25 of the Data Protection Regulation.  

 

It is thus possible for administrators to enable and disable users' access to Copilot 365, and thus whether 

the user should have access to process personal data when using Copilot 365. 117 It is also possible to 

enable and disable whether feedback can be provided to Microsoft Ireland in relation to Copilot 365, 

thereby preventing the possibility of processing personal data for this purpose. However, as feedback is 

not part of this impact assessment, it will not be discussed further here.  

 

When Copilot 365 enriches the user's prompt with additional data in connection with grounding, the 

access rights that the user has in the Microsoft 365 environment take precedence, so that Copilot 365 

does not include data ð and thus does not provide access to personal data ð to which the user does not 

have access. This also applies to any sensitivity labels registered in Purview. This ensures that the user 

only has access to and processes personal data through Copilot 365 that they are assessed to need acc ess 

to.  

 

In connection with grounding, Copilot 365 has also been developed to only access and use data that is 

deemed relevant to the user's prompt, taking into account the information and context provided by the 

user. Copilot 365 is thus designed to minimise data by including only personal data that is sufficient, 

relevant and limited to what is necessary to respond to the user's prompt. However, in combination with 

 
117 Microsoft 365 Copilot documentation, article "Data, Privacy, and Security for Microsoft 365 Copilot" dated 18 October 2024.  
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this, it is also the user's responsibility to specify their prompt sufficiently so that Copilot 365 can identify 

what is necessary and does not go too broadly in its grounding.  

 

Additional access restrictions have also been added in relation to Copilot 365, as only the user and admi-

nistrators can access and view the user's Copilot 365 history and content of interactions. 118 Furthermore, 

this data is stored in encrypted form and is not used for training LLMs.  

 

Copilot 365 is not a publicly available version, and the solution does not collect and use the Data Cont-

rollers' data for Microsoft's or OpenAI's own purposes. Microsoft employees also do not have access to 

monitor and access the Data Controllers' data in connection with "abuse monitoring", as this is not consi-

dered relevant for Copilot 365.  

 

Copilot 365 also allows you to enable and disable access to content on the internet for grounding purposes. 

By disabling this, it is also ensured that it is possible to cut off potentially incorrect information from the 

internet and base the system on the organisation's own data, which increases the likelihood that personal 

data is also correct and/or interpreted in accordance with the Data Controllers' usual practices.  As descri-

bed above in sections 7.1.3 and 7.2.3, the option to enable the use of content on the internet is not covered 

by this impact assessment.  

 

At the same time, administrators can set up storage policies for Copilot 365, just as individual users can 

delete their own Copilot 365 history, including content of interactions.  

 

It is also possible for administrators to extract various reports related to Copilot 365. In this context, 

administrators can choose to anonymise the reports using the MD5 (Message -Digest algorithm 5) hash 

function. 119 

 

7.11.2  Organisational measures implemented by Microsoft and the Data Controllers using 

Copilot 365  

The Data Controllers shall prepare and implement guidelines that address the pitfalls of using Copilot  

365, including limitations and risks of use, as well as the applicable regulatory and contractual conside-

rations in the Data Controllers' organisation. These guidelines are updated on an ongoing basis as the 

Data Controllers become aware of additional issues through spot checks and similar measures, which are 

then described in the guidelines. At the same time , the Data Controllers shall ensure that users o f Copilot 

365 are trained in its use in accordance with the requirements of Article 4 of the AI Regulation.  

 
118 Microsoft 365 Copilot documentation, article òData, Privacy, and Security for Microsoft 365 Copilotó dated 18 October 2024. 

119 Microsoft 365 Copilot documentation, articles òMicrosoft 365 reports in the Admin Centre ð Microsoft 365 Copilot readinessó 

dated 16 September 2024 and òMicrosoft 365 reports in the admin centre ð Microsoft 365 Copilot usageó dated 2 October 2024. 
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Reference is also made to the technical and organisational measures identified  in this impact assessment , 

which are also implemented. As described above in sections 7.2.2, 7.3.3, 7.4 and 7.5.2, this includes on-

going monitoring of Copilot 365 in operation to ensure that the solution continues to function and process 

personal data as intended , so that, for example, there is no unfair discrimination, processing of inaccurate 

personal data in violation of the principle of accuracy, further processing of persona l data for incompatible 

purposes or grounding/use of more personal data than is necessary, including in relation to user data. It 

is also checked that users are using the solution correctly without, for example, violating internal guide-

lines, data protection rules and infringing the rights of data subjects.  

 

The Data Controllers thus implement a procedure for monitoring and regularly testing Copilot 365, which 

includes metrics and thresholds that trigger review and testing. In addition, random checks are imple-

mented for cases where Copilot 365 has been used to generate draft decisions . Furthermore , as also de-

scribed above in sections 7.2.2, 7.4, 7.5.2.1 and 7.5.2.3, will also ensure that employees are trained in the 

correct use of Copilot 365 so that it can be ensured that employees i) formulate precise and tar geted 

prompts, ii) do not use Copilot 365 for anything other than what is permitted by the Data Controllers, 

and iii) have the necessary qualifications and prerequisites to be able to operate the solution correctly , 

understand and interpret the solution's output, and identify and act on the risk of unfair discrimination , 

incorrect information, lack of relevant data and otherwise incorrect drafts. Finally, the Data Controllers 

shall ensure that only employees with the necessary professional level receive spe cific output and verify 

it.  

 

Microsoft has also prepared an informative text for users of Copilot 365, "Transparency Note for Microsoft 

365 Copilot". This informs users about how the system works, what it can do, what limitations there are, 

and how users can achieve the best results. It also gives the system owner and administrators an under-

standing of the system's options in terms of selection and dese lection. This can thus be seen as a supple-

ment to the training provided by the data controllers themselves and can also be included in this.  

 

7.12 Data processing relationships  

7.12.1  The role of data controllers as independent data controllers  

As with the other Microsoft 365 Services, the Data Controllers are each independently responsible for 

their respective processing of personal data when using Copilot 365, including the processing carried out 

by Microsoft Ireland as a data processor on behalf of each of the Data Controllers. This is described above 

in section 7.1.1 of this impact assessment.  
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7.12.2  The role of Statens It as a data processor  

In connection with Statens It's management of access control, Statens It processes personal data as a 

data processor on behalf of each of the Data Controllers. Data processing agreements have been entered 

into between each of the Data Controllers and Statens It for this processing of personal data. This is 

described above in section 7.1.1 of this impact assessment.  

 

7.12.3  Microsoft's role in data protection law  

Microsoft's role in data protection for the processing of personal data in Microsoft 365 is described in 

section 6.3 of the M365 impact assessment and above in section 7.1.2 of this impact assessment. The 

above applies similarly to Copilot 365, see also section 6.1.  

 

This means that Microsoft Ireland is the data processor for the processing that takes place as part of the 

delivery of Copilot 365 (products and services), cf. section 6.3.1 of the M365 impact assessment, and the 

data controller for the anonymisation of ps eudonymised personal data on the use of Copilot 365 for busi-

ness operations, cf. section 6.3.2 of the M365 impact assessment.   

 

7.12.3.1 Specifically regarding questions about training the language models in Microsoft 365  

It should be noted that Microsoft does not train the language models contained in Copilot 365 on the Data 

Controllers' personal data. Reference is made to section 6.3 above and section 8.3.8 below with a descrip-

tion and assessment of risk no. 8 concerning the risk of unlawful disclosure of personal data to Microsoft 

for use in training AI models.  

 

7.12.3.2 Specifically regarding Microsoft's documentation for the sub -processor chain 

It follows from Article 28(1) of the Data Protection Regulation paragraph 1, that if processing is to be 

carried out on behalf of a data controller, the data controller shall use only processors providing sufficient 

guarantees to implement appropriate tech nical and organisational measures in such a manner that the 

processing meets the requirements of this Regulation and ensures the protection of the rights of the data 

subject.  

 

It also follows from Article 28(2) that the processor may not engage another processor without the prior 

specific or general written authorisation of the controller. In the case of general written authorisation, 

the processor shall inform the controller of  any intended changes concerning the addition or replacement 

of other processors, thereby giving the controller the opportunity to object to such changes.  
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The question of the scope of the documentation that the data controller must provide when using (sub)pro-

cessors in a long chain to ultimately ensure compliance with the Data Protection Regulation has been 

unclear in administrative practice and case law. Th e data protection authorities of the various countries 

have also disagreed on the extent to which the data controller must verify and document (i) which sub -

processors the first data processor in the chain uses, ii) that sub -processors can provide the necessary 

guarantees that they will implement the appropriate technical and organisational measures, and iii) that 

sub-processors of the first data processor in the chain are actually subject to the same data protection 

obligations as the first data processor and can fulfil these.  

 

On this basis, the European Data Protection Board (EDPB) was asked by the Danish Data Protection 

Agency, among others, for an opinion on this matter 120 : 

 

òQuestion 1.1: Taking into account Articles 5(2) and 24(1) GDPR, where engaging a proces-

sor to carry out processing on behalf of the controller, in order to document compliance with 

inter alia Article 28(1) and Article 28(2) (including when presenting docu mentation to the 

SA upon inspection):  

 

a. Must the controller identify all of the processorõs sub-processors, their sub-processors, 

etc. throughout the processing chain, or only identify the first line of sub -processors en-

gaged by the processor? 

 

b. to what extent and in which level of detail must the controller verify and document:  

 

i. the sufficiency of the safeguards provided by processors, their sub -processors 

etc., 

ii. the content of the contracts between the initial processor and the additional 

processors to ascertain whether the same obligations have been imposed on the 

additional processors pursuant to Article 28(4) GDPR, and  

iii. whether the processors, their sub -processors, etc. meet the controller's re-

quirements under Article 28(1)?  

 

Question 1.3: Does the extent of the obligations under Articles 28(1) and 28(2) GDPR read 

in conjunction with Articles 5(2) and 24 GDPR, as answered in question 1.1 and question 

1.2, vary depending on the risk associated with the processing activity? If so , what is the 

extent of such obligations for low -risk processing activities, and what is the extent for high -

risk processing activities ? 

 
120 Opinion 22/2024 on certain obligations following from the reliance on processor(s) and sub -processor(s), adopted on 7 October 

2024, p. 6. 
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On 7 October 2024, the EDPB adopted an opinion 121 pursuant to Article 64(2 ) of the General Data Pro-

tection Regulation . The opinion thus addresses issues concerning the use of data processors, including 

the extent to which the data controller must be aware of the entire chain of sub -processors and must 

verify and document that sub -processors can provide the necessary guarantees and are subject to the 

same data protection obligations as the first data processor.  

 

In its opinion, the EDPB concluded that the data controller must know the identity of all data processors 

and sub-processors and always have information about them readily available. With regard to identifica-

tion and the information that is expected to be available, the EDPB states in paragraph 22:  

 

"The EDPB reads the terms 'identify' and 'information on the identity' for the purposes of 

replying to the question as referring to the name, address, contact person (name, position, 

contact details) of the processor and the description of the processing (including a clear de-

limitation of responsibilities in case several sub -processors are authorised)." (Our empha-

sis.) 

 

The EDPB emphasises that regardless of the length of the chain of sub -processors, it will still be the data 

controller who determines the purposes and means of processing, including the decision on who should 

receive the personal data for which the data co ntroller is responsible, e.g. data processors and sub -pro-

cessors. This requires the data controller to know who all data processors and sub -processors are.  

 

It follows from Article 28(2) of the Data Protection Regulation that either specific or general written aut-

horisation may be given to the data processor to use sub -processors. With regard to general authorisations 

in particular, the EDPB states in paragraphs 27 -29 and 31-32 that information about changes in a data 

processor's use of sub-processors must be proactively provided by the data processor to the data controller. 

For this reason alone, information about the entire data processing chain should theref ore be easily ac-

cessible to the data controller:  

 

"In case of general authorisation , the processor should give the controller the opportunity 

to approve a list of sub -processors at the time the general authorisation is signed and the oppor-

tunity ð including a sufficient timeframe ð to object to any subsequent changes in the sub-pro-

cessors. The Board recalls that it should be up to the initial processor to proactively provide 

certain information to the controller and "the processor's duty to inform the controller of any 

change of sub-processors implies that  the processor actively indicates or flags such changes 

toward the controller ".  

 

 
121 Opinion 22/2024 on certain obligations following from the reliance on processor(s) and sub -processor(s) of 7 October 2024. 
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This means that the information relating to the identification of all of the processorõs sub-pro-

cessors should be easily accessible to the controller. The identification of those actors is partic-

ularly relevant for the controller to be able to have control  over its processing activities for which 

it is responsible and may be held accountable in case of a violation of the GDPR.  

 

The processor should therefore provide all information on how the processing activity will be 

carried out on behalf of the controller, including information on the sub -processor used and a 

description of the processing that is entrusted to the sub -processor . 

 

[é] 

 

While this is not explicit in these provisions, the Board considers that for the purpose of Article 

28(1) and 28(2) GDPR, controllers should have the information on the identity of all processors, 

sub-processors, etc. readily available at all times so that they can best fulfil their obligations 

under the provisions mentioned ab ove. Such availability is also necessary so that controllers 

can collect and assess all of the necessary information to meet the requirements under the 

GDPR, including so that they ca n reply to access requests under Article 15 GDPR without undue 

delay and reacting quickly to data breaches occurring along the processing chain. This would 

apply regardless of the risk associated with the processing activity .  

 

To this end, the processor should proactively provide to the controller all information on the 

identity of all processors, sub -processors, etc. processing on behalf of the controller, and should 

keep this information regarding all engaged sub -processors up to date at all times.  The control-

ler and processor may include in the contract further details on how and in which format the 

processor is to provide this information, as the controller may want to request a specific format 

so that it is easier for the co ntroller to retrieve it and organise it.ó (Our emphasis.) 

With regard to the supervisory authority's questions 1.1.b.i and 1.1.b.iii, the EDPB states that the data 

controller is obliged to verify and document that the entire data processor chain meets the data control-

ler's requirements and can provide the necessary guarantees that they either have or will implement the 

appropriate technical and organisational measures identified and required by the data controller. It is up 

to the data controller to assess when the data controller is satisfied with the information  it has received 

in this regard and when further clarification is needed to ensure that the entire data processing chain 

can provide the necessary guarantees. In paragraphs 39 -41, the EDPB highlights the following, among 

other things:  

 

"[...] Articles 24(1) and 28(1) GDPR should be interpreted as requiring the controller to ensure 

that the processing chain only consists of processors, sub -processors, sub-sub-processors (etc.) 

that provide 'sufficient guarantees to implement appropriate technica l and organisational 
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measures'. In addition, the controller should be able to prove that it has taken all of the elements 

provided in the GDPR into serious consideration. These considerations hold true even if the 

chain of processing can be long and complex with different proc essors, sub-processors, etc. in-

volved at different stages of the processing activities. The controller should exercise due diligence 

in their selection of and oversight over their processors.  

 

With respect to the choice of the initial processor , the controller should verify the sufficiency 

of the guarantees provided on a case-by-case basis taking into account the nature, scope, context 

and purposes of processing as well as the risks for the rights and freedoms of natural persons, 

on the basis of the type of processing entrusted to the processor. [é]. 

 

As previously mentioned by the EDPB, the controller should take into account several elements 

when verifying the guarantees provided by processors 122 , and an exchange of relevant documen-

tation will often be required. In any case, ò[t]he guarantees ôprovidedõ by the processor are those 

that the processor is able to demonstrate to the satisfaction of the controller, as those are the 

only ones that can effectively be taken into account by the controller when assessing compliance 

with its obligationsó. Neither Article 28(1) GDPR itself nor previous EDPB documents provide 

an exhaustive list of the documents or actions that the processor should show or demonstrate, 

as this largely depends on the specific circumstances of the processing . [é].ó (Our emphasis.) 

The EDPB further  concludes in paragraphs 47 -53 that the controller's obligation to ensure that the entire 

data processing chain can provide sufficient guarantees applies regardless of the risk that the processing 

is assessed to pose to the data subjects ð i.e. even in the case of low risk. Instead, the extent to which the 

data controller must b e reassured by information and documentation from the data processor before it 

can be said that there is sufficient guarantee that the data processor or sub -processor has or will imple-

ment the measures required by the data controller may vary. This depends on the risk assessed in con-

nection with the processing. Processing that poses a high risk to data subjects will thus require that the 

guarantee be more substantiated  through documentation than would be necessary in the case of low risk, 

for example.  

 

The EDPB concludes that any need for (further) verification of a sub -processor may be imposed on the 

data processor to carry out and document, just as the data controller may choose to rely on the documen-

tation and information provided by the data processo r. This applies all the way down the chain, e.g. also 

to a sub-processor in relation to its own sub -processors. 

 

 
122 The EDPB states the following in note 37: "EDPB Guidelines 07/2020, paras.  97-98 (referring to the processor's expert knowledge, 

reliability, and resources, as well as to the reputation of the processor on the market, and to the adherence to an approved code of 

conduct or certification mechanism)."  
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The EDPB then  notes that the data processor also has a responsibility to ensure that only sub -processors 

who can provide the necessary guarantees are used and are obliged to provide sufficient information 

about this to the data controller. At the same time, however, the EDPB states in paragraph 58 that it is 

ultimately the data controller who is responsible for this, but reiterates in paragraphs 59 -60 that the data 

controller may choose to rely on the information and/or documentation provided by the data pr ocessor to 

the data controller, provided that this information and/or documentation is deemed sufficient:  

 

"[...] This entails that the controller may choose to rely on the information received from its 

processor and, if necessary, build on it. For example, in cases where the information received by 

the controller seems incomplete, inaccurate or raises questions, or w here appropriate based on 

the circumstances of the case, including the risk associated with the processing, the controller 

should ask for additional information and/or verify the information and complete/correct it if 

necessary.  

 

More specifically, for processing presenting a high risk to the rights and freedoms of data sub-

jects, the controller should increase its level of verification in terms of checking the information 

provided regarding the guarantees presented by the different  processors in the processing 

chain."  

With regard to the controller's obligation to verify and document that sub -processors are actually subject 

to the same data protection obligations as the first processor (question 1.1.b.ii) , the EDPB concludes in 

paragraphs 69 -70 that the controller is not obliged to obtain and review all sub -processing agreements, 

but that this should be done on the basis of a specific assessment:  

 

òThis said, the controller does not have a duty to systematically ask for the sub -processing con-

tracts to check whether the data protection obligations provided for in the initial contract have 

been passed down the processing chain. The controller should assess, on a case-by-case basis, 

whether requesting a copy of such contracts or reviewing them at any time is necessary for it to 

be able to demonstrate compliance in light of the principle of accountability. In the context of 

exercising its right of audit under 28(3)(h), the controller should have a process in place to un-

dertake audit campaigns in order to check by sampling verifications that the contracts with its 

sub-processors contain the necessary data protection obligations .  

 

The need to request a copy of the sub-processing contract therefore depends on the circumstances 

of the case. For example, in case of doubts as to the processorõs or sub-processorõs compliance 

with the requirements of Articles 28(1) and 28(4) or upon request by the SA, the controller should 

ask for the contract for its review (e.g. in the event that the addition al processor is affected by a 

data breach, or in case of other publicly available information or other information available to 
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the controller), e.g. there may be templates of the sub -processorõs data processing contract that 

do not meet the requirements of Article 28(3) GDPR .ó  

The data controllers' data processor chain when using Copilot 365  

According to the EDPB's opinion, data controllers must have easily accessible information about the 

entire data processor chain when using Copilot 365. As discussed below, this is also considered to be the 

case. 

 

As described above in section 2.1 , Copilot 365 licences are purchased for Statens It's customers through 

the government's licence partner Crayon A/S, which is responsible for supplying Microsoft products, 

among other things , to data controllers who are customers of Statens It in accordance with an agreement 

entered into with the Danish Agency for Governmental Management. Statens It is the administrator of 

the shared tenant for both Microsoft 365 and Copilot 365, which is created for all of Statens It's customers. 

Statens It creates the users and ensures that they have access to the tenant.  It is therefore assessed that 

Statens It is the data processor for the Data Controllers who are customers of Statens It , and a data 

processing agreement has been entered into between Statens It and the Data Controllers' customers, 

which will either also apply or be updated in connection with the implementation of Copilot 365.  At the 

same time, a sub -processor agreement (Microsoft Ireland's data processing agreement) has bee n entered 

into between the data processor, Statens It, and the sub -processor Microsoft Ireland.  

 

However, Microsoft Ireland also uses a number of sub -processors to deliver Microsoft Online Services. As 

described above in section 6.1, Copilot 365 is classified in Microsoft's Product Terms 123 as an "Office 365 

Service", "Online Service ", "Core Online Service " and an "EU Data Boundary Service ". These sub-proces-

sors are located both within and outside the EU/EEA. With regard to transfers of personal data to third 

countries, please refer to section 7.14 below and section 3.1 of the transfer impact assessment (TIA) atta-

ched to the M365 impact assessment as Annex F . This states that the starting point is that personal data 

is processed and stored in the EU in accordance with the EU Data Boundary. As a starting point, this 

also applies to the sub -processors used to perform the processing. However, as described in the same 

section 3.1, there are also exceptions to this in relation to the provision of "Core Online Services" and "EU 

Data Boundary Online Services", where the sub -processor is instead located outside the EU/EEA.  

 

Microsoft Ireland has published a list of the sub -processors involved ð both within and outside the 

EU/EEA ð broken down by the task for which the sub -processor is used. This is listed in "Microsoft Online 

Services Subprocessors" (hereinafter "Microsoft Ireland's list of sub -processors").124 Microsoft Ireland has 

the following three categories of sub -processors: 

 
123 Microsoft Product Terms,  1 October 2024, Programme: EA/EAS/SCE . 

124 Microsoft Online Services Subprocessors, last updated on 31 July 2024:  https://servicetrust.microsoft.com/Document-

Page/403b812e-3291-4398-ba73-101e8036ef3b (last accessed on 14 November 2024). 

https://servicetrust.microsoft.com/DocumentPage/403b812e-3291-4398-ba73-101e8036ef3b
https://servicetrust.microsoft.com/DocumentPage/403b812e-3291-4398-ba73-101e8036ef3b
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(1) third -party subprocessors that power integrated cloud technologies  

(2) third -party subprocessors that provide ancillary services  

(3) third -party organisations that provide contract staff to Microsoft . 

 

Re (1) Third -party subprocessors that power integrated cloud technologies  

With regard to no. 1 ( òthird-party subprocessors that power integrated cloud technologiesó), Microsoft 

Ireland states that these subprocessors òpower technologies that are integrated with Microsoft Online Ser-

vices and in part power the Microsoft cloud functions ó. Microsoft further elaborates that this role may 

consist of ò[é] processing, storing, or otherwise accessing Customer Data and Personal Data (consisting 

of pseudonymised personal identifiers) [é]ó, while the subprocessors help deliver the specific online ser-

vice. It is t hen specified which sub -processors are involved , along with a range of information about them, 

including the processing activities they perform as sub -processors. However, several of the sub -processors 

listed are not relevant to Copilot 365 and do not process personal data in that context. Thus, only "Any 

Microsoft Online Service" covers Copilot 365:  

 

 

 

 
 

Ad (2) Third -party subprocessors that provide ancillary services  

With regard to No. 2 (" third -party subprocessors that provide ancillary services "), Microsoft Ireland states 

that these subprocessors "provide ancillary services to help support, operate, and maintain the Microsoft 

Online Services ". Microsoft further elaborates that this role may consist of òprocessing, storing, or other-

wise accessing Customer Data and Personal Data (consisting of pseudonymised personal identifiers) ó while 

the sub -processors help deliver the specific online service. Furthermore, it appears that sub -processors 

marked with an ò*ó only process personal data in pseudonymised form. It then specifies which sub -pro-

cessors are involved , as well as a range of information about them, including the processing activities 

they perform as sub -processors, of which the relevant sub -processors in relation to Copilot 365 are as 

follows:  
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Ad (3) Third -party organisations that provide contract staff to Microsoft  

In relation to no. 3 (" third -party subprocessors that provide contract staff to Microsoft"), Microsoft Ireland 

states that these sub -processors "provide contract staff who work in close coordination with Microsoft 

employees to operate, deliver and maintain the Microsoft Online Services. While doing so, the staff of these 

organisations may process Customer Data or Personal Data (consisting of pseudo nymised personal iden-

tifiers) on our behalf. In all such cases , the data resides only on Microsoft systems and is subject to Mi-

crosoft policies and supervision ." It is then specified which sub -processors are involved , along with a range 

of information about them, as well as the processing activity described above.  

 

Apart from the sub -processors that exclusively process personal data in relation to Dynamics 365, a total 

of 33 sub-processors are listed . Apart from Dynamics 365, Microsoft Ireland has not specified which of 

the listed data processors may be relevant in relation to the specific Online Services. It is therefore assu-

med that any of these could potentially carry out the processing . It is therefore not possible to know in 

advance which of the 33 sub -processors will process the Data Controllers' personal data i n a specific case. 

This will be determined by the specific circumstances, e.g. who is not already busy performing other tasks 

for other customers, or who is working around the world in different time zones. This helps to ensure that 

tasks are performed as quickly as possible by qualified persons. It is therefore the opinion of the Danish 

Agency for Governmental Management and the Danish Agency for Governmental IT that this is not 

simply a list of all sub -processors used by Microsoft Ireland in connection wi th its business, but rather 

those sub-processors who, in relation to the specific task (operate, deliver and maintain the Microsoft 

Online Services), may potentially process Customer Data and Personal Data in connection with "Online 

Services". The fact tha t there may be sub -processors listed who end up never processing the Data 
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Controllers' data because other sub -processors listed instead perform the task does not change the fact 

that it may potentially become relevant, as these sub -processors have been engaged to perform a task 

that may result in the processing of, among other t hings, the Data Controllers' data. the Data Controllers' 

data.  

 

According to Microsoft Ireland's list of sub -processors, the sub -processors are registered at addresses in 

the following countries: Ireland, the United States, Serbia, Israel, India and China.  However, as the sub -

processors may have more than one location, which may also be different from the location of the head 

office, Microsoft Ireland has specified in an article the locations from which personal data may potentially 

be processed, as these have all been accepted for the task. This is stated on Microsoft's website "Locations 

of Microsoft Online Services Personn el with Remote Access to Data" dated 25 July 2024 125 : 

 

 
125 https://learn.microsoft.com/en -us/microsoft -365/enterprise/personnel -loc/m365-personnel -location?view=o365 -worldwide  (last 

accessed 14 November  2024). 

https://learn.microsoft.com/en-us/microsoft-365/enterprise/personnel-loc/m365-personnel-location?view=o365-worldwide
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With regard to transfers of personal data to third countries, reference is made to section 7.14 below and 

section 3.1 of the transfer impact assessment (TIA) attached to the M365 impact assessment as Annex F.  

 

Assessment 

As can be seen, the Data Controllers thus have an overview of the sub -processors used by Microsoft Ire-

land, including details such as name, processing activity, location of processing, address and the service 

to which the processing relates. In addition , Microsoft Ireland's list of sub -processors on page 1 states 

that administrators of Microsoft 365 tenants located within the EEA will automatically receive an upda-

ted list of sub -processors via the "Service Message Centre". When Statens It receives informati on that 

Microsoft Ireland's list of sub -processors has been updated, the Data Controllers will also receive this 

information through Statens It. The Data Controllers are thus automatically ensured a continuous over-

view of their sub -processors and relevant information about their processing of the Data Controllers' data.  
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The Data Controllers' verification and documentation when using data processors and sub -

processors  

Microsoft Ireland has obtained general written authorisation to use sub-processors in Microsoft Ireland's 

data processing agreement, p. 11, provided that any changes to sub -processors are notified. On page 11, 

Microsoft Ireland undertakes, when using sub -processors, to impose on them obligations similar to those 

contained in Microsoft Ireland's data processing agreement:  

 

ò[é] ensure via a written contract that the Subprocessor may access and use Customer Data, 

Professional Services Data, or Personal Data only to deliver the services Microsoft has retained 

them to provide and is prohibited from using Customer Data, Professional Services Data, or 

Personal Data for any other purpose. Microsoft will ensure that Subprocessors are bound by 

written agreements that require them to provide at least the level of data protection required of 

Microsoft by the DPA, including the limitati ons on disclosure of Processed Data. Microsoft 

agrees to oversee the Subprocessors to ensure that these contractual obligations are met.ó (Our 

emphasis.)  

Similarly, in Appendix 1 to Microsoft Ireland's data processing agreement, Microsoft Ireland has specifi-

cally undertaken to ensure in the sub -processor agreement between Microsoft Ireland and a sub -processor 

that the subprocessor is subject to the same dat a protection obligations as set out in Microsoft Ireland's 

data processing agreement in accordance with Article 28(4) of the Data Protection Regulation. Although 

this obligation follows directly from the Data Protection Regulation, it is considered to prov ide additional 

reassurance that Microsoft confirms that the obligations and requirements, including requirements for 

measures, that the Data Controllers have imposed on Microsoft Ireland in Microsoft Ireland's data pro-

cessing agreement are also imposed by Microsoft further down the chain of sub -processors. For Data 

Controllers who are customers of Statens It, this follows from the sub -processor agreement between Sta-

tens It and Microsoft Ireland, as Data Controllers who are customers of Statens It have enter ed into a 

data processing agreement with Statens It in which the Data Controllers set out requirements and obli-

gations in connection with the processing .  

 

It will therefore also be Statens It, as data processor for the data controllers who are customers, that is 

responsible for ensuring that Microsoft Ireland can provide the necessary guarantees, just as Statens It 

is obliged to provide information and docum entation about this to the data controllers who are customers. 

The Data Controllers bear the ultimate responsibility for the entire chain and must therefore assess 

whether the information and documentation received by the Data Controllers is sufficient or whether 

further information/documentation is required to reassure the Data Controllers that sufficient guaran-

tees have been provided. If the Data Controllers trust that the information they receive from Statens It 

is sufficient and provides a complete pict ure, this can be taken as a basis. However, each Data Controller 
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should have a written procedure for assessing this, so that the Data Controllers ensure compliance with 

their data protection obligations at all times.  

 

As described above in the section on the EDPB's opinion on the obligations of data controllers when using 

data processors, the EDPB highlights in note 38 to point 41 examples of circumstances that may be taken 

into account when assessing whether to rely on the information and documentation provided by the data 

processor. For example, emphasis may be placed on "the processor's expert knowledge, reliability, and 

resources, as well as the processor's reputation on the market and adherence to an approved code o f conduct 

or certification mechanism." The same applies to Microsoft Ireland and its sub -processors. In this context, 

reference is also made to section 5.4 of the M365 impact assessment (audit and control options), which 

describes how Microsoft undertakes to cooperate in audits and applies the SOC 1 and SOC 2 audit and 

control standards for reporting purposes . Reference is also made to section 8.1.6 (principle of integrity 

and confidentiality) of the M365 impact assessment , which describes  a number of technical and organi-

sational measures established by both the state and Microsoft. Finally, reference is made to section 7.11 

(data protection by design and by default) and section 7.13 (personal data security) of this impact asses-

sment, which elaborate in particular on the technical and organ isational measures taken in relation to 

Copilot 365.   

 

As the EDPB states in its opinion, there is no requirement for the Data Controllers to receive and review 

the sub -processor agreement unless there are circumstances that give rise to doubts as to whether the 

sub-processor in question complies with the requ irements of Article 28(1) and (4) of the Data Protection 

Regulation. Controllers must therefore obtain the sub -processor agreement from the data processor where 

there is a specific need to do so, and Controllers must therefore have a procedure in place for  this. Simi-

larly, data controllers should have an audit process in place to ensure random checks that sub -processor 

agreements comply with the necessary data protection requirements. Data controllers are referred to 

supplement this impact assessment themse lves with information on any existing procedures in this con-

text.  

 

7.13 Personal data security  

The security of processing when using the selected applications and cloud services in Microsoft 365 is 

described in section 8.1.6 of the M365 impact assessment , which also applies to Copilot 365, and to which 

reference is made. The following describes how personal data security is specifically implemented and 

handled in relation to Copilot 365, including Article 32 risk assessment and the procedures and guidelin es 

that apply to personal data security breaches.  
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7.13.1  Processing security  

It follows from Article 32(1) of the Data Protection Regulation that the data controller is obliged to carry 

out a risk assessment and, through appropriate technical and organisational measures, maintain a level 

of processing security appropriate to the identified risks, taking into account, in particular, the state of 

the art, the costs of implementation and the nature, scope, context and purposes of processing as well as 

the risks of varying likelihood and severity for the rights and freedoms of nat ural p ersons. In assessing 

what level of security is appropriate, particular consideration shall be given to the risks posed by proces-

sing, in particular accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or ac-

cess to, personal data transmitted, stored or otherwise processed, cf. Article 32(2) of the Data Protection 

Regulation.  

 

In section 8.1.6 of the  M365 impact assessment , data controllers are referred to prepare their own Article 

32 risk assessment of the processing they each carry out in connection with the use of the tools, as a 

supplement to the general impact assessment, including evaluating any additional risks beyond those 

already identified in the M365 impact assessment , as well as the mitigating measures that the Data 

Controllers have and will implement. The same applies to the Data Controllers' use of Copilot 365, for 

which the Data Controllers are referred to prepare an independent risk assessment.  

 

In addition to the security measures 126 that Microsoft Ireland has already implemented for the other 

Microsoft 365 applications and cloud services, Microsoft Ireland has established and implemented addi-

tional security measures for Copilot 365. These are reviewed below. Please also refer to the security me-

asures described in the M365 impact analysis, including role -based access control, physical security, en-

cryption and the use of security standards.  

 

When Copilot 365 accesses the organisation's data in connection with grounding to enrich the user's 

prompt with additional relevant and contextual data, the organisation's existing access permissions and 

restrictions are respected. Information that a user cannot access themselves will not be used by Copilot 

365 in solving the task and preparing an output , nor will it be made available to the user . There therefore 

appears to be no risk that an employee using Copilot 365 will gain access to personal data that  the person 

would not otherwise have access to when using the applications and services in Microsoft 365.  

 

However, it should be emphasised that it is important for data controllers to have effective and up -to-

date access management ð to have their "own house in order" 127 ð in relation to the use of Microsoft 365 

 
126 Microsoft 365 Copilot documentation, article "Data, Privacy, and Security for Microsoft 365 Copilot " dated 4 October 2024 . 

127 The Norwegian Data Protection Authority has published the report "Copilot med personvernbriller på" (Copilot with privacy 

glasses on), November 2024, which is available on the Authority's website here: https://www.datatilsynet.no/contentas-

sets/b1139dd646f14dd29c25710b6ff24116/20241126 -copilot -med-personvernbriller -pa.pdf. This report emphasises the importance 

https://www.datatilsynet.no/contentassets/b1139dd646f14dd29c25710b6ff24116/20241126-copilot-med-personvernbriller-pa.pdf
https://www.datatilsynet.no/contentassets/b1139dd646f14dd29c25710b6ff24116/20241126-copilot-med-personvernbriller-pa.pdf
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in order to counteract the risk of users gaining access to personal data through Copilot 365 that they do 

not need for work purposes. The Norwegian Data Protection Authority formulates this issue as follows in 

its report on Copilot 365, pp. 16 and 18 :  

 

"M365 Copilot can be considered a 'clone' of the user. M365 Copilot has the same access and 

rights as the user. This means that all documents, emails, chats and other information that 

the user has access to are available to M365 Copilot. Even though the us er will not have 

access to new information with M365 Copilot, the tool makes it possible to quickly retrieve 

information that was previously difficult to access. This may be information that the user 

should not have had access to and probably did not know they had access to. This increases 

the risk of accidental or unauthorised use of data. Therefore, access management must be 

carefully linked to the user's role and needs in the business.  

 

[é] 

 

M365 Copilot easily retrieves information from obscure sources that the user may not have 

known they had access to. This increases the likelihood of personal data being exposed ille-

gally. The Data Protection Authority's experience is that this type of devi ation ð where per-

sonal data is stored in places that make it accessible to unauthorised persons ð is very com-

mon. Access control and classification of information should therefore be a high -priority 

security measure if the business is considering introduci ng M365 Copilot.  

 

This impact assessment assumes that such effective and up -to-date access control is in place and, if neces-

sary, implemented/updated prior to the use of Copilot 365 . Reference is also made to section 7.4 on data 

minimisation above.  

 

128With Copilot 365, Microsoft Ireland's manual review of content in connection with "abuse monitoring" 

is also not an option and therefore does not occur. However, Copilot 365 is designed to recognise and 

counter a user's attack on the system through prompts  ("User Prompt Injection Attacks") via the "Prompt 

Shields" shield 129 (formerly "Jailbreak risk detection "). The following is an example of a prompt attack 130 

: 

 

of data controllers having "their own house in order", including, among other things, having control over access management, cf. p. 

17 f. of the report.    

128 Microsoft 365 Copilot documentation, article " Data, Privacy, and Security for Microsoft 365 Copilot " dated 18 October 2024. 

129 https://learn.microsoft.com/en -us/azure/ai -services/content -safety/concepts/jailbreak -detection#prompt -shields -for -user-prompts  

(last accessed on 30 October 2024). 

130 https://learn.microsoft.com/en -us/azure/ai -services/content -safety/concepts/jailbreak -detection#examples  (last accessed on 30 Oc-

tober 2024).  

https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/jailbreak-detection#prompt-shields-for-user-prompts
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/jailbreak-detection#examples
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Prompt Shields recognises four types of prompt attacks 131 : 

1. Attempts to change the system's rules  

2. Embedding a conversation mock -up to confuse the model  

3. Role-playing  

4. Coding attacks  

As part of the Microsoft 365 Copilot documentation, Microsoft has described this security measure as 

follows 132 : 

 

"Hardening against prompt injections  

Microsoft uses a combination of advanced machine learning for content filtering at multiple 

layers, rigorous security protocols, and continuous monitoring. Indirect or cross -prompt injec-

tion classifiers detect and block prompt injection at multiple layers.  Meanwhile, defences, such 

as the following, also help minimise the security impact of cross -prompt injection attacks 

(XPIA):  

¶ XPIA classifiers are used to detect and reduce instances of XPIA  

 

¶ Requirement for human -in -the-loop (user-initiated or approved actions) for  

privileged actions and actions that could alter or egress content, such as sending  

out an email message 

 
131 https://learn.microsoft.com/en -us/azure/ai -services/content -safety/concepts/jailbreak -detection#subtypes -of-user-prompt -attacks  

(last accessed 30 October 2024). 

132 Microsoft Copilot for Microsoft 365 documentation ( AI security for Microsoft 365 Copilot , 24 October 2024). 

https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/jailbreak-detection#subtypes-of-user-prompt-attacks
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¶ Unnecessary data egress mechanisms are removed to prevent data exfiltration  

Additionally, in the context of a prompt injection attack, the attacker can only access data to the 

extent that the user has access to. This means that the attacker is limited to the permissions and 

data that the user has within the system. This limitation  helps to contain the potential damage 

of a prompt injection attack to the scope of the user's permissions.  

 

Content of interactions is stored in the same way and under the same measures as the other tools in 

Microsoft 365. The user's history of using Copilot 365 can only be accessed by the user and administrators. 

This allows administrators to monitor employees' use of Copilot 365. It is also possible to encrypt data via 

Microsoft Purview, either by giving it a sensitivity label or by restricting access to the dat a. In this case, 

Copilot 365 will also respect these restrictions.  

 

7.13.2  Handling personal data security breaches  

It follows from Article 33(2) of the Data Protection Regulation that the data processor must notify the 

data controller without undue delay after becoming aware of a personal data breach . Furthermore, Article 

28(3)(f) stipulates that the data processor must assist the data controller in ensuring compliance with the 

obligations laid down in Articles 32 to 36, taking into account the nature of the processing and the infor-

mation available to the data processor .  

 

Microsoft's data processing agreement states the following:  

 

"If Microsoft becomes aware of a breach of security leading to the accidental or unlawful de-

struction, loss, alteration, unauthorised disclosure of, or access to Customer Data, Professional 

Services Data, or Personal Data while processed by Microsoft (each  a "Security Incident"), Mi-

crosoft will promptly and without undue delay (1) notify Customer of the Security Incident; (2) 

investigate the Security Incident and provide Customer with detailed information about the 

Security Incident; (3) take reasonable ste ps to mitigate the effects and to minimise any damage 

resulting from the Security Incident.  

 

Notification(s) of Security Incidents will be delivered to Customer by any means Microsoft se-

lects, including via email. It is Customerõs sole responsibility to ensure Customer maintains 

accurate contact information with Microsoft for each applicable Produ ct and Professional Ser-

vice. Customer is solely responsible for complying with its obligations under incident notifica-

tion laws applicable to Customer and fulfilling any third -party notification obligations related 

to any Security Incident.  
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Microsoft shall make reasonable efforts to assist Customer in fulfilling Customerõs obligation 

under GDPR Article 33 or other applicable law or regulation to notify the relevant supervisory 

authority and data subjects about such Security Incident.  

 

Microsoftõs notification of or response to a Security Incident under this section is not an acknowl-

edgement by Microsoft of any fault or liability with respect to the Security Incident.  

 

Customer must notify Microsoft promptly about any possible misuse of its accounts or authen-

tication credentials or any security incident related to the Products and Services . 

The Data Controllers' own internal procedures and policies for handling personal data breaches may vary 

depending on the individual organisation. Data controllers are therefore advised to supplement this im-

pact assessment with a description of how personal data breaches are handled and how data subjects may 

be notified of breaches that are likely to pose a high risk to them.  

 

7.14 Transfers of personal data to third countries  

It follows from the rules in Chapter V of the Data Protection Regulation that personal data may only be 

transferred to third countries or international organisations if a number of conditions ð in addition to the 

requirements otherwise laid down in the Reg ulation ð are met by the data controller and the data pro-

cessor.  

 

The relevant legal basis in relation to the terms of use of Microsoft's Services is described in more detail 

in section 8.4 of the M365 impact assessment.  

 

When data controllers use Microsoft 365, personal data is transferred to third countries, as detailed and 

assessed in the TIA attached to the M365 impact assessment as Appendix F.  

 

No personal data is transferred to third countries when using Copilot 365 in scenarios other than when 

using the services defined in the TIA as Microsoft 365 Cloud Services. 133 The information provided about 

these cloud services therefore applies mutatis mutandis to Copilot 365.  

 

 
133 Microsoft's EUDB documentation,  https://learn.microsoft.com/en -us/privacy/eudb/eu -data -boundary -learn  (published 2 January 

2024 ð last accessed 28 October 2024).  

https://learn.microsoft.com/en-us/privacy/eudb/eu-data-boundary-learn
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8. RISK ASSESSMENT  

8.1 Introduction  

The next step is to identify risks to the rights and freedoms of data subjects (risk identification) and to 

evaluate these risks based on their likelihood and severity (risk evaluation), cf. Article 35(7)(c) of the 

General Data Protection Regulation. More specifically, an assessment must be made of the origin, nature, 

specificity and severity of the risk, cf. recitals 84 and 90 of the General Data Protection Regulation. The 

assessment must be made for each identified risk from the perspective of the data su bject, but on an 

objective basis.  

 

A risk can be defined as a scenario describing an event and its consequences, assessed in terms of severity 

and likelihood.  

 

Examples of consequences for the data subject may include physical, material or immaterial damage, 

discrimination, identity theft or fraud, financial loss, damage to reputation, loss of confidentiality of per-

sonal data subject to professional secrecy, unau thorised reversal of pseudonymisation or other significant 

economic or social consequences, as well as if data subjects may be deprived of their rights and freedoms 

or prevented from exercising control over their personal data, cf. recital 75.  

 

It is the Data Controllers' opinion that the rules on data protection by design and by default in Article 25 

of the Data Protection Regulation and the obligation to carry out impact assessments , cf. Article 35 of the 

Regulation, also require a risk assessment of the likelihood and consequences for data subjects of unin-

tended deviations from the otherwise intended and planned lawful processing activity. This has been 

established by the Danish Data Protection Agency, for example, in its decision of 18 August 2022 in the 

so-called Chromebook case (the Agency's ref. no. 2020 -431-0061), with reference to section 4.4 of the de-

cision on minimum requirements for impact assessments concerning data protection, in which the Aut-

hority stated, among other things, the following:  

 

"It is the opinion of the Danish Data Protection Agency that, as part of an impact assessment, 

the data controller must assess the lawfulness of the processing activity before processing begins. 

This follows from point (b) of the provision and involves an assessment of how all relevant pro-

visions of the Data Protection Regulation, including in particular Chapters II -V, are complied 

with when the activity is carried out as intended and designed.  

 

In addition, the data controller must assess whether there are any risk scenarios that could lead 

to unlawful processing of personal data. By such risk scenarios, the Danish Data Protection 

Agency means possible situations that may arise unintentionally an d which involve a deviation 

from the intended, lawful processing activity.  
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This could, for example, be the unintended processing of personal data that the data controller 

is not authorised to process. It could also be the unintended collection of more information than 

is necessary in light of the purpose or the unintended failure  to delete information when the 

data controller no longer needs it. It may also be the unintended transfer of data to third coun-

tries or the use of data processors who cannot provide the necessary guarantees for compliance 

with the Data Protection Regulati on." 

Reference can also be made to p. 36 of the Danish Data Protection Agency's guidelines on the use of 

artificial intelligence by public authorities ð Before you start, October 2023, where it is stated that the 

requirements for risk assessment in an impact as sessment must include an assessment of the risks of 

deviations from the lawful and intended processing activity.  

 

Against this background, the risk assessment below assesses the extent to which unintended deviations 

from the intended and planned lawful processing activities may occur.  

 

After identifying and evaluating the various risks, the next step is to identify measures to manage these 

risks. The aim is to reduce the identified risks to an acceptable level (low/medium residual risk). Typical 

risk management strategies will be to eith er eliminate or reduce the identified risk. For each identified 

risk that is assessed as high or medium, the impact analysis must indicate whether the risk has been 

eliminated, reduced or accepted. It must also be concluded whether the overall residual ris k will remain 

high if the proposed measures are implemented, as the Data Protection Authority must then be consulted, 

cf. Article 36 of the Data Protection Regulation.  

 

It should be noted that comprehensive guidance material has been used for the risk assessment and 

selection of mitigating measures, including guidance and decisions from the Danish, French and English 

data protection authorities, the European Data Protecti on Board (EDPB) and the European Data Protec-

tion Supervisor (EDPS). Please refer to the list of sources in section  14 below. 

 

8.2 Selection of evaluation criteria for likelihood and impact  

This impact assessment uses the following evaluation criteria for likelihood 134 :  

 

Table 1 Evaluation criteria for likelihood  

 
134 Danish Data Protection Agency, template for impact assessment, 22 May 2024, available on the agency's website here: 

https://www.datatilsynet.dk/presse -og-nyheder/nyhedsarkiv/2024/maj/nye -skabeloner -til -gennemfoerelse-af-konsekvensanalyser  

(last accessed on 7 October 2024). 

https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2024/maj/nye-skabeloner-til-gennemfoerelse-af-konsekvensanalyser
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4 Expected : The event is expected to occur; e .g. (i) Experience of the event within the 

last 12 months; or (ii) Occurs regularly in other public and private organisations 

(often reported in the press) . 

3 Probable : It is probable that the event will occur; e .g. (i) Experience with the event, 

but not within the last 12 months; or (ii) Known from public and private companies 

(mentioned annually in the press) .  

2 Less likely : The incident is not expected to occur; e .g. (i) Less experience with the 

incident; or (ii) Known from public and private companies . 

1 Unlikely : It can be considered almost impossible that the event will ever occur; e .g. 

(i) No experience with the event; or (ii) Known only from a few independent events 

in public and private companies . 

 

In this impact assessment, the following impact assessment criteria are used 135 :  

 

Table 2 Evaluation criteria for impact  

4 Devastating : Those affected may experience significant and far -reaching 

consequences that are impossible or very difficult to overcome (loss of earning capa-

city, long -term physical and psychological effects, death, etc.).  

3 Very serious : Registered persons may experience significant consequences that can 

only be overcome with considerable effort and consequences for the individual (fi-

nancial consequences, misallocation of funds, blacklisting or downgrading of credit 

options, physical damag e to assets, impact on work situation, legal action, poorer 

health and the like).  

2 Less serious : Data subjects may experience significant inconveniences that they 

can overcome with effort and by overcoming a few difficulties (additional costs, lack 

of access to business services, fear, lack of understanding, stress and minor physical 

effects, etc.). 

1 Insignificant : Data subjects may experience few inconveniences that can be over-

come and countered without major effort (time spent re -entering information, poor 

user experience, irritation, etc.).  

 

 
135 Danish Data Protection Agency, template for impact assessment, 22 May 2024, available on the Authority's website here: 

https://www.datatilsynet.dk/presse -og-nyheder/nyhedsarkiv/2024/maj/nye -skabeloner -til -gennemfoerelse-af-konsekvensanalyser  

(last accessed on 15 November  2024). 

https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2024/maj/nye-skabeloner-til-gennemfoerelse-af-konsekvensanalyser
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Once the evaluation criteria for probability and consequence have been established, each identified risk 

can be assessed and mapped on a so-called risk map. The following risk map is used in this impact asses-

sment 136 : 

 

Figure 3 Risk map  

  

 

 

8.3 Identified risks and mitigating measures  

The Data Controllers process personal data in connection with the use of Copilot 365 . The risk assessment 

is based on the general principle that assessments must be based on objective information, meaning the 

specific and concrete circumstances that can be inferred from the intended use of Copilot 365 within the 

covered use cases. Scenarios that can be hypothetically inferred from abstract considerations are there-

fore not identified.  

 

The identification of risks to the rights and freedoms of data subjects in connection with the processing 

of personal data is based on the fact that the processing relates to various use cases involving many data 

subjects, including employees of the Data Controllers and citizens in Denmark,  including potentially chil-

dren and vulnerable persons, and that the processing may include non -sensitive, sensitive and confiden-

tial personal data as well as information about criminal offences relating to these persons.  Furthermore, 

consideration has been given to the fact that the processing ð as described in more detail in the definition 

 
136 Danish Data Protection Agency, template for impact assessment, 22 May 2024, available on the Authority's website here: 

https://www.datatilsynet.dk/presse -og-nyheder/nyhedsarkiv/2024/maj/nye -skabeloner -til -gennemfoerelse-af-konsekvensanalyser  

(last accessed on 19 June 2024). 

https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2024/maj/nye-skabeloner-til-gennemfoerelse-af-konsekvensanalyser
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in section 2.4 ð does not include the aforementioned confidential and sensitive personal data in the form 

of, among other things, genetic data, biometric data, criminal cases, asylum cases, etc.  

 

Furthermore, the processing is carried out as part of the Data Controllers' statutory tasks and is carried 

out for and by a public authority and will therefore in most cases not be optional for the data subjects. 

The statutory tasks will differ for each of  the Data Controllers, but the risks associated with the Data 

Controllers' use of Copilot 365 will generally be the same for all Data Controllers, except in cases where 

specific configurations chosen by the individual data controller result in more or fewe r risks. The following 

describes the general risks that are believed to apply when using Copilot 365 in the use cases covered .  

 

However, it is the responsibility of each Data Controller to address the identified risks and , if necessary , 

supplement the risk picture ð including by identifying and evaluating any additional risks ð in connection 

with the Data Controllers' possible configurations and special use of Copilot  365. This means that there 

may be more or fewer risks and mitigating measures than those described below. See also section 2.4 on 

the scope of the impact assessment . 

 

As mentioned earlier , the use of Copilot 365 covered by this impact assessment means that Copilot 365 

is used as a standard solution ("off -the-shelf"), i.e. without design, development/training or testing of the 

solution. The following therefore only identifies risks to the rights and freedoms of data subjects in con-

nection with the phases "Scope of business and use case", "Operation" and "Monitoring (and possible post -

learning)".  

 

DEFINITION OF BUSINESS AND USE CASE  

 

8.3.1 Risk no. 1: Inadequate distribution of roles and responsibilities, resulting in no one 

in the organisation taking ownership of the risks associated with the use of AI.  

8.3.1.1 Description of risk  

When the Copilot 365 service is purchased for Microsoft 365 and used in combination with the other tools 

in Microsoft 365, there is a risk that the tool will be made available to users without assigning any ow-

nership of Copilot 365, including the risks associated with its use and control of users' use of it. This is 

especially true when it is a tool that is used in combination with existing applications in Microsoft 365, 

where there may therefore be an increased risk that no one is made responsible for, amo ng other things, 

managing and mitigating the risks associated with the use of Copilot 365 . This also applies even if, for 

example, there is already a system owner for Microsoft 365 and the applications already in use. It is not 

a given and cannot be expected that the existing system owners for the other Microsoft 365 applications 

and cloud services will assume responsibility for managing Copilot 365 and the risks associated with its 

use, or that Copilot 365 will only be used within the intended areas of app lication in use cases 1 -3. In that 
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case, it may also result in users subsequently using the new tool to perform their tasks without internal 

guidelines for its use being established or followed. In that case, there will also be no one responsible for 

making decisions or ensuring that the ri ght decisions are made in relation to the system, including any 

suspension. 

 

When no one is specifically assigned the role of being responsible for Copilot 365, the State IT and Finance 

Agency thinks it's likely that no one will feel like they're in charge of it. If no one is specifically assigned 

this role or these roles, the data controllers therefore risk that no one will take on the task of ensuring 

that the risks associated with the use of Copilot 365 are identified and mitigated through measures, and 

that this is followed up on. This ultimately increases the risk that the iden tified risks will become a reality 

and have consequences for the data subjects.  

 

Against this background, it is the assessment  of the Danish Government IT and Finance Agency that it 

is likely that the risk will materialise.  

 

With regard to use case 1, the consequences of the lack of role and responsibility allocation for Copilot 

365 are assessed to be insignificant , so that the overall assessment of the risk before mitigating mea-

sures is medium . 

 

With regard to use cases  2 and 3, the consequences of the lack of role and responsibility allocation for 

Copilot 365 are assessed to be very serious , so that the overall assessment of the risk before mitigating 

measures is high . 

 

8.3.1.2 Mitigating measures  

MEASURE NO. 1: THE DATA CONTROLLERS  EACH APPOINT ONE OR MORE PERSONS RE-

SPONSIBLE FOR COPILOT 365  

In order to anchor responsibility for Copilot 365 with each of the Data Controllers, the respective Data 

Controllers shall appoint one or more persons who have ownership of Copilot 365 and who manage the 

risks associated with its use. Technical and operational roles are assigned, and the Data Controllers 

establish and assign a clear direction for the use of the AI solution.  A person is also appointed to establish 

and enforce operational procedures and policies to support the correct use of the AI solution, as well as a 

person responsible for preparing guidelines that instruct employees on the correct use of the AI solution.  

In addition, a responsible administrator is appointed to monitor the use of Copilot 365 and perform sy-

stem tests and random checks of audit logs. In addition to the designated roles , guidelines, decision -

making processes and procedures must be developed to ensure accountability and responsibility for Co-

pilot 365 in a way that makes it clear when management may need to approve decisions regarding the 

use of Copilot 365.  
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8.3.1.3 Assessment of residual risk  

When these roles and measures ensure sufficient anchoring of responsibility for Copilot 365 and the risks 

associated with its use, it is assessed that the probability of the risks arising from the use of Copilot 365 

not being addressed and managed can be d owngraded to unlikely , while the consequences remain the 

same. 

 

The overall assessment of residual risk is therefore low for use case 1 and medium for use cases 2-3. 

 

8.3.2 Risk no. 2: Scope creep as a result of employee users' lack of clarity about the pur-

pose(s) for which Copilot 365 is to be used  

8.3.2.1 Description of risk  

Copilot 365 can be used in many contexts and in combination with several applications. If Copilot 365 is 

simply rolled out in an organisation without considering in which cases it may actually be used by the 

organisation's employees, this can quickly lead to a breach of data protection rules. It is therefore impor-

tant to decide how and by whom Copilot 365 should be used and in which contexts the solution should 

not be used. For example, it would be relevant to consider whether there are case types where Cop ilot 

365 should not be used and which applications in Microsoft 365 Copilot 365 should be used in combination 

with, e.g. Word and Outlook. In addition, there may be reasons to limit the tasks for which Copilot 365 

may be used.  

 

For the purposes of this impact assessment, the Danish Agency for Governmental IT and Finance has 

defined the data controllers' purpose for using Copilot 365 in the form of the three use cases described 

above in section 4. At the same time, and as part of this impact assessment, an analysis of the processing 

of personal data has been carried out to identify which personal data is accessed, processed and exported 

from Copilot 365 to ensure that the processing is lawful . It is therefore assessed that there is  no risk of 

scope creep in relation to management's clarity and determination of what should apply to the individual 

data controller's organisation and the guidelines and procedures drawn up in this connection. If the data 

controllers each consider using M icrosoft 365 in connection with other use cases, they are referred to 

supplement this impact assessment with an assessment thereof.  

 

Even though the management of each of the data controllers has defined specific use cases for the orga-

nisation's use of Microsoft 365, it cannot be ruled out that the data controllers' employees, due to a lack 

of clarity about the defined and specified use, ma y still risk using Copilot 365 to perform tasks in a way 

that was not intended. For example, because the tool is available, it may seem natural for an employee 

in the HR department to streamline their work by using chat support (use case no. 2) to hand le a 
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personnel matter. This can be prevented to a certain extent through technical functionality, where only 

employees who need to use Copilot 365 are given access to it by the administrator, and where Restricted 

Sharepoint Search limits where Copilot 365 can s earch and obtain additional data. For example, use case 

no. 2 could be limited by only giving Copilot 365 access to rules and internal guidelines and not to citizen 

cases or personnel cases. However, there will still be a risk of scope creep when an employ ee uses Copilot 

365 in cases where this cannot be technically limited.  

 

Given that Copilot 365 is an effective and attractive tool that can be used in combination with several 

Microsoft 365 products, it is considered likely that the risk will materialise.  

 

As far as use case 1 is concerned, the consequences for data subjects must be considered insignificant , 

so that the overall assessment of the risk before mitigating measures is low . 

 

Depending on the further use of Copilot 365, the consequences for citizens and employees may vary, but 

without knowing the intended use, it cannot be ruled out that it may have very serious consequences 

in use cases 2-3, so that the overall assessment of the risk before mitigating measures is high . In this 

context, it should be noted that the risk of a lack of meaningful human review as a result of automation 

bias or lack of explainability is addressed in risk no. 6, and the risk of de facto automatic indiv idual 

decisions ð i.e. lack of or insufficient human oversight ð is addressed in risk no. 7.  

 

8.3.2.2 Mitigating measures  

MEASURE NO. 1: THE DATA CONTROLLERS SHALL DRAW UP GUIDELINES SPECIFYING IN 

WHICH CONTEXTS AND BY WHOM COPILOT 365 MAY AND MAY NOT BE USED.  

The Data Controllers shall each draw up and implement guidelines for the organisation's use of Copilot 

365 in accordance with the three use cases described above in section 4. The guidelines must include a 

description of the three use cases, the types of c ases that are covered and exempt, and the personal data 

that may and may not be included. These guidelines must be viewed and prepared in conjunction with 

the training and guidelines described below under mitigating measures for risks 6 and 7. Microsoft Ir e-

land's " Transparency Note for Microsoft 365 Copilot " may also be included in the guidelines .137  

 

MEASURE NO. 2: THE DATA CONTROLLERS SHALL MONITOR THE EMPLOYEES' USE OF COPI-

LOT 365, INCLUDING THROUGH RANDOM CHECKS  

As also described above under measure 1 for risk no. 1, the Data Controllers shall ensure that a person 

is appointed to draw up a control procedure and who also carries out checks on the use of Copilot 365, 

 
137 Article dated 16 September 2024 , included in the Microsoft 365 Copilot documentation.  
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including random checks to ensure that employees' use is in accordance with the three use cases and the 

guidelines.  

 

MEASURE NO. 3: EFFECTIVE GOVERNANCE  

In accordance with measure no. 1 for risk no. 1 and measure no. 2 for risk no. 2, the Data Controllers 

shall ensure effective governance, whereby there will always be a person responsible for Copilot 365 and 

the risks associated with it, including the risk  of scope creep. 

 

8.3.2.3 Assessment of residual risk  

If the Data Controllers implement the  above measures when using Copilot 365 beyond the three use 

cases, it is assessed that the risk can be downgraded to unlikely , while the consequences remain the 

same. 

 

The overall assessment of residual risk is therefore low for use case 1 and medium for use cases 2-3. 

 

OPERATION & MONITORING (AND POSSIBLE RETRAINING)  

 

8.3.3 Risk no. 3: Misuse or incorrect use of the AI solution due to a lack of knowledge about 

the solution's capabilities and limitations  

8.3.3.1 Description of risk  

Copilot 365 is based on language models (LLM), which means that Copilot 365 generates responses based 

on statistical patterns in the data on which the models are trained. Copilot 365 does not have an in -depth 

understanding of context or the ability to reason through deduction when producing output. Copilot 365 

can be used in many ways and in different contexts, including outside the specified use cases and specific 

tasks defined by the Data Controllers.  

 

Overall , these circumstances create a risk that users of Copilot 365 may deliberately attempt to use the 

solution in ways that are not in accordance with the specified purposes (misuse) and/or inadvertently use 

it in an inappropriate manner (incorrect use).  

 

Copilot 365 has built -in mechanisms to ensure that Copilot 365 respects user identity -based access re-

strictions and policies in Microsoft 365, see section 5.5. Provided that the Data Controller's access restric-

tions and data governance policies are set up in a way that ensures that users only have access to neces-

sary personal data that they need for work purposes, the use of Copilot 365 does not in itself pose a risk 
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that the solution will be used, either intentionally or unintentionally, to access personal data that the 

user is not authorised to access.  

 

However, the risk could manifest itself if Copilot 365 is used for processing that goes beyond the defined 

use cases and thus also for tasks, etc., where measures to ensure correct outputs, see also risk no. 4, are 

not as effective. A hypothetical example could be the use of Copilot 365 to support the processing of deci-

sions in a legal area for which the Data Controllers have not (yet) decided to use Copilot 365.  

 

Copilot 365 has built -in mechanisms to detect, filter and moderate certain types of content and to protect 

against jailbreaks 138 , cf. sections 5.7 and 5.8. These mechanisms could mitigate some abuse or "misuse 

scenarios". However, the mechanisms are unlikely to prevent all abuse or "misuse scenarios", as these 

predefined and standardised measures are not familiar with the Data Con trollers' use cases and the tasks 

involved, and only respond to predetermined types of content and use predefined metaprompts. Further-

more, the content filtering system has not been tested in Danish.  

 

Copilot  365 also includes a built -in "Prompt enrichment" feature, where Copilot 365 helps users elaborate 

on ambiguous prompts to ensure that users get the answer they are looking for .139 The function will 

certainly help the user to create clearer prompts, but it does not mitigate the risk of Copilot 365 being 

used for tasks, etc. that are contrary to the specified use cases and the types of tasks  covered by them.  

 

Finally, it is assumed that the Data Controllers have general guidelines and procedures for quality assu-

rance of draft decisions, as the Data Controllers already process personal data for decision -making pur-

poses. 

 

Against this background, it is the Data Controllers' assessment that the probability of the risk occurring 

is less likely . 

 

With regard to use case 1 , the consequences for data subjects must be considered insignificant , so that 

the overall assessment of the risk before mitigating measures is low . 

 

 
138 "Jailbreaks" ð also known as Jailbreak Attacks ð refer to a deliberate attempt by a user to exploit vulnerabilities in a generative 

AI system based on an LLM , circumvent the system's security mechanisms and provoke prohibited output from the system. These 

attacks can cause the system to generate prohibited or inappropriate content or perform prohibited actions contrary to its intended 

use. Jailbreaks are also referred to as " User Prompt Injection Attacks (UPIA) ". See https://azure.github.io/Azure -AI -Content -Safety-

Private -Preview/Jailbreak%20Attack%20Detection.html .  

139 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -transparency -note#learn -more-about-responsible -

ai  (last accessed on 16 October 2024). 

https://azure.github.io/Azure-AI-Content-Safety-Private-Preview/Jailbreak%20Attack%20Detection.html
https://azure.github.io/Azure-AI-Content-Safety-Private-Preview/Jailbreak%20Attack%20Detection.html
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-transparency-note#learn-more-about-responsible-ai
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-transparency-note#learn-more-about-responsible-ai
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Incorrect use of Copilot 365 in light of use case 2 (internal use) could, in particular, result in erroneous or 

misleading guidance to employees, which could adversely affect the legal position of data subjects, e.g. by 

causing data subjects to fail to exercise a right . 

 

In relation to use case  3 (external use) , misuse or incorrect use of Copilot 365, if the output is relied upon 

by the user, could in particular affect the legal position of data subjects, e.g. as a result of incorrect deci-

sions or rulings and, depending on the task for which Copilot 365 is used,  the unjustified disclosure of 

personal data, e.g. through the misuse of the solution in cases of access to documents or similar cases 

where information is disclosed.  

 

The consequences of misuse or incorrect use of Copilot 365 will depend, among other things, on the areas 

of law the Data Controllers administer, but may, as a starting point, be very serious in use cases 2-3, as, 

for example, incorrect decisions and misconceptions about legal status are likely to significantly affect 

the data subjects, including, for example, by having significant financial consequences for the data 

subjects.  

 

Based on the assessment of probability and consequence, the overall assessment of the risk in use cases 

2-3 before mitigating measures is high . 

 

8.3.3.2 Mitigating measures  

MEASURE NO. 1 ð INTERNAL GUIDELINES FOR CORRECT USE 140 

The data controllers shall ensure that internal guidelines for the correct use of Copilot 365 are established 

and implemented. These guidelines will:  

 

¶ Define the types of tasks and processing for which Copilot 365 is approved for use by management.  

¶ Inform about the limitations of using Copilot 365, including tasks for which the tool must not be 

used. 

¶ Contain clear procedures for how users should act if they are in doubt about the use of Copilot 

365 in specific contexts.  

 

MEASURE NO. 2 ð TRAINING AND EDUCATION  

The Data Controllers shall ensure that users receive education and training. Education and training shall 

be organised so that it:  

 
140 See also the  Danish Agency for Digitisation's Guide for public authorities on the responsible use of generative artificial intelli-

gence, 11 March 2024, p. 6.  
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¶ Introduces users to the capabilities and limitations of Copilot 365, including how the solution 

works, the types of tasks it is suitable for, and how it may be used.  

¶ Instruct users that they must check the solution's output themselves.  

¶ Specifies restrictions on the processing of personal data through Copilot 365 and trains users in 

its correct use.  

¶ Ensures that users know who to contact when reporting any violations or unintended incidents , 

including personal data breaches, for guidance or in case of uncertainty about the use of Copilot 

365. 

 

MEASURE NO. 3 ð HUMAN REVIEW (USE CASE 2)  

The data controllers ensure that Copilot 365's output is reviewed by persons with the necessary professi-

onal qualifications to assess this output before it is used in legal proceedings .  

 

 See measure 4 regarding risk no. 4.  

 

MEASURE NO. 4 ð CONTROL AND MONITORING OF USE  

The Data Controllers shall ensure that the use of Copilot 365 is continuously controlled and monitored 

using the monitoring options described in section 5. 10. Control and monitoring may, for example, take 

the form of systematic review of audit logs to identify usage patterns and spot checks of specific user 

interactions.   

 

The Data Controllers follow up on any identified violations of the guidelines for proper use.  

 

MEASURE NO. 5 ð ONGOING EVALUATION OF USE  

The Data Controllers shall ensure that ongoing evaluations are carried out to determine whether Copilot 

365 is being used correctly and in accordance with the guidelines and the Data Controllers' business 

needs, cf. also risk no. 4, measure 5.   

 

MEASURE NO. 6 ð STEP-BY-STEP ROLL -OUT OF COPILOT 365 IN THE ORGANISATION  

As described in more detail in section 5. 12, the Data Controllers will carry out a step -by-step roll -out of 

the use of Copilot 365 in a pilot project, where Copilot 365 will be used for the three use cases mentioned 

above to a limited extent for a period of two months , after which the use will be evaluated and the expe-

riences gained will be discussed. In this pilot project, Copilot 365 will be made available to selected em-

ployees in a project group.  
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8.3.3.3 Assessment of residual risk  

Based on the measures described, it is assessed that the probability of the risk occurring can be downgra-

ded to unlikely .  

 

In particular, measure no. 3 concerning human review of Copilot 365's output, which is discussed in more 

detail below in relation to risk no. 4, is assessed to significantly reduce the risk of incorrect use or misuse 

leading to incorrect administrative decisions or rulings.  

 

The consequence remains the same.  

 

The overall assessment of the residual risk is therefore low for use case 1 and medium for use cases 2-

3. 

 

8.3.4 Risk no.  4: Risk of factually incorrect answers and hallucinations leading to incor-

rect decisions and/or guidance  

8.3.4.1 Description of risk  

A known risk associated with the use of large language models such as Copilot 365 is that they can gene-

rate content that appears credible but is not necessarily correct or based on the source material. This is 

also known as "hallucinations" ð where the und erlying model creates information that appears to be true 

but is in fact unfounded or directly fabricated.  

 

The risk arises from the way the language model is designed. Copilot 365 produces output based on sta-

tistical patterns in the data on which the model is trained. The model analyses relationships between 

words and sentences and predicts the most likely next  word or response without having any deep under-

standing of the context, ability to reason deductively, or ability to verify the truth of the information 

generated. Nor does the model have access to or the ability to refer to external sources to verify whet her 

what it generates is factually correct. This means that users may receive syntactically correct but seman-

tically incorrect responses.  

 

The Danish Agency for Digitisation describes the risk as follows in its guide on generative AI for public 

authorities 141 , p. 5:  

 

 
141 Danish Agency for Digitisation, Guide for public authorities on the responsible use of generative artificial intelligence , version 

1.0 of 11 March 2024, p. 5.  
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"Risk of factually incorrect answers and hallucinations.  

Generative AI tools are built to deliver the content that is most likely to match the prompt. If 

generative AI tools are used for factual tasks, it is important to be aware that in some cases the 

tools may provide incorrect or fabricated answers. This may be because the AI tool's data base 

is not up to date or comprehensive in the area being queried. Many generative AI tools are trai-

ned on large parts of the freely accessible internet, and therefore incorrect information from this 

source may form the basis for answers. In addition, it can be difficult to determine whether the 

content is fabricated, as AI tools are good at making it appear credible. The written presentation 

does not always reflect that something is wrong."  

 

Microsoft addresses this issue in relation to Copilot 365 as follows 142 :  

 

"A known risk with large language models is their ability to generate ungrounded content ñ

content that appears correct but isn't present in source materials. An important mitigation in 

Microsoft 365 Copilot is to ground AI -generated content in relevant busi ness data that the user 

has access to based on their permissions. For example, based on the user prompt, Microsoft 365 

Copilot is provided with relevant business documents to ground its response in those documents. 

However, in summarising content from vari ous sources, Microsoft 365 Copilot may include in-

formation in its response that isn't present in its input sources. In other words, it may produce 

ungrounded results. Users should always take caution and use their best judgement when using 

outputs from Mic rosoft 365 Copilot. We have taken several measures to mitigate the risk that 

users may over-rely on ungrounded AI -generated content. Where possible, responses in Microsoft 

365 Copilot that are based on business documents include references to the sources f or users to 

verify the response and learn more. Users are also provided with explicit notice that they're 

interacting with an AI system and advised to check the source materials to help them use their 

best judgement. 

 

In addition to the inherent risk due to the model's design, incorrect responses may also occur if there are 

errors in the input data in the prompt and the underlying data on which Copilot 365's output is based. 

This refers to data that individual users and  Copilot 365 have access to in the Microsoft 365 environment 

through Microsoft Graph. These errors may be in the actual information, but they may also be in the legal 

basis to which Copilot 365 has access.   

 

As described in section 5.7, Copilot 365's responses contain references to the sources used and alert the 

user that there may be errors in the content. These built -in measures, in combination with other measu-

res, are considered to mitigate the impact of er rors in responses, but cannot in themselves effectively 

 
142 https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -transparency -note (last accessed on 28 October 

2024). 

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-transparency-note
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mitigate the likelihood that the risk of factually incorrect responses and hallucinations may lead to in-

correct decisions and/or guidance.  

 

In view of the above , it is the Data Controllers' assessment that the probability of the risk occurring is 

likely . 

 

Factually incorrect responses and hallucinations from Copilot 365 may result in the generation of inac-

curate personal data about data subjects.  

 

If the user overestimates Copilot 365's capabilities and thus relies too much on the  solution's output , 

including any inaccurate personal data, without critical assessment , the risk of factually incorrect 

answers and hallucinations in relation to use case 2 may materialise in incorrect decisions, while in rela-

tion to use case 3, it could lead to flawed or misleading guidance that could adversely affect the legal 

position of data subjects if they act on it.  

 

The consequences of misuse or incorrect use of Copilot 365 will depend, among other things, on the areas 

of law the data controllers administer, but could, in principle, be very serious in use cases 2-3, as incor-

rect decisions and misconceptions about legal status could significantly affect data subjects, including, 

for example, by having significant financial consequences for them.  

 

Based on the assessment of probability and consequence, the overall assessment of the risk in use cases 

2-3 before mitigating measures is high . 

 

8.3.4.2 Mitigation measures  

MEASURE NO. 1 ð DATA GOVERNANCE MODEL  

As described in section 7.5, the accuracy of the information in Microsoft 365 is crucial to the accuracy of 

Copilot 365's output, because Copilot 365 bases its responses and recommendations on the information 

to which the tool has access. If the data used by Copilot 365 is outdated, incorrect or incomplete, this will 

be reflected in the output. As further explained in the relevant section, the Data Controllers supplement 

the impact assessment with information about the accuracy of personal data in Microsoft  365 and the 

data governance structures , metadata structures and versioning policies  used.   

 

MEASURE NO. 2 ð UPDATED BASIS  

The Data Controllers ensure that the information on legal basis, guidelines, practices, agreements, etc., 

to which Copilot 365 has access in connection with use cases 2 (internal use) and 3 (external use) is up to 

date and accurate.    
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MEASURE NO. 3 ð TRAINING AND EDUCATION  

The Data Controllers shall ensure, cf. also risk no. 3, measure no. 2, that users receive education and 

training, including familiarisation with Copilot 365's capabilities and limitations, the types of tasks for 

which it is suitable, and how it may be used  in accordance with internal guidelines.  

 

As Copilot 365's output depends on the prompts provided by users, the training will also include the 

formulation of precise and contextual prompts that provide clear instructions and thus also reduce the 

risk of errors in the output ("prompt engineering").  See section 7.4 on the principle of data minimisation, 

which describes training in the preparation of prompts.  

 

MEASURE NO. 4 ð HUMAN REVIEW (USE CASE  3) 

The Data Controllers shall ensure that the output from Copilot 365 undergoes a systematic human review 

by persons with the necessary legal, technical and professional qualifications to assess the accuracy and 

reliability of the AI -generated content before it is used in legal case processing. The review process will 

cover the entire legal decision -making process, i.e. review of the facts of the case, review of the legal rules, 

review of the assessment (legal subsumption) and legal sequence. The output must t herefore always be 

reviewed and quality assured by persons who are familiar with the relevant facts, legal basis, practice 

and/or other material on which the case processing or task is based, and who understand the possibilities 

and limitations of Copilot 365. For more information, please refer to the description of risk no. 6 concer-

ning the lack of meaningful human review as a result of automation bias or lack of explainability, and 

risk no. 7 concerning de facto automatic individual decisions.  

 

The review process will consist of:  

 

¶ Verification of sources  

 

o Cross-checking information in the output against information in the sources referred to 

in Copilot 365's responses in order to check for hallucinations.  

o Reviewing the output to ensure that it is correct based on the relevant and up -to-date 

sources, laws, guidelines, practices, etc. The metadata structures and versioning policies 

used in Microsoft 365 increase the possibility and quality of this control.    

 

¶ Identification of potential errors  

 

o Check for sources of error, including missing references in the output, conflicting infor-

mation, or information that is unfounded or deviates from known facts.  
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¶ Contextual assessment  

 

o Analyse whether the output is appropriate for the specific case and take into account any 

nuances that Copilot 365 may not have captured.  

 

The people who review Copilot 365's output will receive targeted and ongoing training in:  

 

¶ AI understanding  

 

Understanding the basic principles of how Copilot 365 works, including the strengths and limita-

tions of the model, in order to identify potential problems and risks that may arise as a result of 

the model's statistical approach to generating output.  

 

¶ Critical analysis of output  

 

Learn techniques for critically evaluating AI -generated content with a focus on detecting both 

subtle and obvious errors, sources of error, or unfounded conclusions.  

 

¶ Understanding consequences  

 

Understand the legal implications of any errors in the output, including which types of errors 

may have the most serious consequences in relation to citizens' legal rights.  

 

Training, education and refresher courses will be organised with:   

 

¶ Regular practical tests  

 

Periodic exercises and simulations in which those responsible are presented with examples of AI -

generated output with potential errors and sources of error that they must identify and correct.  

 

¶ Feedback loop  

 

There will be a structured feedback system where the results of the human reviewers' work are 

reviewed and recommendations are made on how to improve the review process and output qua-

lity.  

 

¶ Updating knowledge  
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As AI technology and legal guidelines are constantly evolving, those responsible will receive up-

dated training and information on new risks and best practices in AI and legislation.  

 

In addition to ongoing training and education, the Data Controllers will ensure that a secondary control 

mechanism is established, whereby selected cases and "new" case types processed using Copilot 365 are 

reviewed by an additional person.  

 

MEASURE NO. 5 ð ONGOING MONITORING AND EVALUATION  

The Data Controllers will ensure that systems and procedures are implemented for the ongoing monito-

ring of Copilot 365's output in order to identify patterns of errors and assess whether Copilot 365 is being 

used correctly, including whether further education and training is needed .  

 

Monitoring will be based on random checks of output to ensure that it is reasonable, correct and lawful 

and, in the case of use case 2, logs of identified human errors in the output and the possible causes thereof.  

 

8.3.4.3 Assessment of residual risk  

The risk of errors and hallucinations is a direct and unavoidable consequence of Copilot 365's design. 

However, with the measures put in place, it is assessed that the risk of factually incorrect answers and 

hallucinations leading to incorrect decisions and/or guidance can be significantly reduced.  

 

Firstly, the measures are suitable for ensuring that Copilot 365 does not base its output on incorrect 

and/or outdated information, which, all other things being equal, reduces the risk of errors in the foun-

dation that is most important for legal case proc essing. Secondly, the Data Controllers' ongoing monito-

ring of the use of Copilot 365 and errors in output will ensure that Copilot 365 is only used in areas where 

the margin of error is low. Thirdly, human review of the output will help ensure that errors and halluci-

nations in the output do not lead to incorrect administrative decisions or rulings.  

 

As many of the measures identified are organisational, it is assessed that the probability of the described 

risk occurring can be downgraded to unlikely . The consequence remains the same.  

 

On this basis, the consequence is assessed as being downgraded to medium .  
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8.3.5 Risk no.  5: Risk of unfair discrimination due to bias . 

8.3.5.1 Description of risk  

It follows from both administrative law principles and the principle of lawfulness, fairness and transpa-

rency in Article 5(1)(a) of the General Data Protection Regulation that the processing of personal data 

using AI systems must not involve unlawful and unfair discrimination. Furthermore, it follows from re-

cital 71 of the GDPR that, in order to ensure fair and transparent processing in relation to the data 

subject, taking into account the specific circumstances and context in which the personal data are pr oces-

sed, the controller should implement technical and organisational measures to minimise the risk of unfair 

discrimination based on, among other things, race, trade union membership or health status.  

 

When developing and training a language model on a data set, the language model acquires a probabilistic 

ability to identify correlations and patterns in data, which means that it will subsequently also be able to 

recognise similar patterns in new data if it is presented with new, similar material. It is a well -known 

risk in the development and use of AI systems that unfair discrimination may occur due to so -called 

"bias", i.e. where the model, either due to training on non -representative data and/or errors  in the model, 

results in unlawful discrimination in its output. 143 This risk of unlawful, unfair discrimination due to bias 

will therefore always be an inherent risk in the development and use of AI systems, including generative 

AI systems such as Copilot 365.  

 

The Danish Agency for Digitisation also writes in its guide on the responsible use of artificial intelligence 

for public authorities 144 :  

 

"Generative AI can produce biased responses ð i.e. prejudiced or preconceived responses ð in 

relation to, for example, specific genders, ethnicity, political views or other factors. This may be 

due to bias or skewness in the data on which the AI tool is bas ed, or because the provider of the 

AI tool may have built in rules that control its output. It is therefore recommended that you be 

aware of the risk of bias when using generative AI tools ð especially if the tool is "closed source", 

where there is no ful l insight into the tool's structure, including the data basis on which it has 

been trained and fine -tuned on, and which filters structure the patterns for what the tool may 

suggest." 

 
143 ICO, What about fairness, bias and discrimination?, available on the ICO website here:    https://ico.org.uk/for -organisations/uk -

gdpr -guidance-and-resources/artificial -intelligence/guidance -on-ai-and-data -protection/how -do-we-ensure-fairness -in -ai/what -

about -fairness -bias-and-discrimination/  (last accessed on 10 November 2024). 

144 https://digst.dk/kunstig -intelligens/guides -til -brug -af-kunstig -intelligens/guide -offentlige -myndigheder/  (last accessed 9 Novem-

ber 2024). 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-do-we-ensure-fairness-in-ai/what-about-fairness-bias-and-discrimination/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-do-we-ensure-fairness-in-ai/what-about-fairness-bias-and-discrimination/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-do-we-ensure-fairness-in-ai/what-about-fairness-bias-and-discrimination/
https://digst.dk/kunstig-intelligens/guides-til-brug-af-kunstig-intelligens/guide-offentlige-myndigheder/
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Copilot 365 was not developed by De Dataansvarlige. As De Dataansvarlige did not train the language 

models in Copilot themselves and therefore do not have full insight into the development and training 

process and the massive data sets used therein, there is a risk that this data, through the training of 

language models in Copilot 365, has caused the models to identify patterns in their development that 

result in unintended but unfair discrimination when using Copilot 365.  

 

Microsoft itself is aware of the issue of bias in systems 145 and uses tools such as the " Fairlearn Python 

toolkit" to assess and improve fairness in the AI system, as well as the "Analysis Platform" to understand 

the representation of identified demographic groups in the data sets intended for use in training and 

evaluating the system. If differences are found , the tools " Interpret ML " and " Error Analysis " are used to 

understand which factors may be causing unintended differences in the results and possible unfair discri-

mination .  

 

In June 2022, Microsoft also published its own standard for responsible AI based on Microsoft's principles 

for responsible AI, which are used by Microsoft's own employees in the development of Microsoft's AI 

solutions. Microsoft's AI standard ,146 , states that Microsoft has three objectives to ensure the AI principle 

of fairness in the processing of personal data in Microsoft's AI systems. Each objective has a number of 

requirements and suggestions for solutions in the form of tools and practices. The three objectives are as 

follow s: 

1) Quality of service  

2) Allocation of resources  and opportunities   

3) Minimisation of stereotyping, demeaning, and erasing outputs . 

These are described by Microsoft as follows 147 : 

 

òMicrosoft AI systems are designed to provide a similar quality of service for identified de-

mographic groups, including marginalised groups .ó 

 

òMicrosoft AI systems that allocate resources or opportunities in essential domains are de-

signed to do so in a manner that minimises disparities in outcomes for identified demo-

graphic groups, including marginalised groups .ó 

 

 
145 Microsoft,  https://learn.microsoft.com/en -us/copilot/microsoft -365/microsoft -365-copilot -privacy  (last accessed on 10 November 

2024). 

146 Microsoft Responsible AI Standard, v2, general requirements, June 2022, p. 13 ff.  

147 Microsoft Responsible AI Standard, v2, general requirements, June 2022, p. 13 ff.  

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
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òMicrosoft AI systems that describe, depict, or otherwise represent people, cultures, or society 

are designed to minimise the potential for stereotyping, demeaning, or erasing identified 

demographic groups, including marginalised groups .ó 

 

Microsoft's principles for responsible AI thus indicate that there is a particular focus on demographic 

groups, including marginalised groups, to ensure that they are not discriminated against. This is ensured 

through studies and the use of researchers and  experts, as well as through the use of tools to ensure 

fairness in the system, as mentioned above. Reference is also made to the description of this above under 

the principle of fairness in section 7. 3.2. 

 

As the language models in Copilot 365 have not been trained on the Data Controllers' data, and as the 

models have not been presented with tasks, data and cases that the Data Controllers normally deal with 

during their training, Copilot 365 has not been opt imised through its training to find connections and 

patterns therein. It is therefore conceivable that Copilot 365 may be used in a case type at the Data 

Controllers where Copilot 365 cannot predict the correct result with sufficient certainty based on its  

training. This is despite the fact that Copilot 365 is enriched with data from the Data Controllers through 

grounding. This entails a risk that Copilot 365's output ð due to a lack of knowledge of patterns and 

contexts as a result of a lack of training in  relevant data/cases ð will result in unfair discrimination.  

 

As mentioned, it is a commonly recognised risk in the development and use of AI systems ð including 

generative AI systems ð that bias may arise, leading to unfair discrimination. In view of this , it is consi-

dered likely  that the incident will occur.  

 

However, with regard to use case no. 1 (internal case processing) , however, there is no risk of unfair 

discrimination, as it does not concern tasks aimed at citizens as part of case processing or employees as 

part of personnel matters, but rather, for example, the preparation of draft contract material in tender 

cases, draft speeches, PowerPoint presentations or minutes of internal meetings that do not concern case 

processing for citizens or employees , in which personal data about employees or external part ies may be 

mentioned.  

 

With regard to use case no. 2 (support chat) , it cannot be ruled out on the basis of the available informa-

tion that the risk may occur. This may have the consequence for the data subjects that the user (the 

employee) receives a response from the support chat that the user assumes to be correct, but which may 

turn out not to be so. For example , Copilot 365 may place undue emphasis on an employee's gender, age, 

ethnicity, etc. and, in that context, fail to include in its response important rules or guidelines  that are 

relevant to an employee, e.g. when planning maternity leave. This is assessed as potentially having very 

serious consequences for the data subjects , so that the overall risk before mitigating measures is high . 
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The most significant potential consequences will be in relation to use case no. 3 for citizens or employees 

who, due to the risk of bias in the system ð and insufficient human verification of the draft decision from 

Copilot 365 ð receive an incorrect decision that significantly affects the legal position of the citizen or 

employee. Depending on the significance of the decisions for citizens and employees, this could potentially 

have very serious consequences for the citizen , meaning that the overall risk before mitigating measures 

is high . 

 

8.3.5.2 Mitigating measures  

MEASURE NO. 1: THE DATA CONTROLLERS ENSURE, THROUGH ONGOING MONITORING AND 

TESTING, INCLUDING SPOT CHECKS, THAT COPILOT 365 DOES NOT ENGAGE IN UNFAIR 

DISCRIMINATION DUE TO BIAS IN ITS DRAFTS.  

The Data Controllers organise and implement procedures and guidelines for monitoring to ensure that 

Copilot 365 is continuously monitored in order to identify and mitigate risks associated with bias found 

in Copilot 365. This also includes guidelines for testing and spot checks of output. When the Data Cont-

rollers become aware of any bias in Copilot 365,  they shall update internal guidelines and instructions 

for employees who use Copilot 365 accordingly. This will make users particularly aware of these bias es 

and enable them to deal with any biases that may be present in drafts from Copilot 365 that users receive, 

thereby ensuring that the system's biases do not result in unfair discrimination against an employee or 

citizen, cf. measure no. 2 below.  

 

MEASURE NO. 2: THE DATA CONTROLLERS SHALL ENSURE THAT PROFESSIONALLY COMPE-

TENT EMPLOYEES VERIFY COPILOT 365'S OUTPUT AND, PRIOR TO USING IT, HAVE RECEIVED 

TRAINING IN COPILOT 365 AND INSTRUCTION IN INTERNAL GUIDELINES IN THIS REGARD.  

Through guidelines for the use of Copilot 365 , the Data Controllers must ensure that the employees who 

review the output and use this output in connection with solving a task, such as a decision for a citizen, 

are employees with relevant professional qualifications . This ensures that this employee is able to criti-

cally review the output and the data on which it is based , and to correct any incorrect or inadequate drafts 

that, for example, contain unfair discrimination due to bias in the system .  

 

In addition to the above, the data controllers shall ensure that users are provided with clear criteria , 

through training and instruction in guidelines, as to when and to what extent employees are expected to 

verify and modify the system's decisions . In this connection, it is also made clear to users whether cases 

of bias have already been identified and, if so, in which cases, and it is made clear that there is a general 

risk of this, which may lead to unfair discrimination.  
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With regard to training users of Copilot 365 and the preparation of guidelines and instructions in this 

regard, reference is also made to measures 1 and 2 for risk 6 and measure 1 for risk 7 below.  

 

Copilot 365 only provides output that the user can work with and that the user must therefore adjust in 

light of the case/task so that, among other things, unfair discrimination does not occur. The user is the-

refore responsible for ensuring that the user's task is performed correctly.  

 

8.3.5.3 Assessment of residual risk  

Based on the measures described , it is therefore assessed that the probability of the described risk occur-

ring can be downgraded to unlikely , while the consequences remain the same.  

 

The overall assessment of the residual risk for use cases 2-3 is therefore medium . 

 

8.3.6 Risk no. 6: Risk of lack of meaningful human review as a result of automation bias 

or lack of explainability leading to incorrect guidance/decisions . 

8.3.6.1 Description of risk  

There is a risk that the user will attach greater importance to Copilot 365's output, including assessments, 

than to the user's own assessment, despite the user conducting a thorough review of the output and the 

material and data on which Copilot 365 has b ased its output. This may be because the user does not have 

sufficient confidence in their own skills, professional level and assessment and has greater confidence in 

the system's responses. It may also be, for example, that the user does not have sufficie nt knowledge of 

how Copilot 365 works and what the output means and is a result of, including that it is only a draft, 

which may contain errors in fact, omissions and/or that Copilot 365 has emphasised incorrect factors , 

resulting in an incorrect assessment in the specific case.  

 

As described above in section 7.10.3 , Microsoft Ireland itself encourages users to review Copilot 365's 

output, as it may contain errors in assessment and/or fact.  

 

If there is no meaningful human intervention in Copilot 365's output and it is simply taken as a given, 

the consequences for data subjects may vary depending on the use case and the support for which Copilot 

365 is used.  

 

Given that Copilot 365 and the use of artificial intelligence in general are new to many people, especially 

for use in solving work tasks, it is considered likely that the incident could occur.  

 



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page196 / 224 

 

 

With regard to use case no. 1 (internal case processing) , it is considered to have insignificant 

consequences for data subjects, as the use does not relate to tasks aimed at citizens as part of case pro-

cessing or employees as part of personnel matters, but rather, for example, the preparation of draft cont-

ract material in tender cases, draft speeches, PowerPoint presentations or minutes of internal meetings 

that do not concern case processing for citizens or employees , in which personal data about employees  or 

external parties may be mentioned. If Copilot 365's output is used uncritically in these cases, it is esti-

mated that this could at most result in time having to be spent later on correcting it and irritation among 

the data subjects as a result of incor rect information about them being displayed, which is, however, 

considered insignificant for the data subjects. The risk to data subjects before mitigating measures is 

therefore medium . 

 

With regard to use case no. 2 (support chat) , this may result in the data subjects receiving a response 

from the support chat that the user  (the employee) assumes to be correct, but which may turn out not to 

be. For example, an employee from Copilot 365 may be informed about the rules for maternity leave, but 

the information is incorrect and the user acts on the wrong result. Similarly, an HR employee may be 

given incorrect guidance on rules, which may have consequences for an employee if this is taken as a 

basis without further verific ation. Such cases are considered to have very serious consequences for data 

subjects. The risk to data subjects before mitigating measures are taken is therefore high . 

 

The most significant consequences will be in relation to use case no. 3 for citizens or employees who , due 

to the risk of automation bias ð and the resulting insufficient human verification of the draft decision 

from Copilot 365 ð receive an incorrect decision that significantly affects the legal position of the citizen  

or employee. Depending on the significance of the decisions for citizens and employees, this could poten-

tially have very serious consequences for the citizen. The risk to data subjects befor e mitigating measu-

res are taken is therefore high . 

 

8.3.6.2 Mitigating measures  

MEASURE NO. 1: THE DATA CONTROLLERS ENSURE THAT COPILOT 365'S OUTPUT IS VERI-

FIED BY EMPLOYEES AND THAT THESE EMPLOYEES HAVE THE NECESSARY PROFESSIONAL 

QUALIFICATIONS TO ASSESS THE OUTPUT OF THE AI SOLUTION.  

Copilot 365 is not intended to replace a professionally competent employee in producing output that can 

be used to solve the Data Controllers' tasks. Even though Copilot 365 can find inspiration for solving a 

prompt and thus a task through the grounding pr ocess, this does not mean that any employee can accept 

the answer and continue working with it. It is important that the employee who receives output from 

Copilot 365 for use in solving their tasks also has professional insight and competence that enables this 

employee to make a real assessment of whether the output is correct. For example, if draft decisions are 

incorrect, the employee must be able to draw on other factual and legal circumstances based on their 



1 SEPTEMBER 2025 

THE CHAMBER LAWYER   

 

 

Page197 / 224 

 

 

professional skills and insight. It is therefore not possible to replace an employee with relevant professi-

onal skills. Instead, Copilot 365 is precisely a support for this employee with relevant professional insight, 

so that the work can be performed more efficiently.  

 

The data controllers must therefore ensure,  through guidelines , that the employee who reviews the output 

and uses this output in connection with the performance of a task, such as a decision for a citizen, is an 

employee with relevant professional qualifications so that this employee is actually able to critically re-

view the output and the data on which it is based and correct any incorrect or inadequate draft . The 

guidelines must therefore also specify which employees/types of employees can use Copilot 365  to prepare 

draft decisions and in which types of cases.  However, this will not be very different from the usual work-

flow at the Data Controllers, where certain tasks require special professional skills from the employee 

who is to perform them.  

 

Finally , the scope of human review and how it should be carried out must be described in the internal 

guidelines . Among other things, the guidelines must state that the case handler must review the entire 

legal subsumption process, i.e. not only the legal assessment and the outcome of the decision, but also a 

critical review of whether Copilot 365 has included the relevant and correct facts of the case on which the 

decision is to be based in the draft decision, i.e. what has been ð and has not been ð includ ed and taken 

into account in the decision. See the description of this above in section 7.10.3.1. The guidelines must 

state that this requires the case worker to review the facts of the case , and that the case worker must 

make use of the technical measure implemented in Copilot 365, whereby links are always provided to the 

sources on which Copilot 365 has based its draft.  

 

MEASURE NO. 2: THE DATA CONTROLLERS SHALL TRAIN EMPLOYEES WHO USE COPILOT 365 

IN THE POSSIBILITIES AND LIMITATIONS OF THE SOLUTION AND, AT THE SAME TIME, 

INSTRUCT THESE EMPLOYEES IN THE DATA CONTROLLERS' GUIDELINES FOR THE USE OF 

COPILOT 365.  

To ensure that users of Copilot 365 understand this before using it, the Data Controllers shall ensure 

that users receive instruction and training in the operation of Copilot 365, cf. also the requirement in 

Article 4 of the AI Regulation that employees who operate AI systems must have AI skills . In addition, 

users must be instructed in the Data Controllers' guidelines for using Copilot 365, as mentioned in mea-

sure no. 1 above. This includes an understanding of who may use Copilot 365, when and for which ty pes 

of cases. It also includes an understanding of how to provide a sufficiently specific prompt so that users 

obtain better and more useful output while ensuring data quality, data minimisation and that no unju-

stified discrimination occurs . It also includes an understanding of how Copilot 365 works and arrives at 

decisions, as well as the limitations of the system ð i.e. an understanding of the output and the way in 

which Copilot 365 generates draft decisions . The training should also provide employees wit h clear crite-

ria for when they are expected to change Copilot 365's draft decisions .  
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This applies to both actual training, such as awareness campaigns, classroom teaching with physical 

presence, e-learning, gamification, etc., but also guidelines that employees can access if they need additi-

onal (or repeated) guidance on using Copilot 365.  

 

Microsoft itself also recommends that users acquire sufficient knowledge of Copilot 365:  

 

"User training and adoption: Effective use of Microsoft 365 Copilot requires users to understand 

its capabilities and limitations. There might be a learning curve, and users need to be trained 

to effectively interact with and benefit from the service." 148 

MEASURE NO. 3: DATA CONTROLLERS MONITOR AND SPOT -CHECK DECISIONS  

The Data Controllers shall organise and implement procedures and guidelines for monitoring , whereby a 

log is kept of all automatic decisions that are changed in content by a user. This enables the Data Cont-

rollers to verify the output, as changes to it indicate that users are not uncritically relying on Copilot 

365's output. Data controllers ar e referred to supplement this impact assessment with their own proce-

dures and determine these in accordance with their respective organisations, but this could, for e xample, 

be a procedure divided into different phases.  

 

The first phase could thus be a two -month pilot phase, during which a limited number of employees with 

relevant experience test Copilot 365 and how it works for each of the data controllers. In this phase, a 

procedure could be implemented whereby employees  report each time that, in the user's opinion, Copilot 

365 does not deliver good or sufficient output.  

 

Depending on the outcome of the pilot phase, Copilot 365 could then be opened up to either additional 

users in stages or all users, with a new reporting procedure in place. In this context, it could be relevant 

to report when the output's conclusion is not  correct in the user's opinion, or when relevant data that is 

important for a decision has not been included, even though it should be available to the user in question. 

In this context, minor changes should not result in a report, such as wording (prefere nce), grammar, 

typography and other matters that are not relevant to the conclusion and decision.  

 

Once a good overview of Copilot 365 and the errors typically reported has been obtained, this can be 

incorporated into training and guidelines with instructions for users, after which the reporting procedure 

can, for example, apply to cases other than thos e already known.  

 

 
148 Microsoft 365 Copilot documentation, article "transparency note for Microsoft 365 Copilot" dated 16 September 2024 . 
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In addition to the above, a further measure can be implemented in relation to employees who use Copilot 

365 as support in their work for the purpose of a citizen -oriented decision or a decision in a personnel 

case. These employees report monthly on how man y draft decisions they have received from Copilot 365 

and how many of these they have assessed as incorrect, including both conclusions and missing relevant 

data that is significant to the case.   

 

8.3.6.3 Assessment of residual risk  

Based on the measures described, it is assessed that the probability of the described risk occurring can 

be downgraded to unlikely , while the consequences remain the same.  

 

The overall assessment of the residual risk is therefore low for use case 1 and medium for use cases 2-

3. 

 

8.3.7 Risk no.  7: De facto automatic, individual decisions ð i.e. lack of or insufficient hu-

man oversight, including the risk of automation bias.  

8.3.7.1 Description of risk  

As described above in section 7.10. 3, there is a risk that the user will simply rely on Copilot 365's output. 

There is therefore a risk that the user either does not read the output before it is forwarded to the citizen 

or an employee, or that the user merely reads through the output without actually reviewing the material 

and data that Copilot 365 has included via grounding and emphasised in its assessment. There may be 

several reasons for this. For example, the employee may have gained the impression thro ugh several 

reviews that Copilot 365 is never wrong and therefore ends up relying on a draft without verifying the 

result. It is also conceivable that, due to time pressure, lack of motivation or other reasons, the employee 

does not review and verify Copil ot 365's output.  

 

As described above in section 7.10. 3, in addition to critically reviewing the output, the user will also be 

obliged to look at the data, including facts and material, that Copilot 365 has included, and in that context 

also what Copilot 365 may have overlooked or not included. This means that  the entire legal subsumption 

process must be verified. The user must therefore be able to identify, among other things, if relevant data 

is missing, facts are incorrect, or emphasis has been placed on incorrect circumstances. If the user does 

not carry ou t a real review and verification of the output, this will effectively result in Copilot 365's draft 

becoming the final version, without any human involvement. The fact that a human being has not carried 

out a real verification of Copilot 365's output does not in itself necessarily mean that the output is incor-

rect. However, a lack of real verification generally increases the risk that incorrect output will not be 

detected and thus affect the final decision , making it incorrect.  
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With  regard to use cases 1 and 2, Copilot 365's drafts will not be draft decisions, so there is no risk of 

automatic individual decisions being made as referred to in Article 22 . The risk of de facto automatic 

individual decisions therefore does not apply to these use cases. Although in use case no. 2, the user may 

be misguided by Copilot 365 in relation to , for example, HR rules, and this misguided understanding of 

the rules may have an impact on employees at some point, the purpose of the support chat is not to process 

personal data as part of personnel matters. There is therefore no risk that Copilot 365's output in use 

case no. 2 will be an automated individual decision as referred to in Article 22.  

 

Given that Copilot 365 and the use of artificial intelligence in general are new to many people, especially 

for use in supporting the performance of work tasks, it is considered likely that the incident will occur.  

 

The most significant consequences will be in relation to use case no. 3 for citizens or employees who 

receive an incorrect decision that significantly affects their legal position . Depending on the significance 

of the decisions for citizens and employees, it could potentially have very serious consequences for the 

citizen or employee if the decision is incorrect . Based on the assessment of probability and consequence , 

the overall assessment of the risk before mitigating measures is high . 

 

8.3.7.2 Mitigating measures  

MEASURE NO. 1: THE DATA CONTROLLERS ENSURE THAT EMPLOYEES ARE GIVEN CLEAR 

CRITERIA, THROUGH TRAINING AND GUIDELINES, FOR WHEN AND TO WHAT EXTENT EM-

PLOYEES ARE EXPECTED TO REVIEW AND CHANGE THE SYSTEM'S DECISIONS.  

The Data Controllers shall ensure that guidelines are drawn up for the use of Copilot 365 , as also descri-

bed above in measure no. 1 for risk no. 6 , which employees are instructed in and can access if they need 

further (or repeated) guidance on this. At the same time, the Data Controllers shall ensure that employees 

who can use Copilot 365 receive instruction and training in the use of Copilot 365, where employees are 

also given clear criteria for when they are expected to change Copilot 365's draft de cisions. At the same 

time, it is ensured that guidelines and procedures are implemented by each of the Data Controllers.  

 

Microsoft itself also recommends that users acquire sufficient knowledge of Copilot 365:  

 

"User training and adoption: Effective use of Microsoft 365 Copilot requires users to understand 

its capabilities and limitations. There might be a learning curve, and users need to be trained 

to effectively interact with and benefit from the service." 149 

 
149 Microsoft 365 Copilot documentation, article "transparency note for Microsoft 365 Copilot" dated 16 September 2024 . 
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MEASURE NO. 2: THE DATA CONTROLLERS SHALL ENSURE THAT AUDITS AND STATISTICS 

ARE CARRIED OUT ON AN ONGOING BASIS ON HOW MANY PROPOSALS FOR DECISIONS ARE 

REVERSED BY CASE WORKERS.  

The Data Controllers ensure that a process is implemented to support ongoing monitoring of whether 

Copilot 365's output is actually being overturned by adjusting it in specific cases, and how often this 

occurs. A very low reversal rate may be a sign that employees are not actually reviewing the system's 

output and that there may be employees and citizens who receive incorrect decisions and/or are subject 

to automatic,  individual decisions covered by Article 22 in violation of this.  

 

MEASURE NO. 3: THE DATA CONTROLLERS SHALL CARRY OUT RANDOM CHECKS OF COPILOT 

365'S OUTPUT TO ENSURE THAT IT IS REASONABLE, CORRECT AND LAWFUL . 

The Data Controllers shall organise and implement a procedure for appropriate random checks in each 

of their organisations to ensure that Copilot 365's output is reasonable, accurate and lawful. The Data 

Controllers are referred to supplement this impact a ssessment themselves, but it could, for example, be 

a procedure in which one or more professional beacons with relevant professional insight are appointed 

to review a fixed number or percentage of decisions made with the support of Copilot 365. This contro l 

provides both extra security in relation to the specific cases selected for random checks, which in principle 

have human intervention twice, and a certain degree of assurance that case workers do not uncritically 

rely on the output.  

 

In addition, there could also be a process whereby a number of employees are selected for a number of 

decision cases in which they have used Copilot 365, and these employees are asked to present the output 

and the changes it gave rise to and why/why not. T hese employees could possibly be selected on the basis 

of measure no. 3 (last part) for risk no. 6, if implemented (each employee reports monthly how many draft 

decisions they have received from Copilot 365 and how many of these they have assessed as incor rect, 

including both conclusions and missing relevant data relevant to the case). In this way, it can be verified 

that the decisions made by employees who make few or no changes to the output are still correct.  

 

8.3.7.3 Assessment of residual risk  

Based on the measures described, it is assessed that the probability of the described risk occurring can 

be downgraded to unlikely , while the consequences remain the same.  

 

The overall assessment of the residual risk is medium . 
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8.3.8 Risk no. 8: Risk of unlawful disclosure of personal data to Microsoft for use in 

training AI models . 

8.3.8.1 Description of risk  

As a data processor, Microsoft 150 processes personal data, among other things, " to provide Customer the 

Products and Services in accordance with Customer's documented instructions", including for the purpose 

of "[k]eeping Products up to date and performant, and enhancing user productivity, reliability, efficacy, 

quality, and security ". 

 

This raises the question of whether Microsoft uses personal data from prompts and Copilot  365's respon-

ses ("content of interactions") to improve the AI models in Copilot 365.  

 

However, as stated in section 6.3, Microsoft does not use Customer Data, including "content of interac-

tions", or personal data about users' interactions with Copilot 365 to train AI models.  

 

Microsoft is therefore contractually obliged not to use Customer Data and personal data in this way. As 

there is no information to indicate that such unauthorised disclosure would occur, it is therefore the Data 

Controllers' assessment that the likelihood of the risk occurring is unlikely .  

 

With regard to use case 1, the consequences for data subjects are considered to be insignificant , given 

that in such cases the personal data in question would already be publicly available and/or relate to the 

data subjects' work situation (position/title/place of work, etc.). The risk to data subjects before mitigating 

measures will therefore be low . 

 

With regard to use cases 2 -3, it should be noted that the Data Controllers' processing of personal data in 

Microsoft 365 covers a large number of data subjects (citizens and users) and potentially all types of 

personal data, including sensitive and confidential information. Unjustified use of such information  for 

training models is therefore considered, at least as far as citizens are concerned, to have very serious 

consequences for data subjects. This could happen, for example, if the model is later able t o deduce or 

recreate information about the data subjects from the training data, just as the data subjects may expe-

rience mistrust and a lack of understanding of how their information is used. Based on the assessment of 

the likelihood and consequence, the overall assessment of the risk before mitigating measures is medium .  

 

It is not considered possible to further mitigate the risk  , and the risks indicated are therefore accepted.  

 

 
150 Microsoft Products and Services Data Protection Addendum, published 2 January 2024. This is described in the M365 impact 

analysis, section 5.2.  
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8.3.9 Risk no. 9: Misuse or incorrect use of Copilot 365 for profiling users or other data 

subjects.  

8.3.9.1 Description of risk  

As described in section 5.2, Copilot 365 is an AI -driven productivity tool intended for use in combination 

with other applications and services in Microsoft 365 to perform tasks in, for example, Word, Outlook and 

PowerPoint more efficiently. In other words , Copilot 365 is not intended as a profiling tool.  

 

Regardless of its intended use, it must be assumed that Copilot 365 could be used for profiling.  

 

Profiling is defined in Article 4(1)(4) of the Data Protection Regulation as follows:  

 

"any form of automated processing of personal data consisting of using personal data to evalu-

ate certain personal aspects relating to a natural person, in particular to analyse or predict 

aspects concerning that natural person's performance at work, econom ic situation, health, per-

sonal preferences, interests, reliability, behaviour, location or movements".  

As described in sections  2.4 and 4, the Data Controllers will not use Copilot 365 for profiling. However, 

as also identified in risk no. 3 concerning the risk of misuse or incorrect use of Copilot 365 , see section 

8.3.3, there is a risk that users of Copilot 365 will use the solution in ways that are not in accordance with 

the specified purposes (misuse) and/or inadvertently use it in an inappropriate manner (incorrect use). 

This risk also applies to the use of Copilot 3 65 for profiling.  

 

The probability of this risk occurring is assessed as unlikely for use case 1. For use cases 2-3, the proba-

bility is assessed as less likely , as this would involve processing/use that is contrary to internal guide-

lines.  

 

With regard to use case 2 (internal use), the consequences of unauthorised or incorrect use of Copilot 365 

for profiling are considered to be less serious .  

 

Copilot 365 is used in this use case as an internal support function where users can obtain guidance, 

including on internal rules, etc. If a user uses Copilot 365 to predict certain things about themselves, it 

must be expected that the user will be able to  identify any incorrect predictions (about themselves) and 

not rely on them. However, particularly in cases where Copilot 365 is used incorrectly due to the user's 

lack of knowledge of its capabilities and limitations, the use of Copilot 365 for profiling may result in a 

lack of understanding on the part of the user (the data subject). As Copilot 365 is not used as part of 

specific case processing, a user's use of Copilot 365 to predict certain circumstances about others cannot 
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lead to incorrect decisions or similar. However, using Copilot 365 for profiling in this way could lead to 

fear or a lack of understanding among data subjects.  

 

Based on the assessment of the likelihood and consequence of use case 2 (internal use), the overall asses-

sment of the risk before mitigating measures is high . 

 

With regard to use case 3 (external use), the consequences of unauthorised or incorrect use of Copilot 365 

for profiling are considered to be very serious , as incorrect predictions about a citizen based on profiling, 

if taken as a basis, could lead to , for example , incorrect decisions that negatively affect the legal position 

of the data subjects . The probability of the risk occurring is, in principle, less likely .  

 

Based on the assessment of the probability and consequence of the use case (external use), the overall 

assessment of the risk before mitigating measures is high . 

 

8.3.9.2 Mitigating measures  

However, given the measures established to mitigate risk no. 3 concerning misuse and incorrect use, see 

section 8.3.3, which similarly mitigate the risk of misuse or abuse of Copilot 365 for profiling users or 

other data subjects, it is assessed that the probability can be downgraded to unlikely . 

 

8.3.9.3 Assessment of residual risk  

For the reasons stated in relation to risk no. 3, the overall assessment of the residual risk for use case 2 

(internal use) is low and for use case 3 (external use) is therefore medium .  

 

8.3.10  Risk no. 10: Change of terms and functionality in a way that is detrimental to the 

rights and freedoms of data subjects.  

8.3.10.1 Description of risk  

When entering into an agreement with Microsoft for the purchase or provision of products, services and/or 

services, the data processing agreement in force at any given time applies to the relationship between 

Microsoft and the customer.  

 

Changes to the data processing agreement, Product Terms and functionality of services during the term 

of the agreement are set out in the data processing agreement, p. 3:  

 

"Limits on Updates  
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When Customer renews or purchases a new subscription to a Product or enters into a work order 

for a Professional Service, the then -current DPA Terms will apply and will not change during 

Customerõs subscription for that Product or term for that Professional Service. When Customer 

obtains a perpetual licence to Software, the then -current DPA Terms will apply (following the 

same provision for determining the applicable then -current Product Terms for that Software in 

Customerõs agreement) and will not change during Customerõs licence for that Software.  

 

New Features, Supplements, or Related Software  

Notwithstanding the foregoing limits on updates, when Microsoft introduces features, offerings, 

supplements or related software that are new (i.e., that were not previously included with the 

Products or Services), Microsoft may provide terms or make update s to the DPA that apply to 

Customerõs use of those new features, offerings, supplements or related software. If those terms 

include any material adverse changes to the DPA Terms, Microsoft will provide Customer a 

choice to use the new features, offerings, supplements, or related software, without loss of exist-

ing functionality of a generally available Product or Professional Service. If Customer does not 

install or use the new features, offerings, supplements, or related software, the corresponding 

new terms will not apply.ó 

 

An Enterprise Agreement with Microsoft for products and services, including Microsoft 365, typically 

runs for a period of three years. 151 If the Data Controllers wish to use Microsoft 365 Services, including 

Copilot 365, after this period, a new agreement must be entered into with Microsoft, which in that case 

will be based on Microsoft's data processing agreement and Product Terms in force  at that time, and with 

the functionality that the Services in question contain at that time.  

 

Microsoft generally updates its data processing agreement, Product Terms and service -specific documen-

tation quite frequently. At the same time, Microsoft is continuously developing the functionality of its 

solutions, including Copilot 365, which may affect  the processing of personal data. The Data Controllers 

have also experienced such updates during the preparation of this impact assessment. It is therefore 

expected that the data processing agreement, Product Terms and service -specific documentation will b e 

amended and updated prior to any renewal of an Enterprise Agreement with Microsoft regarding Micro-

soft 365.  

However, it is considered less likely that Microsoft will make such a change to the terms to the det  

However, it is considered less likely that Microsoft will make such a change to the terms and conditions 

to the detriment of the rights and freedoms of data subjects. Microsoft has a general focus on enhancing 

processing security and data protection compliance and has historically provided increasingly detailed 

 
151 See also https://www.microsoft.com/en -us/licensing/licensing -programs/enterprise#how -it -works  (last accessed on 30 October 

2024). 

https://www.microsoft.com/en-us/licensing/licensing-programs/enterprise#how-it-works
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documentation on the transparency of personal data processing and introduced new measures that im-

prove customers' ability to control the processing of Customer Data, including, for example, the EU Data 

Boundary, where data can, as a starting point, be loca ted within the EU/EEA, and Customer Lock -box, 

which gives customers access to control access to Customer Data. EU Data Boundary, where data can be 

placed within the EU/EEA   as a starting point, and Customer Lock -box, which gives customers access to 

contro l access to Customer Data.    

 

However, in light of current developments in AI solutions, it seems likely that Microsoft will be able to 

add new features to its Services, including Copilot 365, which could be used for new types of processing 

and which Data Controllers will be able to use when renewing an Enterprise Agreement for Microsoft 

365.  

 

With regard to use case 1, it is assessed that the consequences for data subjects will be insignificant .  

The risk to data subjects before mitigating measures is therefore medium . 

 

Such new features cannot be ruled out from being used for intrusive processing of personal data, which 

could have very serious consequences for data subjects in use cases 2-3, especially considering that the 

Microsoft 365 environment at each of the Data Controllers potentially contains a large amount of personal 

data, including sensitive and confidential information. Based on the assessment of probability and im-

pact, the overa ll assessment of risk before mitigation measures is high . 

 

8.3.10.2 Mitigating measures  

The Data Controllers will establish a process to ensure that the Data Controllers are kept informed of 

changes to Microsoft's terms and functionality in the Services in order to identify any changes that may 

be detrimental to data subjects or new functiona lity that is suitable for processing personal data in new 

ways. For this purpose, an annual cycle will be established for monitoring the contractual basis and the 

functionality of the solution, with a clear allocation of responsibility for this.  

 

If, prior to the renewal of an agreement or when new agreements are required, the Data Controllers 

assess that the content of Microsoft's terms or services entails (new) risks for data subjects, the Data 

Controllers will first assess whether additional mea sures can be implemented to effectively mitigate the 

new risks. If this is not the case, the Data Controllers may decide not to use the Copilot 365 tool. Copilot 

365 is only a support tool and is therefore not essential for the Data Controllers to perform their tasks. 

Regardless of the fact that a decision not to use Copilot 365 may entail additional resource consumption, 

longer case processing times and the like, the Data Controllers are not de facto obliged to continue using 

the tool.  
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Furthermore, an exit strategy has been prepared in case Copilot 365, due to changes in terms or functio-

nality, is deemed to involve unlawful processing of personal data, including if new risks to the rights and 

freedoms of data subjects are identified that  cannot be mitigated to a satisfactory level.  

 

8.3.10.3 Assessment of residual risk  

Against this background, it is the Data Controllers' assessment that the risk can be mitigated significan-

tly, so that the probability of the described risk occurring can be downgraded to unlikely , while the 

consequences remain the same.  

 

The overall assessment of the residual risk is therefore low for use case 1 and medium for use cases 2-

3. 

 

8.4 Risk evaluation  

The Danish Agency for Governmental IT and Finance has evaluated each of the identified risks in relation 

to their consequences for the data subjects and the probability of the consequences of the risks occurring. 

This has been done using the evaluation criteria mentioned in Tables 1 and 2 in section  8.2 above. The 

identified risks are described in detail and evaluated above in section  8.3. The result of this assessment 

is shown in the risk map in Figures  4-6 below. 

 

8.4.1 Risk map before and after mitigating measures  

Figure 4 Risk map with overview of risk assessment before and after implementation of mitigating measures ð use 

case 1 (internal use)  
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Figure 5 Risk map with overview of risk assessment before and after implementation of mitigating measures ð use 

case 2 (internal support chat)  
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Figure 6 Risk map with overview of risk assessment before and after implementation of mitigating measures ð use 

case 3 (external use/citizen -oriented case processing)  

 














