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Что мы сегодня узнаем?

Ø [Часть первая, продуктовая] – Зачем нужно генерировать тесты?

Ø [Часть вторая, теоретическая] – Как работает символьное исполнение?

Ø [Часть третья, практическая] – Как использовать SMT-солвер?

Ø [Часть четвёртая, демонстрационная] – Символьная виртуальная машина V#

Ø [Часть пятая, визионерская] – Поговорим о будущем и о синтезе программ



PART I : TEST 
GENERATION



LIVE DEMO
IntelliTest



Pain point

Programmers don’t like to write tests

Unit tests:
• Best defense against regression (quality increases)
• Kind of living specification (understanding increases)
• Errors found by unit tests easier to correct (costs reduces)



Solution

Generate unit test automatically

Unit test generation 
Goal: to fixate code behavior

Safety verification
Goal: to find bugs and vulnerabilities

Regression suite Error suite

Criteria: generate minimum number of 
unit tests that will cover maximum lines 

of code
Criteria: Find maximum number bugs and 

express them in form of tests



No tests

Code Code contains NPE, 
StackOverflows and so on



Error suite

Code Code contains NPE, 
StackOverflows and so on

Error suite

generate



Error suite

Code Code contains NPE, 
StackOverflows and so on

Error suite

generate

fix



Error suite

Code Code hasn’t NPE, 
StackOverflows and so on

Empty error 
suite

generate

fix



Regression

If developer commit change 
nobody will notice bug until 
it happens on production

Code
change

CI

Code hasn’t NPE, 
StackOverflows and so on

Code 

Empty error 
suite

generate

fix



Regression suite

Code
change

Code hasn’t NPE, 
StackOverflows and so on

Full regression 
suite

Code 

Empty error 
suite

generate

fix



Regression suite

Now behavior is fixated.
Red CI status means one of two things:
• Code change breaks correct behavior
• Initial code behavior wasn’t correct

Anyway it’s easy to localize problem

Code
change

CI

Code hasn’t NPE, 
StackOverflows and so on

Full regression 
suite

Source 
of truth

Code 

Empty error 
suite

generate

fix



Specification

Now behavior is fixated.
Red CI status means one of two things:
• Code change breaks correct behavior
• Initial code behavior wasn’t correct

Anyway it’s easy to localize problem

Code
change

CI

Code hasn’t NPE, 
StackOverflows and so on

Full regression 
suite

Source 
of truth

Code 

generate

fix

Error suite

add 
asserts

Code is tested against 
specification formalized by 
asserts



PART II : TECHNIQUES



How to verify program is correct?

https://test-comp.sosy-lab.org/2021/

https://sv-comp.sosy-lab.org/2021/

void absAndSum(int x, int y) {

int abs;

if (x > 0) 
abs = x;

else
abs = -x;

if (y == 42)
if (abs + y < 0)
ERROR;

// else 
…

}

https://test-comp.sosy-lab.org/2021/
https://sv-comp.sosy-lab.org/2021/


Fuzzers
Random testing 
Random inputs generation until crash

Evolutionary algorithm
• Generations (test suites)

• Cross-over existing tests

• Mutate existing tests

BLACK-BOX

TECHNIQUE

Adaptive random testing (ART)

while (coverage is not enough) {
generate new test()
add to suite if coverage increases 

}

GREY-BOX

TECHNIQUE
Instrument 

program



Symbolic execution

Symbolic Virtual Machine State

Instruction: <Enter>

Symbolic Memory(SM): x = x0, y = y0

Path Condition (PC): true

WHITE-BOX

TECHNIQUE

void absAndSum(int x, int y) {

int abs;

if (x > 0) 
abs = x;

else
abs = -x;

if (y == 42)
if (abs + y < 0)
ERROR;

// else 
…

}



Symbolic execution

void absAndSum(int x, int y) {

int abs;

if (x > 0) 
abs = x;

else
abs = -x;

if (y == 42)
if (abs + y < 0)
ERROR;

// else 
…

}

Symbolic Virtual Machine State

Instruction: if (x > 0)

SM: x = x0, y = y0

PC: true && x0 > 0



Symbolic execution

void absAndSum(int x, int y) {

int abs;

if (x > 0) 
abs = x;

else
abs = -x;

if (y == 42)
if (abs + y < 0)
ERROR;

// else 
…

}

Symbolic Virtual Machine State

Instruction: abs = x

SM: x = x0, y = y0, abs = x0

PC: x0 > 0



Symbolic execution

void absAndSum(int x, int y) {

int abs;

if (x > 0) 
abs = x;

else
abs = -x;

if (y == 42)
if (abs + y < 0)
ERROR;

// else 
…

}

Symbolic Virtual Machine State

Instruction: if (y == 42)

SM: x = x0, y = y0, abs = x0

PC: x0 > 0 && y0 == 42



Symbolic execution

void absAndSum(int x, int y) {

int abs;

if (x > 0) 
abs = x;

else
abs = -x;

if (y == 42)
if (abs + y < 0)
ERROR;

// else 
…

}

Symbolic Virtual Machine State

Instruction: if (abs + y < 0)

SM: x = x0, y = y0, abs = x0

PC: x0 > 0 && y0 == 42 && x0 + y0 < 0



Symbolic execution

void absAndSum(int x, int y) {

int abs;

if (x > 0) 
abs = x;

else
abs = -x;

if (y == 42)
if (abs + y < 0)
ERROR;

// else 
…

}

Symbolic Virtual Machine State

Instruction: ERROR

SM: x = x0, y = y0, abs = x0

PC: x0 > 0 && y0 == 42 && x0 + y0 < 0

(Ask SMT Solver “Is PC satisfiable?”)



Symbolic execution

void absAndSum(int x, int y) {

int abs;

if (x > 0) 
abs = x;

else
abs = -x;

if (y == 42)
if (abs + y < 0)
ERROR;

// else 
…

}

Symbolic Virtual Machine State

Instruction: if (abs + y < 0) //else

SM: x = x0, y = y0, abs = x0

PC: x0 > 0 && y0 == 42 && ¬(x0+y0<0)

(Go to else branch: negate last 
condition)



SMT solver

(declare-const x0 Int) 

(declare-const y0 Int)

(assert (> x0 0))

(assert (= y0 42))

(assert (< (+ x0 y0) 0))

(check-sat)

PC: 
x0 > 0 
&&
y0 == 42 
&&
x0 + y0 < 0

SMT = Satisfability modulo theories

SMT-LIB2 syntax

https://en.wikipedia.org/wiki/Satisfiability_modulo_theories


SMT solver: Z3

(declare-const x0 Int) 

(declare-const y0 Int)

(assert (> x0 0))

(assert (= y0 42))

(assert (< (+ x0 y0) 0))

(check-sat)  ;unsatisfiable

https://rise4fun.com/z3/tutorial
PC: 
x0 > 0 
&&
y0 == 42 
&&
x0 + y0 < 0

Try it here online:

#> apt-get install z3

#> z3 –smt2 sample.smt
#unsat

Or use command line tool:

sample.smt

https://rise4fun.com/z3/tutorial


SMT solver: theories

PC: 
x0 > 0 
&&
y0 == 42 
&&
x0 + y0 < 0

(declare-const x0 Int) 

(declare-const y0 Int)

(assert (> x0 0))

(assert (= y0 42))

(assert (< (+ x0 y0) 0))

(check-sat)  ;unsatisfiable

(set-option :pp.bv-literals false)

(declare-const x0 (_ BitVec 32)) 

(declare-const y0 (_ BitVec 32))

(assert (bvsgt x0 (_ bv0 32)))

(assert (= y0 (_ bv42 32)))

(assert (bvslt (bvadd x0 y0) (_ bv0 32)))

(check-sat) ;satisfiable

(get-model) ;x0 = MAXINT-41, y0 = 42

Bitvector theoryInteger arithmetic theory



Symbolic execution: problems

A Survey of Symbolic Execution Techniques

1. How to deal with path explosion ? 

2. How to handle loops / recursion?

3. How to present Heap in symbolic memory?

4. How to invoke native functions/syscalls? 

5. What to do with concurrency? 

6. if (sha256(x) == “try to solve this!”)

https://arxiv.org/pdf/1610.00502.pdf


Path Explosion

• Symbolic conditional statements fork the execution state
• N iterations of loop with conditional statement can fork 2N times



Bidirectional Symbolic Execution



Weakest Preconditions

• Is throw reachable?
• Yes, if

p!=null 

&&     
ReferenceEquals(p, q)

• Intuitively, weakest preconditions "roll
back" the condition through the
program



Program Invariants

• Loops and recursion can lead to the unbounded amount of different
program behaviours
• Solution: over-approximate them!

Over-approximate the whole loop with



Heap and Symbolic Execution



Symbolic execution: problems

A Survey of Symbolic Execution Techniques

1. How to deal with path explosion ? 

2. How to handle loops / recursion?

3. How to present Heap in symbolic memory?

4. How to invoke native functions/syscalls? 

5. What to do with concurrency? 

6. if (sha256(x) == “try to solve this!”)

1. Bidirectional symbolic execution

2. Try calculate “Inductive invariant” – Horn clauses

3. SMM: Theory of Arrays + Theory of Bitvectors

4. Write mock / make value concrete and execute / forget

5. Hard: #concurrent_states=#states ^ #threads 

6. Rare in real programs, bypass

https://arxiv.org/pdf/1610.00502.pdf


PART III : SMT SOLVER







LIVE DEMO
Using Z3 in .NET



Homework Problem: Nonograms
1. Solve Nonograms using SAT/SMT technique

• https://webpbn.com/export.cgi

• Hint: Book “SAT/SMT by example”

2. (*) Solve colored nonogram

3. (**) Experiment with solvers and choose 

the best

SMT-solvers becomes twice faster every 1.5 years

https://webpbn.com/export.cgi


PART IV : V#



IntelliTest .NET Core issues



V#

• https://github.com/vsharp-team/vsharp

• Open source symbolic execution engine
• Supports .NET Core

• Written in F#
• Currently under development

https://github.com/vsharp-team/vsharp


LIVE DEMO
V#



Chess.NET library test

https://github.com/thomas-daniels/Chess.NET

https://github.com/thomas-daniels/Chess.NET


Epilogue: FUTURE



Client Analysts Architects Developers

Next decade opportunities for Software Automation 

QA
Informal
requirements

Formal
requirements

UML diagrams,
models, docs

Code

Release

Manually
tested 
product

Software verification
Test generation

Code generationModel checking
Program synthesis

ML
Advanced synthesis

Formal specification

Provided examples

Guessed user intent

Program
space

Program

search in
PROGRAM 
SYNTHESIS
PLATFORM

Test generation Superoptimization

Deobfuscation Generate mock for 
native methods



Programming by Example: FlashFill in Excel

Excel automatically syntheses the formula
Concatenate(ToLower(Substring(v, WordToken, 1)), “ ”, ToLower(Substring(v, WordToken, 2)))



Code Completion Formal specification: code compiles

Provided examples: statistics of previous 
completions

Guessed user intent: 
- Probability of each expression in program



Superoptimization

• Optimization: try some predefined rewriting rules
• Superoptimization: search the optimal implementation in the whole

program space

Superoptimizer synthesises (x|y) − ((x ⊕ y) >> 1)

Average of x and y:

(x + y) / 2 can overflow

(x / 2) + (y / 2) + (((a % 2) + (b % 2)) / 2) is too expensive

Formal specification: same semantics, 
verified by symbolic execution

Guessed user intent: 
Fastest possible



Полезные ссылки

• IntelliTest - официальные доки от Microsoft

• A Survey of Symbolic Execution Techniques - хорошая вводная статья в символьное исполнение

• “SAT/SMT by Example” – много  практических примеров использования SAT и SMT солверов

• https://github.com/vsharp-team/vsharp

• Program Synthesis: Opportunities for the Next Decade
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