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060 MHe

— OKoHuyun MatMex Cl16ry

— Cenyac paboTtato B KomnaHuu Sidenis

— YBAEeKarCb concurrency U BCAKUMM KKULLOYKAMMU»
— HpaBuTCA y3HaBaTb HOBOE

— HepaBHOAYLWEH K Ka4ecTBEHHOMY KoAay
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WARNING!

— Joknaa HE npo GC, Stack, Heap
— HE 6yaem nucatb cBou lock-free cTpyKTypbl

— JloKnaa npo pasHble NPOLLeCCOPHbIE apXUTEKTYPbI,
KOMMNMAATOPbI U concurrency

— Here be dragons!

— BepuTtb Henb3a HMKomy (Kpome cneumnduKkaumnii)
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O yem goknapg,

— 3a4yem HYXHa moaenb NamaTu

— YTO Takoe moaenb NamAaTu

— Kakaa moaenb namAatn B .NET

— Y70 Takoe volatile B .NET

— [lpocTble npumepsbl ANA pa3orpesa

— OwwnbKM N3 peasbHbIX NPOEKTOB (A3, 0aHA U3
HMX B camom .NET)
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Shipilév JMM Joker<ds 206
Historical (e.g. outdated) materials ST h A JIEKCE |7|
&= (ENG) JVMLS 2014: Java Memory Model Pragmatics 5 N e B LLI I/l rl I/U-I EB

Workshop collaterals.

== (RUS) JEEConf 2014: Java Memory Model Pragmatics
Video: JEEConf, Direct: part 1, 364 MB, Direct: part 2, 365 MB

wm (RUS) CodeFest 2014: Java Memory Model Pragmatics

Java Memory Model Pragmatics
(part 1)

mm (RUS) JUG.Ru 2014: Java Memory Model Pragmatics
Video: Youtube, Direct: 1090 MB

mm (RUS) JavaOne Russia 2013: Java Memory Model
(hosted for Sergey Kuksenko)

mm (RUS) JavaOne Moscow 2012: Java Memory Model
(hosted for Sergey Kuksenko)
Video: Youtube

Aleksey Ipilev

o Y l
mm (RUS) JavaDay Kiev 2011: Java Memory Model Ol'aCle, RUSSI@ )
(hosted for Sergey Kuksenko) g i
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SPB .NET Community

Mopaenb namatn .NET

Banepuu lNeTpos
Sidenis

17 BcTtpeya SPB .NET Community
09.02.2017
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Bonpoc

Q: KomnbloTep BbINOMHAET NPOrpammy,
KoTopyto Bbl Hanucanu?
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Bonpoc

Q: KomnbloTep BbINOMHAET NPOrpammy,
KoTopyto Bbl Hanucanu?

A: Her.
Romnunartop, JIT n CPU ymetoT

ONTUMU3UPOBATDL!
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[loyemy OHM 3TO AenatoT?
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[louemy OHUM 3TO AenatoT?

— JocTtyn K namaTtu (gonro)
— WMHBannpauma kawa (goporo)

— [1pounssoautenbHocTb (IPC)

Processor 0 Processor 1
Core 0 Core 1 Core 2 Core 3
CPU CPU CPU CPU
L1 Cache L1 Cache L1 Cache L1 Cache
L2 Cache L2 Cache

System Memory

https.//software.intel.com/sites/default/files/m/d/4/1/d/8/286501 286501.gif
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[Touemy oHM 3TO AenatoT?

PaHbLlie UHCTPYKUUUN UCTTOSTHANTNCD
nocaenoBsarte/ibHoO

e | 1 | 2 | 3| 45678 |5
Instr, - Decode Execute-
Instr, - Decode Execute -

Instrs

http.//www.slideshare.net/nithilgeorge/2010-1002-intro-to-microprocessorsi
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[louemy OHM 3TO AenatoT?

3aTem NosABUACA KOHBeNep

Cow | 1 |2 13| 45 |6 l7 s o

http://www.slideshare.net/nithilgeorge/2010-1002-intro-to-microprocessorsl 13
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[louemy OHM 3TO AenatoT?

Ho MHCTPYKLUMKM BCE paBHO MCMOJHANNCD B NOPAAKE CNe0BaHUA

-ﬂﬂnﬂﬂ-ﬂﬂ

Instr,
Instr,
Instrs
Instr,

Instrs

Instrg

http://www.slideshare.net/nithilgeorge/2010-1002-intro-to-microprocessorsl 14
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[louemy OHM 3TO AenatoT?

3aTem npoms3oLuno maccosoe BHeapeHUe out-of-order execution

-ﬂﬂnﬂﬂ-ﬂﬂ
RG] Dece wie

Instr,
Instr,
Instrs
Instr,
Instrs

Instrg

http://ww.slideshare.net/nithilgeorge/2010-1002-intro-to-microprocessorsi .
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[louemy OHUM 3TO AenatoT?

— KON\I'II/I}'IFITOpLLI,VIKM XOTAT Aenatb KNneBble onTMMmnU3saunun

— Mpowussoautenn CPU xoTAT aenatb 60/blue 3a Te e TaKTbl

16



Pa3Hble apxXuUTeKTypbl
Hardware memory model

siDENIs
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Type

Loads reordered after loads

Loads reordered after stores

Stores reordered after stores

Stores reordered after loads

Atomic reordered with loads

Atomic reordered with stores

Dependent loads reordered

Incoherent instruction cache pipeline

Alpha  ARMv7 PA-RISC POWER SPARC RMO

https://en.wikipedia.org/wiki/Memory _ordering

SPARC PSO

SPARC TSO

Xx86 x86 oostore AMDE4

IA-64 z/Architecture

17
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Pa3Hble apXUTeKTypbl

Type ARM x86, AMDG64
Loads reordered after loads YES NO
Loads reordered after stores YES NO
Stores reordered after stores YES NO

Stores reordered after loads YES YES

18
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Kak 6bITb?

— [lnwem Koa ana abcTpakTHOM MmalLmnHbl (Software
memory model)

— ABCTPaKTHYO MalWnHy cneumnbuumpyem
(Software memory model)

— [lycTb KOMNUAATOPLWMKN UX CTbIKYIOT (Hardware
<-> Software memory model)

19
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Sequential Consistency

— «... pe3ynbrat 1tob60oro BbIMNONHEHMA TAKOU XKe, KaK B Cayyae
ecnun bbl onepaumm Bcex npoueccopon Obl/IM BbINOJIHEHbI B
HEKOTOPOM NocneaoBaTe/IbHOM NOpPAAKE, U onepaLun
Ka*Kaoro otaesbHOro npoueccopa NosiBAANANCD B 3TOU

nocnenoBaTeNbHOCTM B NOpAAKe onpeaeneHHOM ero
NPOrpammomu.»

processor 1: <-- Al run --> <-- Bl run -——-> <-= C1 run -——>
processor 2: <-- A2 run --> <-—- B2 run -->
Time —————— T —————

— MepaneHHoO, CNOXXHO U A0pOoro

21
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Release...

~

)y the k{r‘aken.

22



, smEle
Release consistency

Acquire and Release semantics

instruction instruction
instruction instruction
instruction

instruction
instruction
volatile read (acquire)

instruction
instruction
instruction

volatile write (release)

instruction instruction
instruction instruction
instruction

instruction ) )
instruction instruction

23



.NET Standards!

ECMA 334 - C# SIDENIS

passion to deliver
The C# language was standardized as ECMA 334 in 2002 and approved as ISO/IEC 23270 in 2003.

ECMA 334 Resources

e ECMA 334 Standard Overview
e ECMA 334 Standard (PDF)

ECMA 335 - CLI

Common Language Infrastructure - the formalized basis of .NET -- was standardized as ECMA 335 in 2001 and approved as
ISO/IEC 23271 in 2003. The standards have been since updated, to reflect changes in .NET, such as generics.

ECMA 335 Resources

® ECMA 335 Standard Overview
® ECMA 335 Standard (PDF)
e Wikipedia entry on CLI

ECMA 335 Partitions with added Microsoft Specific Implementation Notes

Partition I: Concepts and Architecture

Partition |l: Meta Data Definition and Semantics

Partition IlI: CIL Instruction Set

Partition IV: Profiles and Libraries

Partition V: Debug Interchange Format

Partition VI: Annexes
ECMA Technical Report 084: Information Derived from Partition IV XML File

® ECMA TR/84 Report (PDF)

® ECMA TR/84 Tools and Source Code
24



ECMA-335

[.12.6

Lo B o B e I e T o D o B

12,
12,
12,
12,
12,
12,
12,
12,

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8

Memory model and optimizations
The memory store
Alignment
Byte ordering
Optimization
Locks and threads
Atomic reads and writes
Volatile reads and writes

Other memory model 1ssues

siDENIs

passion to deliver
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ECMA-3351.12.6.4 Optimization

Conforming implementations of the CLI are free to execute programs
using any technology that guarantees, within a single thread of
execution, that side-effects and exceptions generated by a thread are
visible in the order specified by the CIL. For this purpose only volatile
operations (including volatile reads) constitute visible side-effects. (Note
that while only volatile operations constitute visible side-effects, volatile
operations also affect the visibility of non-volatile references.) Volatile
operations are specified in §1.12.6.7.

26
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ECMA-335
1.12.6.5 Locks and threads

— System.Threading.Thread.VolatileRead/VolatileWrite/Me
moryBarrier

— System.Threading.Volatile.Read/Write

— System.Threading.Interlocked

— System.Threading.Monitor.Enter/Exit

27
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System.Threading.Volatile

namespace System.Threading

{

//

// Methods for accessing memory with volatile semantics. These are preferred over Thread.VolatileRead

// and Thread.VolatileWrite, as these are implemented more efficiently.

//

// (We cannot change the implementations of Thread.VolatileRead/VolatileWrite without breaking code

// that relies on their overly-strong ordering guarantees.)

//

// The actual implementations of these methods are typically supplied by the VM at JIT-time, because C# does
// not allow us to express a volatile read/write from/to a byref arg.

// See getILIntrinsicImplementationForvolatile() in jitinterface.cpp.

//

public static class Vvolatile

28
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System.Threading.Volatile

public static bool Read(ref bool location)

{
//

// The VM will replace this with a more efficient implementation.

//

var value = location;
Interlocked.MemoryBarrier();

return value;

29
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System.Threading.Volatile

bool getILIntrinsicImplementationForvolatile(MethodDesc * ftn,
CORINFO_METHOD_INFO * methInfo)

STANDARD_VM_CONTRACT;

// However, Ci# does not yet provide a way to declare a byref as "volatile."™ So instead,

// we substitute raw IL bodies for these methods that use the correct volatile instructions.

//

// Precondition: ftn is a method in mscorlib in the System.Threading.Volatile class
_ASSERTE(ftn->GetModule()->IsSystem());

_ASSERTE(MscorlibBinder::IsClass(ftn->GetMethodTable(), CLASS__VOLATILE));
_ASSERTE(strcmp(ftn->GetMethodTable()->GetClass()->GetDebugClassName(), “System.Threading.volatile") == 0);

30
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ECMA-335
1.12.6.6 Atomic reads and writes

A conforming CLI shall guarantee that read and write access to
properly alighed memory locations no larger than the native word size
(the size of type native int) is atomic when all the write accesses to a
location are the same size. Atomic writes shall alter no bits other than
those written. Unless explicit layout control is used to alter the
default behavior, data elements no larger than the natural word size
(the size of a native int) shall be properly aligned. Object references
shall be treated as though they are stored in the native word size.

31
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ECMA-335
1.12.6.7 Volatile reads and writes

instruction _ _

. . instruction
instruction _ )

] i instruction
instruction . .

) ) instruction
instruction instruction
instruction

instruction

volatile read (acquire)
volatile write (release)
instruction

instruction

instruction instruction
instruction instruction
instruction instruction

32
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ECMA-335
1.12.6.7 Volatile reads and writes

2
MozkHo ybparth? ECMA-335

volatile.

CIL -> native
KOMMNUNATOP

33
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ECMA-335
.12.6.8 Other memory model issues

It is explicitly not a requirement that a conforming implementation
of the CLI guarantee that all state updates performed within a
constructor be uniformly visible before the constructor completes.
CIL generators can ensure this requirement themselves by
inserting appropriate calls to the memory barrier or volatile write

instructions.

34
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ECMA-335
.12.6.8 Other memory model issues

explicitly not a requirement
that all state updates performed within a

constructor be uniformly visible before the constructor completes.

35
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ECMA-334
10.5.3 volatile fields

— YTeHune — acquire

— 3anucb — release
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Note that this is off the cuff, without studying your code closely. | don't think Set performs a memory passion to deliver

barrier, but | don't see how that's relevant in your code? Seems like more important would be if Wait
performs one, which it does. So unless | missed something in the 10 seconds | devoted to looking at
your code, | don't believe you need the volatiles.

Edit: Comments are too restrictive. I'm now referring to Matt's edit.

CAe)h

Matt did a good job with his evaluation, but he's missing a detail. First, let's provide some definitions of
things thrown around, but not clarified here.

A volatile read reads a value and then invalidates the CPU cache. A volatile write flushes the cache,
and then writes the value. A memory barrier flushes the cache and then invalidates it.

The .NET memory model ensures that all writes are volatile. Reads, by default, are not, unless an
explicit VolatileRead is made, or the volatile keyword is specified on the field. Further, interlocked
methods force cache coherency, and all of the synchronization concepts (Monitor, ReaderWriterLock,

[ pocTtunTe, yTto? Mutex, Semaphore, AutoResetEvent, ManualResetEvent, etc.) call interlocked methods internally, and
thus ensure cache coherency.

Again, all of this is from Jeffrey Richter's book, "CLR via C#".

| said, initially, that | didn't think Set performed a memory barrier. However, upon further reflection about
what Mr. Richter said, Set would be performing an interlocked operation, and would thus also ensure
cache coherency.

| stand by my original assertion that volatile is not needed here.

Edit 2: It looks as if you're building a "future”. I'd suggest you look into PFX, rather than rolling your
own.

share edit flag edited Mar 27 '09 at 13:20 answered Mar 25 '09 at 18:09
Rl vekempf
D 2,398 «9 o 14
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C 4yeM MOKHO CTO/IKHYTbCA?

— Loop Read Hoisting - while (true)
— Read Elimination
— Copy Propagation — ogHa 13 a3 pabotbl RyulJIT

— Partially Constructed Object —ccbinka Ha 06beKT gocTynHa Ao
3aBepLleHna paboTbl KOHCTPYKTOPA

— W ewWwé mHOro yero, 4YTo He 3anpeLleHo cneunPuKaumen

38
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Loop Read Hoisting

private bool flag = true; private bool flag = true;

public void Loop() public void Loop()
1 :
while i(flag)
{
// Do something // Do something
¥ >

39
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Read Elimination

public int ReadElimination() public int ReadElimination()
{ {
if (X _== Q) var tmp = X3
throw new Exception(); if (tmp == 0)

throw new Exception();
var result =y + 42;
result +=_x; var result =y + 42;

result += tmp;
return result;

return result;

40
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Copy Propagation

public void CopyPropagation()
{

public void CopyPropagation()
{

c.S = date; c.S = date;
c.S2 = ¢.S; c.S2 = date;
CheckStrings(c); if (date.Length == @ || date.Length == 0)

¥ { /* Do something */ }

public void CheckStrings(Container a)

{
if (a.S.Length == @ || a.S2.Length == 0)
{ /* Do something */ }

Optimization Phases of RyuJIT

Loop Copy Assertion Range Check
Optimizations Propagation Propagation Elimination

41
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[lemo

— Cenyac gemo npo partially constructed object Ha ARM

— [Janee 6yayTt npumepsbl n3 CoreFX, RavenDb

42
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ConcurrentDictionary

C# Volatile read behavior

A, Inthereference source code of the C#.net ConcurrentDictionary (C# reference source), | don't
understand why a volatile read is required in the following code snippet:
4
v public bool TryGetValue(TKey key, out TValue value)
1

if (key == null) throw new ArgumentNullException(“key");
int bucketNo, lockNoUnused;

// We must capture the m_buckets field in a local variable.
It is set to a new table on each table resize.
Tables tables = m_tables;
IEqualityComparer<TKey> comparer = tables.m_comparer;
GetBucketAndLockNo(comparer.GetHashCode(key),
out bucketNo,
out lockNoUnused,
tables.m_buckets.Length,
tables.m_locks.Length);

// We can get away w/out a lock here.

// The Volatile.Read ensures that the load of the fields of 'n’
//doesn't move before the load from buckets[i].

Node n = Volatile.Read<Nocde>(ref tables.m_buckets[bucketNo]);

43
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ConcurrentDictionary

/17
/17
/17
/17
/17
/17
/17
/17
/17
/17
/17
/17
/17

{summary?>

Attempts to get the value associated with the specified key from the <see
cref="ConcurrentDictionary{TKey, TValue}"/>.

</summary>

<param name="key">The key of the value to get.</param>

<param name="value">When this method returns, <paramref name="value"/> contains the object from
the

<see cref="ConcurrentDictionary{TKey,TValue}"/> with the specified key or the default value of
<typeparamref name="TValue"/>, if the operation failed.</param>

<returns>true if the key was found in the <see cref="ConcurrentDictionary{TKey, TValuel}"/>;
otherwise, false.</returns>

<exception cref="T:System.ArgumentNullException"><paramref name="key"/> is a null reference
(Nothing in Visual Basic).</exception>

[SuppressMessage("Microsoft.Concurrency”, "CA8001", Justification = "Reviewed for thread safety")]
public bool TryGetValue(TKey key, out TValue value)

{

44
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ConcurrentDictionary

private bool TryGeralueIntérnal(TKey key, int hashcode, out TValue value)

{

Debug.Assert(_comparer.GetHashCode(key) == hashcode);

// We must capture the buckets field in a local variable. It is set to a new table on each table resize.

// We can get away w/out a lock here.
// The Volatile.Read ensures that the load of the fields of 'n' doesn’'t move before the load from buckets[i].

while (n != null)

{
if (hashcode == n. hashcode & & _comparer.Equals(n. key, key))
{
value = n. value;
return true;
¥
n = n._next;
¥

value = default(TValue);
return false; 45
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ConcurrentDictionary

private bool TryGetValueInternal(TKey key, int hashcode, out TValue value)

{

Debug.Assert(_comparer.GetHashCode(key) == hashcode);

// We must capture the buckets field in a local variable. It is set to a new table on each table resize.

int bucketNo = GetBucket(hashcode, tables. buckets.Length);

// We can get away w/out a lock here.
// The Volatile.Read ensures that the load of the fields of 'n' doesn't move before the load from buckets[i].

while (n != null)

{
if (hashcode == n._hashcode & comparer.Equals(n. key, key))
{
value = n. value;
return true;
}
n = n._next;
}

value = default(Tvalue);
return false;

46
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ConcurrentDictionary

Node newNode = new Node(node. key, newValue, hashcode, node. next);

if (prev == null)

{
tables. buckets|[bucketNo] = newNode;
¥
else
{
prev. next = newNode;
¥

Node newNode = new Node(node. key, value, hashcode, node. next);

if (prev == null)
{
tables. buckets|[bucketNo] = newNode;
b
else
{
prev. next = newNode;
b

47
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ConcurrentDictionary

— TryAddInternal:

Monitor.Enter(tables. locks[lockNo], ref lockTaken)

— TryUpdatelnternal:

lock (tables. locks[lockNo])

48
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ConcurrentDictionary

/// <summary>

/// A node in a singly-linked list representing a particular hash table bucket.
/// </summary>

private sealed class Node

{
internal readonly TKey key;

internal TValue value;
internal volatile Node next;
internal readonly int hashcode;

internal Node(TKey key, TValue value, int hashcode, Node next)

{
_key = key;
_value = value;
_next = next;
_hashcode = hashcode;
b

49
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ConcurrentDictionary

/// <summary>
/// A node in a singly-linked list representing a particular hash table bucket.

/// </summary>
private sealed class Node

{
internal readonly TKey key;
internal TValue value;
internal volatile Node next;
internal readonly int _hashcode;
internal Node(TKey key, TValue value, int hashcode, Node next)
{
_key = key;
=7 _value = value; AAAAAAAAAAAAAAAAA
(S el .5t S
“«~: hashcode = hashcode; :
j T o
¥

50
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ConcurrentDictionary

private bool TryGetValueInternal(TKey key, int hashcode, out TValue value)

{
Debug.Assert(_comparer.GetHashCode(key) == hashcode);

// We must capture the buckets field in a local variable. It is set to a new table on each table resize.

// We can get away w/out a lock here.
// The Volatile.Read ensures that the load of the fields of 'n' doesn't move before the load from buckets[i].

while (n != null)

{
if (hashcode == n. hashcode & comparer.Equals(n. key, key))
{
value = n. value;
return true;
¥
n = n._next;
¥

value = default(TVvalue);
return false;
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ConcurrentDictionary

if (prev == null)

{
tables. buckets[bucketNo] = newNode;
Volatile.Write(ref tables. buckets[bucketNo], newNode);

}

else

{

https.//github.com/dotnet/corefx/pull/22382
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ConcurrentDictionary

' 0 stephentoub approved these changes on Jul 18

@ @) stephentoub merged commit e3e1322 into dotnet:master onJul 18
11 checks passed
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Ctatnyecknun aHanus, Roslyn, 6ara B8 RavenDB

— github.com/mO08pvv/CSharpPartiallyConstructedObjectAnalyzer
— https://github.com/ravendb/ravendb/pull/3376

if (keyGeneratorsByTag.TryGetValue(tag, out value))
return value.GenerateDocumentKey(databaseCommands, conventions, entity);

lock (generatorLock)
{
if (keyGeneratorsByTag.TryGetValue(tag, out value))

return value.GenerateDocumentKey(databaseCommands, conventions, entity);

value = new HiloKeyGenerator(tag, capacity);
// doing it this way for thread safety

keyGeneratorsByTag = new Dictionary<string, HiloKeyGenerator>(keyGeneratorsByTag)
{

{tag, value}
s
¥ 54



siDENIs

passion to deliver

RavenDB

private IDictionary<string, HilLoKeyGenerator> keyGeneratorsByTag = new Dictionary<string, HilLoKeyGenerator>();

private volatile IDictionary<string, HilLoKeyGenerator> keyGeneratorsByTag = new Dictionary<string, HiLoKeyGenerator>();

55
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BbiBOA

— CrapaTtbcs ncnonb3oBaTb 60/s1ee BbICOKOYPOBHEBbIE
KOHCTPYKLMU

— YuTaTtb cneundpumnKaumm
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UTO noymTaTb

— ECMA-335 n ECMA-334

— http://www.albahari.com/threading/

— Andrew Tanenbaum “Structured Computer Organization”
— Jeffrey Richter “CLR via C#”

— Eugene Agafonov, Andrew Koryavchenko "Mastering C#
Concurrency"

— https://habrahabr.ru/company/intel/blog/

57
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bOHYC

While Microsoft's CLR team was building a JIT compiler for the IA64 architecture,
they realized that many developers (including themselves) had written code that
would not work correctly if executed with non-volatile (unordered) read and write
memory accesses. So they thought about making the IA64 JIT compiler always
produce read instructions that include acquire semantics and write instructions
that always include release semantics. This would allow already-written
applications that work on the x86 to continue to work just fine on the |IA64.
Unfortunately, this would hurt performance significantly, and so a compromise was
struck. Microsoft's IA64 JIT compiler ensures that all writes are always performed
with release semantics, but reads are allowed to be unordered; programmers still
must call Thread's VolatileRead method or apply C#'s volatile keyword to a field so
that it is read with acquire semantics.

59
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bOHYC

This produces a much more sane memory model for programmers to
rationalize in their heads. In fact, Microsoft now promises that all of its
JIT compilers that exist today or are created in the future will adhere to
this memory model in which reads can be unordered but writes always
occur with release semantics. To be more precise, the memory access
rules are a bit more complicated than what | discussed in this section.

The other memory access rules would be expected by most
programmers anyway.
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CNUCOK nutepatypbl:

— The C# Memory Model in Theory and Practice
[https://msdn.microsoft.com/en-us/magazine/jj883956.aspx]

— ECMA-335 specification
[http://www.ecma-international.org/publications/files/ECMA-
ST/ECMA-335.pdf]

— ECMA-334 specification
[%VSINSTALLDIR%\VCH#\Specifications\1033\CSharp Language
Specification.docx]

— Jeffrey Richter “CLR via C#, Second Edition”
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