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Microservices

The high-level architecture style of choice nowadays

Offers lots of advantages but ...

Adds complexity
— More running parts (100+ 1), very distributed, polyglot, how to trace / monitor?

We need a controlled way to run these services
— DevOps, infra as code, containers
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Docker




Stand

ardized software delivery
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4 Docker
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Kubernetes*

*a.k.a. K8S




Kubernetes

Open-source orchestration tool for containers by Google
— Automates deployment, scaling, and management
— Handles computing, networking, and storage

Runs just about anywhere X
— On prem, Cloud, SAAS (e.g. AKS) mEﬁﬂﬁﬁﬂ.

Developer version available in Docker Desktop

Adopted as go to orchestrator by the community




4 Kubernetes objects*
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Node Ingress Service

Pod

Deployment

Replicaset

* Not complete, only relevant for the session '



K8S
Cluster

Ingress

/. Node 1

Search Service

Search Service

Deployment .

Search Service

Pod

Indexing Service

Indexing Service
Pods

Y4

A

Product Service

‘ Node 2
\_

Product Service v1
Deployment

Product Service v1
Pod

Product Service v2 [l Product Service v2
Deployment Pod




4 Kubernetes orchestration

apiversion: extensions/vibetal

kind: Deployment
metadat
labels:
system: pitstop
app: customermanagementapi
version: v1
name: customermanagementapi-vi
namespace: pitstop
spec:
replicas: 1
template:
metadata:
tabels: API
system: pitstop
app: customermanagementapi
version: vi
containers:
- env:
- name: ASPNETCORE_ENVIRONMENT
value: Production
- name: ApplicationInsights__InstrumentationKey
value: befe2aSc-f406-4e9c-9a77-1dc88b331642
: pitstop/customermanagementapi:vl
: customermanagementapi
ports:
S N—— ubernetes
restartPolicy: Always

Configuration
File(s)

(expected state)

Kubernetes
Cluster







4 Solution-architecture overview

PitStop Web app

Vehicle Management Customer Management Workshop Management

API API API

Message broker




4 Kubernetes setup

A

CustemerManagementAPI CustomerManagementAP| v1
Service Deployment
Web App Web App VehicleManagementAP| VehcleManagementAPI vl
Service Deployment Service Deployment

A

WorkshopManagementAPI WorkshopManagementAPI v1
Service Deployment
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Service messh
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4 Service mesh

Provides a transparent and language-independent
way to automate cross-cutting concerns

Intelligent routing, Monitoring, A/B Testing, Canary
Releasing, Retries / Circuit-breakers, Security, ...




4 Service mesh

"Ambassador"
Pattern




Implemented using
the "sidecar" pattern
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Container

Web App

Pod
Container Coatainer

Web API Web API




Pod

Container

Web App

Pod Pod
Container Container

Web API Web API
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Container

Web App

Pod
Container Container

Web API Web API

Container
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|Stio




A

. . N
@ Service A Service B
HTTP/1.1, HTTP/2,
gRPC or TCP --
with or without
MTLS
l&@ Proxy (Envoy) ,—&@ Proxy (Envoy)
A A
_ Policy checks, .
\ oL telemetry - A\
Config data | S S ,  TLScertsto
to proxies! .-~ V ~.__ | proxies
L~ T~d
@ Service Discovery @ Policies @ Security
(Pilot) (Mixer) (Citadel)

Control Plane API




ISstio proxy injection

apiversion: extensions/vibetal
kind: Deployment

metadata:
labels:
system: pitstop
app: customermanagementapi
version: v1
name: customermanagementapi-v1
namespace: pitstop

spec:
replicas: 1
template:
metadata:
labels:
system: pitstop
app: customermanagementapi
v ion: vi
spec:

containers:
- env:
- name: ASPNETCORE_ENVIRONMENT
valu Production
- name: ApplicationInsights__InstrumentationKey
valu befe2aSc-f406-4e9c-9a77-1dc88b331642
image: pitstop/customermanagementapi:vl
name: customermanagementapi
ports:
- containerPort: 5
restartPolicy: Always

Configuration
File

(expected state)

istioctl

kube-inject

Kubernetes CLI

Piversion: extens
ind: Deployment

netadata
creationTinestamp: nul
labels

customermanagenentapi

*58128463

car. Istio tus: *{"version 856c5Be1cdcedshsT73580541

tionTimestanp: null

ermanagement api

- name: ASPNETCORE_ENVIRONMENT

value: Product
- name: entat ionKey
value: cB8h331042

image: pitsto
s
- containerPort:

1

tion

system: 15687
- —discoveryRefreshbelay

2ipkinAddre:
Pk m:oa11

- 10s

- —proxyAdninPort

00
cantrelPlaneAuthPalicy

NONE

fieldpath: metadata.namespace
- name: INSTANCE_IP

Configuration
File

(expected state)
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Capabilities
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4 Logging / Tracing / Monitoring
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Traffic Routing
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4 Traffic routing

A

CustemerManagementAPI CustomerManagementAP| v1
Service Deployment
Web App Web App VehicleManagementAP| VehcleManagementAPI vl
Service Deployment Service Deployment

A

WorkshopManagementAPI WorkshopManagementAPI v1
Service Deployment




A Traffl C ro Utl n g CustomerManagementAP| v1

‘ Deployment
CustemerManagementAPI
Service .

CustomerManagementAP| v2

Deployment
Web App Web App VehicleManagementAPI VehcleManagementAPI v1
Service Deployment Service Deployment

A

WorkshopManagementAPI WorkshopManagementAPI v1
Service Deployment
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CustomerManagementAP| v1
Deployment

4 Traffic routing

A

Service

CustemerManagementAPI X

CustomerManagementAP| v2

Deployment
Web App Web App VehicleManagementAPI VehcleManagementAPI v1
Service Deployment Service Deployment

A

WorkshopManagementAPI WorkshopManagementAPI v1
Service Deployment




Chaos engineering
b N



4 Chaos engineering

A

CustemerManagementAPI CustomerManagementAP| v1
Service Deployment

Test resiliency

‘ 25% HTTP 500

Web App Web App VehicleManagementAPI VehcleManagementAPI v1
Service Deployment Service Deployment

A

WorkshopManagementAPI WorkshopManagementAPI v1
Service Deployment




4 Be aware!

* |stio Is still in active development

Eile Edit Selection View Go Debug Terminal Help customermanagementapi-canary.yaml - Pitstop (Workspace) - Visual Studio Code

customermanagementapi-canary.yaml 1D m - EXPLORER

customermanagementapi-canary.yaml » {tspace [ lcubcats b { S < Ve 4 PITSTOP (WORKSPACE)
networking vlalpha3 4 ] src
DestinationRule > B vscode
£ AuditlogService
: customermanagementap i CustomerManagementAPI
- p itsto p Infrastructure.Messaging

InvoiceService
1 customermanas @.mentapi k8s
. Istio
rsion-vl auditlogservice.yaml
customermanagementapi-canary.yaml
vl customermanagementapi-mirror.yaml
rsion-v2 customermanagementapi-svc.yaml|
customermanagementapi-v1-istio.yaml
customermanagementapi-v1.yaml|
customermanagementapi-v2-istio.yaml
customermanagementapi-v2.yaml
dashboard-adminuser.yaml
: networking.istio.io/vlalpha3 invoiceservice.yaml
! VirtualService loadtest-uris.bxt
£ logserver.yami
: customermanagementapi mailserver.yaml

: pitstop notificationservice.yaml




4 Resources

https://kubernetes.io

‘\ https://istio.io

https://github.com/edwinvw/pitstop
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