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O 4ém byaem roBopmThb

Hypertext Transfer Protocol (HTTP) - ceTeBON NPOTOKOA ANSA KNMNEHT-
CEpBEPHOro B3aMMOAENCTBUA C request-response ceMaHTUKOWN

[lpnMeHeHne:

+ 3arpy3ka Web-ctpanuy (headless 6paysepsl, Selenium)
* MexcepBucHoe B3anmMmogenctasme yepes API

* TpaHcnopt ana apyrux npotokonos (QRPC-over-HTTP2)



CtaHaapTHbIWM aoknaa npo HTTP B8 .NET

* Ectb knacc HttpClient
* Y Hero ectb metog, .Dispose()

using (var httpClient = new HttpClient())

{
var stream = await httpClient.GetStreamAsync("https://dot.net");

* Tak Henb3qa, 3TO He AaeT nepeuncnonbioBatb TCP-coeanHeHns!
*  Hy>xHO nepencnonb3oBatb 06bekTbl HttpClient



PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new HttpClient())

{
var stream = await httpClient.GetStreamAsync("https://dot.net");



PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new‘HttpClientl))
{

var stream = await httpClient.GetStreamAsync("https://dot.net");

1. HttpClient nosasunca tonbko B .NET Framework 4.5 (*4.0 — NuGet)



PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new HttpClientdnew HttpClientHandler()b)
{

var stream = await httpClient.GetStreamAsync("https://dot.net");

1. HttpClient nosasunca Tonbko B .NET Framework 4.5 (*4.0 — NuGet)
2. Kakon mexaHu3Mm OoTnpaBKu 3anpocoB ByaeT NCNOib30BaH?



PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new HttpClientdnew HttpClientHandler()b)

{ public abstract class HttpMessageHandler : IDisposable

\
{
. protected internal abstract Task<HttpResponseMessage>
} SendAsync (
HttpRequestMessage request,
CancellationToken cancellationToken);




PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new HttpClientdnew HttpClientHandler()b)

{

\Y

public abstract class HttpMessageHandler : IDisposable
{

protected internal abstract Task<HttpResponseMessage>

SendAsync(
HttpRequestMessage request,
CancellationToken cancellationToken);

}

public class HttpMessageInvoker : IDisposable

{
new HttpMessageInvoker(HttpMessageHandler handler) { }

public Task<HttpResponseMessage> SendAsync(..., ...);
}




PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new HttpClientdnew HttpClientHandler()b)
{

var stream = await httpClient.GetStreamAsync("https://dot.net");

1. HttpClient nosasunca Tonbko B .NET Framework 4.5 (*4.0 — NuGet)
2. Kakon mexaHu3Mm OoTnpaBKu 3anpocoB ByaeT NCNOib30BaH?



PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new HttpClient(new HttpClientHandler()))
{

var stream = await httpClientLGetStreamAsync{"https://dot.net");

1. HttpClient nosasunca Tonbko B .NET Framework 4.5 (*4.0 — NuGet)
2. Kakonm mexaHn3M OoTnpaBKn 3anpocoB byaeT NCnoib30BaH?
3. Kak yctpoeHbl Request/Response body? Kak ¢ HUMn pabotatb?
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PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new HttpClient(new HttpClientHandler()))
{

var stream = await httpClient.GetStreamAsync{"https://dot.net"b;

. HttpClient nosaswuaca tonbko B .NET Framework 4.5 (*4.0 — NuGet)
Kakon mexaHn3m oTnpaBky 3anpocoB byaeT NCNOib30BaH?
Kak yctpoeHbl Request/Response body? Kak ¢ HUMu pabotatb?
Kak yctraHaBinBaetca coegmnHeHne ¢ cepsepom? (DNS, Bepcma HTTP...)

> W e
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PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new HttpClient(new HttpClientHandler()))

{
var stream = await httpClient.GetStreamAsync("htt//dot.net");

. HttpClient nosaswuaca tonbko B .NET Framework 4.5 (*4.0 — NuGet)
Kakon mexaHn3m oTnpaBky 3anpocoB byaeT NCNOib30BaH?
Kak yctpoeHbl Request/Response body? Kak ¢ HUMu pabotatb?
Kak yctraHaBinBaetca coegmHeHne ¢ cepsepom? (DNS, sBepcma HTTP...)
OCObeHHOCTM 3aLMLLEHHONO COeaNHEH WS, NpoBepKa cepTndmnkaTa

I
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PacCMOTPKMM 3TOT MPpUMEP NoapobHee

using (var httpClient = new HttpClient(new HttpClientHandler()))

{
var stream = await httpClient.GetStreamAsync("https://dot.net");

}

1. HttpClient nosasunca Tonbko B .NET Framework 4.5 (*4.0 — NuGet)

2. Kakown mexaHu3M oTnpaBKu 3anpocoB byaeT UCMOAb30BaH?

3. Kak yctpoeHbl Request/Response body? Kak ¢ HUMn pabotatb?

4. Kak yctaHaBauBaetca coeanHeHue ¢ cepsepom? (DNS, sBepcna HTTP...)

5. OcobeHHOCTH 3alLNLLLEHHOrO COeaMHEHNA, NpOoBepKa cepTUdmKaTa

6. CuTyauum, KOrga 3anpocoB HECKOIbKO, NEPENCNOb30BaHNE COeANHEHNM
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OcHOBHad npobaema

* Pabota ¢ knmeHTckum HTTP 3aBucKT OT peannsauum
NET

* B nHTepHete npepcrasaeHa npoTMBopeymnBas
MHPopmauma o kameHTckom HTTP

14



HTTP kameHTbl B .NET Framework

Ha .NET Framework:

* WebRequest — ocHoBHOe API
* OcHoBaH Ha Managed Socket + winapi

» WebClient — yctapeBliaa 0bépTtka Hag HUM

» HttpClientHandler — Toxxe obépTka Hag
WebRequest

15



HT TP kameHTbl B .NET Core/.NET

» HttpClient — ocHoBHOEe API
* WebRequest — HeyaauHaa obépTka Hag HttpClient
* WebC(Client — HeyaauHas o6épTtka Haa WebRequest

Hy a uTto BbI XOTE€NM, BCE pagm ObICTPOro nepexoaa Ha
KOp

[louemMy HeyaauHble — ByaeT pacckazaHO No3Xe
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HttpMessageHandler’s: .NET Core/.NET

Paccmotpum, kakme HttpMessageHandler
MCMoab3yroTca B coBpemMeHHoM .NET

Mwup coBpemeHHoro .NET B nnaHe knneHTCKOro
HTTP penntca Ha:

 Jlo .NET Core 2.1
* .NET Core 2.1 n cnegyrowpne

17



NET Core a0 2.1: HaTMBHbIE X3HANEPb

* WinHttpHandler (http.sys)

Bxogut B .NET Core kak internal (8 .NET 5 y>e HeT)
HoctyneH n3 NuGet kak public

* CurlHandler (libcurl) —internal only

HepoctaTku:
*  HekoHcucTeHTHasa paboTa Ha pasHbix OC
»  CnoxxHasa obpaboTka owmnboK

18



NET Core 2.7 and later

SocketsHttpHandler

Managed-peanmsauna (Ha ocHoBe knacca Socket)
Consistent behavior across all .NET platforms (*Docs)
MNopaepxxka HTTP/2 ¢ .NET Core 3.0

MHOXeCTBO HacTpoekK, AeNatoLmX Xaku HEHY>XKHbIMM
EavHCcTBEeHHaa pa3ssumBatowasaca peaamsayma HTTP B .NET

https://docs.microsoft.com/en-us/dotnet/api/system.net.http.httpclient?view=net-5.0

19


https://docs.microsoft.com/en-us/dotnet/api/system.net.http.httpclient?view=net-5.0

NET Framework: alternative handlers

* CtaHaapTHbIN — 0bépTka Hag WebRequest
« WinHTTPHandler (NuGet)

Bo3moxHoe npumeHeHne — HTTP/2.0
»  SocketsHttpHandler ??? ero 3gecb HET
* Ha .NET 5-* nepee3sxaurte

«  Backport Ha .NET Standard 2 (Ha cBou cTpax n puck)
https://github.com/TalAloni/StandardSocketsHttpHandler/tree/3.1

20


https://github.com/TalAloni/StandardSocketsHttpHandler/tree/3.1

Mono

« [o 6.0: custom WebRequest + HttpClientHandler

- Co6.0:
«  SocketsHttpHandler (default)
 MonoWebRequestHandler

"Imperial Red": Bring HttpClient from CoreFx
https://github.com/mono/mono/pull/11906

21


https://github.com/mono/mono/pull/11906

3. Bpen obéptok

[loBTOPWM, UTO:

» HttpClientHandler B .NET Framework — 06épTka Hag WebRequest
* WebRequest B .NET Core/.NET — 06éptka Hag HttpClient

[TokaxxeM OAMH 13 HeEAOCTAaTKOB 3TUX 0BEPTOK
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B1g streams

OTnpaBuM bonbLon cTpuM B KadectBe Request Body

new HttpRequestMessage(HttpMethod.Post, ...) {
Content = new StreamContent(bigStream)

})s

SocketsHttpHandler: OK
NET Framework: KOHTEHT CTprMa KOnNMpyeTca B NamMATh,
ecaun Stream — non-seekable

23



Big streams: HttpClient 8 Framework

var client = new HttpClient(new HttpClientHandler

{
MaxRequestContentBufferSize = 4096
1)

System.Net.Http.HttpRequestException:
Cannot write more bytes to the buffer than
the configured maximum buffer size: 4096.

24



Big streams: HttpClient 8 Framework

new HttpRequestMessage(HttpMethod.Post, ...) {
Content = new StreamContent(bigStream) {
Headers = { ContentLength = bigStream.Length }

}
})s

new HttpRequestMessage(HttpMethod.Post, ...) {
Content = new StreamContent(bigStream),
Headers = { TransferEncodingChunked = true }

1)
// OK: xopowaf npakTuKka TaK Aenatb BcerAaa

25



Big streams: WebRequest Ha .NET Core

*  Bcé ewé xyxe: bybepunsyetca atobon CTpum
System.Net.RequestStream

// Cache the request stream into a MemoryStream. This is the

// default behavior of Desktop HttpWebRequest.AllowWriteStreamBuffering (true).

// Unfortunately, this property is not exposed in .NET Core, so it can't be changed
// This will result in inefficient memory usage when sending (POST'ing) large

// amounts of data to the server such as from a file stream.

* YnomaHyTbIn MeTog Ha camom agene B .NET Core ecTb
* PeweHnmn HeT
* IMXO, peanbHaa npvymHa — HUKOMY He HY>eH jeracu

26



Kakoe APl 13 CTaHAAPTHbBIX BbIOpATh?

« HttpClient stack

*  OcHoBHoe API ana coepemeHHoro .NET (c SocketsHttpHandler)
*  Good enough Ha .NET Framework
*  YHumBepcaneH An8 UCMONb30BaHMA B bubanoTekax

* WebRequest Ha .NET Framework
 Ecam Bbl UETKO NMNOHMMaETE, N4 HETO BaM 3TO HY>KHO

27



PekomeHaauma no pabote ¢ HitpClient

* Hwkorga He ncnonb3ymnte KoHcTpykTop HttpClient
6e3 napameTpos

» Bcerpa cosgasaute HttpClientHandler no
YMOJIYAHUIO MU KOHKPETHYHO ero peasn3aumio v
CKOHOUTYPUPYUTE BCE, UTO BaM HYXKHO

28



AnstepHatmBHble APl (HyreT 11bbi)

Kak >xe BCé CNOXHO, Monay ckayvaro nmby, rae yxe
BCe cAesia/IN 3a MeHS

* RestSharp (98M downloads, 25000/day)
*  Flurl.Http (15M downloads, 5700/day)

29



RestSharp

* 98 MUANMOHOB 3arpy3ok, 25 TbiCAY B AEHb
«  [lo cnx nop ncnonbsyet legacy HttpWebRequest

Issues:
e RestSharp on .NET Core loads entire file into memory when uploading #1481

*  Out of Memory issue when uploading large files in .NET Core #1441

30


https://github.com/restsharp/RestSharp/issues/1481
https://github.com/restsharp/RestSharp/issues/1441

RestSharp

Ho y meHs HeT 60abLlWNX CTPUMOB, 3TO MEHS He
KocHeTcalll

* JTO ULLb OAHAa N3 BO3MOXXHbIX Mpobaem
* Henb3a npeackasaTb HOBble TpeboBaHMA K CEPBUCY

* KMcnonb3oBaHue legacy — 6omba 3ameaneHHOro
NenCcTBUS
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Swagger Codegen

[eHepaTop API-KnneHTOB Mo cneunoukaumm

* [lpobnema:
* [eHepupyeT RestSharp-based kaneHT
* B wrtore creHepupoBaHHbIN KnmeHT naox ana .NET Core/ NET

* PeweHwue:
*  Wcnonb3oBatb gpyroun reHepatop (NSwag)
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Flurl

* Wcnonbayet System.Net.Http
« [laéT BO3MOXHOCTb THOHWMHIa XaHAepa

O BCE MO Mpe>XXHeMy BPYYHYH
Myero KPUMUHaNbHOIO He ANAarHOCTUPOBAHO
O HMYero v He rapaHTupyetcsa
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HTTP/2.0 & QUIC

34



Bepcn HI TP

1997 roa: HTTP/1.1 — pipelining, keep-alive, Chunked Transfer Encoding
2015 rog; HTTP/2.0 — adpdpekTnBHOE ncnonbsosaHune TCP-coegnHeHnM
2020 roa: HTTP/3.0 (QUIC) — nepexog Ha UDP

35



HTTP/2.0 8 .NET

 NET Framework
« WIinHTTPHandler
* [lopt SocketsHttpHandler (Ha cBon cTpax n puck)

* NET Core/.NET

* HaTuBHbIe XaHAEepbI
(WInHTTPHandler/CurlHandler)

N3HnutoxeHbl ¢ .NET 5

»  SocketsHttpHandler (c .NET Core 3.0)

Aa, B .NET Core 2.1 n 2.2 no ymonuarvuro HTTP/2 He
paboTtan
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Native handlers: HTTP/2.0

DOTNEXT

2018 Piter

EBrenun >Xupos
KoHTYp

B3anmMoaencTame

MUKPOCEPBKCOB
no HTTP/2

https://www.youtube.com/watch?v=QgK6-8zCnQM
https://2018.dotnext-piter.ru/2018/spb/people/I5snp8oligiwdawwyaeqo/
https://assets.ctfassets.net/9n3x4rtjlya6/2D1uCQKQ4QoaE4YCEqg4sey/0467c6c44911a6bc6530793307b8b7fc/Evgeny Zhirov - Microservice interaction with HTTP2.pdf
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https://www.youtube.com/watch?v=QgK6-8zCnQM
https://2018.dotnext-piter.ru/2018/spb/people/l5snp8o1igiw4awwyaeqo/
https://assets.ctfassets.net/9n3x4rtjlya6/2D1uCQKQ4QoaE4YCEq4sey/0467c6c44911a6bc6530793307b8b7fc/Evgeny_Zhirov_-_Microservice_interaction_with_HTTP2.pdf

Native handlers: HTTP/2.0

OAaHa 13 npobaem:

* WIinHTTPHandler noagep>xnsaet Tonbko HTTP2-over-
TLS

* B use-case n3 goknaaa 3to NpnBoAMA0 K BONbLLIOMY
noTpebseHmto unmanaged namaTy
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Plain text HTTP/2.0 (h2¢)

*  WM3HauvanbHO HTTP/2.0 TpeboBan wndposaHme
* Ho Kk pennsy ctaHgapTa 34paBbli CMbICA Nobeana NapaHOMO
* Ho obsazatenbHbin TLS ycnen ctaTtbh 4acTbto peanmsaymm
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SocketsHttpHandler: h2c¢

HttpClient httpClient = new(new SocketsHttpHandler());

HttpRequestMessage message = new (HttpMethod.Get, //nghttpz.org/")
{

}s

Version = new Version(2, 9),

HttpResponseMessage response = await httpClient.SendAsync(message);
Version usedVersion = response.Version;
Console.WritelLine(usedVersion);

// 1.1
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SocketsHttpHandler: h2c¢

.NET Core 3.x

« AppContext.SetSwitch(
"System.Net.Http.SocketsHttpHandler.Http2UnencryptedSupport", true);
 DOTNET_SYSTEM_NET_HTTP_SOCKETSHTTPHANDLER _HTTP2UNENCRYPTEDSUPPORT

NET 5.0 - *

new HttpRequestMessage(...)
{

Version = new Version(2, 90),
VersionPolicy = HttpVersionPolicy.RequestVersionExact
s // .RequestVersionOrHigher

// (exactly same for plaintext!)

41



HTTP/3.0 (QUIC)

* B paspabotke
» Cenyac ncnonb3lyeTtcs HaTMBHaa peanmdauma MsQuic

https://qgithub.com/dotnet/runtimelab/tree/feature/System.Net.Experimental.MsQuic
https://devblogs.microsoft.com/dotnet/http-3-support-in-dotnet-6/ 42



https://github.com/dotnet/runtimelab/tree/feature/System.Net.Experimental.MsQuic
https://devblogs.microsoft.com/dotnet/http-3-support-in-dotnet-6/

Low level & Performance
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Request timeout

* .Timeout B WebRequest paboTaeT TONbKO ANA
CMHXPOHHbIX 3aMpPOCOB

» 3ameHa — CancellationToken ¢ Tanmaytom
» TammayTbl bbiBatoT pasHble (DNS, headers, body)
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DNS Cache

DNS: IP-aapec cepBnca MOXET N3MEHUTbLCA.

WebRequest (Framework):

A) ServicePointManager.DnsRefreshTimeout = 0;
request.ServicePoint.ConnectionlLeaseTimeout = ...;

B) dnsapi.dll calls for Windows DNS cache (ipconfig /flushdns)

https://www.derpturkey.com/system-net-dns-flush-cache-issues/
https://stackoverflow.com/questions/7277582/how-do-i-clear-system-net-client-dns-cache A5



https://www.derpturkey.com/system-net-dns-flush-cache-issues/
https://stackoverflow.com/questions/7277582/how-do-i-clear-system-net-client-dns-cache

DNS Cache

DNS: IP-agpec cepBnca MOXeT NU3MEHUTbLCA.
SocketsHttpHandler (modern .NET):

A) handler.PooledConnectionLifetime = ...;

B) HttpClientFactory (require Microsoft DI)

C) your OS DNS cache
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/lpyrne ceteBble Xakm

* ARP cache (IP-to-MACQ)
» TCP Keep-Alive

»  OcrTaroTca And CaMOCTOATE/IbBHOTO pacCMOTPEHUS
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S for Security and Suftering

* AHa/NIOrMYHO — KOHPUTYPUPYeTCA B Pa3HbIX MecCTax
» Certificate validation callback

* Mono: custom cert store

https://www.mono-project.com/docs/fag/security/ 48



https://www.mono-project.com/docs/faq/security/

MHOro 3anpoCoB

WebRequest — orpaHmnyeHmne Tpeanyna

Exception: "There were not enough free threads
in the ThreadPool to complete the operation.”
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MHOro 3anpoCoB

WebRequest — orpaHmnyeHmne Tpeanyna

internal static bool IsThreadPoolLow() {
int workerThreads, completionPortThreads;
ThreadPool.GetAvailableThreads(out workers, out iocp);

return workers < 2;

* PeweHne: ckoHOUTypnpoBaTb TPEANYN — YBEANYNTD

KONMYeCTBO NOTOKOB, CO34aBaeMblX 6€3 3a4ep>KKM
(SetMinThreads)
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0. MHOro 3anpocoB

WebRequest — orpaHunyeHmne uncna coegmHeHnn K ogHomy endpoint

[nsa localhost — 6beckoHeuHo
[ns BHEWHMX XOCTOB — MO YMOAYAHUNIO 2

TecTnpynTe Ball CETEBOWN KOA He TOAbKO Ha LocalHost

request.ServicePoint.ConnectionLimit = ...;
httpClientHandler.MaxConnectionsPerSever = ...;

https://docs.microsoft.com/en-us/dotnet/framework/network-programming/managing-connectionss 1



https://docs.microsoft.com/en-us/dotnet/framework/network-programming/managing-connections

0. MHOTO 3anpoOCOB: TROTT/INHT

Ana caMOoCTOATE/IbHOrO U3y4yeHus:
* Nagle Algorithm
»  Expect: 100-continue
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BbIBO/b

*  YcrpownctBo HTTP-kamneHTa 3aBUCUT OT NAaTGOPMbI
*  Wcnonb3ymte coBpemeHHbin .NET n SocketsHttpHandler
»  [laxke nonynspHble Anbbl MOTYT NOABECTU

«  [lenaete bnbanoteky — npeaycmotpuTte extension point gns
KOHbUrypaunm KaneHTa

»  TecTnpymnte KOA Ha BCex naaTtdopmax, rae oH byaet pabortatb
*  TecTnpymnTe KOA B YCAOBUAX, NPUOAMXKEHHbIX K 6OEBbIM
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Links

* [MoasogHble kamHM HTTP B .NET (@Yuriylvon)
https.//habr.com/ru/post/424873/

» Reusing HttpClient didn’t solve all my problems
(@rahulbhuwal)

(O TroHunHre HacTpoek WebRequest Ha Framework, Ha camom aene)
https://itnext.io/reusing-httpclient-didnt-solve-all-my-problems-142a32a5b4d8

»  Vostok.ClusterClient.Transport

(Mcnonb3yemasn B KoHType 06€épTtka Hag pasanuHbimm HTTP APl cO MHOXeCTBOM
XaKOB)

https://github.com/vostok/clusterclient.transport

* Sources
https://github.com/dotnet/runtime/blob/main/src/libraries/System.Net.Http/src/
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https://habr.com/users/YuriyIvon/
https://habr.com/ru/post/424873/
https://medium.com/@rahulbhuwal
https://itnext.io/reusing-httpclient-didnt-solve-all-my-problems-142a32a5b4d8
https://github.com/vostok/clusterclient.transport
https://github.com/dotnet/runtime/blob/main/src/libraries/System.Net.Http/src/HttpDiagnosticsGuide.md

BOMPOCh!

EBreHun lNewkoB

JetBrains
@epeshk
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